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Epidemic processes can model anything that spreads. As such, they
are a useful tool for studying not only human diseases, but also network at-
tacks, spikes in the brain, the propagation of real or fake news, the spread of
viral tweets, and other processes. This proposed thesis focuses on epidemics

spreading on an underlying graph.

Currently, most state-of-the-art research in this field assumes some
form of perfect observation of the epidemic process. This is an unrealistic
assumption for many real-life applications, as the recent COVID-19 pandemic
tragically demonstrated: data is scarce, delayed, and/or imprecise for human
epidemics, and symptoms may appear in a non-deterministic fashion - if they
appear at all. We show in this work not only that the algorithms developed
previously are not robust to adding noise into the observation, but that some
theoretical results cannot be adapted to this setting. In other words, uncer-

tainty fundamentally changes how we must approach epidemics on graphs.
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Chapter 1

Introduction

Epidemic models are used widely across biological and social sciences,
engineering, and computer science. They have made an important impact on
the study of the dynamics of human disease and computer viruses as well as
trends, rumors, viral videos, and (most recently) the spread of fake news on
social networks. In this work, we focus on epidemics propagating on a graph,
as introduced by the seminal paper [65]. In this setting, an infected node
can only propagate the infection to its susceptible neighbors, as opposed to
the fully mixed models considered in the early literature. This graph-based
approach provides a more realistic model in which the spread of the epidemic
is determined by the connectivity of the graph, and, accordingly, some nodes
may play a larger role than others in the spread of the infection. This work

therefore leverages concepts and results from graph theory.

Most state-of-the-art research on epidemic processes on graphs assumes
we have perfect information. However, this is often not the case. In the midst
of the COVID-19 crisis, it is painfully evident that it is unrealistic to assume we
know exactly who is infected at any given time, as people do not constantly re-

port their infection state. Similarly, it is unrealistic to assume we know exactly



when someone became infected: official diagnosis (and hence recording by any
tracking entity such as the Centers for Disease Control and Prevention) may
come days, weeks, or — in important examples such as HIV — years after the ac-
tual moment of infection. Moreover, this delay can vary widely from person to
person, hence the infector is often diagnosed after the infectee. Similar issues
arise with biological networks: we only know the expression of a gene when
we perform an experiment, which can happen after a typically arbitrary delay.
Finally, even in the realm of online epidemics (e.g. viral tweets), for which
perfect information is often taken for granted, there can be uncertainty about
what really infected the nodes. Indeed, posts are shared differently based on
their topic, which may be unclear (e.g. someone sharing ”We won!!!” could
indistinguishably be talking about sports or politics). This implies epidemics

might not spread on graphs, but on hidden mixtures of graphs.

Accordingly, this thesis aims to answer the following question: How can
we tackle the problems of curing and network inference for epidemics spreading
on graphs under various forms of uncertainty in the observation model? To
do so, we draw on results from graph theory, probability, random walks, com-
binatorics, convex optimization, and information theory to prove our results.
In particular, we make use of Wald’s inequality, Sanov’s theorem, and Fano’s

lemma.



1.1 Overview of results

1.1.1 Uncertainty about who is infected

In Chapter 3, we consider the problem of curing a graph under a re-
stricted budget when there is uncertainty about which nodes are infected. We
show that this uncertainty dramatically changes the landscape: we exhibit
graphs which cannot be cured in polynomial time for a given curing budget in
the uncertain setting, despite being curable in sublinear time for a fraction of

the same budget in the perfect information setting.

1.1.2 Uncertainty about when nodes are infected

In Chapter 4, we consider the inverse problem of graph inference from
epidemic cascades, specifically from noisy times of infection. We prove we can
reliably learn the edges of graphs from a very weak observation model, and
learn the weights for any known noise distribution. For trees and bounded-

degree graphs, our methods are sample-optimal (up to log factors).

1.1.3 Uncertainty about what is infecting nodes

In Chapter 5, we still consider graph inference from epidemic cascades,
but this time we consider the case in which the cascades spread on an (un-
known) mixture of two graphs.We show this problem is not always identifi-
able, and we give necessary and sufficient conditions for the problem to be
identifiable with polynomial samples. In the identifiable case, we provide a

sample-optimal (up to log factors) algorithm which reconstructs both graphs.



1.2 Published work

The work presented in this thesis is based on joint work with collabo-

rators, as described below.

Chapter 3 and Chapter 4 are based on joint research with Constantine
Caramanis and appeared in SIGMETRICS 2018 [40] and 2019 [41] respectively.
The latter paper won 2"¢ place in the 2019 INFORMS George E. Nicholson

Student Paper Competition.

Chapter 5 features joint work with Soumya Basu, Surbhi Goel, and

Constantine Caramanis and appeared at ICML 2020 [39].



Chapter 2

Preliminaries

2.1 Notations

G = (V,E) Graph G, V set of nodes, E set of edges.

N Number of nodes in the graph

Dij Weight of edge (i, j), corresponding to the probability
that 7 infects j.

I, Number of infected nodes at time ¢

Sy Number of susceptible nodes at time ¢

Table 2.1: Global notations

2.2 Relevant background
2.2.1 Epidemic models

The study of epidemics dates to 1760, when Bernoulli [8] introduced
what would later be called compartment models. In this model, we assume

that every individual belongs to a state, which could be:

Infected: Infected individuals have the spreading agent, and spread it.
Susceptible: Susceptible individuals can become infected.

Removed: Removed individuals no longer interact with the spreading agent,

and in particular cannot become infected.



The crucial assumption of compartment models is that everyone can
infect everyone, which is why this type of model is sometimes called a fully
mixed model. There exist other extensively studied states: for instance, the
exposed state, in which individuals already have the spreading agent in them,
but are not infectious yet. While this thesis does not consider fully mixed
models, we still make use of the same terminology, and we will focus on the

susceptible, infected, and removed states.

2.2.1.1 SIR model

Susceptible 11:> Infected 1:> Removed

Figure 2.1: SIR model.

In the SIR (Susceptible — Infected — Removed) model, susceptible
individuals can become infected. Infected individuals infect other susceptible
nodes until they become removed, and stop interacting with the spreading
process. The SIR model is the model of choice for many human epidemics,
as humans usually develop immunity to a disease (or die, in which case they
also are removed). Chickenpox is one of the most well-known examples of SIR

epidemics.

The SIR model is also useful for representing online epidemics, and
in particular the spread of viral content on social networks. Indeed, people

usually interact (e.g. share, like, tag other people) with new content (video,



article, meme, etc.) only once: the first time they see it.

It is possible for a SIR epidemic to never reach the status of an out-
break. Indeed, if it is hard to infect new individuals, but easy to transition to
the removed state once infected, a SIR epidemic can die out quickly. If it does
not, however, then the outbreak will develop in two phases: an exponential ex-
plosion of the number of infected individuals at the start, when every infected
node can easily spread the agent to many susceptible nodes, and an expo-
nential decrease, when susceptible individuals become rarer and most infected
individuals transition to the removed state without infecting new people. At
the end of an outbreak, not everyone will have been infected, and the expected
number of people in the removed state can be calculated from the parameters

of the epidemic.

2.2.1.2 SI model

Susceptible |——>| Infected

Figure 2.2: SI model.

In the ST (Susceptible — Infected) model, susceptible individuals be-
come infected, and stay infected. As a result, without outside intervention,

everyone will be infected at the end of the process.

Noteworthy examples of SI epidemics include the spread of news (e.g.

the election of a new president) or a zombie apocalypse.



2.2.1.3 SIS model

Susceptible 11:> Infected 1:> Susceptible

Figure 2.3: SIS model.

In the SIS (Susceptible — Infected — Susceptible) model, susceptible
individuals become infected, and can then become susceptible again. Contrary
to the two examples above, in which the process dies out quickly (when people
are all susceptible or removed in the SIR model, or when they are all infected
in the SI model), an SIS epidemic can live indefinitely, as new individuals be-
come infected continuously, and previously infected individuals become future
potential targets when they revert to the susceptible state. In this case, a
constant fraction of the population is continuously infected, and we say the

epidemic is endemic.

SIS epidemics are particularly useful for modeling the spread of com-
puter viruses. They are also useful models for diseases caused by viruses that

mutate (e.g. the cold, the flu, or AIDS).
2.2.2 Epidemics on graphs
2.2.2.1 Modeling choices

In this thesis, we focus on epidemics propagating on a graph. In con-

trast to the fully mixed models, in which every infected node can infect every



susceptible node, here the spread is restricted by the topology of the graph:
infected nodes can only infect their (susceptible) neighbors in the graph. Like-
lihood of transmission can then be represented by the weights of the edges in

the graph.

Epidemics on graphs provide the highest level of granularity for the
study of epidemics. As such, a large body of work has focused on this setting,
spanning numerous applications: modeling epidemics [13,17, 36,55, 81, 88],
detecting them [4, 6,46, 53, 58, 60, 62|, detecting communities [69,82], finding
their source [20,71,72,74,76,77,80], obfuscating the source, [26-28], or con-
trolling their spread [22, 23, 30,49, 67,79, 84]. We choose to focus on this model
for our theoretical results as it guarantees the highest level of generalization
for diseases. We briefly mention other commonly adopted models for studying

epidemics:

e Epidemiologists need computationally efficient models for their simulation-
intensive predictive tasks. This is why they sometimes prefer meta-
population [38,42, 54, 66, 78] or agent-based [3, 68] models when studying

real diseases.

e In the case of social network epidemics, the fresher and more popular
the content already is, the more likely it will be to become even more
popular. This community might therefore prefer to employ self-exciting

processes (e.g. Hawkes processes [14, 25,31, 48,57, 89]).



2.2.2.2 The independent cascade model

One central definition in the field of epidemics on graphs is the follow-

ing:

Definition 2.2.1 (Cascade). One instance of a spreading process, from the
moment one or multiple nodes are chosen as sources (i.e. first infected nodes)

to the moment when there exist no infected nodes, is called a cascade.

When we observe multiple cascades, for instance in Chapters 4 and 5,
we assume cascade are independent. This is a variant of the model introduced

by [34] and further studied by [45].

A cascade can represent one viral article spreading on social networks
or one disease spreading in a city. In the independent cascade model, we
assume that how previous cascade spread does not affect how future cascades

will spread.

2.2.3 Cutwidth and curing budget

We now present a result which will be used in Chapter 3. The problem
of curing an epidemic with a limited budget but with perfect observation (i.e.,
perfect knowledge of the state of nodes at each point in time) has been recently
considered in [22,24]. Their budget is a bound on the curing effort they can
expend at a given time (as opposed to the total curing effort over time). In
this setting, the problem is to optimize the allocation of the curing budget

across nodes at every point in time. They characterize the budget required

10



for fast curing as a function of a combinatorial property of the graph — its

CuTWIDTH:

Definition 2.2.2 (CutWidth). Given a graph G = G(V, E), and any subset
of the nodes, S C V, the CUT of S is the number of edges crossing from S
to S¢. Given any sequence of |[V| + 1 subsets Sp, ..., S| such that Sy = 0,
S| =V, and S;, and Sy, differ by the addition of a single node (called a
crusade in [22,23]), the cut of the sequence is the largest cut of any of the sets
Sk. The CUTWIDTH of a graph is the minimum cut of any sequence satisfying

the above properties.

We now present the main results of [22, 24]:

Theorem 2.2.1. Consider an epidemic spreading on a graph with bounded
degree. Suppose the epidemic spreads from infected nodes to their neighbors
following an exponential clock of parameter 1, and we can probabilistically cure
nodes one by one at speed following an exponential clock of parameter r. Let
W be the CUTWIDTH of the graph, N be the number of nodes, and ¢ > 0 be a

constant. Then:

o [fr > (1+€)-max(W,log(N)), there ezists a curing strategy which cures

the entire graph in sublinear (in N ) expected time.

o Ifr < (1—c¢€) -max(W,log(N)), no curing strategy can guarantee we can

cure the graph in less than exponential (in N ) expected time.

11



Chapter 3

Uncertainty About Who Is Infected

3.1 Introduction

In this chapter!, we challenge a commonly accepted assumption in epi-
demic studies, which is that we know whether or not someone is infected.
As the COVID-19 pandemic (ongoing as of this writing) has vividly demon-
strated, this assumption is far from true in real-life scenarios. Individuals can
be infectious before showing symptoms, or even without ever showing symp-
toms (asymptomatic individuals)?. To emphasize the impact of uncertainty,
we consider an optimistic observation model: every node reports its status at
every time step, but this report is corrupted with probability (1 — p) if the
node is infected, and with probability ¢ if the node is susceptible. Note that we
obtain information from every individual at every time step, which is already
a strong model of observation. However, we show that introducing even this
level of uncertainty radically changes the results proven with perfect informa-
tion: there exist graphs which cannot be cured in polynomial time for a given

curing budget in the uncertain setting, despite being curable in sublinear time

!This chapter covers the material prebiously published in The Cost of Uncertainty in
Curing Epidemics. My main contribution was solving the theoretical challenges.
2Worse, they can be showing symptoms but choosing to not report them.
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for a fraction of the same budget in the perfect information setting.

3.1.1 Setting

We focus on curing SI models, where infected nodes probabilistically
propagate the infection to their non-infected neighbor, while we can choose
nodes to attempt to cure, which corresponds to probabilistically transitioning

them back to the susceptible state.

At any point in time, the state of an Sl-type epidemic on a graph is
given by the list of nodes on the graph that are infected, and their relative
topology (position) in the graph. Having a good estimate of the state is critical,
as it determines the dynamics of the spread of the epidemic into the future.
As a simple example, we can ask what the spreading rate is on an N-node line
graph of an infection with N/2 infected nodes. If those nodes are contiguous,
then it will take O(N) time for the epidemic to spread to the entire graph. If

every other node is infected, it will take O(1) time.

If we have access to the status of each node (infected or not), then
we know the state exactly. Much work has focused on the state estimation
problem, in the setting where only noisy information is available. Indeed,
work in [59,61,62], [4-6], and elsewhere, considers a setting where only
noisy observations of the status of each node are possible, and even answering
whether there is an epidemic or not is a challenge. Those and related works, as
we discuss in more detail below, focus on the problems related to epidemic state

estimation, and do not consider the control problem of curing the epidemic.
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On the other side, the problem of curing an epidemic with a limited
budget, but with perfect observation (i.e., perfect knowledge of the state at
each point in time), has been recently considered in [22,24]. Their budget, as
we explain more precisely further below, is essentially a bound on the curing
effort they can expend at a given time (as opposed to total curing effort over
time). In this setting, the problem is to optimize the allocation of the curing
budget across nodes at every point in time. They characterize the budget
required for fast curing, as a function of a combinatorial property of the graph

—its CUTWIDTH (we define this below).

However, as metioned before, knowing the state of every node in the
graph is often impraticable, or even impossible for some disease (e.g. asymp-
tomatic individuals for COVID-19). The problem of curing an epidemic with
a limited budget and partial observation of the state of the epidemic (i.e.,
which nodes are infected and which are not) introduces a fundamentally new
element to the problem. Indeed, this interaction represents a fundamental
tension: our estimate of the state of a node improves the longer we observe it,
and so the longer we wait to cure a node, the less likely we are to waste pre-
cious curing resources on non-infected nodes. On the other hand, the longer
an infected node remains untreated, the more the epidemic spreads. To the
best of our knowledge, no work has successfully attacked the problem of cur-
ing an epidemic with a limited budget and partial observation of the state of
the epidemic (i.e., which nodes are infected and which are not). Our work

considers precisely this problem, and therefore, broadly speaking, is about the
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interaction of — specifically, simultaneous — learning and control.

By considering learning the state and controlling the epidemic simulta-
neously, we prove a lower bound that shows (see Section 3.5 for precise result)
that partial information can have a dramatic impact on the resources (either
time or budget) required to cure an infection: even with slightly imperfec-
t/incomplete information, the time to cure a particular graph may increase
exponentially, unless the budget is also significantly increased. Concretely,
we show that if instead of receiving the state of each node at each point in
time, we receive a slightly noisy (e.g., only 99% accurate) guess of the state,
then there is no constant factor of the CUTWIDTH which is sufficient for any

algorithm to cure the epidemic in linear (expected) time.

3.1.2 Related Work and Background

Detecting an epidemic, as well as its location, under noisy data, has
been well-studied in [4], in the context of detecting a multidimensional anoma-
lous cluster, with time playing the same role as any other dimension. Graph-
specific epidemic detection has been further studied by [75], with constraints
based on the cut of this anomalous cluster.  [62] study the detection of
epidemic-specific clusters by detecting the shapes which arise specifically when
there is an epidemic. The focus in those works has been to understand the
limit of information required in order to detect the epidemic. More gener-
ally, inverse problems have also been of interest, especially source detection

[71,73,74,76,80] or obfuscation [26,29].
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In our work, we adopt a much stronger observation model than in the
papers listed above; our negative result establishes, however, that controlling
the epidemic is impossible with weaker information than the threshold we

characterize.

In [22,23], the authors tackle the problem of curing graphs with perfect
knowledge of the state of each node, constrained by a budget which corresponds
to the speed at which the nodes are cured. Their results show that there exists
a threshold phenomenon: for any given graph, if the curing budget is lower
than a combinatorial quantity of the graph called the CUTWIDTH, the curing
time is exponential; if it is higher, they exhibit a strategy to cure any graph
in sublinear time. The CUTWIDTH captures a key bottleneck in curing, and
is important in our work as well. Therefore it is useful to define this precisely

now.

Definition 3.1.1. Given a graph G = G(V, E), and any subset of the nodes,
S CV, the CUT of S is the number of edges crossing from S to S¢. Given any
sequence of |V|41 subsets Sp, ..., Sjy| such that Sy = 0, Sjy| =V, and S and
Si+1 differ by the addition of a single node (called a crusade in [22,23]), the
cut of the sequence is the largest cut of any of the sets S;. The CUTWIDTH of

a graph is the minimum cut of any sequence satisfying the above properties.

Intuitively, the CUTWIDTH of a graph is the largest cut one would be
forced to encounter when curing a graph. The cut of a subset is critical, because

for an infected set of nodes S, its cut is the number of non-infected nodes
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adjacent to infected nodes, and hence is the instantaneous rate of infection
of the epidemic at that moment (in that configuration). For an illustration,
consider again an N-node line graph. Its CUTWIDTH is equal to one, since
when curing the graph from one end to the other, we have only one single
non-infected node adjacent to an infected node at any time. Note that this is
the best case, because if we were to start curing nodes in the middle of the
infection, the cut between the infected nodes and the non-infected nodes could

be made as large as O(N).

Their strategy is based on two main ideas. The nodes are cured fol-
lowing an ordering which keeps the cut between the infected set and the non-
infected set as low as possible. Then, as soon as there is a new infection, the
strategy switches to damage control, and focuses on returning to the ordering

previously mentioned.

Our result hinges on the fact that the damage-control part of the strat-
egy is exactly the part which is hard to accomplish with partial information.
If the number of k-hop neighbors of a node grows exponentially, as is the case
for the binary tree, detecting where the infection can have spread becomes a
difficult task. Moreover, if we can detect such an escape path, but the infection
has spread to a high number of nodes by the time we have enough information
to try to prevent it, detection was useless. It is the tension between waiting
less time and wasting budget on false alerts, or waiting too long and being
unable to prevent the spread, which makes the problem of curing with partial

information challenging.
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3.2 Model and main contributions

The key elements that define our model are the dynamics of the spread-
ing process and the controlled curing process, and then the stochastic process
that defines the degradation from perfect information. We describe these in
detail, in this order. We then provide a few basic definitions that appear
repeatedly throughout the chapter, and then finally outline the main contri-

butions of this work.

3.2.1 The SI 4+ curing model

In a standard ST (susceptible — infected) model, an epidemic spreads
along edges from infected nodes to their neighbors according to an exponen-
tial spreading model: when a node becomes infected, it infects each uninfected
neighbor according to an exponential random variable. SIS models are ST mod-
els where infected nodes also transition to susceptible, again at an exponential
rate. Here, we consider the setting where the rate at which nodes transition
from infected to susceptible is under our control, subject to a budget. How to
optimally use this budget is the main question at hand. We prefer to call this
a controlled SI process rather than a SIS process, because we are interested
in the regime where our total curing budget is o(N), where N is the number
of nodes. A SIS process typically has transitions from susceptible to infected
of the same order as the infection rates; in our setting, this would correspond
to a budget of at least O(N). We note that much work has considered this

setting, and has characterized the absorption time (into the ”all cured” state)

18



N Number of nodes in the graph
I, Number of infected nodes at time ¢
T Size of a time step
rt Budget spent on node ¢ at time ¢
=SV rt Total budget for each time step
Probability of an infection along an edge between a
susceptible and an infected node
6t =1—e "™ Probability that infected node 7 gets cured at time ¢
0=1—¢e"7 Maximum probability of being cured for a node
P P(node i raises a flag at time t | node ¢ is infected)
q P(node i raises a flag at time t | node i is susceptible)

Table 3.1: Summary of noations for this chapter

as a function of the topology of the network [33].

In the sequel, we consider a discrete, Bernoulli approximation to these
exponential rate models, by considering the dynamics evolving with discrete
time steps 7; we then take the time step T to zero, hence recovering the con-
tinuous time dynamics. In particular, this model is a discretization of the
exponential model of [24]. As 7 — 0, the models become equivalent. This
discretization and the subsequent limit as 7 — 0 facilitate our quantification
of uncertainty, i.e., how much information we receive about the state of each

node, in a given time interval. This is defined precisely below.

The dynamics of this controlled stochastic process evolve as follows. At
each time ¢, for all N nodes of the graph, the decision-maker assigns a budget
rt, subject to the constraints Zfil rt = r. During a time step of length 7, each

node 7 is cured with probability §! =1 — e "i7 if it was infected, and nothing

happens otherwise — the budget is wasted. Then, for every edge between
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Probability
Budget 7!, node

of infection
7 will be cured p=1-¢".
with probability
ot=1—eiT, / Budget 1%, wasted.
@ 0O
Node 1, Node j,
infected. susceptible.

Figure 3.1: Visual representation of the different parameters.

an infected and a susceptible node, an infection occurs with probability u =
1 — e 7. The number of infected nodes at time ¢ is given by I;. In particular,

since the graph is completely infected at the beginning, we have Iy = N.

We now give a few definitions related to the above quantities, that we

use throughout this chapter.

Definition 3.2.1. We call curing process the stochastic process of cures and
infections according to the model described in section 3.2.1. This process has
a deterministic part (how much of the budget is assigned to which nodes at
each time step), and a stochastic part (curing and infection follow geometric

laws).

Definition 3.2.2. We call a strategy the set of budgets assigned for each
node at each time: {rf, i € [N], t = k-7, k € N}. We note that in the Partial
Information setting that we introduce below, the actions taken at time t; may

depend on the information accumulated until time ¢; — 7.

In the rest of the chapter, we refer to the set of infected nodes (resp.

susceptible nodes) as the infected set (resp. susceptible set). We may also
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refer to the cut between the infected set and the susceptible set as the cut.
When we use the word distance between two nodes in a graph, we refer to the
number of nodes in the shortest path between these two nodes. The distance
between a node and a set is the shortest distance between this node and any

node of the set.

3.2.2 Partial Information/Blind Curing

In the Complete Information setting, we assume that the status (in-
fected or susceptible) of each node is known at each point in time. In what we
call the Blind Curing model, we never have any information about the status
of each node. The Blind Curing model is a technical tool we use en route
to the final result. We introduce a Partial Information model that interpo-
lates between these two extremes, and indeed is our main object of interest.
Our model of partial information provides a stark tradeoff for the decision-
maker: allocate resources to nodes whose status is very uncertain, and thus
significantly raise the probability of wasting curing resources, or wait to collect
more information and hence more certainty about the status of a node, running

the risk that an infected node was allowed to infect neighbors unfettered.

Our motivation for our partial information model comes from zero-day
behavioral malware detectors, often called Local Detectors [9,44], where anti-
malware software raises alerts of “suspicious behavior” that are then related
to a central authority. We refer to these alerts as “flags.” Thus, in the Com-

plete Information model, an infected node would raise a flag at each instant
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with probability 1, and an uninfected node would never raise a flag. In the
Partial Information model, at each time step, each node, independently of
all others, raises a flag with some probability. The probability of getting a
flag is p if the node is infected, ¢ if the node is susceptible, with p > ¢. By
aggregating the information about a node over multiple time steps, we can use
basic concentration inequalities to deduce its state, and thus more observation

time corresponds to higher certainty about a node’s state.

As noted above, p = 1,q = 0 recovers the Complete Information

setting, and p = ¢ the Blind Curing setting.

In order to recover the continuous time dynamics, we let 7 — 0. The
key quantity that measures the amount of information per fixed unit time, is
given by the rate function from Sanov’s theorem, normalized by the time step:
w, where D(p||q) is the Kullback-Leibler distance between p and ¢ [15]. To

understand this intuitively, this says that when m

is a constant, observing
a node for a fixed period of time corresponds to administering a test with a
nonzero false positive and false negative probability. That is, we can know the
state of a node with constant probability of error by observing this node over
a constant amount of time, which is what one expects from a real-world source
of information. Note that as 7 — 0, if p — ¢ is constant (or, more generally,
if D(pl||q) goes to zero sublinearly) then we recover the Complete Information

setting. Hence, the setting of interest is where (p — q) — 0 as 7 — 0, and the

critical scaling is controlled by D(pl||q)/T.
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3.2.3 Main contributions

Our main result consists of two parts. First, we show that there exist
graphs that cannot be cured in polynomial time in the Blind Curing model.
We then use this result to get a lower bound for the cost of lack of information
in the Partial Information model. We obtain an expression for the lower bound
that shows the required tradeoff between w (the information available per

unit of time), and the budget, r.

Theorem 3.2.1. A Partial Information impossibility result.
We consider the task of curing a fully infected complete balanced binary tree
with N nodes. Let 2219 pe g measure of the amount of information we get

T

per time step, and r be the budget (curing rate) of our curing process. If

Della) _ (1og<N> 1og<r>) 51)

T

as T — 0, then it is fundamentally impossible for any algorithm (of any com-
putational complexity) to cure the complete binary tree in polynomial expected
time with budget r = O(W®), where W is the CUTWIDTH of the graph and o

18 any constant.

For the Blind Curing case, we also have the following upper bound.

Theorem 3.2.2. For all c > 0, we can always cure the binary tree in expected
linear time with budget O(e*°N ). In particular, our strategy does not require

any information about the state of the nodes.
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Interpreting the result. Suppose that if a node is observed for a fixed
period of time, we can estimate its state (infected or not) with probability 1—§
for § some constant. Our results say that regardless of what this constant
is, e.g., even if we have a test that takes 1 minute (or other time unit) to
implement and returns a result that is 99% (or any other constant quantity)
accurate, then polynomial time curing is impossible, for budget any multiple
of the CUTWIDTH. Indeed, as explained above, a constant-error estimate in a
fixed unit of time corresponds to D(p||q)/7, the left-hand side of (3.1), being a
constant. On the other hand, if the budget is any multiple of the CUTWIDTH,
the right-hand side of (3.1) grows like \/loglog(N), and in particular is larger
than any constant. In contrast, with complete (and instantaneous) certainty
of the state of each node (here the left-hand side of (3.1) can be infinite),
[22] proves that every graph can be cured in linear expected time with budget

higher than the CUTWIDTH.

For the blind setting, Theorem 3.5.7 says that for budget of any poly-
nomial of log(/N), curing takes superpolynomial time. Theorem 3.2.2 gives an
upper bound that shows that this lower bound is not too far off; it says that
a budget of N¢ is sufficient, for any ¢ > 0. This can be proved by adding a
buffer of size O(log(N)) between the supposedly cured nodes, and the known

infected nodes.

Our result focuses on the binary tree. Since our main result is a lower
bound, this specific example is sufficient to resolve the question of whether the

CUuTWIDTH (or something proportional to it) is the right quantity to focus on
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to build a curing strategy robust to noise in our node estimates. In addition
to this, we note that many graphs contain trees as subgraphs. Since adding
nodes and edges only makes curing more difficult, our results can be seen to
apply to any graph structure with a binary tree as a subgraph (as long as

adding edges does not dramatically change the CUTWIDTH of the graph).

Proof Idea. Our proof focuses on bottlenecks of the curing process:
events that must happen with high probability, regardless of the policy used,
en route to curing an infection. Specifically, our proof hinges on showing two
such bottlenecks. First, we show that regardless of the policy, regardless of
the stochastics of the curing and infection process, with high probability the
last nodes to be cured cannot all be far from the root node. As we discuss
below, the intuitive reason for this relies on our graph topology, and the fact
that the cut between the set of infected nodes and the set of uninfected nodes
must remain low if we hope to control the infection. On a binary tree, a
simple calculation (Proposition 3.4.9) shows that any %—node set with low cut
must contain nodes close to the root. The significance of this result is that
at all times that matter (namely, at all points where the curing policy might
be close to succeeding), there will be infected nodes that are not far from
(exponentially) many uninfected nodes. Next, we show that in any interval of
time, there must be many uninfected nodes that are also unprotected by the
curing policy, regardless of what the curing policy is doing (Lemma 3.4.12). In
Theorem 3.4.17, we combine these results to show that the probability that an

infection begins, travels through the root to the unprotected subset of nodes
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Figure 3.2: Visual representation of the main steps of the proof: when only %
nodes remain infected, no strategy can prevent the reinfection of % new nodes
in some other part of the graph. The graph can only be cured if the cycle is
broken, a rare event which takes superpolynomial time in expectation.

and infects them before the remaining nodes are cured, is very close to 1.

3.3 Proof sketch

We first prove that polynomial curing is impossible in the Blind Curing
setting if the budget is polynomial in the CUTWIDTH. We then show that
in the Partial Information setting, we do not obtain enough information to
detect threats of reinfection, and thus cannot prevent them: we are ”blind” to
the threats until it is too late.

Our proof in the Blind Curing setting focuses on a subprocess which

is bound to happen for any curing strategy. We consider the last % infected

nodes. We show that by the time we cure these last remaining infected nodes,
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a new set of % nodes becomes infected with high probability. Trying to cure
the whole graph is then similar to playing a very long game of whack-a-mole

with superpolynomial expected end time.

3.3.1 Blind Curing setting

Step 1 (Section 3.4.1): We first show that if a strategy allows the cut be-
tween the infected and susceptible set to be much higher than the avail-
able budget r, the infection becomes uncontrollable. In this case, the
infection rate exceeds the curing rate, and the reinfection would be in-
evitable even if we had complete knowledge about the infection state of
each node at each time (i.e. this happens even in the Complete Informa-
tion setting). In particular, if % nodes are infected and the cut is above
r4, the drift of the curing process is dominated by the infections. We
can then use random walks results, such as Wald’s Inequality, to prove
that after a few time steps, we end up with at least as many infected
nodes, but a cut below r® (we actually end up with many more infected
nodes, but as many is enough for the proof). We can therefore focus
on analyzing the situation in which % nodes remain infected with a cut

lower than r*.

Step 2 (Section 3.4.2): Due to the topology of the binary tree, a cut below
r* implies that there exists an infected node which is close to the root.
This makes it easy for the infection to escape through the root, and reach

a large number of susceptible nodes. One key point of the proof is that
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this node will remain infected (and therefore potentially infecting) for a
very long time, and an infection can start at any time step during this

period.

Step 3 (Section 3.4.3): Since the infection escapes through the root, the
number of uninfected nodes easily accessible is very large, and specifi-
cally, larger than the budget. This makes it impossible to cover all the
potential escape routes. Notice that this is very specific to the Blind
Curing setting: if we knew in which direction the infection was escaping,
we could prevent it as in [24]. It is because the number of potential
infected nodes is exponentially higher than the number of actual nodes
infected, and because we do not know where the infection actually is,
that we end up wasting considerable curing budget on uninfected nodes.
Therefore, the infection is very likely to escape, and a new set of % nodes

becomes infected again.

3.3.2 Partial Information setting

To extend this result to the Partial Information setting, we notice that
as soon as the cut of the new infection reaches 3r, we can use Gambler’s
Ruin results to show that at least % nodes will become infected with constant
probability. If we cannot detect the infection escaping until a cut of 3r is
reached, we therefore cannot prevent the reinfection with constant probability.
Using Sanov’s Theorem, we show that the uncertainty in our state estimation

for any node does not resolve itself quickly enough (in particular, with respect
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to how fast the neighborhoods of the binary tree grow). Specifically, the
infection remains undetectable with constant probability until a cut of 3r is
attained. This allows us to extend the result from the Blind Curing Setting

to the Partial Information setting.

3.4 Proof for Blind Curing

In this section, we prove that in the Blind Curing setting, we cannot
cure a complete binary tree in polynomial time with budget O(W*®), where
W is the CuTWIDTH, and « is any constant. A complete binary tree has
CuTWIDTH smaller than log(N). Therefore, in the rest of the chapter, we set
r = log®(N).

We focus on the last moments of the curing, when only % nodes remain
infected. The proof relies on the fact that by the time we cure these last %
nodes, a new set of % nodes will have become infected in another part of the

graph with probability superpolynomially close to 1.

3.4.1 The infection cannot be controlled when the cut is too high

We start by proving that without loss of generality, we can suppose the
cut between the infected set and the susceptible set is less than r* when %
nodes remain infected. If the cut is above r#, the infection becomes uncon-

trollable with high probability, and we end up with at least as many nodes
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infected 2, but a cut below r? after some time steps. Therefore, supposing the

cut is below r* only reduces the expected time of curing.

Intuitively, if the budget is much smaller than the cut, the leading term
in the drift of the infection process will be driven by the new infections taking
place, regardless of the policy in use. Trying to eradicate, or even contain,
an epidemic in these conditions would be like fighting an avalanche with a
flamethrower: some snow will melt, but it will not stop the avalanche - which
will only stop by itself. Similarly, we can only hope to regain some control
over the infection process when the budget is at least of the same order of

magnitude as the cut.

To prove this result, we introduce a random walk G; which stochasti-
cally dominates the curing process (Lemma 3.4.1). We define a stopping time,

3. We prove

Tsmancut, which corresponds to the first time the cut reaches r
that by the time we reach this stopping point, many infections must have
taken place (Lemma 3.4.4 and 3.4.6), which implies that many time steps
must have gone by. We can then use concentration inequalities to prove there

are at least as many infected nodes at Tspancut as there were at the beginning

of the random walk (Lemma 3.4.8).

Definition 3.4.1. Let A; ~ B(r,9), a binomial random variable with r trials

and probability d, and B, ~ B(’;, ), a binomial with § trials and probability

31t is actually more likely that a large number of new nodes will become infected. How-
ever, our proof only requires the total number of infected nodes to not decrease, so this is
what we prove.
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We define the random walk G;:

t
G, = Z Ay — By.

t'=tg

We are especially interested in the sign of the random variable G, ... =
TsmallCut

> Ay—By.

t'=to
Definition 3.4.2. We call the increase in susceptible (uninfected) nodes
since ty the random variable I, — I;, for ¢t > ¢y. This is the difference between
the total number of infected nodes at time ¢, and the total number of infected
nodes at time t > ty. In other words, it corresponds to the difference between
the number of nodes we successfully cured and the number of newly infected
nodes between the times ¢, and ¢. Note that if more infections than curings

have happened since ty, the increase in susceptible nodes is negative.

Definition 3.4.3. A random variable X; is stochastically dominated by a

random variable Xy, if P[X; > z] < P[X; > z] for all .

Lemma 3.4.1. Let ty be the first time such that I, = % and the cut is above
r*. The random walk Gy, defined above, stochastically dominates the quantity
Iy, — I, (the increase in susceptible nodes since to) for any t < Tsmancut, for

every strateqy.

Proof. At each time step t, each node i is assigned a budget r!, with r} < r,

and gets cured with probability §; = 1 —e "™ < § = 1 — e "". By assumption
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of our model, there are at most r nodes being cured, among which at most r
are infected (we do not know for sure if the nodes we are curing are infected or
not since we are in the Blind Curing setting). Each of these infected nodes can
therefore return to the susceptible state with probability at best 6. In other
words, the number of cured nodes is stochastically dominated by a binomial

variable with r trials and probability d, i.e., it is stochastically dominated by
Ay

Before the stopping time, the cut is at least as big as 3. The maximum
degree in a tree is 3, so 3 of these edges could lead to the same node. Therefore,
there are at least § potential infections happening with probability u. B; is
therefore stochastically dominated by the number of new infections in the

curing process, for any strategy.

Thus, G, stochastically dominates [, — I;, for any ¢ < Tspancut, for

every strategy.

We use random walks properties to exponentially bound the probability
that Gy, .. 1S POsitive, which correponds to more cures than infections. We
recall Wald’s Inequality for random walks, whose proof appears in Section 9.4

of [32].

Theorem 3.4.2. Wald’s identity for 2 thresholds

Let X;, @ > 1 be i.i.d. and let v(r) = log(E[e"X]) be the Moment Generating
Function (MGF) of Xy. Let Int(X) be the interval of r over which ~(r) exists.
For eachn > 1, let S, = X1+ ---+ X,,. Let € >0 and B < 0 be arbitrary,
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and let J be the smallest n for which either S, > € or S, < 3. Then for each
r e Int(X):
Elexp(rS; — Jv(r))] = 1.

Corollary 3.4.3. Under the conditions of Theorem 3.4.2, assume that E[X] <

0 and that r* > 0 exists such that v(r*) = 0. Then:

P[S; > €] < exp(—r7e).

We now use Wald’s Inequality to prove I, — I; cannot be very large.

Lemma 3.4.4. If the cut is above 3, the probability that the increase in sus-

ceptible nodes Iy, — I; is higher than K is exponentially small in K.

Proof. The curing process is stochastically dominated by the random walk
described above. Let Puyingk be the probability that G, reaches the value K

before stopping. Using Wald’s Inequality (Corollary 3.4.3):

—z* K
PcuringK S € .

where x* is a value for which the MGF of GG; is 1. Through careful but standard
analysis, we can prove that there exists such a x* > 0, and that x* converges

to log(z) when 7 — 0.

Corollary 3.4.5. The increase in susceptible nodes Iy, — I; is bounded above

by bgi& with probability at least 1 — e~ log” (V)

Proof. Using Lemma 3.4.4, we have: e=% K > e g’ (N) — K < log”(V) e

x* :

conclude with setting K = I;, — ;.
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We deduce from the previous result that many infections must have

taken place.

Proposition 3.4.6. At Tspancus (when the cut reaches r3), at least é infec-

tions will have taken place.

Proof. Let C be the number of nodes cured between ¢y, and Tspancus , and 1 be
the number of new infections in the same time period. Any curing or infection

reduces the cut by at most 3, since the graph is a binary tree. Therefore:
3C 43I >r* =7

On the other hand, using Corollary 3.4.5, we can bound the increase in sus-

ceptible nodes:

2
o< loe )
x*
Combining the two inequalities:
rt =13 log®(N r
I _ log™(N) S
6 x* 7

The previous Proposition proved that many infections happened. We
now show this implies that many time steps must have passed by, which allows
us to use concentration inequalities. To prove the next Lemma, we recall

Hoeffding’s Inequality:

Theorem 3.4.7. (Hoeffding’s Inequality for general bounded random wvari-
ables).
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Let X1q,..., Xy be independent random wvariables. Assume that X; €

[my, My almost surely for every i. Then, for any e > 0, we have

b I o
" (Zm ~E[x)]) > ) < ¢ St

t=1
Lemma 3.4.8. The probability that the random walk reaches the stopping time

with I, — I, < 0 tends to 0 as T — 0.

Proof. Using Hoeffding’s Inequality:

k k
P <2At — B, > o) =P () A — B, —E[A, — B] > —kE[A, — B])
t=1 t=1

‘ B 9 2070 ?H)Q
< exp (2 (kE[At Bt])2> <e (r 752 .

A 3

Zt:l(r - (_%))
Let MoreCuring be the event that the increase in susceptible nodes at time
Tsmancut (Lty — IT ey ) 18 non-negative. We use Hoeffding’s Inequality to

bound P (Z A= By > 0). Then, b Proposition 3.4.6, we know that at

least I = é infections must have taken place. To simplify the notations for this
proof, we introduce two new stopping times, Thianymnfections a0d T NegBinomialRW -
Tsmancut stochastically dominates Thianynfections; the number of time steps it
takes for the random walk to infect I new nodes. Since the infection rate
is at least %- TManyInfectlons in turn stochastically dominates 7NegBinomialRw, &
negative binomial distribution of parameter fj—§ and probability of failure pu.

We can therefore replace Tsmancus by the simpler quantity TNegBinomialrw I
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the following calculations:

TSmallCut
P(MoreCuring) = P( Z A, — B > O>

k

— Z P (Z A — B, > 0) P (Tsmancut = k)

2(7« pn— r6)2

< Z r3+r2 P (TNegBinomialRW = k)

136(7‘ 5“ rg)2 s _k2(7‘33u—7‘g)2 3[
< e ™ (3+4n) E e 32 P TNegBinomialRW 3 + k
k=0

37
3
6(7‘3u—r6)2 H’

_ L
3 (r341)2

<er

70 07

_ 2(r3pu—rs)2
1— ue (r3+r)2

where we have used that the MGF of a negative binomial of parameter M,

probability of success p, evaluated at u, is (f_;fp)

3.4.2 There exists an infected node close to the root

From the moment we start curing the last 7 nodes, to the moment we
have cured half of them and only 2% 5.1 of these nodes remain infected, we show
in this section that there exists an infected node at distance O(loglog(N))
from the root (Proposition 3.4.9). This node stays infected for a high number

of steps (Proposition 3.4.10).

Proposition 3.4.9. If we select a set of Q—JXL nodes in a tree such that the cut
of this set is lower than r*, then there is at least one node from this set at

distance 9log(r) = 9aloglog(N) = O(loglog(N)) from the root.
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Proof. We prove the contrapositive: if all the nodes of this set are at distance
greater than 9« loglog(N) from the root, then the cut is higher than r?.
Any subtree rooted at distance 9 loglog(/N) from the root contains Tﬂg

N

5,17 nodes of the selected

nodes, and has a cut of at least 1. Suppose all the
set are at distance 9aloglog(NN) or more from the root. We therefore need
at least % / rﬂg = % such subtrees, for a total cut of at least % > r*. Hence,
the closest node is at distance at most 9a log log(/N) = O(loglog(N)) from the

root.

We now show it takes many time steps to cure 2% nodes, regardless of

the policy.

N 1

Proposition 3.4.10. Curing half of the last % nodes requires more than 5z - s

time steps in expectation.

Proof. 1f we ignore any potential infections, the time needed to cure % nodes
is at least the sum of % geometric random variables of parameter §. The

result follows by linearity of expectation.

Proposition 3.4.11. Let T% be the random variable representing the time
27

to cure half of the % last nodes. Then:

N _ N
P(T%{Sm) SG 85,

Proof. This follows from representing geometric random variables as the sum

of Bernoulli random variable, which allows us to use Chernoff bounds.
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Therefore, there exists an infected node close to exponentially many

N

uninfected nodes, during at least ;55

time steps. We now establish a lower
bound on the probability of reinfecting % new nodes in some other part of the

graph, starting from this node.

3.4.3 Low-cut case

We prove in this section that the probability of infecting % new nodes
in some other part of the graph, by the time it takes to cure half of the %
last infected nodes, is superpolynomially close to 1 for every strategy (Lemma

3.4.15). The graph can only be cured if this does not happen.

The following Lemma is key to understanding why no strategy can
prevent the reinfection. In the Blind Curing setting, we do not know which
nodes are infected. Since there are exponentially many infection routes from
the root of the tree, spreading the budget means there will always be a subtree
on which very small budget is allocated. If the infection reaches this tree,

reinfecting a lot of nodes becomes very likely.

Lemma 3.4.12. For every time ty, there exist r subtrees containing % nodes
for which less than t75 budget is used in the interval [to,to + t3]. We call any

of these trees a minimal tree for [ty,to + t3].

Proof. By the pigeonhole principle, since the total budget during this interval
is t5-7, and there are at least 73 disjoint subtrees containing % nodes, there are

at least r subtrees that contain less than r - tj—f = %3 budget on this interval.
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Proot(t1)
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Minimal tree for
[t1 + t2, t1+to+t3]

Set of ﬂ
)

r
infected nodes

Figure 3.3: Visual representation of Poot (1), Puintree(t2), and Ps(t3).

Definition 3.4.4. From Proposition 3.4.9, we know there exists an infected
node close to the root. We call an Escape(ty, ti, 2, t3) the conjunction of the

following events:

1. At time %g, this node infects its parent.

2. The infection propagates from the parent node to the root in time ¢y,

without any node being cured.

3. The infection propagates from the root of the tree to the root of a min-
imal tree for [ty + t1 + to, o + t1 + to + t3] in time ¢5, without any node

being cured.

4. 3r new nodes are infected in a minimal tree for [to+t1 +to, to+1t; +to+13]

in time ¢3, without any node in a minimal tree being cured.

5. The number of newly infected nodes reaches T—]\i before it reaches r.
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We notice that if an Fscape happens, then % new nodes in some other
part of the graph were reinfected. However, it is possible to reinfect % new

nodes without any Escape happening.

If {to,t1,ta, t3} # {t, 1}, 15, 15}, then Escape(to,ty,ts,t3) and

Escape(t), t],t5,t5) are disjoint events.

We notice that the probability of all the events defined above is inde-

pendent of £y. To simplify notations, we set tg = 0 for the following definitions.

e Poi(t1), the probability that the infection reaches the root in time ex-

actly t;.

® Pintree(f2), the probability that the infection reaches a minimal tree for
[t1 + Lo, t1 + to + 3] in time ¢y, conditioned on the fact that the root of
the tree is infected. Interestingly, by symmetry of the binary tree (all
potential minimal trees are at the same distance from the root of the

tree), this quantity does not depend on t; or 3.

e P (t3), the probability that 3 - nodes are reinfected in a minimal tree
in time t3, conditioned on the fact that the root of a minimal tree is

infected.

® Piread, the probability that the increase in susceptible nodes since time
t1 + ty + t3 reaches —% + 3 - r before it reaches 2r, conditioned on the

fact that 3r new nodes are infected at time ¢; + to + t3.
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The proof relies on the fact that no strategy can adapt to the infection
moving towards a minimal tree. In the Blind Curing setting, most of the budget
is wasted covering nodes which are not infected or about to be infected, while

most of the graph is left unprotected.

We now bound the probabilities defined above.

Proposition 3.4.13.

ty 9a log log(N _
Proot (T > . 9aloglog(N)+1 (1 _  yti—9aloglog(N) (| _ s\
* f) 2 (9aloglog(N)) K (1= ) ( )"
to B
Pintree(t2) > . ,,3aloglog(N)+1 1 — )23 loglog(N) 1— 52
* trelf2) 2 (Saloglog(N)) K (1=p) ( )%

t
b P3r<t3) > (3i) 67%3'7 . /JJ37’+1(1 - M)t373r67t73.7‘

Proof. These are straightforward combinatorics calculations.

Proposition 3.4.14. Conditioned on the cut of the infected set being at least

3r, the probability that the increase in susceptible nodes since time t1 + to + t3

reaches —% + 3 -1 before it reaches 2r, is at least —2x > %

1
1=3

Lz

Proof. This is a classic Gambler’s Ruin problem, with low boundary 2r and
high boundary % During the infection process, which starts with 3r infected
nodes, the cut is always higher than 2r, so the infection rate is always higher

than 2r, while the curing rate is 7. The proof can be found in [37].

We now combine the previous results to bound the probability of es-

caping in one time step.
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Lemma 3.4.15. Let Picapeonestep b€ the probability that an Escape starts at

a given time step. Then:

1 3r
P P=7\0+ pu(l—0) ( (er)

l—e ) +p 2

Therefore, for T sufficiently small (and in particular, as 7 — 0),

T
P, > .
escapeOneStep — 2636120‘2 log2 log(N) + 0(7’)

Proof. We notice P,o0(t1) only depends on t1, Ppintree(t2) only depends on to,

P, (t3) only depends on t3, while Pyyeaq is independent of ¢, to, and t3. We

obtain the values of PstartPath anq prath thyough standard combinatorics:

o0

PescapeOneStep = Z Proot (tl) : Pmintree (t2) : P3r <t3> : Pspread

t1,t2,t3=0

= Z Proot<t1) : Z Pmintree<t2) : Z P3r(t3) : (Pspread)

t1=0 to=0

t3=0
_T 3r
> PstartPath . PPath . l;be ’ T : Ps rea
Z 4 9aloglog(N) 3aloglog(N) (1 — 6_?) —+ ,u,(e_r) pread
o 12aloglog(N) -z 3r
Zu( p(1 - 8) ) _( pe T) L
5+ u(1—0) T—en+men)) 2

AsT—0:

b - 12alog log(N) - 3r 1
escapeOneStep ~7—0 T (T + 1)7_ (% + 1)7_ 9

—log(141)-3r
_ 2 2 e r
> 0T (6 1207 log log(N)) .

0
S o)
—12a2 log? log(N) e?
ZT$0T<€ )‘74‘0(7’)
T
270 9301202 log? log(N) +o(7).
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We therefore deduce the probability that no Escape happens by the

time we cure half of the % infected nodes.

Lemma 3.4.16. Let NoFEscape be the event that no Escape happens by the

time we cure half of the % infected nodes.

N
P (NoFEscape) <y € e2e?los?losV)

Proof. Since there are always more than 2% nodes infected, there is at least one
infected node at distance 9aloglog(N) from the root (Lemma 3.4.9), which

means the bound for Pegcapeonestep established in Lemma 3.4.15 holds. We split

N

. N .-
5,7 10 less than ;55 time steps

the analysis into two cases: whether we can cure
or not. The probability of one Escape starting at time ¢ being independent
from the probability of an Escape starting at any other time step t':

TN
P (NOESCGPG) < (1 - PescapeOneStep) 2rt

N N
Z 4,',.55) . (1 - PescapeOneStep)4r56

_ N 55
<e &b 4 (1 - PescapeOneStep)4T55

N /'L(l o 5) 12aloglog(N)\ 4-55
< 8rd 1 — _rrx 7
= +< (“5+u(1—5)

N
<T%0 N1 € o24a2 log? log(N) .

3.4.4 A Blind Curing result

From Sections 3.4.1 and 3.4.3, we know the graph can only be cured if

we are in one of these two cases:
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1. The cut was above r*, but we cured the whole graph anyway, which

happens with probability less than e~ '8* (V) (Proposition 3.4.5)

2. The cut was below 7%, but no Escape happens by the time it takes to

cure half of % infected nodes, which happens with probability less than

N
e 2ie?los?los(V) (Lemma 3.4.16).
We can therefore obtain a bound on the expected time it takes to cure

the whole graph.

Theorem 3.4.17. In the Blind Curing setting, curing a complete binary
tree takes €2 <elog2(N )> time in expectation with any budget polynomial in the
CurWIDTH. Therefore, no polynomial expected time curing strateqy exists for

budget r = O(W*) = O(log®(N)), for all o constant.

Proof. Let CureLastNodes be the event that we are in case (1) or (2) de-

scribed above. By union bound:

N
P (CureLastNodes) < e~ 108" (N) | o7 24aTTogT log(N)

< 2~ 10g2(N).

We have % < %. The number of times we try to cure the last % is stochastically
bounded below by a geometric variable of parameter P (CureLastNodes). Fol-
lowing Proposition 3.4.10, curing % lasts at least % . % time steps, so % -5
time. Therefore, the expectation of the length of the curing process is the
number of times we try to cure the last infected nodes, multiplied by the time

it takes to cure them.
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1 N

E(Length) > . :
(Length) = P (CureLastNodes) 214§ \T/
N v e size of a

~
expected number
of times we try

to cure % nodes

log2(N
> & i ).£.1:Q<elog2(1\f)>.
- 2 2rt

minimal number of time step
time steps to

cure % nodes

Hence, it is not curable in polynomial time for budget r = O(W*) = O(log™(V)),

for all o constant.

3.5 Proof for Partial Information

Definition 3.5.1. We call sample the information given by one node at a
given time step (i.e., whether a flag was raised or not). We call an infected-

sample a sample from an infected node.

When an E'scape happens, we show that with constant probability, not
too many infected-samples are produced. In particular, by the time reinfect-
ing % new nodes becomes inevitable with constant probability, not enough
infected-samples are produced to determine if one of the minimal trees’ nodes
is infected with better than constant error probability. In other words, no
strategy can utilize the information available without making mistakes a con-

stant fraction Py, fyse of the time.

If we cannot recognize that an infection has happened before it is too
late to prevent it, everything is as if we were in the Blind Curing model. We

can therefore extend the results from the previous section.
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3.5.1 Quantity of information available before the cut reaches 3r

If we reuse the terms introduced in Section 3.4.3, the Escapes we con-

sider are composed of four phases:

1. reaching the root

2. reaching the root of a minimal tree. There are r possible such minimal

trees.

3. infecting 3r nodes in this minimal tree

4. spreading the infection from 3r to % nodes

Since the spreading phase (4) happens with constant probability even in the
Complete Information setting, we focus on the number of samples created by
the first three phases. We focus in particular on the number of samples created
by phase (3) in Lemma 3.5.1. We show in the proof of Lemma 3.5.2 that the
number of samples produced by phases (1) and (2) is negligible compared to
the number of samples produced by phase (3). To make sure that no other
infected-samples can be gathered, we forbid infections from happening outside

of an Escape.

Let us notice that every time a new infection takes place, the cut in-
creases by 1 (every new node infected gives access to 2 new nodes, but the

edge leading to it is not part of the cut any longer).

The next lemma says that in the event of an infection in a minimal

tree, it is likely that the number of infected-samples we obtain is small.
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Lemma 3.5.1. In the event that the root of the minimal tree becomes infected,
then conditioned on the event that 3r new nodes of this minimal tree become
infected, we gather at most 67” samples from the newly infected nodes, with

probability at least %

Proof. Let Ngampies be the number of samples produced by infected nodes from
the time one node was infected to the moment the 37" node was infected. The
time to infect one more node when 7 nodes are infected is given by a geometric
variable Geo(i, ) of parameter 1 — (1 — u)’. Therefore, the jth node to be
infected produces Z?;;l Geo(i, u) samples. Thus, conditioned on the event

that 3r nodes become infected:

3r—13r—1 3r—1
Neamples = »_ Y, Geo(i, ) = Y j - Geo(j, 1),
j=1 i=j J=1

Therefore, again conditioned on 3r nodes becoming infected, the expected

number of samples is:

3r—1 3r—1

E(Nsamples | 37 infected) = Z j-E(Geolj, p)) = Zj _

Jj=1 Jj=1
3r—1

o1 3r
=7-0 Z J- ]_7' <:50 —
7=1
We conclude by using Markov’s Inequality.

We now count the number of samples available from phases (1), (2) and

(3) of an Escape.
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Lemma 3.5.2. Conditioned on the event that an Escape happened, we gather
at most % infected-samples from phase (3), and M infected-samples from

phases (1) and (2), with probability at least 1.

Proof. Using Proposition 3.4.9, there are at most 9log(r) nodes from one in-
fected node to the root. Using Proposition 3.4.12, the minimal tree is at dis-
tance 3log(r) from the root. We then need 3r additional infections to get to a

point where the infection is unstoppable (Proposition 3.4.14). Using Markov’s

Inequality, we can infect these 9log(r) + 3log(r) = 12log(r) nodes in 242£)

time steps with probability % Using standard concentration inequalities, we

2log(3r) < 6 log(
-

T —

") time steps with probability :.

can infect the 3r nodes in

Therefore, we can infect all these nodes in %g(r)

time steps with probability
1, which gives at most m - 121og(r) samples for the first 121og(r) nodes,

and 2 - ?’T—T = % samples for the last 3r nodes, which concludes the proof.

Conditioned on reaching a cut of 3r in a minimal tree in less than
M time steps, we now bound the probability of not infecting any nodes
which are not part of the Escape. This ensures that the only infected samples

we could get come from the nodes in the Fscape.

Proposition 3.5.3. Conditioned on reaching a cut of 3r in a minimal tree in

less than m

time steps, the probability PxoOtherInfections Of ot infecting any

nodes outside of the Escape is bounded by:

360log2 (r)p 2
—_—— —360log=(r
PNoOtherInfections <e T <;50€ g )
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Proof. The proof is similar to the other calculations so far.

3.5.2 Distinguishing between infected and not infected

The proof relies on this idea: any strategy attempting to prevent an
E'scape needs to shift its budget towards the minimal tree in which the infec-
tion is progressing. For this to happen, it is necessary to realize that one of the
minimal trees is threatened. Determining which one amounts to distinguishing

between the following hypotheses:

e Hj: In the null hypothesis, none of the » minimal trees have any infected

nodes.

e H;: One of the r minimal trees has at least one infected node, while the

others do not.

We use the results in Lemma 3.5.4 to show that there are not enough
infected-samples created by nodes on the path from the node close to the root
to the root of a minimal tree to realize that even one node is infected. This
implies that the nodes from phase (1) and (2) cannot help detect a threat to a
minimal tree. Lemma 3.5.4 is also used to show that we do not gather enough
infected-samples from phase (3) to distinguish between Hy and H; defined
above, which means we cannot know if there is at least one infected node in

one minimal tree.

Thus, we combine all these results to calculate P(NoFEscapePI), the

probability that an E'scape happens, that not too many samples are produced
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during this E'scape, that no other nodes are infected outside of the Escape,
that the samples from phase (1) and (2) do not allow the identification of the
infected minimal tree, and that the samples from phase (3) are not enough to

reveal whether or not one minimal tree is indeed infected.

We finally use these results to extend the Blind Curing theorem to the

Partial Information setting (Theorem 3.5.7).

1
Lemma 3.5.4. 1. We need ) log(+)
D(pllq)

fected or not with probability at least (1 — €).

) samples to decide if a node is in-

log( % ) log(r)
D(pllg)

and Hy, and detect if one minimal tree has at least one node infected

2. We need €} ( ) samples to distinguish between hypothesis Hy

among r minimal trees.

Proof. 1. Using Sanov’s Theorem [70], following the proof in Proposition
5.6 of [56], we know that we need (2 (W) samples to distinguish
between two coins of parameters p and ¢ with probability ©(1). We can
boost this probability to show that we need €2 <%) to distinguish

between p and g with probability €2 (1 — ¢).

2. This follows by considering the maximum of r B(n, ¢) binomial random
variables. Using a Gaussian approximation to the binomial, and the fact
that the maximum of r standard Gaussian random variables is 1/2 log(r),

we obtain the desired result.
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Corollary 3.5.5. The probability Pe.ontuse 0f not being able to detect which

minimal tree is infected during phase (3) is bounded away from 0.

In particular, we have:

_Dlle),___r
Pconfuse —N>1 Qe T Vies(r) )

Proof. We separate the samples in two groups:

e The sample from phase (1) and (2) are used to detect if one node was

infected on the path from the node close to the root to the root of

log (e—”’i' 19360 1082 ()
D(pllg)

phase (1) and (2) (Lemma 3.5.1), so the probability of confusing coins of

2
a minimal tree. We get 3601(? 0 — samples from

. [l9) .
parameters p and ¢ is at least €2 <e’%;|q 360 log? (r)> according to Lemma

3.5.4.

e The samples from all phases are used to distinguish between Hy and H;.

D(plla) . 6r
logle Vlog(r) \/log(r)
We get & =
p

D(pllg) samples from phase (1) and (2)

(Lemma 3.5.1), so the probability of confusing coins of parameters p and
_D(plle), __6r

q is at least €2 (e T v1°g<”)> according to Lemma 3.5.4.

Combining the two, the probability of not detecting the threat is at least:

7'D(PH11).( 6r__ 360 log?(r)) _D@le ., _r
Pconfuse =0 (6 T Vioa(r) =N>1 Qle T log(r) ] |

We now consider the time needed to cure the graph for P.onpuse > 0.
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Lemma 3.5.6. Let EscapePlI be the event that by the time it takes to cure
half of % infected nodes, an Escape happens but remains undetectable (i.e.,
the samples produced by the newly infected nodes during phases (1), (2), and
(3) are not enough to deduce that there exists an infected minimal tree), and
no node outside of the Escape becomes infected. We provide a bound for

NoFEscapePlI, the complementary of this event.

_ PNoOtherInfections Peonfuse N

P(NoFEscapePI) < e <9602 1og? log(N)

Proof. Let EscapeOneStepPI be the conjunction of all the following events:

e An Escape happens at a given time step, which happens with probability

at least PrscapeOnestep (Lemma 3.4.15).

e Conditioned on an Fscape happening, less than 67—7" samples are produced

360 log?(r)
T

by the newly infected nodes during phase (3), and less than
infected-samples are produced during phase (1)-(2), which happens with

probability at least 1 (Lemma 3.5.1).

e Conditioned on an FEscape happening in less than m

time steps,
no node outside of the Escape becomes infected, which happens with

prObablhty PNoOthermnfections-

e Conditioned on all the above, the samples from phase (3) are not enough
to reveal whether or not one minimal tree is indeed infected, which hap-

pens with probability P.onfuse-
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We notice that if we cannot tell whether or not a minimal tree is infected
by the time it takes to reach phase (4) of an FEscape, the situation is al-
most equivalent to the Blind Curing model. We can therefore apply exactly
the same reasoning as in Theorem 3.4.17 if we replace P(EscapeOneStep) by

P(EscapeOneStepPI).

1
P(ESC@p@Oﬂ&StepPI) ZPEscapeOneStep : Z ' PNoOtherInfections ' Pconfu587

Following the exact same reasoning as in Lemma 3.4.15, we get:
_ PNoOtherInfections  Peonfuse N

P(NoFEscapePI) < e 9602 log? log(N)

Theorem 3.5.7. A Partial Information impossibility result

Let w be a measure of the amount of information we get by time step. If:

g(f_HQ) <0 ((log (W) — 2loglog(N)> 1ng(¢)>
i <1og<N> logm) |

we cannot cure the complete binary tree in polynomial expected time with budget

r=W¢e, for any a constant.

Proof. From Lemma 3.5.6, we know:
_ Pconfuse‘Pl\éootlgerlnfections‘N
P(NoFEscapePI) < e ¢96a? log? log(N)
From Corollary 3.5.5, we know:

D(

Pconfuse Z Q (6 T Viog(r)

=
)
=
5
~
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_ PNoOtherlInfections  Peonfuse N

P(NoEscapePI) > e ¢9602 log? log(N)
_Dlla),_r
—0 e T log(r) N
E960(2 log2 log(N)+121log2(r)
>e

N r4/log(r)
0 ( . <1°g ( 45602 log? log(N) > —2log log(N)> oa(ryr ‘N)
e

245602 log? log(N)

v

> e—O(log2(N)>'

Following the same reasoning as in Theorem 3.4.17, we conclude it takes at

least 69(10g2(1v)) N

S 2 215" (M) time to cure the graph, so more than any poly-

nomial expected time.

In particular, this holds for « = 1. If we remember that the CUTWIDTH

of a tree is smaller than log(V) , we obtain:

Corollary 3.5.8. If the quantity of information by time step measured by

D(pllg)

15 constant, no strateqy can achieve polynomial time curing for the com-

plete binary tree in the Partial Information setting, for budget O(log(N)).

3.6 Conclusion

We have shown that unless we know the state of each node with perfect
accuracy, and instantaneously, then the CUTWIDTH of the graph is no longer
the sole quantity which determines the budget required to cure an infection
in polynomial time. Practically, this means that quickly obtaining signature-

based diagnostic tools, even if expensive, is critical. On the theoretical side,
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our work shows that the interplay between stochastic processes and combina-
torial properties of graphs needs to be better understood. Indeed, resolving
the gap between our upper and lower bounds as a function of general topo-
logical graph quantities remains an important question. Similarly, extending
our understanding of upper and lower bounds to other infection models is im-
portant. This work demonstrates the important connection between budget
for control, and budget for estimation, as for many interesting problems, these

two are inextricably intertwined.
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Chapter 4

Uncertainty about When Nodes Are Infected

4.1 Introduction

After focusing on curing in the previous chapter, we turn to another
important problem in the field of epidemics: the problem of graph inference
from epidemic cascades!. If curing relies on the knowledge of who exactly is
infected, in the case of graph inference, the crucial information is the time
of infection, as this is what state-of-the-art algorithms use to reconstruct the
graph. once again, as the COVID-19 pandemic has demonstrated, we rarely
have access to the real time of infection, as individuals show symptoms af-
ter a non-deterministic time, and then opt to get tested after another non-
deterministic time. Previous algorithms cannot handle such a noise in the
time of infection. We therefore develop completely new algorithms to tackle
this problem, in two settings: when we only know who was infected at the
end of the cascade, and when we know the noisy times of infection and some
parameter of the noise distribution. Our algorithms are sample-optimal up to

log factors.

! This chapter covers the material prebiously published in Learning graphs from noisy epi-
demic cascades. My main contributions were defining the setting, and solving the theoretical
challenges.
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4.1.1 Relevant work

The early works on this subject proposed a few heuristics and experi-
mentally proved their effectiveness [35,43]. Netrapalli et al. [63] established
the first theoretical guarantees for this problem for discrete-time infections.
They proved one can recover the edges of any graph with correlation decay,
with access to the times of infection for multiple cascades spreading on the
graph. They introduced a likelihood, proved it decouples into convex sub-
problems, and demonstrated that the edges of the graph can therefore be
obtained efficiently. They also proved a sample complexity lower bound and
showed their method is within a log factor of it. Abrahao et al. [2] also
introduced a method of solving this problem, this time for a more realistic,
continuous-time infection model, through learning only the first edge of each
cascade. Zarezade et al. [87] proposed a first experimental attempt to tackle
the case of correlated cascades using Hawkes processes. Khim et al. [47] ex-
tended the theoretical results to the case where the the cascades spreading
on the graph are not independent, which required completely new machinery

involving martingales and weighted Pélya urns.

All the results above assume we have perfect knowledge of the proper-
ties of the spread we use to reconstruct the graph. For most of the literature,
those are the times of infection for all nodes for each cascade. This assumption
may hold for online epidemics, as information is usually dated (for instance,
posts or retweets on social networks have time stamps). For human networks,

however, this assumption is often unrealistic: official diagnosis (and hence
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recording by any tracking entity such as the CDC) may come days, weeks, or
in important examples such as HIV, years after the actual moment of infec-
tion. Moreover, this can be highly variable from person to person, hence the
infector is often diagnosed after the infectee. Similar issues arise with biologi-
cal networks: we only know the expression of a gene when a measure is taken,

which can happen after a typically arbitrary delay.

We therefore develop a method for learning the graph of epidemics with
noisy times of infection. We demonstrate that past approaches are unusable,
due to the fact that even small levels of noise are typically enough to cause
order-of-diagnosis to differ from order-of-infection. We develop new techniques
to deal with this setting, and prove our algorithm can reliably learn the edges
of a tree in the limited-noise setting, for any noise distribution. We also
show we can learn the structure of any bounded degree graph from a very
weak observation model, in an sample-optimal fashion (up to log-factors). We
finally provide an algorithm which learns the weights of any bounded-degree

graph in the limited-noise setting.

4.1.2 Model

We observe epidemics spreading on a graph, and aim to reconstruct the
graph structure from noisy estimates of the times of infection. In this section,
we specify the exact propagation model, the noisy observation model, and the

two learning tasks this work tackles.

Propagation model: We consider a particular variant of the inde-
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Table 4.1: Notations

G=(V,E) Graph G, V set of nodes, F set of edges.
N Number of nodes in the graph.
" Random variable for the actual time of infection of
node ¢ during cascade m.
ny’ Noise of node 7 during cascade m.
T, T" 4+ n;® Random variable for the noisy time of infection of
node ¢ during cascade m.
" Random boolean variable: I, = True < node i
was infected during cascade m
Dij Weight of edge (i, j), corresponding to the probability
that ¢ infects j.
) At t=0, node b) At t=1, nodes ) At t=2, node ) At t=3, the
1 is the source, 3 and 4 are in- 2 is infected. All cascade stops,
in the infected fected. Node its neighbors are even if node 5
state. It can pos- 3 can infect sus- in the removed remains in the

sibly infect node
2, 3 and 4, all
in the susceptible
state.

ceptible node 5. state, so new susceptible state.
Node 4 can infect node can Dbe
susceptible node infected.

2 but not re-
moved node 1.

Figure 4.1: A complete cascade.
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pendent cascade model, close to the one-step model introduced by [34] and
further studied by [45]. The epidemic spreads in discrete time on a weighted
directed graph G = (V, E), where parents can infect their children with proba-
bility equal to the weight of the edge between them, but children cannot infect
their parents. We allow bidirectional edges: it is possible that both (i, j) € E
and (j,7) € E, possibly with different weights. For each edge (i,j) € E, the

corresponding weight p;; is such that 0 < ppin < Pij < Pmazs < 1.

This process is an instance of a Susceptible — Infected — Removed
(SIR) process. Each node starts out in the susceptible state. As in [2], each

2 on a unique node source node, picked

cascade m starts at a positive time
uniformly among the nodes of the graph. Once the source becomes infected, it
is removed from the graph, and if it has children, each is infected at the next

time step independently according to a probability specified by the weight of

the edge shared with the source.

The process ends when there are no newly infected nodes (either be-
cause no infection happened during the previous time step, in which case
some nodes may never be infected, or because all the nodes of the graph are
removed). One realization of this process from start to finish is called a cas-
cade. If two nodes are infected during the same cascade, we say that they are

co-infected for this cascade. This process is illustrated in Figure 4.1.

2Most of the literature considers the initial time of infection to be 0. This is because
when we have access to the exact times of infection, we can make this assumption without
loss of generality. In our case, it would imply we know exactly when an outbreak started,
which is usually not the case.
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Observation model: Let 7T]" be a random variable corresponding to
the time of infection of node ¢ during cascade m, and let ¢]" be its realization
(if 7 stays in the susceptible state during cascade m, we have t* = c0). We

introduce three observation models.

In the no-noise setting, we have access to the exact times of infection

.

In the limited-noise setting, we never get to observe the exact times
of infection 77", but only a noisy version T,™ = T/™ + n}* (with realization
t;™), where all the n/" are i.i.d., and represent the noise added to the 7. We
assume n." follows a known distribution D. The only restriction we put on D
is that it cannot have infinite value (i.e., ;" = 0o < t/* = oo, and we know

for a fact when nodes have been infected or not).

In the extreme-noise setting, we take the previous setting to the
extreme, and we assume that instead of having access to the noisy times of
infection 7,™, we only have access to the infection status of the nodes I™.
We know I/" = True if ¢ was infected during cascade m, and I/* = False
otherwise. Note that T;™ < oo < I = True, so we can always deduce the
infection status from the noisy times of infection. However, we cannot guess
the noisy times of infection from the infection status: the (noisy) times of

infections contain strictly more information than the infection status.

For these three settings, we call a sample the vector of all observations

for the cascade m. In the no-noise setting, this is the extended-integer vec-
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tor {t"}icy. In the limited-noise setting, this is the extended-integer vector

{t/"};cv. In the extreme-noise setting, this is the boolean vector corresponding

to the realization of {I"};cyy. We also use the notation 7" = {T;"}m3t M (re-
mym=1..M

spectively ¢ = {t;"}m31+M) for the matrix representing the random variable

(respectively the realizations) of all the samples.

Learning tasks: We focus on two different learning tasks. When we
learn the structure of a graph, it means that for any two nodes i and j,
we can decide whether or not there exists an edge between these two nodes
(whatever its direction). When we learn the weights of the graph, it means
that for every two nodes i and j, we learn the exact value® of both p;; and pj;

up to precision e.

4.1.3 Why is it a hard problem?
4.1.3.1 Counting approaches

Most approaches in the no-noise setting relate to counting. In our
setting, for instance, a natural (and consistent) estimator for p;; is to count
how often an infection occurred along an edge, and divide it by how often such

an infection could have happened:

R Number of times 7 becomes infected one time step after ¢
Dij = :

Number of times ¢ was infected before j

In the no-noise setting, j could only have been infected by a node

signaling exactly one time step before j. However, in the limited-noise setting,

3When (i, j) ¢ E, we have p;; = 0.
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i j

—

k

Figure 4.2: Possible scenarios which could have led to 7, = 2, Tj' = 3 and
Tl; = 4. In the no-noise setting, this implies T; = 2,T; = 3,T}, = 4, and there
is only one possible infection pattern.

7 signaling its infection one time step after ¢ could stem from a variety of

scenarios:

e i could have indeed infected j: cases a), b) and ¢) of Figure 77 above.

e j could have infected 7, but the noise flipped the order of signaling: cases

d), e) and f).

e No infection happen between ¢ and j, and the probability of infectin
depends mainly on another node k: cases g), e) and f). This could

happen for any other node k in the graph.

The natural estimator introduced earlier is therefore not consistent anymore;
instead, it tends to a quantity which depends on p;;, but also p;;, and pix, Pri, Pk, Pk;
as well, for all the other nodes k in the graph. By counting the number of
times j became infected one time step after ¢, we are not counting the number
of infections along the edge (i,7) anymore, but instead a mixture of all the
scenarios described above, which not only include the cases where j infected i,

but also events in which the cascade spread through another node k, and the
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Figure 4.3: Possible scenarios which could have led to T}

(a) (b) (c)

‘T‘n ‘T‘n T |n
11012 11012 i]1]1
jl 112 jl 112 jl2]1
k|22 k|1]3 k|04

W/L
~]
\[

(d) (e) (f)

‘T‘n ‘T‘n T |n
i]1]1 il1]1 11210
jl1 03 jl1 03 j1 112
k|22 k|1]3 k|04

—
—

<

(2) (h) (i)

‘T‘n ‘T‘n T | n
i]0|2 il 11 i1210
jl2]1 jl 112 j1 013
k{113 k|{0]4 k|1]3

:2,T;:3andT,;:

4. We have Tl/ = T; 4+ n;. In the limited-noise setting, there are nine possible
infection patterns (many more scenarios with the same infection pattern, but

different noise values, are not shown).
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edge (i, j) was irrelevant to the process. Using this estimator, or any obvious
(to us) extension of it, would not only imply learning the wrong weights for the
edges, but also learning edges when there are no edges. Our first contribution
is therefore to design a new set of estimators, from which we can deduce the

value of p;; (Sections 4.2.3 and 4.3.2).

Adding noise in the time of infection not only reverses the cascade
chronology, it also exponentially increased the number of possible infection
patterns that could have happened. Bounding the realm of possibilities is

therefore our second step towards solving the problem (Section 4.2.1).

4.1.3.2 Max-likelihood approaches

Another common approach is to use likelihood-based methods. For
instance, in [63], the authors develop a max-likelihood-based approach to learn
the edges of the graph. They prove the log-likelihood has desirable properties:
it decouples into only one local problem for each node, and this local problem

is convex (up to the change of variable 6;; = —log(1 — p;;)):

L(T, Fyj) = log % II G=pi)|-{1= ] =pi)

1<i<N \ gt <ti—1 jitj=ti—1
NG > NS

vV VvV

Probability that i was not Probability that i was
infected before t}. infected at t].
1 N
L(T, Pj) = log (N) + E E log(1 — pji) + E log(1 — pji)
=1 j;tj<ti71 j;t;:t;—l
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In our setting, the log-likelihood has none of these properties. It is not
convex, and it is unclear any method other than brute force could find its
maximum. Moreover, it does not decouple anymore, and even computing the

log-likelihood itself takes exponential time.

1
L(T, Pj;) =1 — - . t—t;
) =l N Zl,...,t’N—l) 1g1;[N (n( Z )>

(b1t ) < (8] —

.

~~ .
This is the root Noise tatjlgde
of the difficulty. LISty — 4.

IT a=p) |- (1= J[ —pn)

Jiti<ti—1 Jitj=ti—1
- A -
Ve Vv
Probability that ¢ was not Probability that ¢ was
infected before ¢/. infected at ¢/.

When dealing with hidden variables, a common technique would be to

use the Expectation-Maximization algorithm [18]. However, in our setting,
N

the number of hidden states is Ht;, which can be as large as (N — 1)V,

This prohibits any realistic use (i)?lthe Expectation-Maximization algorithm

for networks with more than twelve nodes. Moreover, except for the recent

contributions [51], very little is known about the theoretical convergence of

the Expectation-Maximization algorithm.
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4.1.4 Contributions

The contributions of this chapter are:

e To the best of our knowledge, we are the first to tackle the problem of
learning the edges of a graph from noisy times of infection, a simple but

natural extension of a well-known problem.

e We provide the first efficient algorithm for learning the structure and
weights of a bidirectional tree in this setting. We also establish a tree-
specific lower bound which shows that our algorithm is sample-optimal

(up to log-factors) for learning the structure of the tree (Section 4.2).

e We prove it is possible to learn the structure of any bounded-degree graph
in the extreme setting for which we only have access to the infection
status (i.e., whether or not a node was infected). Moreover, we can
do so with almost optimal sample complexity, according to the bound

established in [63].

e We provide polynomial algorithms for learning the weights of bounded

degree graphs.

e Finally, we extend the results from bounded-degree graphs to general
graphs. This proves the problem is solvable under any noise distribution,
although the exponential sample complexity and running time prohibits

any use of this algorithm in practice (Section 4.3.2).
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4.2 Learning bidirectional trees

The bidirectional tree is the simplest example which illustrates some
of the difficulties of the noisy setting. Indeed, for a directed tree, the true
sequence of infections can be reconstructed, and we can use techniques from the
no-noise setting. For a bidirectional tree, those techniques cannot be extended.
However, the uniqueness of paths in the bidirectional tree still makes this
problem considerably easier than the general setting. We therefore start by
presenting a solution for the bidirectional tree. The key ideas here generalize
to the neighborhood-based decomposition we introduce below, which forms

our key conceptual approach for the general problem.

This section contains three contributions. First, we show how to learn
the structure of a tree using only the infection status, i.e., what we call the
extreme-noise setting (Section 4.2.1). For each cascade, we only know which
nodes were infected. We show this contains enough information to learn the
structure of bidirectional tree. Second, we establish a lower bound for the
no-noise setting, and show our algorithm has the same dependency in the
number of nodes N as this lower bound (up to log-factors). In other words,
for the task of learning the structure of any tree, an optimal algorithm in the
no-noise setting would need as many cascades as our algorithm needs in the

extreme-noise setting (up to log-factors).

Finally, we show how we can leverage this learned structure to learn
the weights of the tree, this time when we have noisy access to the times of

infection, i.e., the limited-noise setting (Section 4.2.3). We provide sample
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complexity for this task.

4.2.1 Tree structure

As illustrated in Section 4.1.3, the number of edges that could exist is
much higher in the limited-noise setting than the number of actual edges in
the tree. Our first key contribution is therefore to introduce a new estimator,
ﬁij, which keeps track of the fraction of cascades for which ¢+ and j were both
infected. This estimator can therefore be computed only with the infection
status in the extreme-noise setting. Using this estimator, we show that in the
specific case where the graph is a tree, we learn the structure of this tree, i.e.

whether or not both p;; = p;; = 0.

Our algorithm for learning the edges of the tree relies on one central
observation: h; ; achieves a kind of local maximum if there is an edge between
i and j (Lemma 4.2.1). This observation relies heavily on the fact that there

is uniqueness of paths on a tree. Let us now dive into the proof.

Definition 4.2.1. Let iL” be the fraction of cascades in which both ¢ and j

became infected. We have:

~

hi,j — M—o0 P(I,Lm & Ijm) = hi,j'

We now show that the limit h;; of the estimator iL” satisfies a local

maximum property on the edges of the tree:

Lemma 4.2.1. If ¢ and j are not neighbors, let (ug,uy,...,uq) be the path
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between them, with ug =i, uqg = j, and d > 1. Then:
Vr € {0, d— 1}, hi,j < hur,urJrl'

Proof. We consider the case in which both ¢ and j have been infected. There
is a unique source of infection and a unique path between ¢ and j. Therefore,
all the nodes on the path from 7 to 5 must have been infected as well. In par-
ticular, both u, and w,; were infected. This shows I[" & I]’-” = I' & I;’ZH,
so P(I" & I7") < P(I} & I, ), and therefore h; ; < hy, ;-

What’s more, every time wu, and u,,; became infected, at least one
more infection along an edge must have occurred in order for 5 to become
infected as well. This occurred with probability at most p,,.. < 1. Therefore,
hij = P(" & I7") < prae - PUL] & 1)) = Pmaz * hupu,y- We conclude

h@j < hu,«,

Up41*

]

This simple lemma allows us to design Algorithm 1. Indeed, suppose
we have access to all the limits h; ;. By ordering them in decreasing order, we
can deduce the structure of the tree by greedily adding every edge unless it

forms a cycle?.

4This algorithm is very similar in spirit to Kruskal’s algorithm for finding the maximum
spanning tree ||
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Algorithm 1 Learn the undirected edges of the tree.

1: procedure LEARNTREE({h; ;}ijev) > By ; limit of A, ;.
2 pairs_h_edge < [(hij, (i,7)) for 1 <i < j < Npodes]

3: SORT(pairs_h_edge) by decreasing order

4: edges_tree < ||

5 for (~, potential_edge) € pairs_h_edge do

6 if Adding potential_edge to edges_tree does not create a cycle then
7

Add potential_edge to edges_tree
return edges_tree

We show that if we have access to the limits h; ; of the estimators ﬁm,

the algorithm above correctly find the structure of the tree.

Lemma 4.2.2. Algorithm 1 correctly finds all the N — 1 pairs (i,7) such that

there exists at least one directed edge between i and j.

Proof. We show that in the for-loop at line 5, we add an edge to edges_tree
if and only if this edge was a real edge in the original tree. We prove it by

induction on the elements of the sorted list pairs_h_edge.

When no element has been selected, the proposition is trivially true.
Suppose now that ¢ elements of pairs_h_edge have been examined so far. Let

(~, (i,7)) be the t + 1*" element. Two cases arise:

1. ¢ and j are not neighbors. Let (ug,...,uq) be the path between them,

with up =7 and u4 = j. In this case, using Lemma 4.2.1, Vr, h,, >

Upr41
h; j. In other words, all the pairs (u,, u,11) have already been considered

by the algorithm. By induction, we have kept all of them in edges_tree.
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Therefore, adding the pair (i,5) would form a cycle. This pair is not
kept in edges_tree, which is what we wanted since it is not an edge in

the original tree.

. 7 and j are neighbors. Suppose that adding this pair forms a cycle. Then

there is a sequence (vg = i,...,vq = j) of nodes such that h were

Vs Vk+1
all bigger than h; ;, and the pairs (vy, vg+1) were kept by the algorithm
for all k. However, by uniqueness of paths in a tree, there exists a pair
(Va, Va+1) such that the path connecting v, and v,y in the original tree

goes through (¢, j). Using Lemma 4.2.1, this means h; ; > h which

Va,Va417

is a contradiction. Therefore, adding this pair in edges_tree does not

form a cycle. This pair is kept in edges_tree.

Therefore, this algorithm keeps all the edges, and only the edges of the tree,

so it recovers the tree structure.

]

We next quantify how many cascades M are needed for Algorithm 1 to

be correct if we replace the {h; ;}; ey by their estimates {fLiJ}mEV. We note

that we do not require ﬁ” to be close to their limit, but only need the order

of the h;; to be the same as the order of the h,; ;. We identify events which

guarantee that the order is the same (Corollary 4.2.4):

Definition 4.2.2. Let H; := {(i,7,k) € {1,...., N, pij + pji > 0 & pjx +

pjr > 0} be the set of triplets of nodes such that at least one directed edge
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exists between the first and the second node, as well as between the second

and the third node.

Proposition 4.2.3. If:
V(i,j, /{) € j’Cg, iLijj > il@k and iLng > iLi,k;
then for all paths (ug, ..., uq) in the tree, with d > 1, we have:

Vr e {07 . 7d - 1}7 BUmurH > iL'U»Ovud'

Proof. For r € {0,...,d— 2}, we have by hypothesis h > iAzum Now,

Up, Up1 Up42°

we recall that izuO’u , is the number of cascades for which both uy and w4
were infected. By uniqueness of paths in the tree, every time both uy and uy4

were infected, both u, and u,,o must have been infected as well. This shows

~ ~

that hygu, < M., Notice that this is a deterministic property, not an

~

asymptotic property. Therefore, ﬁuhur 1 > Ny 2 ﬁuo’u .

For r = d — 1, we follow an identical reasoning, but with ﬁuh >

Ur41
h'u'rflyurJrl'
Corollary 4.2.4. If:

\V/(i,j, ]{7) - f}fg, iLZ’J‘ > ili,k and ]Alj’k > ]AIZ‘J“

then the correctness of Algorithm 1 is preserved when given h as input instead

of h.

In other words, Algorithm 1 outputs a correct set of undirected edges

with finite samples.
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Proof. According to Proposition 4.2.3, for all paths (uq,...,uy) in the tree,
with d > 1, we have that Vr € {0,...,d — 1}, ]tLuhuer > hygu,. As shown
in the proof of Lemma 4.2.2, this is the only property of the input needed in
order to yield the correct output.

N (log(})+2log(N))
Pmin (1_pmax)

Proposition 4.2.5. With M = cascades, with probability at

least 1 — 0, we have:
\V/(i,j, k‘) - j’fg, }ALZ‘J' > ili7k and }Alj7k > iLi,lv

Proof. Let us consider one triplet (7,7, k) in Hz. We recall that ﬁlk is the
number of cascades for which both ¢ and k£ were infected. Since the only path
from ¢ to k is through j, we always have that ﬁ” > Biﬁk and lAzj,k > sz We
notice that to obtain fAL” > iLiyk, we only need one cascade for which both ¢
and j got infected, but not k. We lower bound the probability P iplet identified

of this cascade happening. For each cascade m, we have:

-Ptriplet identified — P(]@m & ]jm & NOT(IIT))
> P(i was a source, i infected j, j did not infect k)

+ P(j was a source, j infected i, j did not infect k)

1
pij - (1 —pjr) + N Pt (1= pjx)

1
> .
- N
> pinll = Prnar)
- Npm’m, pmaz N

The probability that this event never occurs during the M cascades is upper

74



bounded by:

. . 1 M
P(hi,j - hl,k’) < <1 - Npmzn(l - pmaa:))
S ef%pmin(lfpmaz)
4]
< —.
< 2
Now, there are N — 1 edges in a tree, therefore |H3| < (N —1)2 < N2. By

union bound:

(ivjvk) €3Hs (Ljvk) Eg_CS)
)
2
< N * m
< 0.

Notice that H3 contains both (i, 7, k) and (k,7,7). We have therefore proven

N(log(%)—l—Q log(N))
Pmin (1_p’maa:)

that with probability at least 1 — §, when considering M =

cascades, we have V(i, j, k) € Hs, fL” > iLm and iLm > ﬁzk

Putting together Proposition 4.2.5 and Corollary 4.2.4, we obtain our
first theorem for learning the undirected edges with finite samples:

N (log(%)+21og(N))
Pmin (17pmaz)

Theorem 4.2.6. With M =

cascades, with probability at
least 1—9, we can learn the structure of a any bidirectional tree in the extreme-

noise setting, i.e., when we only have access to the infection status of the nodes.
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4.2.2 Lower bound

In this section, we prove a lower bound for trees in the no-noise setting.
With very minor adjustments, we adapt the lower bound of [63]. Since for a
general tree, the max degree can be up to N — 1, we design a lower bound
which is independent from the max-degree. Let G be a tree drawn uniformly
from G, the set of all possible trees on N nodes, and G be the reconstructed
graph from the times of infection. G < T <+ G therefore forms a Markov

chain. We have:

H(G) =I1(G;G) + HG|G)
(data processing inequality) < I(G;T)+ H(G|G)
(independent cascades) < M - I(Tl' Y 4+ H(G|G)
(I(X,Y)< H(X)) =M - ZH )+ H(G|G)
N

(Fano’s inequality) < M - Z H(T!) + (1+ P.log(|9]))
—1

Since G is drawn uniformly from §, H(G) = log(|§|). There are N2
trees on N nodes, according to Cayley’s formula [11], so H(G) = (N — 2) -
log(N).

In conclusion:

(1—F)(N —2)log(N) -1 _  (log(N)
N H(T)) -0 (H(T-l))

)

M >

Using the same kind of techniques as in [63], we can assume H(T}) ~

log(N) .
%. Therefore:
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Theorem 4.2.7. In the no-noise setting, we need M = € (N) cascades to

learn the tree structure.

In our extreme-noise setting, when we have only access to the infection
status of the nodes, we can learn the tree structure with the same sample

complexity (up to log-factors) as the no-noise setting!

4.2.3 'Tree weights

In this section, we assume we are in the limited-noise setting, and we
have access to the times of infection. We also assume we have already learned

the structure of the tree.

Once we have reduced the set of possible edges by learning the structure
of the bidirectional tree, learning the weights of the edges is still non-trivial.
Indeed, from T,™ and T;m, it is still impossible to know whether this sample
is useful for estimating p;; (case when i infected j), or whether we should use
this sample for estimating p;; instead (case when j infected ¢). What is more,
we only get one sample per node and per cascade, so it is impossible to know
what really happened during that cascade. However, knowing the distribution
of the noise, it is possible to compute the probability that the noise maintained
the order of infections. Using this information and the reduced set of known
undirected edges, we can compute two sets of N (N —1) estimators, from which

it is possible to infer the weights of all edges in the tree.

We introduce these two sets of N(N — 1) estimators, or, in other words,
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two estimators for each directed edge. These estimators tend to multivariate
polynomials of the weights of most edges of the tree. Thus in general these
polynomials have exponentially many terms; however, when ¢ and j are neigh-
bors, it is possible to express them concisely using a quantity ?§<_> i), which
we define formally below. This succinct representation is the key idea we

exploit to solve the resulting system of equations.

Once we know the structure of the bidirectional tree, we can consider
the four estimators for each undirected edge (two estimators for each directed
edge). They form a system of four equations and four unknowns, which we

solve to obtain the weights of the edges.

Definition 4.2.3. I‘PX(_) j) is the probability that j became infected before

any node on the path from j to ¢, including i, became infected.

We now introduce the estimators:

Definition 4.2.4. We introduce 2 sets of N(N — 1) estimators:

ﬁ-<j = Fraction of infections for which ¢ and j got infected, and ¢ reported before j.

gi,j = Fraction of infections for which 4 got infected, but j did not.

By the law of large numbers, as the number of cascades scales, fi<j

tends to fi<; and Qm to g; y, where

fi<j = P(jjz/m < T]/m < OO),

9y = P(T,™ < oo,TJfm = 00).
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We now compute the exact values of these two quantities. Let us assume the
(unique) path between i and j has length d. We call (u, ..., uq) the set of

nodes on the path from ¢ to j, with ug = ¢ and uy = 5. We then have:

Lemma 4.2.8. Recall fi-; and Yy are the expectation of the estimators defined

above. We have:

ficj = Ti(_) i) Diosj S—dy1+ fP)-\(—> ) Djsi * Sat
d—1

+ Z :PX,}((% ul) * Puy—i * Puy—j * S21—d+1-
=1

d—1
giﬂi = ?3((_) i) (1= pisj) + ; Tx,j(ﬁ W) * pu—i * (1= Puysy)-

What’s more, when i and j are neighbors (which implies d = 1), the expressions

simplify to:

Jicj = Tx(—> i) - pij - So + Tx(—> J) - Pji - S2

9y = Py(= ) - (L —pyy).
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Proof.

ficj =P(I™ < T;™ < o0)

= P(i got infected before any nodes on the path from i to j,
then infected j, and the noise did not flip the times of infection)
+ P(j got infected before any nodes on the path from i to j,
then infected i, and the noise flipped the times of infection)
+ P(One node on the path from i to j got infected before i and j,
then infected both ¢ and j, but i reported before j)

= ‘Pj(—> i) Pisj * S—dr1
+ Py(= 7) - pji - San

d—1
- Z me(_> “l) * Puy—i - Puy—j © S21—d+1-
=1

This expression is involved in general. However, if ¢ and j are neighbors,
then there are no nodes u; on the path between ¢ and j, other than ¢ and j

themselves. What’s more, p;_,; = p;;, and d = 1. Therefore:

fi<j = iP)\<—> Z) “Pij S0+ ?x(% j) * Dji * S2.
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Let us now focus on 95y

gi"i = P(iz—;‘lm < Oo,j—;m — OO)
= P(i got infected before any nodes on the path from i to j, but j did not get infected)

+ P(One node on the path from i to j got infected before i and j, then infected i but not j)
=Py 1) (1= piy)
d—1

- Z :PX(,B((—) ul) * Puy—i (1 — pul*)j>.
=1

As before, this expression is complex in general, but simplifies if ¢ and j are

neighbors, in which case:
0

Using the simplified expression only for when ¢ and j are neighbors, we

obtain:

Proposition 4.2.9. If we know (i,7) is an edge in the original tree, then the

probability of infection along this edge is given by:

_ ficj* 80 — fi<i - $2
gi) (53 — 83) + ficj - So — fi<i - S2

Dij

Proof. According to Lemma 4.2.8, we had four second-order equations, with 4
unknowns: p;;, pji, ?3((_) i) and ?X(_) j). We solve it, and obtain the wanted

result. See Appendix B.1 for details.
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Combining all the pieces, we obtain our first theorem for infinite sam-

ples:

Theorem 4.2.10. It is possible to learn the weights of a bidirectional tree in

the limited-noise setting.

Now that we have proven the problem is solvable, we establish the
number of samples needed to learn the weights with the method above.

2
5(2)_5%+50+32)pmaz +So+52)

Lemma 4.2.11. With M = Jj—; log (%) (¢ e samples, with
0 2

probability at least 1 — &, we have:
Pij — pij] < e
Proof. Using Hoeffding’s inequality:

P(|ficj — ficj] > €1) < e~ 2Me
P(|fici — fi<il > &) < 2e72M4,

P(|giy — 913 > e1) < 2e72ML

Choosing M = ei log (g), we have that with probability at least 1 — 4, all the
1

following hold:

|fici — fici] < e,
|fj<i - fj<z‘| <€,

|95y — 9iy] < €1
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Hence, with probability at least 1 — d, we have (see Appendix B.1 for details):

(8(2) — S% + S0 + 32)pmaaz
9iy (55— 53) + ficj = 50 — fi<i- 52
50 + S2
gy (55— 53) + ficj = 50 — fi<i- 52

Dij — Pij < €1

+ €

+ 0(61).

2_ .2
We use the results from Lemma 4.2.8 to bound the denominator by %22, In
the end, we obtain:

(Sg — S% + So -+ S2>pmax + So + S9

o(€1).

Dij — pij| < aN

2 2
We choose ¢ = & i Therefore:
1= N (8%—8%+50+52)pmax+50+52' ’
2
. _ N2 6 ((sg—sg+80+82)pmam+80+82) . -
With M = Z5log ( 6) I3 samples, with probability at

least 1 — 6, we have [p;; — p;;| <e.

]

By a union bound on all the weights of the tree, knowing there are
at most 2N(N — 1) < 2N? directed edges in a directed tree, we obtain the
following sample complexity:

2
((83 —52+50+52)Pmaz+50 +82)
(s§—s3)2

cascades,

Theorem 4.2.12. With M = ]Z—; log <12(];Vz>

with probability 1—0, we can learn all the weights of the edges of a bidirectional
tree in the limited-noise setting, i.e., when we only have access to the noisy

times of infection.

4.3 Bounded-degree graphs

In the previous section, the algorithm presented relies heavily on the

uniqueness of paths. This property implies that we can deduce the edges from

83



Figure 4.4: Two nodes can be co-infected frequently without sharing an edge.

the nodes which are co-infected the most often. However, this is not true for
a general bounded-degree graph. In Figure 4.4, we can see that the two nodes
1 and 7 would be co-infected frequently despite not sharing an edge. This
makes the task of finding the structure much more challenging than for the

bidirectional tree.

In this section, we show how the main ideas for learning the structure
of the bidirectional tree can be extended for learning the structure of gen-
eral bounded-degree graphs, in the extreme-noise setting, with almost optimal
sample complexity. The framework for learning the weights of the edges in
the limited-noise setting is - to the best of our knowledge - not extendable to
general bounded-degree graphs; we therefore develop a new algorithm to learn

the weights for general bounded-degree graphs.
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4.3.1 Bounded-degree structure

In the previous section, we introduced the estimator h; ;, which records

INE
the fraction of cascades for which both ¢ and j are infected. From a local
maximum property of this estimator, we deduced the structure of the tree, in
a sample efficient fashion. Indeed, if there exists a path between ¢ and k, and

the first edge on this path is (i, 7), then if ¢ and k are infected, j must have

been infected as well.

We want to build on this idea for a bounded-degree graph of maximum
degree d. However, for such a graph, there may be multiple paths leading
from 7 to j, and we cannot guarantee a single node will be infected each time.
However, if i is a node, N; is its neighborhood, and k ¢ N; is another node of
the graph, we can guarantee that if both ¢ and k£ are infected, there exists a
node in N; which is infected. Moreover, N; is the set of smallest size for which
at least one node is infected at the same time as ¢ the most frequently. This

leads us to a new set of estimators:

Definition 4.3.1. Let ¢ be a node of the graph, and let S be a set such that

|S| < d and i ¢ S. We define a new set of estimators:

ﬁi’ s = Fraction of cascades for which 7 is infected, and at least one node of S is infected.

Let us assume that for each pair (7, S), we have access to the limit h; g
of ﬁzg We now introduce an algorithm showing how to leverage these limits

to learn the structure of any bounded-degree graph.
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Algorithm 2 Learn the undirected edges of any graph of maximum degree d.

1: procedure LEARNGRAPH({hLS}L?;d)

2: edges <+ ||

3: for i =1...n,0des dO

4: S_max_i < set such that h;g ey 1S maximal, and such that

S1ZE(S_maz_i) is minimal.
for n; in S_max_i do

6: Add edge (7,n;) to edges
return edges

o

We show this algorithm is correct.

Lemma 4.3.1. Algorithm 3 correctly finds the neighborhood of each node.

Proof. Let us recall that h; g is the probability that node ¢ and at least one
node of S are co-infected. To prove the correctness of this algorithm, it suffices

to prove:

Vi € V,VS s.t. |S| <d, hi’g > hi,Ni = N; C S

Let pick a set S such that N; \ S # 0, and let k& be a node in N; \ S. We
know h; sury > his + P(i and k are the only infected nodes). Since ¢ and
k are neighbors, P(i and k are the only infected nodes) > 0, and therefore
hisuky > his. Following this line of reasoning, if N; \ S # 0, S we can

always increase the value of h; g by adding a node of N;.

However, it is impossible to increase the value of h;y;,, because if ¢ and

any other node of the graph are co-infected, we know one node of N; is also
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infected. Therefore, the algorithm is correct.

]

Unfortunately, we do not have direct access to h; g. We therefore study
how many samples are needed to replace h; g by its estimate lAzi,S while pre-
serving the correctness of the algorithm. Just like in Section 4.2.1, we notice
that we do not need the {Bzg}g‘;d to be close to their limit, we only need the
indexes of their ordering to be the same. We notice that the neighborhood
N; of 7 is the set of smallest size which is the most often infected at the same
time as i is (N; = arl%,; |mdax hi r). Therefore, we must have that for every set S,

<

}AL@ g < }AMN However, some other sets might achieve the same value if we do

not observe enough cascades. This could happen in two cases:

e Not all the nodes of the neighborhood were infected, and therefore a
subset 77 C N, of the neighborhood is such that izi,Tl = iLZN Since
71| < |N;|, the algorithm would return 77 and not N;, which would be

a failure case.

e Some other node k is always infected every time a specific node j € N;
is infected. The set T, = N; \ {7} U {k} will therefore be such that

hit, = hix,, and the algorithm would not know which maximum to

pick. This is a failure case as well.

We identify events which guarantee that the failure cases above cannot arise.

Let E7" be the event that ¢ and j were the only infected nodes during cascade
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m. B, ; = U E". is therefore the event that there exists a cascade for which
1<m<M
only 7 and j were infected. If such a cascade exists, the set Sy,4, = argmaxh; r
|R|<d
must contain j. If the event F; ; happens for every node j in the neighborhood
of 7, we can therefore guarantee Algorithm 3 is correct. We characterize the

sample complexity needed for this below.

Proposition 4.3.2. Let i be a node, and let j be one of its neighbors. Let S

be a set of size |S| < d, such thati ¢ S and j ¢ S. With probability at least

(d+2)-N log(N)+N log( & .
Q(d,lg‘s) cascades, there exists a cascade

1 — 2, among M =
d-Na+27 g pmin(l_pmaz)

in which © and j are infected, but no nodes of S are infected.

Proof. We notice that if, during cascade m, the only infected nodes are ¢ and

J, no nodes of S are infected. This is exactly the event E]". defined above.

P(E;;) = P(i and j infected and Vs € S,s is not infected)
= P(i and j are the only infected nodes during cascade m)
> P(cascade started at i, j was the only infected neighbor of i,

and j did not infect any nodes)

1
> - min ° 1- max 2(d71)-
2> 7 Pmin * (1 = Prnaz)

The probability that this never happens during M cascade is exactly the com-
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plement of the event F; ; defined above:

1 ~ M
P(NOT(Ei,j)) S (1 - N * Pmin * (1 - pma:r:)Q(d 1))

S e—M‘mem'(l—Pmaz)%d*l)

5
< —
= d- N2

]

: d
Lemma 4.3.3. With probability at least 1—9, if we observe M = (4+2)-Nlog(N)+ N log(§)

pmin(l_pmax)2(d71)

cascades, Algorithm 3 is correct, and has running time O(M - N42) = O(d -

Né+31og(N)).

Proof. Let 8 = {S € P(V),|S| < d} be the set of sets of nodes of size at most
d, let 8 = {S € 8,i ¢ S} be the set of sets of 8§ which do not contain 7, and
let N; = {j,(i,7) € E} be the neighborhood of i. We pick a set S € 8, such
that S # N;.

We first prove that flw < leN Since the neighborhood of i separates 7
from the rest of the graph, and infected nodes are connected, we can conclude
that every time ¢ and another node of S are infected, one node in the neighbor-
hood N; of i is infected as well. Therefore, we cannot increase iLi’S without also
increasing h;.y,. In particular, this means that even if |S| > |N;| (for instance

if N; C S), we have izivg < fzzNZ We therefore know that N; € arg max Biﬁ.
RES
|

We now prove that with probability at least 1 — 4§, N; is the set of
arg max le r of minimal size. To do so, we notice that if there exists a cascade

RES\
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such that ¢ and 5 € N; are infected, but no node of S is infected, then this
implies ]A”Li’s < iALZ;N Indeed, as shown above, every time we increase ]A”Li’s, we
also increase iLLNN and we know there exists one cascade for which we increased
fALLNi without increasing ]A%S We now calculate the probability Ppiue that
such a cascade does not exist for all nodes ¢ in the graph, all nodes 7 in their

neighborhood, and all sets S which do not include i or j.

Prajiwe <P(Ji € V,35 € N;,3S € SM.,every time ¢ and j infected,
a node of S is also infected)

< Z Z Z P(every time i and j infected, a node of S is also infected).
eV jENl‘ SESXJ{

We use Proposition 4.3.2 to bound this quantity:

o
Pfailure < Z Z Z W

i€V jEN: Ses |
o

d+1
s Nd N N

<.
We now know that with probability at least 1 — 4:

VR € U S)w(, iLi,R < Bi,Ni‘

JEN;

This implies that no set of | J 83%’3( can belong in arg max fzz r. However, we

JeN: RES\‘,‘

have:

s\ U 8y = {5 € 8.N; C S}

JEN;
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In particular, this means that N; is the only set of SX\U Sm of minimal size.

JEN;

This shows that with probability at least 1 — 9, N; is the set of arg max ﬁl r of
ReS8,

minimal size. This proves Algorithm 3 is correct, and that we can \earn the

(d+2)-N log(N)+N log(4)
Pmin (17p'maz)2(d71)

structure of any graph of maximum degree d with M =

cascades.

Since we do at most one operation by pair of (node, set) and by cascade,
the running time is O(N - N*1. M), which is what we wanted to prove.

]

This leads to our theorem for learning the structure of any bounded-

degree graph.

Theorem 4.3.4. With probability at least 1 — 9, in the extreme-noise set-

ting, we can learn the structure of any graph of maximum degree d with

Nlog( XN
M=0 <%> cascades in polynomial time.

Pmin (1 7pmaz)

Let us now assume that p,,.. ~ =. This assumption is reasonable when

1
7
you expect a constant number of infections by time step. For instance, it
makes sense for real diseases, for which carriers have to meet to transmit it
(we can only meet a constant number of people each day). It would not make

sense for social networks, in which it is possible to reach many followers with

each post.

Corollary 4.3.5. With probability at least 1—46, in the extreme-noise setting, if

1
We asSUMe Praz ~ 3 ANA Pin constant, we can learn the structure of any graph
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of mazimum degree d with M = O (d - Nlog (%)) This sample complexity is
optimal up to log-factors, and almost matches the lower bound established in

the no-noise setting.

Proof. We need at least O (d - Nlog (N)) samples to learn the structure of a
bounded-degree graph with maximum degree d, according to the lower bound

in [63].

4.3.2 Bounded-degree weights

For the remainder of this chapter, we state results in the limited-noise

setting.

If we consider cascades of size k, the exact probability of infection
between two nodes is a multivariate polynomial of degree N on N(N — 1)

variables (the variables here would be the weights of the graph), with a sum

k

N —2)!

of up to 2 - Z ﬁ terms. If the graph has more than five nodes, the
=1 )

resulting polynomial is of degree more than five.

For our algorithm, we therefore only use cascades of size 1 or 2. This is
a waste of the data, since we simply discard cascades of larger size. However,
we are not aware of techniques on how to utilize larger cascades in the limited-
noise setting. Cascades of size 1 or 2 are simple enough that we can write

explicitly their probability. This allows use to:

1. Design estimators for which we can calculate the exact limit.
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2. Combine these estimators to transform a polynomial system of degree

N to a polynomial system of degree 2.

3. Solve this system exactly and obtain the probabilities of infection.

4.3.3 Estimators
We start by designing a few estimators:

Definition 4.3.2. We introduce two sets of N(/N — 1) estimators and one
set of NV estimators. These estimators can be computed even if we only have

access to the noisy times of infection.

ﬁf] = Fraction of cascades for which only ¢ and j are infected.

2 ; = Fraction of cascades for which only i and j are infected, and t; < .

é; = Fraction of cascades for which only i is infected.

To simplify the coming notations, let us introduce s;, which is the
probability that the noise on j has delay at least k relative to the noise on 1.
Since the noise is i.i.d., this value is independent from i and j: s; = P(n;—n; >
k)5. For instance, if ¢ infected j during cascade m, the probability that the

noise did not flip the order of infection (i.e. T,™ < Tr) is P(nj > n;) = so. In

00 tj*k?
SFor instance, for geometric noise of parameter q, we have: s, = Z Z (1-
tj=max(0,k) t;=0
_ g)1—min(0,k)
q>ti+t]‘ — (1 o q)max(o,k) <1 o (1 q2) _I;lln ) .
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the reverse case, the probability that the noise flipped the order of infection is

We now compute the limits of those estimators.

Proposition 4.3.6. As the number of cascades M goes to infinity, the esti-

mators introduced above tend to the following limit:

- 1
hi ;= Moo N(pij + pji) H (1 = pie)(1 = pji),
y
- 1
Jii =Moo N(pij * S0 + Pji * $2) H (1 = pir) (L — pjr),
kit
. 1
€ =Moo N(l — Pij) kl;[(l — Pir)-
i

Proof. The proof is very similar to 4.2.8. See details in Appendix B.2.2.

4.3.4 Solving the system

The limit of these estimators, as seen as a function of the probabilities
of infection, is a complex polynomial on up to 2(N — 1) variables. The crux
of our algorithm is to combine those estimators in order to cancel out most
of these variables, and create N — 1 systems of two equations of degree 2 and

two unknowns, which we then solve.

~ 2 A

Proposition 4.3.7. Let V;; = % Then the limit of Vi; as the number
i TV GG

of cascades M goes to infinity only depends on the variables p;; and pj; :

2 Pij * So + Pji * S2
7o L+ pij - pji
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Proof. Since all the estimators converge towards a constant, we can use Slut-
sky’s lemma to find the limit of VZ] Let V;; be the limit of f/ij as M goes to

infinity. We notice that the H (1 — pi)(1 — pj) parts cancel each other out:
ki,
2

2

ii = ?

Vij 2 1.1
hi7j+N~ei L€

% (Dij - S0+ pji - 52) [H (1 —par)(1 _pjk)]

k#i,5

(%(pij + pji) + NWM) [H (1 —pj)(1 _pjk)]
ki#i,j
(pij - S0 + pji - 52)
L+ pij - pji

O

We can therefore use this equality to deduce the weights of all the edges

of the graph:

Theorem 4.3.8. For any graph, for any noise distribution having finite values,
we can learn the weights of all the edges of the graph. In particular, we can
compute a quantity which converges to the true weight of each edge:

2(Vjisa — Vijso)
(53— 3) + /(53 — 3) — 4(Vyusa — Vigso) (Vigsa — Vyuso)

Dij =

Proof. We present a sketch of the proof here. The details can be found in

Appendix B.2.1. We know \A/Z-j tends to Vi; = 1%. Using both V;; and
ij Pji

Vji, we can establish this second-degree equation:
Viisz = Vigso + (s — 3) pij + (Vijsa — Vjiso) pij = 0
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We recall that by definition, sy > sp. We also notice that if p;; = ¢ and
Dji = g2 is a pair of solutions of this system, then p;; = qiz and pj; = qil forms
the other pair of solution, which implies there is uniqueness of solutions in
[0, Prmaz]. Since the real probabilities of infection satisfy this system, we also
know the solution exists. Let A = (s3 — $2)7 — 4(Vjisa — Vijso)(Vijsa — Vjiso).
The only solution of this system in [0, ppae] is then:

- 2(Vjisa — Vijso)
Y (s3—s2)+ VA

4.3.5 Sample complexity

We establish the sample complexity needed to estimate p;; with preci-
sion €. To do so, we start by estimating V;;. Note that we only consider the
pair of nodes i and j if, among the M samples, there exists a cascade of size 2
in which ¢ and j are the only infected nodes (i.e. h7; > 0). Otherwise, we set

Dij = Pji = 0 as our estimate for p;;.

Proposition 4.3.9. With probability 1 — %, with M = samples, we can

estimate Vi; with precision ey .

Proof. We present a sketch of the proof; the details can be found in Appendix
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B.2.2. As in Proposition 4.2.11, we use Hoeffding’s inequality:

P(‘fi2<j - f’2<j| >€) < 26_2M6%7

1
P(|h2; — B2, > ) < 2e72M,

P(le! —el| > ) < 2e72Me

2

P(|éj1. - e;| > ) < 2e2M,

We use this to bound above Vj;:

. € 14+ N(ej +¢;)
Vi< Vi |1+ 5=t a hi;+ Nejej

i<j

+ o(€e1)

By bounding below the denominators and bounding above the numerator, we

finally obtain:

. AN
Vi, — Vil < e + o(e1).
N N pmins2(1 - pmax)Qd
Therefore, by union bound, and by choosing €; }% = €y, and setting
2e~2Me = #, we obtain:
: _ 1 16N?2 2log(3N)—log(d) ~
With M = PR R 5 samples, we can guarantee |V;; —

Vij| < ey with probability at least 1 — %.
]

Once we have estimated V;; with precision €y, estimating p;; is un-

fortunately still not an easy task. Indeed, let A = (s2 — s2) — 4(Vj;sy —

—(SS—S§)+\/Z

HViysa—Vyis0) ? which means that A has to

Viiso)(Vijsa — Vjisg). We have p;; =
be positive for this quantity to be defined. However, for general values of V;;
and Vj;, A can be negative. We therefore use the framework of constrained

optimization to bound A away from 0.
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Lemma 4.3.10. Let A = (s3 — s2)? —4(Vjis9—Vijso)(Vijsa —Vjiso). We have:
(1 - pma:}:)2
A2l T

Proof. We find the lower bound on A by reformulating the problem as a con-
strained optimization problem, and introducing the corresponding Lagrangian
multipliers. The details can be found in Appendix B.2.1.

O

Now that we have established this bound on A, we can give the sample

complexity needed to estimate p;;.

Proposition 4.3.11. Assuming we can estimate V;; within precision €y, then

6EV(1+p3naac)
55—55)?(1=pmaz)? "

we can estimate p;; within precision € = i

Proof. This is a simple derivation which can be found in Appendix B.2.2.
O

We finally piece everything together, and use a union bound on all the
pi; to obtain the final sample complexity of our algorithm for learning the

weights of general bounded-degree graphs.
Theorem 4.3.12. In the limited-noise setting, with probability at least 1 — 9,

2
Prmins3(85

with M = O <%]g—;log (%)) samples, we can learn the weights of

any bounded-degree graph up to precision epsilon.
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Proof. We obtain the desired bound by combining Proposition 4.3.9 and Propo-
sition 4.3.11. See details in Appendix B.2.2.
O

Once again, if we assume p,,q; ~ é and p,,;, constant, we obtain the

following sample complexity:

Corollary 4.3.13. In the limited-noise setting, with probability at least 1 — 9,
if Dmaz ~ Cll and Ppin constant, we can learn the weights of any bounded-degree

graph up to precision epsilon with M = O (Wf—; log (%)) samples.

4.4 General graphs

In the limited-noise setting, we notice that nothing prevents us from
using the algorithm for learning bounded-degree weights for general graph.
This proves this problem is solvable for any graph, and any noise distribution.
As explained in Section 4.1.3, this is not an obvious result. However, if we do

not assume pP,q. ~ %, the sample complexity is now exponential.

Theorem 4.4.1. In the limited-noise setting, with probability at least 1 — 9,
it 18 possible to learn all the weights of any graph, for any noise distribution,

with finite (but potentially exponential) sample complexity.

4.5 Discussion

In this chapter, we presented the first results to learn the edges of a

graph from noisy times of infection. We showed we learn the structure of any
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bidirectional tree or any bounded-degree graph (note that not all trees are

bounded-degree graphs) with optimal sample complexity (up to log-factors).

However, for learning the weights of a general bounded-degree graph,
we only use cascades of size 1 or 2. If we are given an infinite number of
cascades of size bigger than 2, our current algorithm cannot learn the weights

of the graph. Future work could develop an algorithm without such a weakness.

All our results for learning the weights of the edges are in the limited-
noise setting. Whether or not it is possible to learn the noise in the extreme-

noise setting is an other question of interest for future work.

Finally, we have made no restriction on the distribution of the noise
we add, other than it is finite. It would be interesting to study whether
stronger restrictions on the noise (for instance Gaussian noise) would lead
to stronger results. It would also be interesting to allow infinite noise, and
develop algorithms which are robust to errors in the infection status of a
node (our current algorithms can return wrong graph structure with only one

adversarially chosen false positive).
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Chapter 5

Uncertainty about what is infecting nodes

5.1 Introduction

In this chapter!, we follow the research direction introduced in the pre-
vious chapter and continue to study graph inference. This time we introduce
uncertainty about what is infecting the nodes. Specifically, we assume that
there exist two spreading mechanisms which produce similar symptoms. The-
oretically, we model this as epidemics spreading on a mixture of two different
graphs (induced by the spreading mechanisms), and we aim to reconstruct

both graphs from epidemic cascades.

It turns out that this problem is not always identifiable. Our first con-
tribution is therefore to establish the first necessary and sufficient conditions
for this problem to be solvable in polynomial time on edge-separated graphs.
When the conditions are met, i.e., when the graphs are connected with at least
three edges, we provide an efficient algorithm for learning the weights of both
graphs with optimal sample complexity (up to log factors). We give comple-

mentary results and provide sample-optimal (up to log factors) algorithms for

!This chapter covers the material prebiously published in Learning Miztures of Graphs
from Epidemic Cascades. My main contributions were defining the setting, and solving part
of theoretical challenges.
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mixtures of directed graphs of out-degree at least three, and for mixtures of

undirected graphs of unbalanced and/or unknown priors.

As described in the previous chapter, learning the graph from times of
infection during multiple epidemics has been extensively studied. However,
this line of research always assumes that the epidemic cascades are all of the
same kind, and spread on one unique graph which entirely captures the dynam-
ics of the spread. In reality, our observations of cascades are far more granular:
different kinds of epidemics spread on the same nodes but through different
mechanisms, i.e., different spreading graphs. Epidemic cascades we observe
are often a mizture of different kinds of epidemics. Without knowledge of the
label of the epidemic, can we recover the individual spreading graphs? For a
concrete example, let us consider the ubiquitous Twitter graph. Individuals
usually have multiple interests, and will share tweets differently according to
the underlying topics of the tweets. For instance, two users may have aligned
views on football and diametrically opposed political views, and hence may
retweet each others’ football tweets but not political posts. Interesting settings
are those where the epidemic labels (in this simple case, football and politics) is
not observable. While football and politics may be easy to distinguish via basic
NLP, the majority of settings will not enjoy this property (e.g., she retweets
football posts relating to certain teams, outcomes, or special plays). In fact,
the focus on recovering the spreading graph stems precisely from the desire to
study very poorly-understood epidemics whose spreading mechanisms, symp-

toms, etc. remain elusive. Examples outside the Twitter realm (e.g., human

102



epidemics with multiple spreading vectors) abound.

In such cases, applying existing techniques for estimating the spreading
graph would recover the union of graphs in the mixture. For Twitter and
other social networks, this is essentially already available. However, this union
is typically not informative enough to predict the spread of tweets, and may

even be misleading.

We address precisely this problem. We consider a mixture of epidemics
that spread on two unknown weighted graphs when, for each cascade, the
kind of epidemic (and hence the spreading graph) remains hidden. We aim to

accurately recover the weights of both the graphs from such cascades.

5.1.1 Relevant work

Mixture models in general have attracted significant focus. Even for the
most basic models, e.g., Gaussian mixture models, or mixed regression, rigor-
ous recovery results have proved elusive, and only recently has there been sig-
nificant progress (e.g., [7,12,16, 19,50, 52, 83,85, 86]). This work reveals some
similarities to prior work. For example, here too, moment-based approaches
play a critical role; moreover, here too, there are conditions on separation of
the two classes needed for recovery. Interestingly, however, the technical key
to our work is much more combinatorial in nature, rather than appealing to
more general-purpose tools (like tensor decomposition or EM). As we outline
below, the crux of the proof of correctness of our algorithm is a combina-

tion of a characterization of forbidden graphs that cannot be learned, and a
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decomposition-reduction of a general graph to smaller subgraphs that can be

learned and later patched to produce a globally consistent solution.

5.1.2 Contributions

To the best of our knowledge, this is the first chapter to study the
inverse problem of learning mixtures of weighted undirected graphs from epi-

demic cascades. We address the following questions:

Recovery: Under the assumption that the underlying graphs are connected,
have at least three edges and under some separability condition (detailed in the
next section), we prove the problem is solvable and give an efficient algorithm
to recover the weights of any mixture of connected graphs with equal priors

on the same set of vertices.

Identifiability: We show the problem is not solvable in polynomial time of
one if the condition mentioned above is violated. The problem is unidentifi-
able when one of the graphs of the mixture has a connected component with
less than three edges. Moreover, there exist (many) graphs which violate the
separability condition, and for which any algorithm would require at least

exponential (in the number of nodes) sample complexity.

Sample Complexity: We prove a lower bound on the sample complexity of
the problem, and show that our algorithm always matches the lower bound
up to log factors in terms of the number of nodes N. It also matches the
bound exactly in terms of the dependency in the separation parameter % if

the graphs have min-degree at least 3.
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Extensions: We give similar guarantees for the case of directed graphs of min-
degree at least 3, and of undirected graphs with unbalanced and/or unknown
mixtures priors. Finally, we discuss how to obtain numerical solutions for

K > 2 mixtures.

5.2 Preliminaries

We consider an instance of the independent cascade model [34,7]. We
observe independent epidemics spreading on a mixture of two graphs. In this
section, we specify the dynamics of the spreading process, the observation

model, and the learning task.

5.2.1 Mixture Model

We consider two weighted graphs G; = (V, E;) and Gy = (V, E3) on
the same set of vertices V. Unless specified otherwise, the graphs considered
are undirected: p;; = p;; and q;; = ¢j;. Note that p;; (gi;) is 0 if there is no

edge between ¢ and j in Gy (Ga).

We say that the mixture is A-separated if:

min c— gl > A > 0.
(i.5)€E1NE> Pij — a5l =

We denote the minimum edge weight by pp, := min  min min(p;;, gu)-
(i,j)GEl (k,l)EEQ

Note that p,,;, is positive.
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5.2.2 Dynamics of the Spreading Process

We observe M independent identically distributed epidemic cascades,

which come from the following generative model.

Component Selection: At the start of a cascade, an i.i.d. Bernoulli random
variable b € {1, 2} with parameter o (Pr[b = 1] = «) decides the component of
the mixture, i.e., the epidemic spreads on graph G,. We say that the mixture
is balanced if a = 0.5, and we call « and 1 — « the priors of the mixture.

Unless specified otherwise, the results presented are for balanced mixtures.

Epidemic Spreading: Once the component of the mixture G, is fixed, the
epidemic spreads in discrete time on graph G, according to a regular one-
step Susceptible — Infected — Removed (SIR) process [63,7]. At t = 0, the
epidemic starts on a unique source, chosen uniformly at random among the
nodes of V. The source is in the Infected state, while all the other nodes are in
the Susceptible state. Let I; (resp. R;) be the set of nodes in the Infected (resp.
Removed) state at time ¢. At each time step ¢t € N, all nodes in the Infected
state try to infect their neighbors in the Susceptible state, before transitioning
to the Removed state during this same time step (i.e., Ryy1 = Ry U ;) 2 If g
is in the Infected state at time ¢, and j is in the Susceptible state at the same

time (i.e ¢ € I;,j € S;), then ¢ infects j with probability p;; if b = 1, and ¢;;

20Once a node is in the Removed state, the spread of the epidemic proceeds as if this
node were no longer on the graph.
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Figure 5.1: Unsolvable structures

if b =2, with 0 < p;; < 1. Note that multiple nodes in the Infected state can
infect the same node in the Susceptible state. The process ends at the first
time step such that all nodes are in the Susceptible or Removed state (i.e., no

node is in the Infected state).

One realization of such a process, from randomly picking the component
of the mixture and the source at ¢ = 0 to the end of the process, is called a

cascade.

5.2.3 Observation Model

For each cascade we do not have the knowledge of the underlying com-
ponent, that is, we do not observe b and we treat this as a missing label. For
each cascade, we have access to the complete list of infections: we know which
node infected which node at which time (one node can have been infected by
multiple nodes). This list constitutes a sample from the underlying mixture

model.
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5.2.4 Learning Objective

Our goal is to learn the weights of all the edges of the underlying graphs
of the mixture, up to precision € < min(A, p,.,). Specifically, we want to

provide p;; and §;; for all vertex pairs ¢, j € V such that max; jey2 max(|p;; —

Dijly g — disl) < e.

5.2.5 When is this problem solvable?

Prior to presenting our main results, we offer some intuition. We show
that it is not always possible to learn the weights of both components of the

mixture, even for settings that appear deceptively easy.

Indeed, it is impossible to learn the graph on two nodes ¢ and 7, with
only one directed edge from i to j (see Figure 5.1a). To see this, consider
a balanced mixture, for which edge (i,7) has weight 8 in G;, and weight
1 — (8 in GG5. Node ¢ will infect node j half of the time, independently of
the value of 5. This shows that we cannot recover the original weights, and
the mixture problem is not solvable. If we add another edge, and i is now
connected to a new node k (see Figure 5.1b), the problem is still not solvable

(see Supplementary Material).

Surprisingly, if ¢ has a third neighbor [ (see Figure 5.2a), it becomes
possible to learn the weights of the mixture. Learning this local structure is

one of the main building blocks of our algorithm.

One might think that four nodes are needed for this problem to be
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Figure 5.2: Solvable local structure

solvable. However, we can learn the edges of a triangle (see Figure C.2c).
Similarly, the intuition that nodes need to be of degree at least three is mis-
leading. If a line has more than three nodes (see Figure 5.2¢), it is solvable.
The line on four nodes is the other local structure which forms the foundation

of our algorithm.

On the other end, the setting for which there exists (at least) two parts
of the graph A and B for which cascades never overlap is a general unsolvable
setting (see Figure 5.1¢). We write A; = ANE;, B; = BNE;. Let E} = A;UBa,
El = Ay U By. We notice that a mixture spreading on edges E; and E, yields
the same cascade distribution as a mixture on E] and EY. Therefore, the

solution is not unique.

The three simple shapes in Figure 5.2 form the core of this chapter. Our
key insight is in showing that any graph that can be built up using these three
building blocks (i.e., each node belongs in at least one of these structures) is
solvable. This effective decomposition succeeds in reducing a general problem

to a small number of sub-problems, for which we provide a solution.
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5.3 Main Results

In this section we present our main results on the impossibility and

recoverability of edge weights for a balanced mixture.

5.3.1 Balanced Mixture of Undirected Graphs

Below, we say it is impossible to recover the edge weights if two or more

mixtures of graphs could have produced the same cascades distribution.

Impossibility Result Under Infinite Samples

Condition 1. The graph G = (V, Ey U Es) is connected and has at least three
edges: |Ey U Es| > 3.

Claim 1. Suppose Condition 1 is violated. Then it is impossible to recover

the edge weights corresponding to each graph (even with infinite samples).

Impossibility Result Under Polynomial Samples

Condition 2. The mixture is A-separated: for every edge (i,j) € E1 U Es,
Pij 7 i

Claim 2. Suppose Condition 2 is violated. Then there exist (many) graphs

for which we need at least exponential (in the number of nodes N ) samples to

recover the edge weights.
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Recoverability Result with Finite Samples

Theorem 5.3.1. Suppose Conditions 1 and 2 are true. Then there exists
an algorithm that runs on epidemic cascades over a balanced mizture of two
undirected, weighted graphs G = (V, E1) and Go = (V, E3), and recovers the

edge weights corresponding to each graph up to precision € with probability

N
ZAT

at least 1 — 8, in time O(N?) and sample complezity O ( log(%)), where

N =V

Remark on Partial Recovery: An important element of our results is that
if Conditions 1 and 2 are not satisfied for the entire graph we can still recover
the biggest subgraph which follows these conditions. In particular, if the graph
we obtain by removing all non A-separated edges is still connected, we can
detect and learn all the edges of the graph (see Supplementary Material for
more details). This is important, as it effectively means that we are able to
learn the mixtures in the parts of the graph that matter most. On a practical
note, this also means that our algorithm is resistant to the presence of bots in

the network that would repost everything indifferently.

5.3.2 Extensions

Extension to Directed Graphs Interestingly, the techniques used to prove
the theorem above can be immediately applied to learn mixtures of directed

graphs of out-degree at least three (see Supplementary Material for complete

L

A comes from the assumption on

proof). Note that the better dependency in
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the degree 3. Since many applications on social networks can ignore nodes
of out-degree less than three, as thoses nodes have very little impact on any

diffusion phenomena, this result is of independent interest:

Theorem 5.3.2. Suppose Conditions 1 and 2 are true. Then there exists an
algorithm that runs on epidemic cascades over a balanced mizture of two di-
rected, weighted graphs of minimum out-degree three Gy = (V, Ey) and Gy =
(V, E3), and recovers the edge weights of each graph up to precision € with prob-
ability at least 1 — &, in time O(N?) and sample complexity O (% log(%)),
where N = |V,

Extension to Unbalanced/Unknown Priors If the mixture is unbal-
anced, but the priors are known, we can adapt our algorithm to learn the mix-
ture under the same conditions as above, at the price of a higher dependency
in %. If the priors are unknown, we can only recover graphs of min-degree at

least three.

5.3.3 Lower Bounds

We provide two lower bounds for mixtures of two graphs, one for undi-

rected graphs, one for directed graphs.

Theorem 5.3.3. When learning the edge weights of a balanced mizture on two

A-separated graphs on N nodes up to precision € < A, we need:

3This immediately implies a better dependency in % for learning undirected graphs of
minimum degree three.
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1. Q (%) samples for undirected graphs, which proves our algorithm is op-

timal in N up to log factors in this setting.

2. Q (Nlog(N) + %‘W) samples for directed graphs of minimum out-
degree three, which proves our algorithm has optimal dependency in N

and in é in this setting.

5.4 Balanced Mixture of Undirected Graphs

In this section, we provide our main algorithm (Algorithm 3) that recov-
ers the edge weights of the graphs under the conditions presented in Theorem

5.3.1.

Algorithm 3 Learn the weights of undirected edges
Input Vertex set V'
Output Edge weights for the two epidemics graphs

1: E < LEARNEDGES(V) > Learn the edges
2: S, W < LEARN2NODES(V, F) > Initialize
3: while S #V do

4: Select u € S,v € V\S such that (u,v) € E

5: if deg(v) > 3 then > Use star primitive
6: W < W U LEARNSTAR(v, E, W)

7 if deg(v) = 2 then > Use line primitive
8: Set w € S such that (u,w) € £

9: Set t € V such that (v,t) € E and t # u

10: if t Z S then

11: W < W U LEARNLINE(¢, v, u, w, S, W)

12: S+« SuU {U}
13: Return W

113



5.4.1 Overview of Algorithm 3

First, the algorithm learns the edges of the underlying graph using the
procedure LEARNEDGES. To detect whether an edge (u,v) exists in Fy U Es,
we use a simple estimator (Section 5.4.2.1). This also provides us with the

degree of each node with respect to £y U Es.

With the knowledge of the structure of the graph, to learn the edge
weights adjacent to a node, our algorithm uses two main procedures, LEARN-
STAR and LEARNLINE. If a node is of degree at least three (e.g., node u
in Figure 5.3), procedure LEARNSTAR recovers all the edge weights (i.e., the
weights of the two mixtures for these edges) adjacent to this node indepen-
dently of the rest of the graph. Otherwise, if a node is of degree two (e.g., node
u in Figure 5.4), procedure LEARNLINE learns all the edge weights adjacent
to this node independently. Both procedures use carefully designed estimators
that exploit the respective structures. We present the above estimators for
balanced mixtures in Section 5.4.2. We require Condition 2 for the existence

of the proposed estimators.

Our main algorithm maintains a set of learned nodes. A node is a
learned node if the weights for all the edges adjacent to it have been learned.
The algorithm begins with learning two connected nodes (two nodes with an
edge in between) using procedure LEARN2NODES. Next it proceeds iteratively,
by learning the weights of the edges connected to one unlearned neighbor of
the learned nodes using the two procedures discussed above. The algorithm

terminates when all the nodes in V are learned.
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5.4.2 Learning Edges, Star Vertices, and Line Vertices

In this section, we show how we recover the weights for local structures
using moment matching methods. Our proof relies on a few crucial ideas. First,
we introduce local estimators, which can be computed from observable events
in the cascade and are polynomials of the weights of the mixture. General
systems of polynomial equations are hard to solve. However, we found ways
of combining these specific estimators to decouple the problem, and obtain
O(|E]) systems of six polynomial equations of maximum degree three, with
six unknowns. Finally, we show how to elegantly obtain a closed-form solution

for these systems.

5.4.2.1 Learning the Edges in £ U F,

We recall that I is the random variable indicating the set containing
the unique source of the epidemic for a cascade. If an epidemic cascade starts
from node wu, then for any node a that is infected in time step 1 there is an
edge (u,a) € Ey U FEy. This provides us with the average weight of the edge

(u,a) as Xyq,

Claim 3. If u and a are two distinct nodes of V' such that (u,a) € E; U Es,

then:

Xua :=Pr(u—aluel)= pua;—qw > prgin'

Furthermore, there exists an edge between u and a in Ey U Es, if and only if

Xug > P2im > 0.
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Figure 5.3: A star vertex u, with edges (u, a), (u,b)
and (u,c) in By U Es.

Figure 5.4: A line vertex u, with edges (u,a), (u,b) and (b,c) in Ey U Es.

The above claim can be leveraged to design algorithm LEARNEDGES,
which takes as inputs all the X, for all pairs (u,a), and returns all the edges

of £y U E; (see Supplementary Materials).

Conditioning on Source Node: We notice that the expression of
Xuq 18 a function of weights of edges (u,a). Here, conditioning on the event
"u € Iy” is crucial. Indeed, if the source had been any node other than wu,
the probability that a was in the Susceptible state when u was infected would
have depended on the (unknown) weights of the paths connecting the source

and node a. We could not have obtained the simple expression above.

5.4.2.2 Star vertex

A star vertex is a vertex u € V of degree at least three in E; U Fy
(Figure 5.3). We consider:
Yiaup: the probability the star vertex u infects neighbors a and b, conditioned

on u being the source vertex.
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Claim 4. For u and a, b and ¢ as in Figure 5.3:

uat’u —"_ uwau
Viaun = Prlu = a,u— b | u € Iy) = Peebd Tt
We emphasize that the conditioning is once again crucial to obtain

such a simple form for Y,, .. Further, we make a key observation that for
i#j € {a,b,c},

Yuz’,uj - Xm'Xuj = (pui — qm)ipuj — quj)' (51)

This directly leads to the closed-form expressions for the weights of the edges

adjacent to the star vertex wu.

Lemma 5.4.1. Suppose Conditions 1 and 2 are true and o = 1/2. Let s, €
{—=1,1}. The weight of any edge (u,a) connected to a star vertex wu, with

distinct neighbors a, b and ¢ in E1 U Esy, is given by:

(Yua ub — XuaXub) (Yua uc XuaXuc)
ua — Xua ua 7 ’ 5
b T J Yub,uc - Xuquc

_ X — 3 (Yua,ub - XuaXub) (Yua,uc - XuaXuc)
fa " " Yub,uc - Xuquc ‘

Furthermore, any two signs s,; and s,;, for i # j and i,j € {a,b,c}, satisfy

SuiSuj = Sgn(Yui,uj - XU’LXUJ)

Resolving Mixture Ambiguity: Separating the weights of both
graphs in the mixture is not enough to learn the mixture: we also have to
assign the two weights to the right component of the mixture. The identity

SuiSuj = SN (Yuiu; — XuiXy;) allows us to identify three weights belonging to
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the same mixture component: p,q,puwy and p,.. If one of these weights had
been learned before, it is immediate to assign the two new weights to the same

component. This leads to the following algorithm:

LearnStar: This algorithm takes as input a star vertex u, the set of edges
of By U Ey, and all the X,; and Y, ,; for all (7, j) distinct neighbors of u, and
returns all the weights of the edges connected to u in both mixtures using the

above closed-form expressions (see Supplementary Materials).

5.4.2.3 Line vertex

We now consider a node u that has degree exactly two in F; U Ey and
forms a line structure. Specifically, let u,a,b and ¢ be four distinct nodes of
V, such that (a,u), (u,b) and (b, c) belong in £y U Ey. We call such a node u

a line vertex (see Figure 5.4).

To recover the weights of the edges adjacent to a line vertex, only
considering events in the first two timesteps is insufficient. Contrary to a star

vertex, for a line vertex we have only one second moment.

We circumvent the problem by considering;:
1) Yuppe: the probability of the event when (in Figure 5.4) w infects only b,
and in turn b infects ¢, conditioned on u being the source.
2) Zuaubpe: the probability of the event when (in Figure 5.4) u infects both a

and b, and in turn b infects ¢, conditioned on u being the source.
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Claim 5. For a line vertex u and nodes a, b and c as in Figure 5.4:

° YI _ PT.(u N a,u N b ’ = IO) — PuaPubtquaqub

ua,ub p) 5

° YJb’bc =Pr(u—=bb—c|ucl)= p—“bpbcgq“bq“,

\ _
® Zvaubpe = Pr(t = a,u = b,b— c | u€ly)
— PuaPubPbetquaqubbe

2

The result for V! , s similar to Claim 4. However, the proof for YJMC

ua,u

and ZLb vepe Ot only requires u to be the source, but also relies on the fact

that u is of degree 2, which implies p,. = qu. = 0.

We note that Y|

eua dOes not exist, as ¢ cannot be infected if b is not.

So we cannot immediately replicate the star vertex proof. Let us define Rl :=

A

| I
X Xb + ua,ub,bciX“aYub,bciXbCY
ua C

ua,ub

. However, we prove the following equality,

Xub
which acts as a surrogate for (Yu‘mbC — XuaXpe):
| 1
R = Z(pua - Cﬁm)(pbc - ch)' (52)

As in Lemma 5.4.1, we now obtain the closed-form expressions for the weights
associated with the line vertex u. For the sake of notation consistency, we

define Y,

be,ua

:= (Rl + X4 X,) (it has no probabilistic interpretation).

Lemma 5.4.2. Suppose Conditions 1 and 2 hold and o = 1/2, then for

Suay Suby, and spe in {—1,1}, the weights of the edges for a line structure are
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given by:

V(el,e2,e3) € {(ua,ub,bc), (ub, be, ua), (be, ua, ub)},

(Vier = XeaXe2) (Vi oy — XesXe)
Y:i|2,e3 - X62Xe3

Y

Pe1 = Xe1 + 861\

(Y:a|1,e2 - X€1X62)<Y23,el - X63Xel)
Y:a|2,63 - X€2X63

Ge1 = Xel — Sel

Furthermore, for all el,e2 € {ua,ub,uc} and el # €2, Sc1Se2 = sgn(Yer,e2 —

XelXeQ) .

LearnLine: In the same fashion as for the star vertex, we can use the ex-
pression in Lemma 5.4.2 to design an algorithm LEARNLINE, which takes as
input a line vertex u, the set of the edges of F; U F5, and the limit of the

estimators Xuq, Xub, Xpe, y!

b for a, b and c as in Figure 5.4,

| |
Yub,bc’ Zua,ub7bc

and returns the weights of the edges (u,a), (u,b) and (b, ¢) in both mixtures

(see Supplementary Materials).

Learn2Nodes Our main algorithm is initialized by learning weights associ-
ated with edges connected to two nodes using subroutine LEARN2NODES. As
this algorithm is very similar in spirit to our general algorithm, we leave the

details to the Supplementary Materials.
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5.4.3 Correctness of Algorithm 3

To prove the correctness of the main algorithm, we show the following

invariant:

Lemma 5.4.3. At any point in the algorithm, the entire neighborhood of any

node of S has been learned and recorded in W :
Vue S, YveV, (u,v) e E = (u,v) € W.

Proof. We prove the above by induction on the iteration of the while loop.
Due to the correctness of LEARN2NODES (proven in Supplementary material),
after calling this function, W contains all edges adjacent to the two vertices
in S. Hence the base case is true. Let us assume that after k iterations of the

loop, the induction hypothesis holds.

We consider three cases in the (k + 1)-th iteration:

e deg(v) > 3: We recover all edges adjacent to the star vertex v by using
LEARNSTAR (correct due to Lemma 5.4.1). Sign consistency is ensured using
edge (u,v) € W since u € S.

e deg(v) = 2: There exists w € S such that (u,w) € E since |S| > 2 and is
connected. Since deg(v) = 2, there exists t # w such that (t,v) € E. Now if
t € S then (t,v) € W and we are done. If ¢t ¢ S then v is a line vertex for
t — v —u—w. By using LEARNLINE we recover all edges on the line (correct
due to Lemma 5.4.2). Sign consistency is ensured through edge (v, u).

e deg(v) = 1: Since u € S, we have (u,v) € W, so we are done.
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Thus by induction, after every iteration of the for loop, the invariant is

maintained. [l

Theorem 5.4.4. Suppose Conditions 1 and 2 are true; Algorithm 3 learns the

edge weights of the two balanced mixtures in the setting of infinite samples.

Proof. Since at every iteration, the size of S increases by 1, after at most |V/|

iterations, we have S = V. Using Lemma 5.4.3, we also have W = EyUFE,. [

5.4.4 Finite Sample Complexity

In this section, we investigate the error in estimating the quantities X;,
Yuiuj fori, j € {a,b, c} in the case of a star vertex, and X4, Ye|1,52 and Zyqub.be
for el,e2 € {ua,ub,bc} in the case of a line vertex, using a finite number of
cascades. We further investigate the effect of the error in these quantities on

the accuracy of the recovered weights.

We use a simple count-based estimator. Specifically, for events €; and

M X X
Eo, we estimate the probability Pr(&;|E2) = % As a concrete exam-

G e
. > Em:l 1u—>a,u6[6" m
ple, we have the estimator for X,, as X, == ——=7———2. Here I" denotes

m=1 1116[6”

the source of the m-th cascade and v — a denotes that u infects a. We can
argue, using the law of large numbers and Slutsky’s Lemma, that the above

approach provides us with balanced estimators.

We first establish high probability error bounds for the base estimators
with a finite number of cascades, for both the star vertex and the line vertex.

Finally, using the above guarantees, we provide our main sample complexity
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Figure 5.5: Experimental sample complexity, error distribution, and depen-

dency in the degree.

result for the balanced mixture problem. See Supplementary Material for

proofs.

Theorem 5.4.5. Suppose Condition 1 and 2 hold. With M = O (Wg log (%))

samples, Algorithm 3 learns the edge weights of a balanced mixture on two

graphs within precision € with probability at least 1 — .

5.5 Extensions

5.5.1 Extension to Directed Graphs

We notice that in the case of directed graphs of minimum out-degree

three, we can simply use the star structure to learn all the directed edges. This,

however, would not be enough to ensure mixture consistency; we therefore need
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to also use two new structures to solve the problem. The algorithm is very
similar to Algorithm 3, and the structures are very similar to the structures

encountered so far. Precise details are left for the Supplementary Material.

5.5.2 Extension to Unbalanced/Unknown Priors

While previous results only considered balanced mixtures, i.e. with
parameter a = 0.5, we focus here on unbalanced mixtures (o # 0.5 known)

and on mixtures of unknown priors (« unknown).

We first note that the main algorithm for recovering the graph does not
depend on the prior once the correct LEARNSTAR and LEARNLINE primitives

are provided. Therefore, we show how to design these primitives.

Unbalanced Mixtures We can easily extend Equation 5.1 for star vertices
in the case of unbalanced mixtures. Specifically, we have for all i # j €
{a,b,c}:

Ym’,uj - XuiXuj = 04(1 - a)(pui - qm’)(puj - Quj)-
However, Equation 5.2 does not extend easily (see Supplementary Material for

details) in the general case:

Theorem 5.5.1. Suppose Conditions 1 and 2 are true. Then there exists an
algorithm that runs on epidemic cascades over an unbalanced mizture of two
undirected, weighted graphs G, = (V, E1) and Go = (V, Es), with |V| = N,
and recovers the edge weights corresponding to each graph up to precision € in

time O(N?) and sample complexity:
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e O <%poly(%)poly(m» in general.

e O ( N€ ;OA%N poly(min(a{l_a))) for graphs of minimum degree three.
Mixtures of Unknown Priors If the graph has at least one star vertex,
we can learn the entire mixture by learning the parameter o from this node,
and use the results from above to learn the rest of the graph once a has been

recovered. Details can be found in Supplementary Material.

5.5.3 Extension to Mixtures of K > 2 Graphs

For graphs of minimum degree 2K — 1, writing the equations using
first and second moments (i.e. the X, and Y,,.p) as above yields at least as
many equations as unknowns. Using Quadratic Constraints Quadratic Pro-
gramming, we can obtain numerical solutions. Note that the constraints are
not convex, so there is no guarantee this problem is solvable in polynomial
time. As there is also no immediate reduction to a NP-hard problem, we do

not know the complexity of learning mixtures of K > 2 graphs.

5.6 Experiments

We validate our results on synthetic data. We first draw random graphs
from a distribution (specified below), and each sample is a simulation of a
cascade spreading on it. Once the graphs are drawn, the experiments are run

10 times. The shaded area represents the 25" to 75" percentiles.
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Our first two experiments are on Erdos-Renyi G(V, p) graphs. In Figure
5.ha, we investigate the maximum error on learned edges and compare it with
the average error. We find that the ”Max error” curve follows the dependence
predicted by our theory, of e = O <1 / \/W(N)) It is also worth noting that
the average error on the existing edges is one order of magnitude smaller than
the max error. By plotting the normalized histogram of the absolute value of
the errors (Figure 5.5b), we confirm that only a few edges keep the maximum
error high. Finally, by varying the degree on random d-regular graphs with
a fixed number of vertices (Figure 5.5¢), we see that the sample complexity
is multiplied by 2 as the number of edges grows from O(N) to ©(N?), as
predicted since the dependence in the degree is logarithmic. Therefore, our
algorithm is as sample-efficient (up to small constants) on dense graphs as on

sparse graphs.

5.7 Conclusion

We provided an efficient algorithm for learning the edge weights of a
balanced mixture of two undirected graphs from epidemic cascades, as well
as matching lower bounds (up to log factors). We extended our results to

directed graphs of min-degree three, and unbalanced /unknown mixtures.

Our algorithm is robust, in the sense that it has partial recovery guar-
antees, and it is unaffected by adversarial examples which would consist of

adding nodes/edges. Due to its local structure, it is also easily parallelizable.

Learning mixtures of more than two graphs, or mixtures of directed
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graphs without restriction on the minimum degree, are still open problems,

and are left for future work.
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Appendix A

Uncertainty about who is infected

A.0.1 Properties of the binary tree
We first establish a few properties of the complete binary tree.

Proposition A.0.1. The CUTWIDTH of the complete binary tree is smaller

than log(N).

Proof. Consider the crusade [23] implied by a Deep First Search over the
tree. This crusade has a maximal cut of log(/N) — 1. Thus, by definition, the

CUTWIDTH is lower than log(/N) — 1.

Proposition A.0.2. There are r® subtrees containing % nodes, and they are

at distance O(loglog(N)) from the root.

Proof. In the complete binary tree, there are 2% subtrees at distance k from

3log(r)
log(2) -

the root that contain 2% nodes. The results follows for k =
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A.0.2 Some probabilities

A.0.2.1 Geometric variables

Proposition A.0.3. The minimum of i independent geometric random vari-

ables of parameter u is a geometric random variable of parameter 1 — (1 — p)*.

Proof. Let Geo(i, ;1) be the minimum of ¢ independent geometric random vari-

ables. Then:
P(Geo(i, 1) > k) = (1 — p)* 1)’

= (1= )"

We recognize the probability distribution of a geometric variable with param-

eter 1 — (1 — p)".

Lemma A.0.4. As 7 — 0, it takes less than w time steps in expectation

to infect k new nodes.

Proof. Every new infection increases the cut by 1. Let Geo(i, 1) be the mini-
mum of ¢ geometric random variables of parameter p, and let T} be the time

it takes to infect the k new nodes. We have:
k-1
Ty = Z Geo(i, p)
i=1

Using Claim A.0.3, Geo(i, i) is a geometric variable of parameter 1 — (1 — )"
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Therefore:

A.0.2.2 Some curing probabilities

Proposition A.0.5. If all the budget at a given time step is spent, the prob-

ability that no nodes are cured in this time step is 1 — 9.

Proof. Let r; be the budget attributed to the node i. Then:

N N
—rT
PNoCuring = Hl - 5@ = He
i=1 =1

N
— |
—e =1 — e*T‘T

=1-0.
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Lemma A.0.6. The probability PP*® that m nodes are reinfected along a path,

such that no node on the m-length path is cured before they all become infected,

. (1-5) m+1
is lower bounded by <6iu(1—5)) .

Proof. Using Proposition A.0.5,

Pé)lath > Z (m + t) Ium+1(1 _ ,U)t<1 _ 5)m+t

m
t=0

> ia=opm 3o (M) (- - o

m B 1
= )y

]

Corollary A.0.7. The probability Ps¥r*Path that m nodes are reinfected along
a path, such that no node on the m-length path is cured before they all become

infected, and such that there is an infection on the first time step, is lower

bounded by i - ( (#S(i)&))

Proof. Taking into account that the first time step is an infection:

startPa - m—1+t m m
Pmt tPchZ< _ )M +1(1_M)t(1_5) +t
t=0
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Proposition A.0.8. Let T% be the random variable representing the time to
2r

cure half of the X last nodes. Then:

N _ N
P (T;L = 47‘55> se .

Proof. The difficulty here lies in the fact that we want to obtain exponen-

tial concentration inequalities on a sum of geometric variables, which are un-
bounded. Therefore, we cannot directly use a Chernoff’s bound. Following
an idea from [10], we represent geometric variables as the sum of Bernoulli

variables. Each variable is then bounded, which makes the analysis possible.

Let X! be 1 if node ¢ was cured at time ¢, and 0 otherwise. Let X'
be r with probability ¢, and 0 otherwise. We notice P(X! = 1) < 4, and
Ve, Zfil X! < r. By using Chernoff’s bound on a sum of ;%= Bernoulli vari-

ables of parameter §, we can therefore bound the probability that curing %
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nodes happens in a short time (here less than % time):

_N_
N 455 N N
P(T~ < =P X/ >—
<%_4r55> (;; z_27"4>
55
4r9o4§ N
<P Xt>——
THIEE
t=1
5
4T§Xt N
<Py 2>
- (Z r _27“5)
t=1
5
4ro4 t N
<P —>—"0-(1+1
- — T T 45§ (1+1)
5 5
4T5Xt 4r6Xt
<P = >E = -(1+1)
r r
t=1 t=1
§6_4T3
< e 12/5

]

Proposition A.0.9. Conditioned on reaching a cut of 3r in a minimal tree in

30 log(r)

less than time steps, the probability of not infecting any nodes outside

of the escape PNoOtherinfections 1S bounded by:

_ 3601log?(r)p
PNoOtherInfections <e T

0 67360 log?(r) .

<

Proof. For an infection to not be part of the Escape, it has to happen because

of a node which is either on the path to the root, or on the path to a minimal
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tree. As calculated before, there are 12log(r) such nodes, which all have at
most one edge not on the path (the two others were used either to get infected,

or to infect the next node on the path). What’s more, each of these nodes was

infected for at most 221%) time steps. The probability of not infecting any

T

node along those edges during all these time steps is therefore:

PNoOtherInfections < ((1 — #)mog(,n)) 30log(r)
< (1= p)™En
< e_w
As T goes to 0:
PNoOtherInfections < e*m

—360log?(r
ST—>0 € g )

A.0.2.3 Moment generating function of the random walk
Proposition A.0.10. There exists * > 0 such that the Moment Generating

Function (MGF) of Gy evaluated at x* is 1.

Proof. Since G, is a sum of independent random variables, and since the MGF

of a Bernouilli random variable of parameter p is equal to MGF(z) = pe® +
(1—p):

MGFGt(x) = MGFCt<I> : MGF[t(JI)

w

T

= (0" + (1 =0))" - (pe™* + (1 —p))®
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We can see that:
MGF(0) =1, MGF'(0) <0, MGF(1) =00 00
Therefore, by the Intermediate Value Theorem:
dz* > 0, MGF(z*) =0

There is no closed form solution for x*, but we can get an approximation when
7 — 0.

]

Proposition A.0.11. When 7 — 0, we have a closed form solution: x* =

log(r) — log(3).

Proof. When 7 — 0:

* T

1 = MGFg, (%) = (8¢ + (1= 8)) - (e~ + (1 — )
o (7 (L= rT)) - (re ™ 4 (1= 7))
=0 (L+r7(e” = 1)) (L+7(e™ —1))%

=0 (L 727(e” = 1)1+ 7 (7 = 1))

. r3 .
=50 L+ 7T <7"2(€x —)-g-e™ ))

* * * 7”'6* T
= 0 l+7 <7"2-e_x (¥ — " — +—)>

If we want to nullify the first order in 7, we need:

136



(€)= (L4 () + 5 =0

This is a second order polynomial, which gives us the solution e*” = 1 (trivial

. * . . . . .
solution for z* = 0), and e* = L. which gives us a non-trivial solution:
) 3

" =log(r) —log(3) > 0

A.0.3 Some calculus

A.0.3.1 monotonicity results

Proposition A.0.12. The function k(z) =

1S increasing i r. In

X
i

particular, for all x <0, we have k(z) > k(0) = %

Proof. a:—>a:andx—>l;
—€

—rT

are both increasing functions of z, so k(z) is

also increasing.

A.1 A policy achieving the upper bound

The main contribution of Chapter 3 proves a lower bound on the budget
in the Partial information setting. We prove that for budget r = O(log(N)),
there exists no strategy which allows polynomial expected curing time, unless

D(p||q)/T goes to infinity. Moreover, our result implies that if D(p||q)/T = 0,
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then for budget » = O(poly(log(NN))), there exists no strategy which allows

polynomial expected curing time.

We now study the converse problem. In this section we exhibit a policy which:

e Does not require any knowledge of the state (works even in the Blind

Curing setting);

e Achieves linear expected curing time;

4
c

e Needs r ~ O(ee - N¢) budget, for any ¢ > 0.

A.1.1 Description of the policy

We consider the ordering O of the nodes given by a Depth First Search
on a binary tree. We split the graph into 3 sets: Agus, Ainr and Apug. In-
tuitively, these sets respectively represent the set of the nodes we believe are
cured, the set of nodes we believe are infected, and the buffer zone in the

middle.

We run through the following algorithm. As we show in Section A.1.4,
the probability that we fail to cure the graph in one pass of the algorithm
below (what we call one iteration), is at most 2/N, and hence the expected

time to cure, given our budget, is linear.

To initialize each pass of the algorithm, we set ¢ = 0, and also initialize

the sets A2, = A) o =10, A, =V.

sus 1

Every % time steps, we:
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e move a node from Ay to Apug, following the ordering O

e remove all the nodes from Ay, which are at distance greater than

clog(N) from any node of Ay, and place them in Agys
Then, during % time steps, we:

e cure all the nodes of Ay.g with constant budget cq;

e cure the new node with budget (1 + ¢3) log(N), where ¢, constant.

This gives a total budget of 2¢1°6(N) . ¢ 4 ¢y log(N) = N¢°8®@) . ¢) +
ca log(N).

N
g

N
At time step t = g, when A, = 0, we keep curing A, o for an addi-

tional Cl%(m time steps.

One pass through the set of actions described above is called an iter-
ation. We show below that the probability of failing to cure the entire graph
in one iteration is bounded by 2/N, and hence we can cure the graph in linear
expected time. Equivalently, in time 7 - N, one can get a (1 — €)-probability

guarantee that the graph is cured, for any € > 0.

A.1.2 Properties of the policy

Proposition A.1.1. Every node of the graph spends at least Cl%(m time steps

m Abug .
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Proof. We notice A;,; is connected at all time. Therefore, when a node 7 is
removed from A;,¢ and added to Ap.g, it is at distance 1 from a node of Ajs.
Every subsequent node transferred from A;,; to Apug can only increase the
distance between 7 and A;,s by 1. Since a new node is transferred every % time

steps, and all the nodes at distance no greater than clog(N) from Aj,¢ are kept

clog(N)

>— time steps in Apug.

in Apug, every node i of the graph spends at least

O

Proposition A.1.2. Let T.yeq be the time it takes to cure the graph, and
Ponetteration be an lower bound on the probability that the graph is cured in one

iteration. Then:
N + clog(N)

POneIteration

E [Tcured] S

Proof. Teueq is stochastically dominated by an exponential variable with pa-

1

B . One iteration
Onelteration

rameter Pojerteration, Which in turn has expectation

clog(N)

lasts exactly g + time steps, and one time step lasts 7 time, so an

iteration lasts N + clog(N) time.

A.1.3 Analysis

Definition A.1.1. We call an epoch % consecutive time steps.

If there is at least one infected node at the end of the policy, then either

one of the following events must have happen:
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1. One node was not cured when it entered the buffer zone, and then pro-

ceeds to make its way to Agys.

2. There was a path of infection from a node of A;,¢ to a node of Agy.

We calculate the probability of the two events above happening during one

epoch:
A.1.3.1 Case 1: One node was not cured when it entered the buffer

zone, and then proceeds to make its way to Ag.

The probability of this event is lower than the probability that one node
was not cured during one epoch when it entered the buffer zone:

P(Casel) < (1 — (1 — 67(1+cz)10g(N)T))%

< e~ (1+c2) log(N)

A.1.3.2 Case 2: There was a path of infection from a node of A;
to a node of Ag.

In the case 2:
1. One node n, of A  needs to become infected at time step .

2. One node n, of AT becomes infected after ¢ time steps.

3. Every % time steps, the nodes of Ag,s can become closer to where the
infected node by a distance 1. Therefore, clog(N) — |7-t] — 1 additional

infections need to happen along the unique path between ng and n..
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Let us calculate the probability p; that b becomes infected at time ty, and then
proceed to infect clog(N) — |7 - t] additional nodes along a cured path in ¢

time steps, with the head of the infection not being cured:

t

= clog(N)=|mt] (1 _ g)t
pr=»# (maX(O,clog(N) —|7-t] - 1))“ s (1-5)".

Let us now sum over all time steps t, to get the probability ps that an infection

reaches Ag,s with exactly d infections, starting from one time step:
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o0

t clog(N)—|7-t t
LD (maX(O,clog(N)—LT-tJ—l))’u mra -

t:“%“v)
3 f (g 0
<p- Y ( ) ' ‘
t:%(:v) ClOg(N)—]_ (ClOg(N)— LTtJ)(t+Tt)

. ,uclog(N)fLT-tJ<1 . B)t

P> (ctoetr 1) (ilig—fr]jjymﬂ“"wv*h'”<1—ﬁ)t

t:d(l)i(TN)
oo " | B
< - clog(N)—7-t 1— 3t
< X (g T 5)
t=clog(N)
— . i ClOg(N) -1+ clog(N) 1— B clos(N)~1H
3 =\ clog(N) -1 : pu
clog(N)—1
_ 'uclog(N)—l-l . (1 — 6) s() 1
ur (1 B <ﬂ)>clog(N)+1
MT
1
clog(N)+1 qclog(N)—-1
~r0 T -1 ; + o(T)
1—cy-7\\ ¢log(NV)
(1= (=)
7_clog(N)—‘,-l
~r—0 (ClT)CIOg(N) + O(T)

T
=0 clog(N) + O(T)
‘1
.

~70 Nelogler) T o(T),

clog(N)
t+|7t]

where we have used that ( ) <1, that g < 1, so ="t < =™t that

= k 1
Z (m—{— >ak = ————— when la| < 1, and that 77 —, ¢ 1.
— k (1 —a)mt

Now, if we select a starting node ng and an end node n., there is only

one path between them in a tree. Such an infection can start % times during
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one epoch. We can therefore apply a union bound:

P(Case2) < i Z Do

to=1ns,ne
N2
< — Do
T
1
S Neclog(er)—2"

A.1.4 Combining the results for all time steps

At each epoch, the probability of failure is upper bounded by P(Casel)+
P(Case2). The probability of failing during one iteration, which lasts N +
clog(N) epochs, is therefore:

P(OnelterationFail) < (N + clog(N)) - (P(Casel) + P(Case2))

1 1
Nclog(er)—2 + N1+eo )

IN

IN - (

. 4
Therefore, if we choose ¢co = 1, and ¢; = e<, we have:

1 1

P(OnelterationFail) < 2N - (W + W)
2

< —.
- N
We have, therefore, an upper bound, as stated in Theorem 3.2.2. We

repeat here, and complete the proof.

THEOREM 3.2.2. In the Blind Curing setting, for all ¢ > 0, we can cure the

binary tree in expected linear time with budget O(e% - N°).
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4
Proof. 1f we choose ¢; = 1, and ¢; = e-, we have:

1 1
P(OnelterationFail) < 2N - (m + W)
2
< —.
- N

Therefore, with budget et - N¢ + log(N), for all ¢ > 0:

N + clog(N)

E[Tcured] S 1— 2
N

<4N.

A.2 Numerical experiments

In this section, we add some numerical experiments to illustrate the
difficulty of the problem. We introduce two curing strategies: Naive Curing,
which cures randomly a subset of nodes which signal themselves as infected
(they raise a flag), and the strategy from Section A.1, Blind Protection, which
prevents the infection from spreading by curing every node near the infected
set. We hope these two strategies can provide insight into the difficulty of

curing the complete binary tree in our model.

It is important to understand that the results we present are strategy-
specific, which means better results could possibly be achieved with better
strategies. Devising optimal strategies is however outside of the scope of this

work.
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A.2.1 Impact of the lack of information

In this section, we illustrate the dramatic impact of the lack of informa-
tion on the Naive Curing strategy. In the following experiment, we consider a
binary tree on 31 nodes. We use a budget r = 16 > % If p. is the probability
of error, at each time step, an infected node raises a flag with probability 1—p.,
and a susceptible node raises a flag with probability p.. We set the size of a

time step to be 7 = 0.1.

4000

3500 +

3000 +

2500}

Time to cure
N
1S}
o
IS)

,_.
v
=}
S

1000 -

500 -

0.00 0.02 0.04 0.06 0.08 0.10
Probability of error, 1-p = g.

Figure A.1: Time to cure as a function of the probability of error for the Naive
Curing strategy.

The results can be seen in Figure A.1. The time to cure increases faster
than exponentially with the probability of error. We can see that even with
10% of error, it takes more than 3500 time steps with budget » = & on 31

2

nodes.
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A.2.2 Impact of size of the graph

We now consider the strategy described in Appendix A.1. For the pur-
pose of these experiments, keeping the same notation as the previous section,
we set ¢; = 10 (this is the budget for every node which we ”protect”), and
¢ = 1 (we cure any new node with budget (1 + c¢2)log(N)). We still have
7 = 0.1. For this experiment, we investigate the time it takes to cure the

graph for a budget equal to different exponents of the number of nodes.

2500

— r=0(N)
— r=0(N~0.7)
20001 r = O(N~0.5)

1500 +

Time to cure.

1000 -

500

0 200 400 600 800 1000 1200
Number of nodes.

Figure A.2: Time to cure as a function of the number of nodes for the Blind
Protection strategy. The plots are the average of 20 runs.

The results are shown in Figure A.2. As theory predicts, the time to
cure increases more slowly than 4 - N, where N is the number of nodes for

budget r = O(N°), for all ¢ > 0 constant.

As a reminder, in the Blind Curing setting, it is impossible to cure
the complete binary tree in less than superpolynomial time for budget r =

O(log™(N)), for all @ > 0 constant.
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Appendix B

Uncertainty about when nodes are infected

B.1 Bidirectional tree

We include here the full calculations for learning the weights of the

bidirectional tree.

Proposition B.1.1. If we know (i, j) is an edge in the original tree, then the

probability of infection along this edge is given by:

Dy = ficj* 80 = fi<i - $2
N Giy+ (83— 83) + ficj - S0 — fi<i - 52

Proof. According to Lemma 4.2.8, we have:
fici =Py(=0) - pij - S0+ Py(= J) - pji - 52
gy = Py(= 1) - (1 —pyj)
fi<i = P(= ) - pji - 50+ Py(=4) - pij - 52
9;5 = (= 7) - (L= pja).

We have 4 second-order equations, with 4 unknowns: p;;, pji, Ti(_) i) and
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(PX(_) 7). We solve it:

fici + fici = (Py(= 1) - pij + Py(= ) - p3i) - (50 + 52)

fici = Ji<i = (Py(= 1) - pig — Py(= ) - pji) - (s0 — 52)
1 (fi<j +fi<i | fici = fj<z'>

= Py(—=14) py =

2 So + S2 So — So
o fi<j S0 _fj<i 59
22— 52

Py(= i) = giy + Py(—=9) - vy

. ficj 80— fi<i- 52

o 5= 3
Po(— i) - i

?ﬂ—é@
_ ficj 50— fi<i® s2
giy - (83 — 3) + ficj - So— fi<i- S2

Dij
O

2
((s3—s3+s0+52)Pmaz+so+s2)
(s%—s%)2

Lemma B.1.2. With M = f—;log (g) samples, with

probability at least 1 — 9, we have:
1Pij — pisl < e
Proof. Using Hoeffding’s inequality:

P(‘fi<j — ficjl > &) < 26_2M6%>
P(‘qu — fi<il > &) < 26_2M6%>

P(1giy — 93] > 1) < 26724,
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Choosing M = Ei log (g), we have that with probability at least 1 — 4, all the

following hold:

|fici — ficj| < e,
\fi<i — fiail < e,
|§i,j - 9¢,3(| < €.
Hence, with probability at least 1 — 9, we have:
JEz‘<j © S0 — fj<i D)
sz( ) (53 - 5%) + fi<j *S0 — fj<i =b)
< (fic;j +€1) 50— (fj<i —€1) - 52
- (gi,j —€1) - (5% - 3%) + (fic;j —€1) - 50— (fj<i +€1) - 52
ficj = S0 — fj<i- 52+ €1(s0+ s2)

B 9i - (33 — 83) + ficj S0 = [i<i- S2 — 61(8% — 834 80+ $2)
1

Dij =

= Pij _ €1(s2—s2+s0+s2)
gi’i (3(2)_32)+fz<] S0— f]<i'32
So + So
+ € + o(ey)
gzj ( - 52) + fz<] S0 — fj<i © 52
€1(s2 — 55+ 50+ s2)
9i - (5 — 83) + ficj - 50— fi<i - s2
Sp + So
+e€ + 0(61)
gzj (SO - 82) + fz<] S0 — fj<i © 52
ﬁ"—p"<€1 <Sg_82+30+52)pmax
! o gi,j('(53—5§)+fi<j'50—fj<i'52
So+ S
+e L + o).

gz)( (50_52)+f1<] S0 — fj<i'52

Using the results from Lemma 4.2.8, we have:
fici =Py(= 1) - pij - so+ Py(= J) - pji - 52,

giy = Py(= 1) - (1 = pij).
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We use it to simplify the denominator:

denominator = gy - (s5 — 3) + ficj - S0 — fici - 52
= (Py(= i) (L =pyy)) - (55— 53)
+ (Py(= 1) - pij - 50+ Py(= ) - pji - 52) - 50
— (P 4) - psi - S0+ Py(= ) - py - s2)

= 9’3((—> i) - (55— s3)
55 — 53
z =

Plugging back above:

(Sg - 5% + S0 + 32)pmax
giy - (55— 83) + ficj - 50 = fi<i - 52

Dij — DPij < €1

T 80+$2 +O(€)

1 1

9i3(‘(2— $3) + ficj + S0 — fi<i* 52

< N( 82t30t52)pmax 1NSO+S§+O(61).
Sp — 52 Sp — 52

By symmetry, we obtain:

A — 52450+ s + 59+ s
|Pij — pis| < €1N( : 052 2)Sp2ma$ = o(€ér).
0 52

2_ .2
S0—52

€ .
RO T ra———L therefore have:

By choosing €; =

2
s —82+80 +52)Pmaz~+s0 +52)

(50_52)2

With M = log( ) (3

samples, with probability at

least 1 — 4§, we have [p;; — pi;| < e
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B.2 Bounded-degree graphs
B.2.1 Solving the system

Lemma B.2.1. Let A = (s2 — s2)° — 4(Vjisa — Vijso)(Vijs2 — Vjiso). We have:

2 (1 - pmax)Q .

AZ(S%-S%) 1+p2

Proof. Finding a lower bound for A can be achieved through minimizing A,
or maximizing (Vj;so — V;;s0)(Vijsa — Vjiso). We want to solve:
maximize (‘/3'1'82 — ‘/ijSO)G/tijSZ — V}qﬁg)
Vij,Vii
. ijS0 + DjiS
L+ pijpji

Ve — PjiSo + PijS2
’ L+ pijpji

pij = 0,

Pmaz — Pij Z 07

pji = 0,

Pmaz — Pji = 0.
To do so, we introduce Lagrangian multipliers. By replacing V;; and V; with
their actual value, the optimization problem above only has affine constraints,
so it satisfies the linearity constraint qualification for the Karush-Kuhn-Tucker

conditions. In other words, all the partial derivatives of the Lagrangian are
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equal to 0 for an optimal point.

L = L(Vij, Vii, Dijs Pjir A1, A, o, ooy 3, fha)
= (Vjisa = Vijso)(Vigs2 — Viiso)
— M (v (1 + pijpji) — pijso + pjis2)
— X2 (vji(1 + pijpji) — Pjiso + pijs2)
— p1Pij — H2(Pmae — Dij)

— M3Pji — ,U4(pmax - pﬂ)

We calculate the gradients of L.

0L

e Vii(sg + s5) — 2Vijsos2 — M(1 + pijpji),

oL 9 9

= Vij(sp + 83) — 2Vjisosa — Aa(1 + pijpji),

v,

oL

e =M (Vijpji — s0) — XAa(Viipji — s2) — i + o,
Dij

0L

Do =M (Vijpij — 52) — Aa(Vibij — S0) — 3 + fla.
Dji

From now on, we find the set X° of points for which all the partial derivatives
are null. We know the solution of the maximization problem is the point of

XY which maximizes the objective function.

Let us assume an interior point solution exists. For this point, all the
gradients of £ are equal to 0. Since it is an interior point, we also have

1 = po = 3z = pg = 0 by complementary slackness. Solving this system, we
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obtain:

PjiSo — PijS2
(1 + pijpji)*’
PijSo — PjiS2
(1+ pijpji)*

oL
Op; j

A = (55— s3)

Ay = (s§ — s3)

Plugging this in above, the condition = 0 becomes p;;p;i(1 — p;i) = 0.
However, this is impossible for an interior point, since 0 < p;j, Dji < Pmaz < 1.

Therefore, the extrema of A are attained when at least one constraint is active.

We notice that if the conditions p;; = 0 or p;; = 0 are active, then
(Viisa — Vijso)(Vijsa — Vjisg) = 0. Let us suppose (without loss of generality,
by symmetry of the problem) that we have p;; = pia,. The objective function
is then increasing in p;;. Therefore, A is minimized when p;; = pji = Pmaa;

__ DPmazx (50+52)

which implies v;; = V; = 5 . In this case:

A > (s5—s3)° — 4V (so — s2)°

2
> (- st (Pt ) gy

L+ p2s
2 2N\2 pmaz
= (s = 52) [1_41+pfm]
1 — Prnaz)?
> (2 22 ( maz)
= (50 = %) 1+ P20,

This expression is always positive, which is what we wanted.

[]

Theorem B.2.2. For any graph, for any noise distribution having finite val-

ues, we can learn the weights of all the edges of the graph. In particular, we
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can compute a quantity which converges to the true weight of each edge:

A

2(Vjiss — Vijso)
(%= 53) + /(s = 53)° = AWz = Vigs) (Visz — Vyiso)

Dij =

Proof.

~

Vz’j M- ‘/z

_ Dij - S0+ Pji - 52

L+ pij - pji
p”:‘/ij_pij's()
" s2 — Vij - pij
We can plug this in Vj;:
i8S + ii* S
V}i:pjl : .Ap]“ :
+pl]'p]2
Vi —pii - Vi — pii -
Vii |1+ pij - — Dy %) _ 2Py S s0+ i S

so — Vij - Dij so — Vij - Dij

After some shuffling around, we obtain the second-degree equation:
‘/}2'82 — V;jS() + (Sg — Sg) Dij + (‘/ij52 - ‘/jiSO)p?j =0

We recall that by definition, sy > s,. We also notice that if p;; = ¢ and
Dji = g2 is a pair of solutions of this system, then p;; = qiz and pj; = qil forms
the other pair of solution, which implies there is uniqueness of solutions in
[0, Pmaz]. Since the real probabilities of infection satisfy this system, we also

know the solution exists. Let A = (s2 — s2)* — 4(Vjiso — Vijso)(Vijsa — Viiso)-
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The only solution of this system in [0, pyaz] is:
— (s —s3) + VA
2(Vijsa — Viiso)
(s5 — 5%)2 — (s§ — 53)2 — 4(Vjisa — Vijso)(Vijsa — Vjiso)
2(Vjiso — Vijs2) ((33 —s3) + \/Z>
_ 2(‘/ji52 - V%J'So)
(s5— 53) + VA

Pij =

B.2.2 Sample complexity

Proposition B.2.3. As the number of cascades M goes to infinity, the esti-

mators below tend to the following limit:

A 1
h?,j > M—o0 N(pij +pji) H (1 - pik)(l - pjk)
k#ij
A 1
1'2<j — M—o0 N(pz] * S0 —i—pji . 52) H (1 —sz)(l _pjk>
k+#i,j
1
€~ M—so0 N(l — Dij) kl;[(l — Dik)
’L’]
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Proof. Using the law of large numbers:

A,

fi2<j 7 M—o0 E[fi2<j]

A

= P(i source, infects j, no other infections, delay 0)

+ P(j source, infects i, no other infections, delay 2)

= %pzj H (1 — pir) H (1= pjk) - 50

ki, ki,
1
+ yPii H (1 —pjr) H (1 —pix) - 52
kg [y
1
= N(pij © 80 + pji * S2) H (1 = pir)(1 — pjr).
ki,

In the same vein, we have:

~ ~

= P(i source, infects 7, no other infections)

+ P(j source, infects i, no other infections)

1
= N(pij + pji) H (L —pix) (1 — pjr)
ki j
é; —M—oo E[¢]]

= P(i source, no other infections)

= % H(l - pz’k)

ki
1
=51 -py) [T —pw.
ki,
]

Proposition B.2.4. With probability 1 — %, with M = samples, we can

estimate V;; with precision €y .
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Proof. As in Proposition 4.2.11, we use Hoeffding’s inequality:

A _ 2
P(If; — fic;l > e1) < 2e72,

P(|h2; — B2, > ) < 2e72M,
P(lel — el| > e1) < 2 2Met

— e}] >6) < 2e2Met

We use this to bound above V;;:

F2

. — i<J
i = 1~
h;;+N-éf-¢é

2
i<j + €1

<
T hj e+ N-(ef+e)(ef +ea)
1+ w5

ficy

=V,

J e1+Nei(el+el)
L+ = verer
€ 1+ N(e! +¢é!
=Vij |1+ 21 T a3 : 11]>
hm- + Neiej

1<j

+ o(€1)

We bound below the denominators:

1
z‘2<j > N(pijso + p;jis2)(1 = Praz)™

pminSQ 2d

> 1 - Fmax

> PR () )
1

hi; + Nejej > N(l + pi;pji) (1 — Prmaz)™

1

> —(1- max 2d

> N( Pmaz)

158



We bound above the numerator:

N(ej +¢;)=N (% H(1 — pik) + % H(l —pjk)>

ki k£j

1 1
N[=4+ =
(%)

2.

IN

IA

Plugging in above:

~ €1 1+ N(e} +el)
Vz‘j:Vz‘j[1+ 5— +eé1— —= 4 o(€1)
i<j hij+ Neje;
€1 e1(1+42)

! |: %(1 - pmax>2d %(1 - pmaz>2d

Using V;; < 1, and by symmetry:

N N 1
Vi = Vyl = 3
| ! ]| “ (1 - pm(II)Qd |:pmz'n52 * :| * O<El)
- N 1 + 3pmm82
= (1 - pmax)Qd |: pmin32 :| + 0(61)
4N
<e 57 T ole).

1
PminS2 (1 - pmax)

Therefore, by union bound, and by choosing e, ——AY— = ¢, and setting
p'mzn52(1_pmal‘)
_ 2 .
2e72M4 = 2 we obtain:
: 1 16N2 21og(3N)—log(5) ~
ith M = =+ mpl n ran —
Wit P R — 5 samples, we can guarantee |V;;

Vij| < ey with probability at least 1 — %. O

Proposition B.2.5. Assuming we can estimate V;; within precision €y, then

) g - .. 6ey (14p2
we can estimate p;; within precision € = — 6‘§(Q+p’"”) 5.
(50_52) (l_pma:):)
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Proof. If we know |V;J —Vijl < ey and |VJZ — Vil < ey:

~

b = 2(Vjis2 — Vigso)

LY ~ N ~ ~
(3= 53) + /(s — )7 = AWz = Vigso) (Vs — Vyuso)
< 2(‘2/3‘1'82 — V;]'SO) + 26\/(80 + 82) ‘
T (83— 3)7+ /A —dey(so+ 52)2(Viy + Vi)

We recall so+ s <1, Vi; <1,p;; <1,and 1+p2,. <A <1 (Lemma 4.3.10).
Hence:

ﬁ“ < 2(‘/]'1'82 — ‘/ijS()) + 2€V
v (s3 — 53)2 + \/ZW

46V 26V
+o(ev)

<py |1+ +
P \/Z<( _32)+\/_> (s2 — s2)° + VA
<p”+6€TV

By symmetry, and using the bound on A stated above, we conclude that if

we know V;; and Vj; up to precision ey, we know p;; up to precision € =

6€V(1+p$naz)
(55—53)?(1=pmax)?”

]

Theorem B.2.6. In the limited-noise setting, with probability at least 1 — 0,

4P'mu.z (d+1)
2
pmanZ(SO_SQ)

with M = O( N 1o g( )) samples, we can learn the weights of

any bounded-degree graph up to precision epsilon.

Proof. With probability at least 1 — NQ, using

) .
M = 6% L samples, we can guarantee |V;; — Vi;| < ey

21og(3N)—log(é)
Vv pminsg(lipm”myld 2
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9
N2

o 1 6(1+p7 -
samples, knowing o= 6(53_5(%)2 (?f;Laz)2‘ This

with probability at least 1 —

gives us a sample complexity of:

18 4 1?2 9N?
M > N2 1 _
= (52— 83 (1 — pouar) @ [pm} Og( 5 )

1152 - g4Pmaa(d+1) N2 (9N2)

Z 73 92/.2 2\4 2
DrinS5(55 — 85)* €

J

€4pmaz (d+1) N2 N
=0 2 2/2 2 4—210g by :
PrinS3(85 — 83)* € 0
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Appendix C

Uncertainty about what is infecting nodes

C.1 Necessary Conditions
C.1.1 We need at least three edges

Let G = (V, Ey U E5) be the union of the graphs from both mixtures.

In this subsection, we prove it is impossible to learn the weights of F; and Fy

if G has less than three edges:

One edge: For a graph on two nodes, we have already seen that the cascade
distribution are identical if p13 = 8 = 1 — qi2, for any value of 3, which proves

the problem is not solvable.

Two edges: When we have two nodes and two edges, we can without loss

of generality assume that node 1 is connected to node 2 and node 3. Then, if:

e =7

e qgo=1-p
1841

L4 p13: 2%354
1_B8

® (3= ‘%7;
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The cascade distribution is identical for any value of § < % By simple calcu-

lations, we can show the following,

e Fraction of cascades with only node 1 infected: 1—12

e Fraction of cascades with only node 2 infected:

D=

e Fraction of cascades with only node 3 infected:

D=

e Fraction of cascades where 3 infected 1, but 1 did not infect 2:

sl

e Fraction of cascades where 3 infected 1, 1 infected 2: %

e Fraction of cascades where 1 infected 3, but 1 did not infect 2:

Sl

e Fraction of cascades where 1 infected 2, but 1 did not infect 3:

Sl

e Fraction of cascades where 1 infected 3 and 2: %
e Fraction of cascades where 2 infected 1, but 1 did not infect 3: L.

e Fraction of cascades where 2 infected 1, then 1 infected 3: %

Since the distribution of cascades is the same for any value of f < the

1
29

problem is not solvable.

C.1.2 We need A-separation

Separability is necessary for the existence of sample efficient algorithms.

Specifically, we show that there exist (many) graphs where separability is
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violated, and for which the sample complexity is exponential in the size of the

graph.

Indeed, consider a graph G composed of two subgraphs A and B, con-
nected by a path P of length d. Suppose the path has the same weight in both
mixtures, and for the edges e € P, max.cp p. < 1. Similar to the disconnected
graph, we write A; = AN E;, and B; = BN E;. To learn the graph completely
we need to differentiate between the mixture on F; and FE5, and the mixture

ODEi:AIUPUBQ andEézAQUPUBl

The path P is not informative in the above differentiation as both the
mixture in the path have same weights. Therefore, we need at least one cascade
covering at least one edge in A and one edge in B. Since P is of length d,

€d)  To see such a cascade, we need

this happens with probability at most e~
at least 9 cascades in expectation. Therefore, setting d = ¢N, for some
constant ¢ > 0, we prove that exponential number of samples are necessary for

any algorithm to recover the graph if the A-separated Condition is violated.

C.1.3 Dealing with mixtures which are not A-separated

In this section, we show how to detect and deduce the weights of edges
which have the same weight across both component of the mixture. We assume
both GG; and G5 follow Conditions 1 and 2 if we remove all non-distinct edges,

and in particular remain connected.

Suppose there exists an edge (7, j) in the graph, such that p;; = ¢;; > 0.

Then in particular, there exists another edge connecting ¢ to the rest of the
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graph G through node k, such that p;; # ¢ix. Then:

Lemma C.1.1. Suppose G1 and Gy follow assumption 2 after removing all
non-distinct edges. We can detect and learn the weights of non-distinct edges

the following way:
]f Xz'j > 0, and Yk € V, Xpop >0 = }/ik,ij — szij = 0, then

Pij = Gij = Xij-

Proof. Since (&1 is connected on three nodes or more even when removing edge
(1,7), we know there exists a node [ such either [ is connected to either i or k.
Therefore, either Yy, ;s — X;x Xy > 0 or Yy 1 — X3i X > 0. In both these cases,
we deduce p;; # ¢ir. This in turns allow us to detect that p;; = ¢;;. Once this
edge is detected, it is very easy to deduce its weight, since p;; = X;; = g;; by

definition. O
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C.2 Proofs for unbalanced mixtures

C.2.1 Estimators - proofs

Lemma C.2.1. Under Conditions 1 and 2, in the setting of infinite samples,

the weights of the edges for a line structure are then given by:

(Yl - XuaXub)RI (Y'

ua,ub — X ua,ub XUGXUb>R|
y Qua = ua — Sua

Pua = Xua + Sua ‘ |
Yub,bc - XuaXbC Yub,bc - XuaXbc

Yo — XuaXoe) R Yoo — XuaXoc) R
Pve = Xuc + Sbe ( l],b ) y Qbe = Xuc — Sbe ( b‘7b )
Yua,ub - XchUll Yua,ub - Xchuzz
(Yu|c,ua — Xchua)(Yul c XuaXbc)
Pub = Xub + Sub\/ Rl b )
oy W = XaeXaa) Ve~ XuaXoe)
Qua ua ua Rl ;

\ \ \
Z —Xua?, - XY,
where R' — XuaXbc 4 ua,ub,bc uaXZ:,bc c ua,ub) and fOT Sua € {_17 1}

Proof. In this case, there is no edge between u and ¢, which implies that
Puc = Gue = 0. Hence, we cannot use a variation of the equation above for

finding the edges of a star structure without dividing by zero. Therefore, we
7l

wa,ub,bc

*Xuayqlb’bcbecyl

e ua.ub We notice
ub

Let R = X,uXpe +

|
need to use Zua’ub’bc.
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a remarkable simplification:

| | \
R‘ - X X + Zua,ub,bc - XuaYub,bc - XbCYua,ub
- ua<*bc
Xub
PuaPubPbeFGuadubdb Puatq PuaPbctquafb Pbetdbe , PuaPuatquaq
B pua + qua ‘ pbc + qbc + uaru C2 uadu C ’LL(L2 ua . ua C2 ua c ___ 62 c . ua. 7J«O«2 uwayua
o 2 2 Pubtqub

2
2 |:puapubpbc + GuaQubdpbe
2

1
= —(PuaPbe + Puabe + QuaPbe T Qualbe) +
4( ) Dub + Gub

1
_Zl(puapubpbc + GuaPubPbc + Puaqubqbe + Qan'ubec)

1
_Zl(puapubpbc + PuaPublbe + GuaqubPbc + Qanubec)}

1 1
= Zl(puapbc + Puabe + QuaPbe + GQuabe) — omtam) [GuaPubPoc + PuaGubGoc + PuaPubbe + Guaubye]
= (uabre + QuaPhe + Qs + Pane) — 57— [(Pun + ) Gusre + Praic)]
- 4 PuaPbc GuaPbe GuaQbe Pualbe 2(pub n Qub) DPub Qub )\ GQuaPbe Pualbe
1
= Z(puapbc + Quadbe — Puaqbe — Quapbc)
1
= Z(pua - qua)(pbc - ch)

We can then use the same proof techniques as in Lemma 5.4.1, and

finally obtain:

| \ |
| z ,ub,b —XuaY, b,b —XpcY, Jub
(Vg — XuaXua) | XuaXpe 4 —estbbe —toubbe 2 uo

|
Yub,bc - XuaXbc

’pua - QUa| =
This gives us the required result. O
C.2.2 Resolving Sign Ambiguity across Base Estimators

The following lemma handles the sign ambiguity (s,,) introduced above.
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Lemma C.2.2. Suppose Condition 1 and 2 are true, in the setting of infinite
samples, for edges (u,a),(u,b) with a # b for any vertex uw with degree > 2,

the sign pattern S.q, Su, satisfy the following relation.
SuaSub = sgn(Yua,ub - XuaXub)-

Proof. From previous analysis, we have sgn(pys — qua) = Sua- Therefore:

(Pua — Gua) (Pup — qw))

Sgn(Yua,ub - XuaXub) = sgn ( 4

= SuaSub-

]

Thus fixing sign of one edge gives us the signs of all the other edges

adjacent to a star vertex. A similar relationship can be established among the

\ | \

. ) Z “XuaY! XY
edges of a line vertex, using sgn (XuaXbC - —ueubbe WX“Z"’C = ““’“b).
U

C.2.3 Main algorithm - proofs

Here we will present in detail the sub-routines required by our algorithm

and the essential lemmas needed for our main proof.

LearnEdges This procedure detects the edges in the underlying graph using

the estimate X, .
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Algorithm 4 LEARNEDGES
Input Vertex set V'
Output Edges of the graph

. Set B <0

:foru<veVdo

Compute XW

if X,, > ¢ then

E +— EU{(u,v)}

: Return F

Claim 6. LEARNEDGES(V) outputs E such that E = Ey U Ej.

Proof. For each pair of nodes u,v € V|, if (u,v) € Ey U Ey then X, # 0 since
Xuw = 0if and only if p,, = quw = 0, which is equivalent to the edge (u,v) not

belonging in the mixture. ]

LearnStar This procedure returns the weights of the outgoing edges of a

star vertex using the star primitive discussed before.

Algorithm 5 LEARNSTAR
Input Star vertex u € V, edge set E, weights W
Output Weights of edges adjacent to u
1: Use star primitive with star vertex u and learn all adjacent edges weights
Wwe.

if W = () then
Fix sign of any edge and ensure sign consistency.
else

Set v € V such that (u,v) € W.
Use s,, to remove sign ambiguity

Return W*.
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Lemma C.2.3. If deg(u) > 3, LEARNSTAR(u, S, W) recovers pya, qua for all

a such that (u,a) € E.

Proof. The proof follows from using Lemma 5.4.1 on star vertex u (degree of
u > 3) and using Lemma C.2.2 to resolve sign ambiguity through fixing an

edge or sy, ((u,v) € W hence know sign). O

LearnLine This procedure returns the weights of the edges of a line a — b —

¢ — d rooted at vertex b of degree 2 using the line primitive discussed before.

Algorithm 6 LEARNLINE
Input Line a — b — ¢ — d with deg(b) = 2, edge set E, weights W
Output Weights of edges (a, b), (b, ¢), (¢,d)
1: Use line primitive on a — b — ¢ — d rooted at b and learn all edges weights
wl.

2: if W = () then

3: Fix sign of any edge and ensure sign consistency.

4: else

5: Find edge e € {(a,b), (b,¢), (c,d)} such that e € W.
6: Use s, to remove sign ambiguity.

7: Return W1,

Lemma C.2.4. [fdeg(b) = 2, LEARNLINE(a, b, ¢, d, S, W) recovers pap, qab, Poe, Qbes PCA, Ged-

Proof. The proof follows from using Lemma 5.4.2 on line a — b — ¢ — d rooted
at vertex b (degree of b = 2) and using Lemma C.2.2 to resolve sign ambiguity

by fixing an edge or using s.. m
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Learn2Nodes This procedure chooses a pair of connected vertices in our
graph and outputs the weights of all outgoing edges of each of the two vertices.

We initialize our algorithm using this procedure.

Algorithm 7 LEARN2NODES
Input Vertex set V', Edge Set £
Output Set of 2 vertices V', Weight of all edges adjacent to the vertices

W =10
Set u = arg max,g deg(a)
Set v = arg min, ey, (, 4y deg(a)
if deg(u) > 3 then
W < LEARNSTAR(u, E, W)
if deg(v) = 3 then
W < W U LEARNSTAR(v, E, W)
else if deg(v) = 2 then
Let t € V be such that (t,v) € E and t # u
Let w € V be such that (w,u) € F and w # v,t
if v =¢ then
W < W U LEARNLINE(¢, v, u, w, W)

—_ = =
T

: else
14: w be such that (w,u) € F and w # v
15: if deg(v) = 2 then

[t
w

16: Let t € V be such that (t,v) € F and t # u
17: W < LEARNLINE(w, u, v, t, W)

18: else

19: Let t € V be such that (t,w) € E and t # w
20: W < LEARNLINE(v, u, w,t, W)

21: Return (u,v), W

Lemma C.2.5. Under Conditions 1 and 2, LEARN2NODES(V') outputs two

connected nodes (u,v) and weights of all edges adjacent to u,v.
Proof. We will break the proof down into cases based on the degree of chosen
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vertices u, v as follows,

e deg(u) > 3: By Lemma C.2.3, we can recover all the edges of u and fix

a sign.

— deg(v) > 3: By Lemma C.2.3, we can recover all the edges of v and

ensure sign consistency by using the edge (u,v).

— deg(v) = 2: Since deg(v) = 2, there exists a vertex ¢t # u such that
(t,u) € E. Since deg(u) > 3, there must exist w # t,u such that
(u,w) € E. Now we have line primitive t —v—u—w with deg(v) = 2

and Lemma C.2.4 guarantees recovery of the edge weights.

— deg(v) = 1, then we already know all the edges adjacent to v.

e deg(u) = 2,deg(v) = 2: Since the max degree of the graph is 2 and it
is connected then it can either be a line or a cycle. There are at least
4 nodes in the graph, thus there exist w # v such that (w,u) € E and
t # w,w such that (v,t) € E. This gives a path w — u — v — ¢ with

deg(u) = 2 and Lemma C.2.4 guarantees recovery of all edges.

e deg(u) = 2,deg(v) = 1: As in the previous case, the underlying graph
is a line. Therefore there exist path v — u — w — t and we can similarly

apply Lemma C.2.4 to guarantee recovery of all edges.
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C.2.4 Finite sample complexity - proofs

In this section, we provide explicit proof for the sample complexity of
our algorithm. To do so, we bound below the number of cascades starting
on each node through Bernstein inequality, and use this number to obtain

concentration of all the estimators.

Definition C.2.1. Among M cascades, let M, be the number of times node

u is the source.

Claim 7. With M samples, every node is the source of the infection at least

3M

M . . .7 . —
5 times with probability at least 1 — e” %N .

Proof. Among M cascade, the expectation of M, is %, since the source is

chosen uniformly at random among the N vertices of V. Since M, can be

1

seen as the sum of Bernoulli variable of parameter 3, we can use Bernstein’s

inequality to bound it below:

M M M

a2
2N
M

- 1 1 1
< e 22MyU-gm)tzan

3M

< e 26N,

Claim 8. Let u either be a star vertex, with neighbors a,b and c, or be part of
a line structure rooted in w, with neighbors a,b, and ¢ neighbor of b. Suppose
M, > % Then with M = glog (#) samples, with probability at least

1-— #, we can guarantee any of the following:
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1. Vr € a,b,c, ’XW — X

2. Vr # s € {a,b,c}, —Yr ] <e

| ur,us ur,us
| ua,ub ua ub‘ <€ and | ua,ab Yu|a,ab| < €1.

— 7

ua,ub,bc

|<€1

| ua,ub,bc

Proof. By Hoeffding’s inequality:

Z 1{u—>7’ | uelo} — Mu ’ Xu’r

m=1

Pr(| Xy — Xup| > €1) = Pr (

> M, '61)

2N M M
<Pr Zl{u%r\uelo}_ﬁ'Xur >ﬁ'61

M 2
< 2e~2anel,

Therefore, the quantity above is smaller than W for M > N log ( ) The

proof is almost identical for the other quantities involved.

Claim 9. If we can estimate Xua, Y, s Yua.ap N4 Z b e Within €, we can
estimate p,, within precision € = 41A2 €.

mzn

Proof. If u is of degree three or more, we use a star primitive to estimate it.
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Let a,b and ¢ be three of its neighors:

s Yuau - XuaXu }A/ua uc XuaXuc
pua:Xua—i_Sua ( ub = b)(A — )
Yub,uc - Xuquc
S Xua + €1

+s ((Yua,ub - XuaXub + Sua (1 + Xua + Xub) 61)(Yua,uc - XuaXuc + Sua [1 + Xua + Xuc) 61)
e Yub,bc - Xuquc — Sua (1 + Xub + Xuc) 61)

1
1+ Syo 3% )2 2
Yua ub — XuaXu Yua ue — uaXuc ( ua A2
SXua+61+3ua\/( ub b) (Y, X )

IS

3
Yub,uc - Xuquc 11— Suaﬁ

4

12 6
< Pua + €1 + Pua P_'_P €1+ o(€)

19
S Pua + F * €1 + 0(61)'

Where we have used Yy us — Xur Xus > ATQ, s2a =1, pua < 1,1 < 35. We then
conclude by symmetry.

If u is of degree two, we use a line primitive to estimate it:

A v vl ¢ v
A | A A A~ A~ 7 ubb —XuaY, b.b —XpeY, ub
(Yua,'u,b - XuaXub) XuaXbc + = Xub . e
~ u
Pua = Xua + Sua = = <
Yub,bc - XuaXbC
\ \ \ ]
| Zua,ub,bc7Xuayub,bc7XbCYua,ub+5Suael
(Yua,ub - XuaXub + 3Sua€1) XuaXbc + 261 + Xob—Suatl

S Xua + €+ Sua
Yulb,bc - XuaXbc - 3Sua€1
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As shown in the proof of Lemma 5.4.2, we have:

12
“+ Sua p3_ €+ 0(61)

- Xuayzlb,bc — XpeY,

1
Z‘ua,ub,bc - XuaYu|b,bc - XbCYzL'a,ub = §(pub + QUb)(quapr + puaqbc)
3
- 2
A — XuYl = XY 1
(XuaXbc + utubbe X'U@bc uaub = Z(pua - qua)(pbc - ch)
ub
A2
> —.
-4
Therefore:
5€
Z XYl XY 45 7 _xuvh o _xyl [T S
ua,ub,bc ua -+ yb,be bed wa,ub Suafl < ua,ub,bc ua -+ yb,be bed wa,ub —mn
Xub — Sua€1 - Xub 1—- Suaﬁ
< tha,ub,bc - Xuayu|b,bc - XbCYu‘a,ub
o Xub
We also have:
7 — XuY) = XY 4 Bsee Z
XuaXbc + 261 + ua,ub,bc ub,bc ua,ub 1 S XuaXbc + ua,ub,bc
Xub — Swa€l Xub

14
3
p .
: <1 + Suaﬁel
4
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Combining all the above inequalitites:

\ \ \
| Z ub,b —XuaY, bob —XpeY, b
(Vi — XuaXup) | XXy 4 o ue abbe Zbe o

ﬁua < Xua + €1 + Sua

|
Yub,bc - XuaXbc

1
A5 V]
(1 + ?’A—;) (1 + Suq B 61)
4 4

3e
1-— SuaA_21
4

B , [ 6 2% 6
< DPua + €1 + PuaSua P‘FM—FP '€1+0<€1)
Spua‘i‘ '61—|—O(61>.

p3 A2

min
We can conclude by symmetry.

Since 34—1A2 - €1 > % - €1, we conclude that we can know p,, within

Prmin

precision € = ﬁ - €1 regardless of the degree of u.

min

Theorem C.2.6. Under Conditions 1 and 2,, with probability 1 — 0, with

M =N: =5 4224,62 log (1255\72) =0 (glog (%)) samples, we can learn all the

Prin

edges of the mizture of the graphs within precision €.

Proof. We pick € = ﬁ -€7. We use Claim 7 to bound the quantity Pr(M, <

%), and Claim 8 and 9 to bound Pr(|pye — pual > #

A - €| M, > 2%). For
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(u,a) edge of the graph:

M
2N
M M

P Aua_ ua Muz_ -P MUZ—

+ Pr([pua = Pual > el My = ) Pr(M, = o)

M
Pr(|pua — Pual > €) < Pr(|pua — Pua| > €| M, < %) -Pr(M, <

[\

/ M
< 1-2¢7%2 + Pr(|pue — Pual > €| M, > SR

) 41 M
< — p Aua_ ua 3 A9 MuZ_
< ) n 0
— 12N2  12N?2

0
< —.
~— 6N?Z

We conclude by union bound on the six estimators involved for all the pairs

of nodes in the graph, for a total of at most 6 N? estimators.

C.2.5 Complete graph on three nodes

In this section, we prove it is possible to recover the weights of a mixture
on three nodes, as long as there are at least three edges in F; U E,. Since no
node is of degree 3, no node is a star vertex, and since there are less than four
nodes, no node is a line vertex, and we can not use the techniques developped
above for connected graphs on four vertices or more. However, we can still use

very similar proofs techniques. Suppose the vertices of V' are 1, 2 and 3.

Definition C.2.2. We reuse the quantities defined for star vertices:

1 M
. . . . . O 72 =1 1/'*>"‘€]m ;s
e For ¢, j distinct in {1,2,3}, X;; =~ ;:M T Moo Xij = PG
M Zem=1 —i€I*
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1 M
. . .. . *Z :11'a','4k,'€1m
e For i, j, k distinct in {1,2,3}, Y = = EZMl T M
M Zem=1~u€l]"

__ PijPikt4ij ik
Yijir = =5

Even though neither 1, 2 or 3 is a star vertex, we can write the same

kind of system of equations as a star vertex would satisfy. In particular:

pis — aisl _ | Yigar — Xigik) (Vi — XjiXine)
2 Yiik — XpiXu;

Resolving the sign ambiguity as previoulsy (Lemma C.2.2), this finally

yields:

Y

Yijin — Xijik) (Yiie — XX
Dij :Xij+5ij ( Jsik J )( Ji,jk J Jk)
Yiini — XpiXj

Yijik — Xijik)(Yii i — X5 X
G = Xij + sij (Vi 1K) (Yi 4 j ])'
Yiini — XpiXj

C.3 Lower Bounds
C.3.1 Directed lower bound

We consider the task of learning all the edges of any mixture of graphs

up to precision € < A. To do so, we have to be able to learn a mixture on a

specific graph, which we present below.
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Figure C.1: Lower-bound directed graph

The example we focus on is the directed graph of min-degree 3, com-
prised of a clique on 4 nodes, which we call nodes 1 to 4, and N — 4 other
nodes with 3 directed edges to nodes 1, 2 and 3. All edges have weight p in
Ei, and p+ A in Fj.

We define a wvalid sample for edge (i,j) as a cascade during which i
became infected when j was not infected. Indeed, in this case, an infection
could happen along edge (i,7), and we can therefore gain information about

the weight of this edge. We first state a general claim:

Claim 10. We need at least Q(é) valid samples for edge (i,7) to determine

the weights of this edge in the mixture.

Proof. Using Sanov’s theorem [70], and writing the Kullback—Leibler diver-
gence between p and ¢ as D(p||q), we know we need at least Q(D(p||p + A))
valid samples to determine whether the valid samples came from a random flip
of probability p, or a random flip of probability p + A, which is an easier task

than computing both weights of the mixture.
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Then, using standard Kullback—Leibler divergence bounds [21], we ob-

tain D(p||p + A) > =z, which gives us the desired result.

We now combine this with Coupon collector’s result to obtain our lower

bound.

Claim 11. We need at least €2 (Nlog(N) + %‘W) cascades to obtain

enough valid samples for all the edges in the graph.

Proof. We notice that if we want to learn all edges in the graph, it implies
that we have to learn all the edges from the N — 4 nodes to node 1. How-
ever, if ¢ is not part of the clique, any valid sample for such an edge (i, 1)
has to have ¢ as its source. Having enough valid samples for each of these
edges is therefore equivalent to collecting Q(ﬁ) copies of N — 4 distinct
coupons in the standard Coupon collector problem. Using results from [64, 7],
we need Q((Klog(K)+ (d—1)- K -loglog(K)) samples to obtain d copies
of each coupon when there are K distinct coupons in total, which is here
Q((N—4)log(N —4) + (2 — 1) - (N —4) - loglog(N — 4)) cascades. Using

standard approximation, we get the desired result.

Combining the results:

Theorem C.3.1. We need at least (2 (N log(N) + %ﬁgw)) cascades to

learn any mizture of directed graphs of minimum out-degree 3.
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C.3.2 Undirected lower bound

We reuse a lot of the techniques in the previous subsection. This time,
we consider a simple line graph on N nodes, where for all 1 <7 < N —1, node
1 is connected to node ¢ 4+ 1. Like in the previous example, the weights are all

pin G1, and all p+ A in Gs.
Reusing Claim 10, we now prove:
Claim 12. We need at least 2 (%) cascades to obtain enough valid samples

for edge (1,2).

Proof. To provide a valid sample, either:

e Node 1 is the source, which happens with probability P; = %
iy
e Node 2 was infected, which happens with probability Py < Z pr;fx <
=2
1 1
N1- Pmaz '

Therefore, the probability of getting a valid sample is smaller than P; 4+ Py <

1,2

N 17pmaz

. Hence, we need at least Q(+=2zez . N . L) = O (4;) cascades to

obtain enough valid samples.

Since we need to learn at least edge (1,2) to learn all the edges of this

graph:

Theorem C.3.2. We need at least () (%) cascades to learn any mixture of

undirected graphs.
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g od

(a) A star vertex u for (b) First structure to (c) Second structure to
a directed graph. ensure sign consistency. ensure sign consistency.

Figure C.2: Structures for directed graphs of minimum out-degree three.

C.4 Directed graphs
C.4.1 Structures

Star vertex For directed graph of out-degree at least 3, every vertex is a
star vertex. This implies we can reuse the star vertex equations to learn the
weights of the whole neighborhood of each node. However, if we learn the
neighborhoods of node u in both graphs, which we call N} and N}, as well as
the neighbordhoods of node a, which we call N{ and N%, it is impossible to
recover from the star structure alone if N} and NY are in the same mixture, or
if it is N} and N instead. We therefore use the two other structures in Figure

C.2 to ensure mixture consistency.

Mixture consistency Suppose we have learned the weights of all the edges
stemming from a, as well as all the weighted edges stemming from u, and
suppose there is no edge between a and b. The probability that a infected u,

which in turn infected b is:

P(a — u — bla € I) = Laulu —; Gauub
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This gives us a way to decide whether N} and N¢{ are in the same mixture, or
if it is N} and N§ instead. Indeed, if we know p,., € NY, ga € N3, and we also

know wy, € N}, w!, € Ny, and we have an estimator Yau,ub for P(a — v —

" Wb+ Ganw’ . .
bla € Iy), then we can check whether Yy, ., ~ %, in which case N
belongs with N2, or whether Y, ry Poutlytontus 3 which case N¥ belongs
g 19 au,ub ~ 2 5 2 g

in the with N¢. We call this procedure CHECKPATH.
Similarly, if there is an edge between a and b, then:

aul_ a ul aul_ a ul
P(a—>u—>b|&€[o)=p ( pb)pb;—q ( Qb>Qb.

This also allows us to ensure mixture consistency. We call this procedure

CHECKTRIANGLE.

Here is the final algorithm:
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Algorithm 8 Learn the weights of directed edges

=t

9:
10:
11:
12:
13:
14:
15:
16:
17:
18:

19:

Input Vertex set V'
Output Edge weights for the two epidemics graphs

E <+ LEARNEDGES(V)
Select any first node v
W < LEARNSTAR(v, E, W)
S = {v}
while S # V do
Select a € S,v € V\S such that (a,u) € £ > v has out-degree at
least 3
Ny, Ny <~ LEARNSTAR(u, E, W)
Select b # a neighbor of u > b exists because u os of degree at
least 3.

if (a,0) ¢ E then > Use first structure.
if CHECKPATH(v, u, b, W, N1, N3) then
W = {W; UN;, Wy UNy}
else
W = {W; UNy, Wy UN; }
else > Use second structure.
if CHECKTRIANGLE(v, u, b, W, N1, N5) then
W = {W; UNy, Wy UN,}
else
W = {W; UNy, Wy UN;}
S« SuU{u}
return W

C.5 Unbalanced/Unknown Mixtures

In this section we provide the primitives required for LEARNSTAR and

LEARNLINE, when the first mixture occurs with probability a and the second

mixture with probability (1 — «).

Notations: In this section, to avoid clutter in notation we use i, j
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and k to be all distinct unless mentioned otherwise. Also, let o({a,b,c}) =

{(a,b,¢),(b,c,a),(c,a,b)} denote all the permutations of a, b, and c.

Claim 13. Ifa and b are two distinct nodes of V1NV, such that (a,b) € E1NEy

then under general mizture model Xq, = apap + (1 — @) qap-

Fuither, when the four nodes u, a, b and ¢ forms a star graph (Fig. 5.3)

with w wn the center under general mixture model

]-) \V/l,] € {CL, b7 C}viaj ?é u7Yui,uj = OPuiPuj + (1 - a)ququjv

2) Zua,ub,uc = OPyaPubPuc + (1 - a)QanUbQuc-

Finally, when the four nodes u, a, b and ¢ forms a line graph (Fig. 5.4)

under general mixture model

]-) Yulamb = QPuaPub + (1 - a)Qanubu 2) Yulb7bc = QPubPbe t+ (1 - a>QUbec7

3) lem,ub,bc = QPyaPubPbe 1 (1 - a)Qanubec-

The proof of the above claim is omitted as it follows closely the proofs
of Claim 3, 4, and 5.
C.5.1 Star Graph

We now present the following two lemmas which recover the weights
puisand qy; for all ¢ € {a,b,c} in the star graph (Fig. 5.3), and the general

mixture parameter o, respectively.
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Lemma C.5.1 (Weights of General Star Graph). Under Conditions 1 and 2,
in the setting of infinite samples, for the star structure (u,a,b,c) with u as

the central vertex the weight of any edge (u,a) is given by:

/1 ua,u XuaXub) (Yua uc XuaXuc)
Xua ua b ’
T \/ ub uce Xuquc

o \/7 ua ub — XuaXub)(Yua,uc — XuaXuc)
ua = ua ub uc Xuquc

where Sy, € {—1,1} and b,c € Ny(u) N No(u) such that b,c # a, b # c.

Proof. We notice that for r # j € {a,b,c}

(Yui,uj - XmXu]) - (apuipuj + (]- - a>QUZQU]) - (apuz + (1 - Q)QM) (apuj + (1 - a)QUj>

= Oé<1 - a)(pui - qm)(puj - quj)‘

The rest of the proof follows the same steps as given in the proof of Lemma 5.4.1

with the above modification. O]

Lemma C.5.2 (Sign Ambiguity Star Graph). Under Conditions 1 and 2,
in the setting of infinite samples, for edges (u,a),(u,b) for the star struc-
ture (u, a, b, c) with u as the central vertex, the sign pattern Syq, Suy satisfy the
following relation.

SubSua = SgN (Yua,ub - XuaXub)-

Proof. The proof of the first statement follows the same logic as the proof of
Lemma C.2.2; after noting that sgn(a(l — a)) =1 for a € (0, 1). O
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C.5.2 Line Graph

We now present the recovery of parameters in the case of a line graph

with knowledge of «

Lemma C.5.3 (Weights of General Line Graph). Under Conditions 1 and 2,
in the setting of infinite samples, the weights of the edges (u,a), and (u,b) for
a line graph a —u—>b—c can be learned in closed form (as given in the proof),
as a function of

(1) the mizture parameter «,

(2) estimators Xya, Xup, Xoe, Y!

ua,ub’

Yllb,bc, and Z,

ua,ub,bc’

(3) one variable sy, € {—1,+1}.

Proof. We first note that we have access to the following three relations

1) (Yula,ub - XuaXub) = a(l - a) (pua - Qua>(pub - Qub)
2)  (Yippe — XurXoe) = (1 — ) (pub — quv) (Prc — )
3) <Z1|La,ub,bc + XUGXUbXbC - XuaY,Jb’bC - Xbcyl

ua,ub)

= a1 —a)((1 = @)pus + 0qus) (Pua — Qua) Poc — Gue)-

The first two inequalities follow similar to Lemma 5.4.2. We derive the final
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equality below.

| | \
Zua,ub,bc + X“aXUbXbC - XUCLYub,bc - XbCYua,ub

= PyaPubPbc + (]— - a)Qanubec

— (aPpua + (1 = @) qua) ((apusPse + (1 — @) qusge) — (apre + (1 — @)gse) ((@PuaPub + (1 — @) quaGus)
+ (QPua + (1 = @) qua) (apup + (1 — @) qup) (aPpe + (1 — ) gee)

= a1 — @)*PuaPurPrc + (1 — @) quaGuve

— a1 = @)*puapune + (1 = @) puaquepre — (1 — @) quaPusPoc

— a*(1 — @)quaGusPee + (1 — @) quaPub@he — (1 — @) Puauve

= (1/(1 - Oé)((]. - a)pub + QQub>(pua - Qua)(pbc - ch)

Therefore, we obtain the following quadratic equation in p,, and g
(unlike the oo = 1/2 case it cannot be easily reduced to a linear equation),

Oé(]_ - Oé) (pub - qub)2 . (Yula,ub - XUGXUb) (Yulb,bc - XUbXbC)

(L= )pus +0qw) — (Z, o+ XeaXuoXoe — Xua¥ o — XoYl )

ua,ub,bc

= Cztb

Note that X, = apuw + (1 — @)qu, thus the above can be reduced to
Oé(l - a)(pub - Xub)z/(l B a)Q _ C|
(Pup(1 — 2a) + aXp) /(1 — ) ub
pib -2 (Xub + “;ﬁa) OLb) Pub = OLqub - Xib

2
Pub = Xup + (1;§a) Cly+ Sub\/((lmia) OLb) + I?TQCLqub

2
o = X~ 2931, — s (422CL) + 2=l
We substitute in the above two equations 6 and s, as defined below

a=11-5,v0), (1—a)=Lt1+s.,v0), (1-2a)=s,V0.
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From the substitution we obtain,

- saVO(1+5aV0)C! (1-0)X,
Pub = Xub + (1-6) . (1 + SaSub 1+ Wbb

s —Sa |
Qub = Xup — “\/5(1(1_9)\/5)0“" <1 + SaSuby [ 1+ (199)(“6)

Next we use pup, and ¢, to obtain p.,., and ¢.,. Specifically, we have

Oé(l - Oé) (pub - qub)(pua - Qua) (Yu|a ub XuaXub)

4(Yu|a ub XUGXUb)
(pua - Qua) — .
saV/0 (1 + Sasuy |1+ 5 Q)IX’“’)
6C
Finally, we use the above relation to arrive at the required result.
- 2(1 4 5aVO) (Vi = XuaXun)
sa\/g <1 + SaSups |1+ %)
oc!,
o xo 207 5V~ KaX o)
Sa V0 (1 + SaSuba |1+ (- )|X b)
oC!,

]

Lemma C.5.4 (Sign Ambiguity Line graph on 5 nodes). Under Conditions 1
and 2, in the setting of infinite samples, for a line structure a —u—b—c—d

the sign patterns su, and sp. satisfy the relation, SupSpe = sgn(Yu‘b,bC — XupXpe)-

Proof. The proof is almost identical to the other sign ambiguity proofs. O
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C.5.3 Finite Sample Complexity
We start by observing that the Claim 7 still holds in the general case.

Claim 14. If we can estimate X4, Y

ua,ub’

YJa’ab and 7

wa.ubbe WIthin €1, we can

estimate puq and quq within precision € = O (€1/ Min(Pmin, A)® min(a, 1 — a)?).

Proof. The proof proceeds in a very similar manner as Claim9. Following the
derivations for p,, and §,, in the proof of Claim9, we can see that for the star
primitive all the computation carry over with a scaling of ﬁ as we have
Vi s — XurXus > A%a(1 — ) instead of A?/4.

The line primitive presents with increased difficulty as the estimator is

more complex. We first observe that a(l — a)A? < C’Lb < max(a, (1 — a)).

We recall that

(2,

ua,ub,bc

+ XuaXubXbC - XUCLYu‘b,bc - XbCYu‘a,ub)
= (L= ) (1~ ) + 0400) (P — ) (s — 1)
> min(a, 1 — @)*Pin I (Dyin, A)? /2,

(Yu|a,ub — XuaXub) = 05(1 - Oé) (pua - qua)(pub - QHb> 2 Il’liIl(Oé, 11— Oé) min(pmina A)2/2

+ XuaXubXbc - XuaYbebc - Xbcyl

: | :
Let us assume the error in (Z,, 4. waub) 18

bounded as ¢; and the error in (Yu‘a’ub

— XuaXuo) (Y} e — XusXse) is bounded
as €,. We have ¢, < 4¢; and ¢; < 3¢; as all the estimators are assumed to

have error bounded by ¢;.
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Therefore, using |z/y — &/9| < x/y(6./x + §,/y) + O(3.9,),

Cly —C‘b!<6c-—0< . o T+ < >

min(a,1—a)2 min(pmin,A) min(a,1—a)2pmin Min(pPmin,A)?2

= O(e;/min(a, 1 — @) min(poin, A)?).

Using the above bound in the expression of p,, we can obtain,

[ua = Pual < [Xua = Xua| + 55221 Cly = Ol + -
2 2
(- 2a) \ - Al ¥ (1—20) | (1—a) A
+ |\/ C(ua + TCuaXua - \/(Tcua> + TouaXua‘
ua_ ual"‘lza‘ Cq‘m‘—l—
2 A ~
(—“;j“)) Cle — CLa|(Cua + Cla) + 822Gl R — Cla Xl
+
\/((12§Q)CL ) 4 (1 @) C'
< e+ (1— 204)

2
et i-a) mii(pmin,A) (2 ((152“)) €c T (1;a) (e1 + Ec)) + o(€1) + o(ec)

< O(er/ min(poin, A)a(l — a)) + O/ min(ppin, A)a?(1 — a)) + o(e;) + o(e.)
Therefore, using the estimate of ¢, we obtain,
|Pua — Pual <O (el/min(pmm, A)’amin(a, 1 — a)3) .

Switching a and (1 — «) gives us the same bounds for |Gua — Gual- O

2
In the above derivation we have used \/ (%C’LO + %CLGXW >
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(1 — &) min(pumin, A)/2. We now derive the above inequality.

2
‘V(%CJN) + %CLaXua‘ = |pua - Xua - 2 CJMI'

2c

1-20) (1-) (Pua —Gua)?
= ’(1 - Oé) (pua - Qua) ! 2((1)£a)piiiaqui) : ’

(1 — @) min(ppin, A), (@ > 1/2 A Pua = Gua) V (@ < 1/2 A Pua < Gua)
> 4 (1 — @) min(pmin, A)|1 — ;1(;_23; s (@ < 1/2 A pua 2 Gua)
(2a—1)

(1 — @) min(pmin, A)[1 = 5=, (@ > 1/2 A pug < Gua),

Finally, using union bound on all the estimators involved accross all

possible edges, we can obtain the error bound in the following Theorem C.5.5.

Theorem C.5.5. Suppose Condition 1 and 2 are true, there exists an al-
gorithm that runs on epidemic cascades over a mixture of two undirected,
weighted graphs Gh = (V, Ey) and Go = (V, Es), and recovers the edge weights

corresponding to each graph up to precision € in time O(N?) and sample

complexity O (Neé‘ffv) for a = 1/2 and O (Emwﬁz%gl_a)g) for general o €

(0,1),a # 1/2, where N = |V|.
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