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Abstract 

 

Changes in use and perception of privacy: Exploring differences 

between heavy and light users of Facebook. 

Mustafa Oz, M.A. 

The University of Texas at Austin, 2012 

 

Supervisor:  Thomas J. Johnson 

 

 Information privacy is a paradoxical issue. Especially after Facebook, information 

privacy has become more important than before. College student Facebook users share a 

great deal of information on Facebook, and Facebook collects users’personal information. 

Users’ personal information on Facebook is linked to their identity; therefore negative 

consequences (privacy problems) have become possible on Facebook. This study focused 

on college students’ privacy concerns and awareness of privacy issues and settings. 

Moreover, heavy and light users’ privacy concerns were compared in this study. 

According to the survey results, privacy is still important to Facebook users and different 

privacy concerns exist among heavy and light users. Results also show that privacy on 

Facebook is not a simple thing. It is related to identity construction, users’ experience, 

and awareness of privacy implications. 
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Introduction 

 

 Social network sites (SNS) have an important role in today’s society. They provide an 

open and accessible platform for the public, and they have expanded people’s social circles. 

Facebook is one of the most popular social network sites, with 900 million users (Facebook, 

2012). Facebook provides virtual spaces where people with similar interests gather to 

communicate, share, and discuss ideas (Raacke & Bonds-Raacke, 2008). While some users are 

not aware that their information may be shared with third parties or some intruders may see their 

personal information on Facebook, some users are well aware of this but still share generous 

information. According to Pew Research (2011) 83% of young adults use Facebook. U.S. college 

students are heavy users of the site and are likely to reveal personal and private information on 

Facebook (Patchin & Hinduja, 2012). Therefore it is important to examine college students’ 

Facebook usage and their privacy concerns.  

Facebook is perceived as a platform to stay in touch with friends, but because of some 

privacy issues, the general public has started to worry about their privacy on the social network.  

Facebook privacy settings have always been controversial. For example, in 2007 Facebook 

accidentally made each users’ homepage public for visitors; in the same year the “Beacon issue” 

occurred in which people’s website activities outside Facebook were recorded and used by 

Facebook (Debatin et al., 2009). These kinds of missteps raised concerns about how secure 

users’ personal information was, and some users worried about losing control over their personal 

information altogether (Harvey, 2010). Online privacy is about having control over the 

information you share (Boyd, 2010), but if this control is taken away, then concerns about 

privacy start to arise. Facebook recently announced that it filed documents allowing it to share 

users’ personal information with the public (Andrew, 2012). This announcement, along with 
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Facebook’s decision to call their privacy policy “data-use policy” instead of “privacy policy” and 

other changes, is moving privacy out of the picture. Data use policy indicates that Facebook may 

share users’ personal information with third parties.    

Another concern about privacy is that some applications used by a person’s friends may 

access that person’s information on Facebook, even if he or she doesn’t use those applicat ions 

(Sakuma, 2011). King (2011) et al. found that users have misunderstandings and confusion about 

how apps function and how these apps access or control their data. This study examines 

awareness of privacy issues. Many young adult users are not aware of the consequences of 

revealing information (Christofides et al., 2011) or of privacy issues. Most of them have never 

read the Facebook privacy policy (Hoy & Milne, 2010). This may be one important reason for 

their lack of awareness. Indeed, the Facebook privacy policy makes clear what users are 

subjecting themselves to by using the site. It is hard to read and complicated, at more than 5,800 

words – 1,000 words longer than the U.S. Constitution (Bilton, 2010). 

In addition to examining the awareness of privacy issues and settings, this study looks at 

differences between heavy and light users in terms of awareness. Some recent studies suggest 

that young adult heavy users are more aware of privacy issues and settings (Govani & Pashley, 

2005), but they still reveal much personal information (Govani & Pashley 2005; Tufekci, 2008; 

Acquisti & Gross, 2006). What is the reason for this information sharing? Do they have any 

privacy concerns? Or, perhaps they do not perceive how privacy implications may lead to serious 

consequences. For example, some employers have started to check prospective employees’ 

Facebook pages. Some even ask applicants for their Facebook passwords to check their personal 

information (Ortutay, 2012). Recently, Facebook has warned employers not to ask for job 

applicants’ Facebook passwords (Sakuma, 2011). Facebook and other social network sites, or 

SNSs, transform society’s perception of privacy, and online environments are not as stable as the 
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offline environment (Boyd, 2010). Thus it is important to understand users’ awareness and 

concerns about privacy in the online world. This understanding is important not only because 

college students rely on Facebook as a communication tool, but also because they use it for 

identity construction. Christofides et al. (2009) found that information control and privacy is 

important for young adults, but they still disclose a significant amount of information. This 

discrepancy can be explained by young adults’ need for identity construction and popularity 

(Christofides et al. 2009). The Internet has been described as anonymous environment, but social 

networks websites are not anonymous environments. When users disclose any information on 

Facebook, this information is linked to their real identity, but sometimes users present their 

desired identity on Facebook (Zhao, Grasmuck, & Martin, 2008). Because information disclosed 

online is linked to their identity, negative consequences (privacy problems) have become 

possible on Facebook. According to Pew Research (2010), 98% of college students have access 

to the Internet, and they use it daily. Therefore, a Web-based survey is suitable to learn about 

college students’ privacy concerns and awareness. Randomly selected participants were asked 

about their usage of Facebook, their privacy concerns regarding Facebook, and how aware they 

are about privacy issues. Young adults were chosen for this study because young adults use 

Facebook more than all other age groups (Pew Research, 2012). The purpose of this study is to 

understand Facebook users’ privacy concerns and their awareness of privacy settings. In this 

study, heavy and light users’ privacy concerns were examined as well as their usage of Facebook 

to understand differences between light and heavy Facebook users. Moreover, this survey was 

used to determine how users’ privacy concerns affect their usage of Facebook. Because college 

students rely on Facebook as a communication tool and Facebook is a necessity for many of 

them (Verna, 2009), their privacy concerns and awareness need to be examined. This study will 

provide a better understanding about how users perceive Facebook privacy implications and 
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settings, and it will offer some clues about how these concerns affect their Facebook usage. 

Understanding users’ privacy concerns and their changing information revelation behavior is 

important because those attitudes will play an important role in the evolution of Facebook and 

other social network websites (Boyd, 2010).  

 

  



 5 

Background 

 Facebook is very popular among young adults (Fournier & Clarke, 2011), but because of 

some privacy problems, most of them are concerned about their personal information safety – 

even while they reveal generous amounts of information on the site. Researchers have also found 

that some of them are not aware of these privacy issues (Debatin, 2009). After several high-

profile problems regarding privacy, Facebook changed its privacy settings several times, but 

many users still think their information is not secure (Sutter, 2010). While young users are 

concerned about their privacy, they still reveal a great deal of information because young adults 

use Facebook to construct their identity (Boyd & Heer, 2006) and a communication tool. 

Therefore, they sometimes ignore possible privacy problems. 

 Social network sites are web-based services. These services allow users to construct 

profiles and to set up connections with other users (Boyd & Ellison, 2007). Because social 

network sites have brought new opportunities and new controversies to society, early researchers 

focused on the structure of these websites. For example, Boyd and Ellison came up with three 

characteristics of SNS. According to Boyd and Ellison (2004), SNS allow users to construct 

semi-public or public profiles, articulate lists of other users, and view their connections in the 

system. In this system, users can choose those with whom they want to connect. Social network 

sites also provide a place where users can share their ideas, pictures, activities, and other things 

with their network (Ahmed, 2011). Social network sites do not have a very long history. The first 

social networking website, SixDegrees.com, launched in 1997 (Boyd & Ellison, 2007). After this 

first site appeared, other websites began to develop with more features. Friendster launched in 

2001, MySpace began in 2002, and Orkut launched in 2004. These websites became more 

popular and attracted media companies’ attention easily (Boyd & Ellison, 2007). For example, 

the media company News Corp. bought MySpace for $580 million in 2005 (BBC, 2005).    
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 The currently most popular social network site is Facebook. It is the second most visited 

website in the world, after Google (Alexa.com, 2012). Facebook provides people with a new way 

of communicating. The main functionality of Facebook is to connect users. Users can share their 

personal information with their network of friends. If a user wants to connect with anyone, he or 

she just needs to find that person and send a “friend” invitation. When they connect, they can see 

not only each other’s profile but also some of their friend’s friends on the social network. When 

Facebook was established at Harvard University, its first users were Harvard students because 

membership was restricted to students at Harvard (Philips, 2007). Soon, however, it spread to 

other colleges, and then in 2006, Facebook opened its doors to anyone over age 13 (Abram, 

2006). After Facebook expanded its membership to everyone, its web traffic increased rapidly 

(Dougherty, 2010). According to a DoubleClick (2011) report, Facebook reached 1 trillion page 

views in June, 2011.  According to Facebook’s own statistics (2012), the site reached about 900 

million users in 2012. For most users, visiting Facebook has become part of their routine, and 

many of them see Facebook as a necessity (Roberts, 2010). But it still has been mostly popular 

among high school and college students (Lampe & Ellison & Steinfield, 2006). According to 

Pew data (2010), while 40% of adults 30 and older use Facebook, 72% of young adults (ages 19-

29) use Facebook and other social network sites. Lenhart (2009) found that U.S. college students 

are heavy users, and they are likely to reveal personal and private information on Facebook 

(Patchin & Hinduja, 2010). Therefore it is important to examine their Facebook usage.  
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Who Uses Facebook? 

 Facebook is the most popular among SNS sites, but who uses Facebook? Who are the 

heavy users? And why do they use it?  Recent studies show that Facebook is very popular among 

college students. For example, 97% of college students have a Facebook profile and actively 

engaging on the site daily (Smith & Caruso, 2010). And Pew Research (2011) found that 83% of 

young adults use Facebook. Moreover Fournier & Clarke (2011) found that 88% of users log 

onto Facebook every day. These studies reveal how popular Facebook is among college students.  

After 2007, researchers focused more of their attention on Facebook than on other SNSs 

because Facebook had become the most popular social networking website (Kazeniac, 

2009).This popularity leads college students to share more information and spend more time on 

Facebook (Anchin, 2009; Soltren, 2005). Recent literature suggests that college students are 

heavy users. One of the important factors in determining who has heavy usage is the number of 

users’ friends. Users who have more than 500 friends on their Facebook page are more likely to 

spend 19 hours per week on Facebook (Fang, 2011).  

 

Facebook Privacy Issues 

 When Facebook began to gain popularity in 2007, several privacy issues arose for the 

company. For example, in August, 2007, one of the tech blogs made Facebook’s source code 

public online. Facebook made an announcement saying that “this code was exposed to some 

users because a bug on a single server that was misconfigured but then it was fixed” (BBC, 

2007). The Facebook server caused this configuration problem, which raised concerns about how 

secure Facebook users’ personal information was. Facebook has multiple privacy settings that 

allow users to change their settings and control their profile. Although they can control their 

profile and information visibility, Facebook has had more than its share of privacy problems, as 
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well as trust issues with the public. For example, an incident called the Beacon fiasco involved 

federal complaints and international investigations (Perez, 2007). Beacon is an advertisement 

system which tracks Facebook users’ actions (Debatin, 2009). Specifically, Beacon was able to 

track users’ activity and gather information on users even if the Facebook user was not online 

(Perez, 2007). Many Facebook users complained about the Beacon system because of privacy 

concerns. For example, one Facebook user said, “I bought some stuff from overstock.com and 

then I realized that Facebook posted this activity onto the network without my permission. It is 

unacceptable.” After all these complaints and concerns, Facebook announced that it would allow 

people to opt out of Beacon (Thoughts on Beacon, 2009), but this announcement did not satisfy 

users because there were other privacy issues. For example, Facebook can share users’ 

information with third-parties. Govani and Pashley (2005) reported that 40% of Facebook users 

are aware of Facebook’s policy on sharing data with third-parties. Some Facebook users are 

concerned about all these privacy and trust problems. Most of them do not feel their information 

is secure, but some of them still trust Facebook and do not worry about the security of their 

personal information (Schweitzer, 2005). 

 According to Debatin (2009), most Facebook users are not aware about “clever data 

theft” from information they post to their Facebook wall. A “clever data thief could even deduce 

social security numbers (which are based on 5-digit ZIP codes, gender, and date of birth) from 

the information posted on almost half of users’ profiles,” according to Debatin. Because of these 

concerns, Facebook has changed its privacy settings several times. In April, 2010, Facebook 

announced new privacy settings, but these privacy settings did not satisfy some users, who 

closed or deleted their Facebook accounts (Sutter, 2010). Users still complained about privacy 

and the security of their information, so Facebook announced its newest privacy settings in 

August, 2011 (“Facebook changes privacy options,” 2011). These new privacy settings are 
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designed to allow users to easily control their information, but Facebook continues to face 

controversial privacy issues.  For example, Facebook announced a new generation of open graph 

protocol. The open graph can push any information to your Facebook feed without your 

permission. For example, if one of your friends likes your comment or photo, then your friend’s 

friends are able to see your comment or photo. 

  

Identity Construction 

 Many users have privacy concerns, but they still reveal generous amounts of information 

on Facebook. This situation has raised questions about Facebook users’ reasons for revealing 

information. Therefore some researchers have focused on information revelation and asked why 

users share their personal information on Facebook. Researchers have examined users’ 

information sharing behavior to understand the nature of information sharing on Facebook. 

Tufekci (2008) suggests that users share considerable information because it is necessary to 

make SNS a useful tool. “Why would you have profile if your profile doesn’t say enough about 

who you are?” Tufekci proposes. In addition, Lampe (2008) et al. found that sharing information 

on Facebook and other SNS helps people to reveal their identity and build new relationships with 

new friends  

Social network sites have captured the attention of academics as researchers have 

examined the role of SNS in identity construction and expression (Boyd & Heer, 2006). 

According to Collins English dictionary, “identity” is the state of being a specified person or 

thing: individuality or personality (Collins Gem English Dictionary, 1991). However, Brown 

(1994) et al. suggests that identity is constructed over a period of time and that it is not stable but 

rather changeable. During identity construction, media plays a central role for an individual 

(Brown et al, 1994). The same is true for the Internet, which plays an important role in young 
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adults’ construction of their identities. Matsuba (2006) states that the Internet is a useful tool for 

identity development for young adults. Pempek et al., (2009) support Matsuba’s finding, 

suggesting that young adults express their identity by using social network sites. Other 

researchers have also found these sites to be relevant for identity construction (Subrahmanyam, 

Greenfield, & Tynes, 2004; Suzuki & Calzo, 2004). Recent literature shows that individuals act 

differently in the anonymous world online (Ellison, Heino, & Gibbs, 2006; Yurchisin, 

Watchravesringkan, & McCabe, 2005). After the success of social network sites, researchers 

have begun to examine less anonymous environments, such as Facebook. In less anonymous 

websites, people also act differently than in real life. In the offline world, identity is constructed 

under some constraints. For example, if people want to act differently, they need to manipulate 

their “physical settings” (furniture, decoration, etc) or their “personal front” (appearance, 

manner, etc.) (Zhao et al., 2008). The Internet and social network sites have changed the rules of 

this identity manipulation. People can express “hoped-for possible selves” or “true self” easily in 

social network sites without any constraints (Yurchisin et al., 2005). People tend to present 

themselves differently to different audiences in the offline world. For example, they usually do 

not tell their neighbors or friends everything that they tell their family members. Online, 

however, users do sometimes tell all their Facebook friends everything to construct their identity 

on Facebook. This dilemma of having to tell everyone online everything can be solved with 

privacy settings, but ignorance of privacy settings may cause privacy problems. Young adults 

usually share their media preferences, such as their favorite music and favorite movies, to exhibit 

their identity on Facebook and other similar sites (Pempek et al., 2009). Users’ preferences help 

them construct their identity because the offline environment usually does not provide them an 

opportunity to show these preferences. Facebook therefore provides users a venue for making an 

identity statement. Moreover, young users usually prefer to interact by writing on each other’s 
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walls, and these users report that writing on each other’s walls is easy and quick (Pempek et al., 

2009). Furthermore, users get chance to show their talents through Facebook videos or photos. In 

offline world, it is hard to show for most people to show their talents to a large number of people 

at once.  

Some studies have focused on how often people use Facebook and what kind of 

information they share on their profile page. For example, Gross (2005) found that Facebook has 

become part of users’ daily routine. Users’ number of friends is increasing; they not only want to 

be friends with people whom they know (Acquisti & Gross, 2006), but they also want to meet 

new friends (Lenhart, 2009). Facebook usage is important for young adult users and has become 

a very common communication tool among them (Golder, Wilkinson & Hubarman 2007). Many 

users claim that Facebook is a “necessity along the lines of oxygen, water and food,” and 

Facebook has become an obsession for them (Pempek et al., 2009; Verna, 2009). Facebook may 

be very popular among students because offline relationships can be maintained easily and 

cheaply via new technologies like Facebook (Donath & Boyd, 2004). 

Young users do not only use Facebook to connect with each other, but they also use it to 

reveal information that constructs and shows their identity in the online world. Barnes found that 

people are more generous about sharing information on SNS. College students also usually share 

a high level of information on their profiles (Dwyer, Hiltz & Passereni, 2007; Tufekci, 2008), 

and most of them have no limit to their information sharing – they share their most private 

moments (Madden et al., 2007). Users think their profile pages represent them positively, and 

they don’t hesitate to share their personal information (Lampe et al., 2008).  

As mentioned above Facebook helps young adults to construct their identity (Christofides 

et al., 2009) and identity construction is related to information revelation and privacy. For 

example, Christofides et al. (2009) found that young users disclose more information on 
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Facebook than other social network websites and the other websites, but they also reported 

information control and privacy is important for them. According to Govani and Pashley (2007), 

84% of participants in their study reported that they were aware about privacy settings, but only 

48% of them changed their privacy settings. These results show that young users are usually 

aware of privacy settings and they care about privacy, but they still disclose a great deal of 

information. This discrepancy is related to identity construction (Christofides et al., 2011).  

Gross and Acquisti (2005) found three factors related to information revelation: the 

benefit of information sharing, peer pressure, and the ignorance of possible privacy problems. 

Because young adults construct their identity on Facebook and want to become more popular or 

to present their desired selves in the online environment (Ellison, Steinfield & Lampe, 2007), 

they share more information on their profile. This decision to reveal more information leads to a 

lack of privacy-protecting behavior. Steinfield et al. (2008) found that more information sharing 

is correlated with a user’s number of friends. If users have more friends, they are more likely to 

disclose more information because they tend to think if they disclose more information, they can 

be more popular or want to present their desired identity in their online environment 

(Christofides et al., 2011). So, the importance of popularity and desired identity makes it difficult 

to limit information revelation for young users. They still care about their online privacy, but 

they exchange their privacy for small rewards like popularity, identity construction, and 

promotion (Rauhofer, 2008). 

 

Nature of Information Sharing 

  Recent studies show that Facebook users share a great deal of private information on 

their Facebook pages, and some of them are not aware of Facebook’s privacy settings (Acquisti 

& Gross, 2006; Lampe, Ellison & Steinfield, 2007; Stutzman, 2006). Fournier and Clarke (2011) 



 13 

found that 88% of college students use Facebook every day, spending at least 30 minutes per day 

on the site. Acquisti and Gross (2006) found that college students have a high level of privacy 

concerns. According to Pew Research, 72% of American adults aged 18 to 24 have a profile on a 

social networking website (Pew Research, 2010).  Most Facebook users reveal their true 

identities; therefore the personal information they share may abused by stalkers and even their 

friends (Gross et al., 2005, Kelly, 2008). Users are mostly concerned about unwanted users, but 

they still share a lot of information on their Facebook wall.   

 Young adult users generously provide personal information on their profiles (Hoy & 

Milne, 2010), but what kind of information do they usually share?  Some researchers focused on 

the type of information users reveal and found that, unlike most other social network sites, users 

reveal their real names on Facebook. They found that 98% of users use their real name on their 

profile pages (Dwyer et al., 2007; Hoy & Milne, 2010). Also, 90% of users have profile pictures, 

87% of them share their birthday, and 62% of them provide their relationship status (Hoy & 

Milne, 2010). Dwyer et al. (2007) found that users share a lot of identifying information on their 

profile, such as their e-mail, hometown, etc. They are usually very selective about their shared 

information (Acquisti & Gross, 2006), which means they are aware of what they share, but they 

also share lots of identifying information. This situation can be explained by a desire for identity 

construction and a desire to be popular in an online environment. Users may share their birthday, 

but they usually don’t share their cell phone number, maybe because of privacy concerns. 

However, they still share identifiable information, and this information “not only makes them 

findable but also knowable” (Madden et al., 2007). All this information gives enough 

information about their real identity.  Facebook and other social network websites are not 

anonymous environments, and users broadcast themselves to other users by sharing information 

(Christofides et al., 2010) 
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People’s purposes in using Facebook are another important area researchers have 

examined to understand users’ information-sharing behavior. Users do not use Facebook as a 

dating website or to find new friends, but they use it for “articulating offline relationships” 

(Acquisti & Gross, 2006; Dwyer et al., 2007; Donath & Boyd, 2004; Lampe et al., 2008). Lampe 

et al. (2007) also found that users do not generally want to connect with people with whom they 

are not already friends. In another study, Lampe et al. (2008) found that users think Facebook is 

good way to communicate with their friends. Dwyer (2007) found that 27% of users met with 

their friends after they connected with them via Facebook. They also found that users check their 

profile to see friends’ updates. Most recent literature shows that users use Facebook to stay in 

touch with their friends, but they do not use it for finding new friends (Lenhart & Madden, 2007; 

Wiley & Sisson, 2006).  

 Facebook users’ main reason for using Facebook is to stay touch with friends, but it is not 

the only reason they use Facebook. Because Facebook not only provides a way to communicate 

with people but also provides an online identity (Raynes & Goldie, 2010), some users said their 

friends use Facebook because they want to make themselves popular in the community (Acquisti 

& Gross, 2006). Young adults especially do not want to be without an online identity because 

this may lead to serious social consequences. For example, if a person doesn’t have a Facebook 

account, he or she will probably miss out on a lot of the social organization tools which friends 

use on Facebook, such as sending invitations via Facebook. In one study, the interviewer said, 

“People tend to keep their Facebook profiles updated with their real contact information, and any 

invites or messages would get relayed from Facebook to their most up-to-date e-mail inbox” 

(Raynes & Goldie, 2010).  

 Boyd and Heer (2007) state that conversation with friends and sharing digital content are 

the reasons many join Facebook and other SNS. Joinson (2008) looked at Facebook in terms of 
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uses and gratifications. He found users mostly use Facebook to keep in touch with friends, share 

photos, organize groups and use applications. Pempek et al. (2009) found similar results. He 

found that users use Facebook to keep informed about their friends. Recent studies suggest that 

main motivation for Facebook use is to keep in touch, become popular, inform others about a 

person’s self and organize groups (Pempek et al., 2009; Acqusti & Gross, 2006; Lenhart & 

Madden, 2007; Wiley & Sisson, 2007). Information revelation on Facebook affects young 

adults’ emotions; therefore they may reveal generous information if they see their friends sharing 

more pictures or videos than they are sharing, which makes them feel unhappy. According to 

Choe and Edge, some individual users thought their friends were happier than they (the users) 

were because their friends shared more content on Facebook than they (the users) shared.   

 

Privacy and Facebook 

 Online privacy concerns are not new. Since beginning of the Internet age, this issue has 

been discussed. In a cartoon published in The New Yorker magazine in 1993, a dog sits in front 

of computer and says to another dog, "On the Internet, nobody knows you are a dog,” suggesting 

that identities are hidden on the Internet (Steiner, 1993). After social network sites became 

established, privacy became more important than ever before online (Dwyer, 2007). Scholars 

mainly focused on privacy implications and trust (Fogel & Nehmad, 2008; Dwyer et al., 2007). 

They also usually focused on college students and youth (Marwick, et al., 2010). The focus on 

youth and college students existed mainly because these groups comprise the target 

demographics of social networks and some of them trust Facebook too much (Schweitzer, 2005). 

In 2010, Facebook founder Mark Zuckerberg said, “People have really gotten comfortable not 

only sharing more information and different kinds of information, but more openly and with 

more people. That social norm is just something that has evolved over time” (Kirkpatrick, 2010). 
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After big privacy issues like the Beacon incident, media critics and privacy advocates started to 

interrogate Facebook about its attitude toward privacy (Bilton, 2010; Fletcher, 2010). In 

response, Facebook simplified its privacy settings to reduce negative reactions about privacy 

(Zuckerberg, 2010). Some studies found that sharing personal information is associated with 

some risks (Barnes, 2006; Govana & Pashley, 2005; Gross & Acquisti, 2005). Recent studies 

show that 88% of college students actively join SNS (Fournier & Clarke, 2011); therefore their 

privacy concerns and their awareness about these risks are important. Some studies also suggest 

that college students see privacy as an important issue. Pew data (2011) found that 71% of 

college students aged 19 to 29 changed their privacy settings, revealing how much users are 

aware of their privacy settings. Stutzman and Kramer–Duffield (2010) found that number of 

friends is related with users’ privacy settings. Acquisti and Gross (2006) found that students 

ranked privacy issues as a more important public issue than terrorist threats. Students feel this 

way because they may think lack of privacy could affect their lives directly. In fact, their privacy 

concerns increase when they are more active in social networks (Lewis et al., 2008). For 

example, 15% of young adults said they regret what they posted on their profile (Pew Research, 

2012). Even though some users feel safe on the computer, posting information online can be 

harmful for individuals because they have “zero privacy” (Regan, 2003).  

 Alan Westin and Harris suggest there are two types of privacy: institutional and 

informational privacy. Institutional privacy is about how companies may misuse your personal 

information, and informational privacy is about control of information flow (Westin & Harris, 

1970). Students share generous amounts of information on Facebook, and many of them care 

about privacy (Boyd, 2007; Peterson, 2009). However, they care about informational privacy 

rather than institutional privacy. This means they usually care about how they control their 

information on Facebook, but many of them don’t care about how the information is used (Boyd, 
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2007; Peterson, 2009; Raynes, 2010). According to Westin, there are three types of people when 

it comes to Internet privacy concerns: privacy fundamentalists, privacy pragmatists and those 

unconcerned about privacy (Westin, 1967). Privacy pragmatists are concerned about privacy, but 

they trade their information for something beneficial (Raynes, 2010), which means they use 

Facebook, but they pay for the cost of Facebook with their privacy. Taylor conducted a survey in 

2003 and found that, compared to nine years ago, the number of privacy pragmatists has 

increased from 10% to 64%. At the same time, people who were unconcerned about privacy 

dropped from 22% to 10%. Because Facebook and other social network sites track users’ online 

activities, privacy has become important for users (Dwyer et al., 2007). Dwyer et al. (2007) 

found that some users think their information is well-protected by Facebook. However, they may 

think their information is well-protected because they haven’t read the privacy policy; Hoy and 

Milne reported that 77% of users said that they never read Facebook’s official privacy policy 

(2010). Moreover Lange (2007) found that when users are joining a website or using an 

application, they tend to accept the terms and conditions without reading them because when 

they see a privacy policy, they usually think this means their information is safe and well-

protected (Sheehan & Hoy, 2000). Dwyer et al. (2010) found that users’ privacy concerns 

significantly affected whether people shared their address, e-mail and phone number. Users’ 

privacy concerns have increased between 2007 and 2008 (Lampe et al, 2008) because of privacy 

issues like the Beacon incident. For example, in 2007, Beacon, an advertising program which 

shared users’ purchases on Facebook, increased users’ privacy concerns. After users complained, 

Facebook shut down Beacon permanently (Perez, 2009). Beacon is not the only program to track 

users’ activities, though. Felt and Evans (2008) found that 90% of applications are able to access 

and use users’ personal information. Some applications can access users’ photos and even text 

messages on Facebook. When users accept an app’s terms and conditions, they are actually 
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giving application developers the right to access their information, and many users do not know 

that they are giving developers permission to access their information (Bilton, 2012). 

In spite of all these privacy issues, some users have no privacy concerns while non-users 

have more concerns about online privacy than the users have (Acquisti & Gross ,2006). This 

situation may be explained by users’ trust in Facebook since some users’ trust in Facebook is 

high (Boyd & Ellison, 2007). Their trust in Facebook is high that because some of them think 

their information is well protected by Facebook (Dwyer et al., 2007). But some users still 

worried about their privacy said they heard some negative things about Facebook (Lampe et al., 

2008). For example, they mentioned stories about people who get fired because of what is on 

their Facebook profiles. People have also mentioned fights between couples because of 

Facebook (Lampe et al., 2008). These negative consequences may affect their profile 

specifications and also may affect their willingness to reveal information. According to Pew 

Research (2012), 59% of young adults keep their profile private (only friends can see their 

information) and only 22% of them make their profile public. This finding has raised questions 

about users’ awareness about privacy issues and Facebook privacy settings.  Users’ awareness of 

privacy is an important point. According to recent literature, many users are aware of privacy 

implications. For instance, Lewis et al. (2008) found that users are aware of privacy implications 

and therefore some prefer to use Facebook rather than MySpace because they think Facebook is 

safer than any other SNS. Moreover, Dwyer et al., 2010 found that users’ trust in Facebook is 

higher than their trust in MySpace. Users’ trust in Facebook is higher because Facebook 

manages its privacy settings differently than that of other SNS (Boyd & Ellison, 2007). For 

example, on MySpace, people who are not members of MySpace can see a person’s profile, but 

on Facebook, if a person wants to see others’ profiles, they must join the Facebook network 

(Boyd & Hargittai, 2010). 
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Hypothesis, Research Questions and Goals of the Study: 

H1: The more individuals use Facebook the more aware they are of privacy settings. 

H2: Users who have concerns about privacy settings are more likely to have a more restricted 

profile than users who are less concerned about privacy. 

RQ1: What are the differences, if any, between heavy and light users’ privacy concerns? 

RQ2: How do news media affect users’ awareness of privacy on Facebook? 

RQ3: What are the differences, if any, between heavy and light users’ profile specifications?  

RQ4: How do users’ privacy concerns affect their usage (information sharing, frequency of use) 

of Facebook? 
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Methodology 

 For this study, a quantitative approach will be employed to collect data. Using the 

Qualtrics survey program, a Web-based survey was e-mailed to randomly selected participants at 

the University of Houston. Participants were recruited by e-mail to take part in a voluntary, 

anonymous survey regarding their opinions on, and use of, Facebook and their concerns and 

thoughts about privacy. Participants were selected from the University of Houston database. U.S. 

News & World Report (2010) reported that the University of Houston is one of the top ten 

national universities in terms of campus ethnic diversity, which makes this university ideal for 

this study. A total of 2,000 students were invited to participate in this survey. Participants who 

did not complete the survey received a one-time reminder. This Web-based survey was 

conducted from February 12 to February 26 2012. During these two weeks, a total of 223 college 

students participated in the study. During the first week, 160 college students participated by 

filling out the survey. A week after the original survey e-mail was sent, an e-mail reminder was 

sent to all participants. After the reminder, 63 more participants joined the survey. There were no 

financial or other incentives offered to participate. Response rate of survey was 12 percent. 

 The respondents were asked their opinions about their Facebook usage, their privacy 

concerns and awareness of privacy settings, their media usage and primary source of privacy-

related news, and their demographic information. To measure the frequency of Facebook use, 

respondents were asked, “Approximately how many days in a week do you check your Facebook 

account?” To determine whether they were heavy or light users, they were asked to how many 

minutes they spend when they log into Facebook each time.  

Privacy concerns and awareness of privacy are the two most important variables for this 

study; therefore respondents were asked several questions about privacy concerns and their 

awareness of privacy settings. For instance, they were asked, “If you believe that there may be 
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privacy risks associated with using Facebook, how much risk is there to your privacy?” or “How 

aware are you of Facebook’s current privacy settings?”  

 To understand users’ media usage and how this media usage affected their awareness of 

Facebook, respondents were asked several questions about media. For example, they were asked 

how often they follow the news and which sources they usually get their news from. Finally, they 

were asked some demographic questions to determine their backgrounds. Users’ age, gender and 

level of education is determined to understand their background profile. Some of these questions 

were open-ended. After responses were received, open-ended questions’ answers were re-coded 

into SPSS. For coding open-ended questions, all responses were read carefully and themes were 

identified. For every theme a number (code) was assigned, and then these codes were tabulated. 

For identifying themes, the 2% rule was used. Any category mentioned by at least 2% of 

respondents got its own code. After all data were collected, all answers were coded into SPSS 

program. The respondents were mostly undergraduates (90%). The data included a total of 223 

valid responses. There were 112 male (50.1 %) and 111 female (49.9%) respondents. After the 

coding procedure, data was analyzed by using SPSS program. This was a descriptive study. Data 

are organized into prevalence, frequency distributions, differences and cross-tabulations. 

Statistical procedures involved included calculating Chi-square analyses, Pearson correlation and 

T-test. The questionnaire is available in Appendix A. 
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Results 

 The survey was completed by students of University of Houston (UH). UH is 

Texas's third-largest university with nearly 40,000 students. The typical age is 18-22 

for undergraduates and 23-28 for graduate students.24 % of those students are Hispanic.12 % of 

student are Asian American and 12 % of UH’s students are African American (University of 

Houston facts sheet, 2011). The survey was completed by 223 participants. Fifty percent of the 

respondents were male, 75% of respondents fell in the 18 to 24 age range, and 25% of 

respondents were in the 25 to 29 age range. The majority of respondents (54%) were graduate 

students, and 46% were undergraduate students. Also, 45% of the respondents were Caucasian, 

20% were Asian American, 7% were Hispanic, 5% were African-American, and 23% identified 

themselves as “other.” All demographics are listed in Table 1.   
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Table 1: Characteristics 

Characteristics N %  

Gender   

Male 92 50.1 

Female 91 49.9 

 

Political View 

  

Middle of the road 99 54 

Conservative 37 20 

Liberal 36 20 

Other 10 5 

 

Classification 

  

Freshman 7 3 

Sophomore 12 7 

Junior 

Senior 

Graduate 

 

Race 

 

Caucasian  

Asian American 

Hispanic 

African American 

Other 

 

 

 

Age 

18-24 

25-29 

30 

36 

100 

 

 

 

82 

36 

14 

10 

44 

 

 

 

 

167 

56 

16 

20 

54 

 

 

 

45 

20 

7 

5 

23 

 

 

 

 

75 

25 

 

 

 According to the survey results, privacy is still important to Facebook users: 87% of 

respondents said there are some privacy risks associated with using Facebook. Only 13% of 

respondents said they think there is no privacy risk associated with using Facebook. 
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Figure 1: How much risk associated with using Facebook? 

 

 Users’ privacy settings are important to them, and the way they use them reveals their 

concerns about privacy. A total of 85% of users have a very strict profile setting (extremely 

limited profile page, they do not appear in search results or newsfeeds, pictures are blocked) or a 

strict profile (only their “friends” can see all their information, but they are searchable). 

Moreover, most of the respondents said they thought about quitting their Facebook account at 

least once, and 31% of them said they thought about quitting their Facebook account because of 

privacy concerns.  

32% 

55% 

13% 

A lot 

Some 

None 
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Figure 2: Heavy and light users' privacy concerns 

 

 Different privacy concerns exist among college students. In an open-ended question, 

respondents listed three main privacy concerns they had. The first one involves third parties. 

College students are mostly concerned about their information being revealed to, or sold to, third 

parties (45%). These results show that they are mostly concerned about their information security 

and they believe some companies can use their personal information without their permission. 

For example, one of the respondents wrote, “I am concerned about who (companies and third 

parties included) can view my profile and personal information without my consent or 

knowledge.” Also, some of them think their personal information could be used for marketing 

purposes. One of the respondents wrote, “ Rumors of more and more information going to third 

parties, and the amount of money Facebook makes from such information, makes me extremely 

uneasy.” Moreover, users are also concerned about unwanted users (27%) and background 

searches (26%). Unwanted users could be their teachers, their relatives, or any Facebook stalker 

viewing their page. These three types of people are the main ones respondents listed. Some of 
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them worried that their family members could see their private pictures with their friends or that 

strangers could find and see their information. For example, one of the respondents wrote, 

“Sometimes privacy settings don’t work. Even though I have it set to ‘unsearchable,’ people still 

find me. Also, it is possible for someone to hack my Facebook account.” Some of the 

respondents wrote that they do not share a lot of information on Facebook because their future 

employers could potentially see undesirable information about them. For example, one of the 

respondents wrote, “I’m concerned about my future employer. I’m going to graduate soon, and I 

have started looking for a job. Companies may check my Facebook profile. That’s why I am not 

willing to share every detail about myself on Facebook.” 

 

   

Figure 3: Facebook users’  frequency of news media consumption 

 

 In this study, respondents were also asked about their news media usage to measure how 

media usage affects their privacy concerns. College students mostly follow the news media: 51% 

said they often follow the media, and 41% said they sometimes follow media channels. Only 2% 

49.2 
33.8 

7.7 

2.3 

Often 

Sometimes 

Rarely 

Never 
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said they never follow the news media. Understanding college students’ news consumption is 

important because the news media is a primary source for information about Facebook privacy 

issues. Thus, following the news media may affect students’ awareness of Facebook privacy 

issues. Users mostly get information about privacy issues from Internet news websites (61%). 

Newspapers (9%) and blogs (10%) are also important sources of information for privacy issues, 

and 25% of college students said they get information about privacy from their friends. TV news 

(3%) does not seem to be an important source for Facebook privacy issues. 

This study also compared heavy and light users. Heavy users check their Facebook 

account everyday or at least six days a week. Light users check their Facebook account three 

days or fewer in a week. People who check their account four or five days a week were labeled 

as moderate users. People’s time spent using Facebook was also examined. For example, heavy 

users spend more than one hour each time they log in to Facebook while light users usually 

spend less than 30 minutes each time. A moderate or regular user spends 30 minutes to one hour 

each time they log into Facebook. According to survey results, 70% of respondents were heavy 

users, 21% of them were light users, and 9% of respondents were moderate users. 

 Seventy percent of college students (N=140) log into Facebook everyday, and 29% of 

them (N=59) use it for more than one hour each time they log into Facebook. Most of users 

(N=122, 48%) use Facebook 15 to 60 minutes at a time, and 23% of college students (N=47) said 

they use Facebook less than 15 minutes each time they log in. Facebook users are mostly 

unsatisfied with Facebook’s current privacy settings. While 40% of respondents said they are not 

satisfied with Facebook’s current privacy setting, 15% said they are satisfied with Facebook 

current privacy settings. Furthermore, users think information related to their identity is not well 

protected on Facebook. In fact, 74% of users said they don’t believe their information is well 
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protected. These results show that users are concerned about their privacy because they are not 

satisfied with current privacy settings and they do not believe their information is well protected.   

  

Table 2: Spending Time on Facebook 

Spending time on Facebook (N=173) 

 
 
Awareness of 
Third-party 
implications 
 

x2=13.668, df=3, 

P=.003
 

 

Less than 15 
minutes 

 
15 to 45 minutes 

 
46 to 60 minutes 

 
60 minutes or more 

 

15% (25) 

 

22% (39) 

 

24% (42) 

 

39% (67) 

 
 

 Hypothesis 1 predicted that the more an individual uses Facebook, the more aware he or 

she is of privacy implications. Hypothesis 1 is supported. The hypothesis suggested that those 

who use Facebook more often are more aware of privacy implications than those who use it less. 

College students are mostly concerned about third parties and the possibility that Facebook can 

sell their information to third parties (companies, etc).   According to Table 2, when a person’s 

use of Facebook increases, their awareness of third-party privacy implications increases ([3, 

N=173] P=.003). For example, those who use Facebook less than 15 minutes at a time are half as 

likely to be aware that information can be shared with third parties than those who use Facebook 

more than an hour at a time (15% to 39%). 

 Hypothesis 2 proposed that more privacy concerns lead to more restricted profile pages. 

According to the results in Table 3, users who have concerns about privacy are more likely to 

have more restricted profiles than others are ([8, N=180], p<.001). While 47% of college 
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respondents think there are some privacy risks associated with using Facebook, only 11% think 

there is no privacy risk. These results show that most college students (85%) have a very strict or 

a strict profile, and, as the second hypothesis suggested, these profile restrictions are related to 

users’ privacy concerns.  

 

 Results show that users who have more privacy concerns are more likely to have a strict 

profile (91%) (X
2
=26.436, df=8, p<.001). Users who have some privacy concerns are also likely 

to have a strict profile (81%), but 18% of them also have an open profile. In looking at users who 

have a lot of privacy concerns, only 8% of them have open profile. In this study, “strict profile” 

means only users’ “friends” can see all their information, but they are searchable. “Open profile” 

means users’ friends and networks can see all their information, and they are searchable. 

Respondents were also given the option in the survey to say they used “extremely open” settings, 

where everyone can see the users’ information, but only 1% of users selected this choice.  

 

Table 3: Users’ privacy concerns and their privacy settings 

 

Users’ Privacy settings Users privacy concerns (N=180)  

A lot Some None Total 

 Strict 91% 81% 45% (77) 

Open 8% 18% 40% (73) 

 

Extremely 

open 

 

1% 

 

1% 

 

15% 

 

(20) 

                       

 Total 

     X
2
=26.436, df=8, p<.001 

 

 

100% 

 

100% 

 

100% 

 

170 
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 The first research question asked, what are the differences between heavy and light users’ 

privacy concerns? To answer this question, heavy and light users’ privacy concerns were 

measured and compared. Differences were found between heavy and light users’ privacy 

concerns ([2, N=222], p <.001). The three privacy issues that most concerned the respondents are 

listed in this study. Those are third-party implications, unwanted users, and background searches. 

Those privacy concerns were listed by respondents in an open-ended question. Table 3 shows 

that heavy users are mostly concerned about third-party implications (54%). On the other hand, 

light users are more concerned about background searches (55%) than about third-party 

implications and other privacy problems. As mentioned above, background search is related to 

future employers. The news media reported that some companies have started to check their 

future employees’ Facebook pages before they hire them. Heavy Facebook users are less likely 

to be concerned about background searches of their profile. Having unwanted users is the second 

major privacy concern among both heavy and light users. Thirty percent of heavy users and 27% 

of light users are concerned about unwanted users seeing their profiles. According to these 

results, there are significant differences between heavy and light users in terms of their privacy 

concerns. 

 The second research question asked, how does the news media affect users’ awareness of 

privacy. To answer the second research question, users’ media usage and their awareness of 

some privacy implications were measured. The results (Figure 3) show that college students are 

heavy media consumers (N=178) and their media usage, shown in Table 4, affects their 

awareness of privacy significantly (x
2
=28.892, df=6, p<.000). Students who follow the news 

media often are most likely to be aware of privacy implications on Facebook. When students 

were asked about their primary source of information about Facebook privacy implications, 

many of them (61%) said they usually get information about privacy from Internet news 
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websites. In addition, some of them said they get information from newspapers (9%) or TV 

(3%), but some of them do not get information from news media at all. They said they get 

information from their friends (22%) on Facebook.    

 

Table 4: Consumption of News Media & Facebook Privacy Risk 

 

Facebook privacy risk 

Consumption of news media 

Often Sometimes Rarely 

Some 87% (77) 85% (62) 56% (9) 

None 13% (12) 15% (11) 44% (7) 

Total 

X
2
=28.892, df=6, 

p<.000 

100% (89) 100% (73) 100% (16) 

 

  Users who follow the news media often are significantly more likely (87%) to think there 

are some risks associated with using Facebook than those (56%) who rarely or never follow the 

news (X
2
=16.479, df=3, p<.001). On the other hand, users who follow the news media rarely or 

never are most likely not to be aware of third-party implications (See Table 5). These results 

suggest that when media consumption increases, users’ awareness of Facebook privacy 

implications increases. 

Table 5: Consumption of News Media & Third-party Implications 

 

Awareness of third-

party implications 

Consumption of news media 

Often Sometimes Rarely 

Aware 79% (69) 58% (43) 43% (9) 

Not aware 21% (20) 42% (29) 57% (12) 

Total 

X
2
=16.479, df=3, 

p<.001 

100% (89) 100% (72) 100% (21) 
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This study also measured Facebook users’ profile specifications. Profile specification 

deals with the kind of information users put on their Facebook page, and this research question 

investigates differences between heavy and light users’ profile specifications. Results indicate 

that 98% of users reveal their real name on Facebook. After names, the most revealing 

information is gender (93%), e-mail (87%), and hometown (86%). The least revealed 

information is a user’s political party (13%), phone number (25%), and religion (40%). So while 

users will share identifying information on their Facebook page, many of them do not share some 

more sensitive information about themselves.  

Heavy and light users’ profile specifications were also compared in this study, but there 

were no significant differences between heavy and light users. There were, however, some 

significant differences between heavy and light users regarding whether they shared their e-mail. 

Heavy users were most likely to share their e-mail (82%) on their Facebook profile, but light 

users usually do not share it (30%) (X2=10.707, df=1, p<.001). 

Table 6: Shared Information 

 

Shared Information 

Heavy Users 

(n=134) 

Light users 

(n=42) 

E-mail 82% (109)
1
 30% (13) 

Phone number 22% (30)
2
 15% (6) 

Political view 16% (22)
3
 12% (5) 

Religion 33% (45)
4
 27% (11) 

1
 X

2
=10.707, df=1, p<.001 

                                                
1 X2=10.707, df=1, p<.001 
2 ns 
3 ns 
4 ns 
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The last research question deals with how privacy concerns affect users’ usage of 

Facebook. As suggested above, privacy implications are still important to college students, and 

some of them do not share some of information because of these privacy concerns. Sharing 

limited information is one important effect related to privacy implications on Facebook though 

some users still said they thought about quitting Facebook at least once. Understanding the 

effects of privacy concerns is therefore important for the future of Facebook and other social 

network sites. The majority of users (55%) said they had thought about closing their Facebook 

account at least once. A significant difference existed between heavy and light users in terms of 

who thought about quitting their Facebook account. While 91% of heavy users thought about 

quitting Facebook at least once, only 52% of light users said they had thought quitting Facebook 

at least once x
2
=8.067, df=1, p=.004. 

 

Table 7: Facebook Users’ Reasons for Quitting Facebook Account 

 

Facebook users’ reasons for quitting Facebook account 
 

 

 
 

Privacy concerns 33% (73) 

Time management 31% (69) 

Changing privacy settings 25% (55) 

Others 11% (24) 

Total 100% (221) 

 

When respondents were asked in an open-ended question why they considered quitting 

Facebook, most of them (33%) said it was because of privacy concerns. Others said difficulty 

with time management was their reason for considering quitting the site (31%). Privacy concerns 

are the most important reason that users consider when it comes to closing their Facebook 
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account. In an open-ended question, one of the respondents wrote, “I thought about quitting it 

because of privacy. I hate that strangers are following me!” As mentioned above, privacy is 

important for users who considered closing their Facebook account, but it is not the only reason. 

Time management is another important factor in contemplating closing their account (31%). For 

instance, one of the respondents wrote, “I do not feel comfortable when I cannot stop myself 

from wasting my time on Facebook. I cannot manage my time properly. It is addictive.” The 

third most important reason for considering closing a Facebook account is Facebook’s privacy 

settings. Because Facebook has changed its privacy settings, some of users do not feel 

comfortable using these new privacy settings. Some users said Facebook keeps changing its 

privacy settings, which is confusing (25%) and therefore they thought about quitting Facebook. 

Discussion 

 

 The goal of this study was to understand Facebook users’ privacy concerns and their 

awareness of privacy settings. Moreover, the study aimed to understand heavy and light users’ 

concerns and awareness of privacy implications. Media use and awareness of privacy 

implications were also measured in this study. This study was based on an online survey of 223 

students at the University of Houston. It has been shown that privacy is still important for college 

student Facebook users in this study, and nearly all think (87%) there are privacy risks associated 

with using Facebook. More than 8 in 10 college students in this study (85%) have very strict or 

strict profile settings. Their three most important privacy concerns are third-party implications, 

unwanted uses and background searches. Third parties are companies which buy users’ 

information from Facebook for commercial interests. Unwanted users (27%) and background 

searches (26%) follow the concern about third-party implications. Unwanted users could be 

users’ parents, professors or any Facebook stalker. Also, concerns about background searches are 
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important to Facebook users because some companies already have started to check users’ 

Facebook pages. Some differences were found between heavy and light users in terms of the 

importance of these concerns. For example, while the most important privacy concern was third-

party implications for heavy users, background search was the most important privacy issue for 

light users. Heavy users were more aware of privacy settings and implications than light users 

were. Moreover, users who have more privacy concerns are most likely to have a strict profile 

(91%).  

The media’s effect on users’ awareness of privacy was another important point in this 

study. Respondents in this study were most likely to be heavy news media consumers (92%), and 

they mostly get information about privacy from the news media. News websites (61%) were the 

most important source for college students in this study. Following news websites are blogs 

(16%), newspapers (9%), and TV news (3%). The results show that when media consumption 

increases, users’ awareness of privacy implications increases, so heavy media users are more 

likely to be aware of privacy implications. College students in this study are also most likely to 

be aware of privacy implications because they are mostly (92%) heavy news media consumers. 

 Hypothesis 1 suggested that heavy users are more aware of privacy implications and 

privacy settings than light users are. This hypothesis was supported. This finding is also 

supported by recent studies. Recent studies suggest that a user’s number of friends and level of 

activity on Facebook are associated with privacy concerns and privacy settings (Stutzman & 

Kramer-Duffield, 2010; Lewis et al., 2008). This study shows that heavy users are more active 

on Facebook. They spend one hour or more when they log into Facebook, and they also check 

their Facebook account everyday or at least six days a week. So, heavy users are more active 

than light users and are therefore are more aware of privacy settings and implications than light 

users are. Heavy users actively use Facebook not just a communication tool but also a tool for 
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identity construction; therefore they share a generous amount of information on Facebook. 

Sharing more information on Facebook unsurprisingly leads to more concerns about privacy. 

Moreover, spending more time and being active on Facebook may cause some users to have 

experiences related to privacy issues or to hear about some privacy problems from their friends. 

 Results show that users who have more privacy concerns are most likely to have strict 

profile settings on their pages. For users, it is important to manage their personal information. 

Students share a generous amount of information but also care about how to protect their 

privacy. Some recent studies have suggested that social network users mostly care about how to 

manage their personal information (informational privacy) (Boyd, 2007; Peterson, 2009). The 

results of this study partly support that finding but also suggest that college student users also 

care about institutional privacy. As mentioned above, college student Facebook users listed as 

their three top privacy concerns  as third-party implications, unwanted users, and background 

searchea. Recent studies have also found that heavy users are more likely to share a generous 

amount of information on their Facebook accounts. Therefore, they may worry more about their 

information’s safety and they may have a stricter profile setting to protect their personal 

information. As Raynes (2010) suggested, privacy pragmatists trade their information for some 

benefits, but they are also concerned about their privacy, and when they feel their information in 

danger, they are most likely to protect their information. So like privacy pragmatist, heavy users 

share a generous amount of information to construct their identity, but they are also most likely 

to have strict profile to protect their information.  

On the other hand, light users usually share little information and spend little time on 

Facebook; therefore they are not really concerned about some privacy implications like third-

party implications, but they are more likely to be concerned about background research and 

unwanted users. Privacy concerns about background research and unwanted users may prevent 
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these light users from sharing information generously and spending a generous amount of time 

on Facebook. Therefore, more privacy concerns are associated with the amount of information 

users share, how active they are on Facebook, and their profile restrictions. Some recent studies 

suggested similar results as this study’s results. They suggested that users’ level of activity and 

number of friends are related to users’ privacy settings and concerns (Govani & Pashley, 2007; 

Stutzman & Kramer-Duffield, 2010). Results also suggest that light users and heavy users are 

concerned about privacy; therefore we cannot call them a privacy fundamentalist or people who 

are unconcerned about privacy. Instead, both of heavy and light users are “privacy pragmatists” 

(Westin, 1980). 

Furthermore, the results of this study show that especially heavy users and light users are 

concerned about institutional privacy. Institutional privacy relates to how companies may use 

users’ information without their consent (Westin & Harris, 1970). Recent studies have found that 

users are mostly concerned about informational privacy but less likely to be concerned about 

institutional privacy (Boyd, 2007; Peterson, 2009; Raynes, 2010). This means they care about 

how to control their personal information (informational privacy) rather than how companies 

might misuse their personal information (institutional privacy). Yet in this study, heavy 

Facebook users listed “third-party implications” as their most important privacy concern, and 

light users were also concerned about third-party implications. Third-party implications relate to 

ways companies can misuse Facebook users’ personal information. We know that Facebook sells 

some of users’ personal information to companies (Andrew, 2012). Heavy users are most likely 

to be concerned about this practice, though it ranked as third among light users. Therefore, 

Facebook users in college care about both institutional privacy and informational privacy. 

 The other important concerns were unwanted users and background search. Sometimes 

users said they could not be sure about their profile visibility and whether some unwanted users 
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are able to see their content on Facebook. Unwanted users could be their family members, their 

professors, or any Facebook stalkers. This concern shows that college student Facebook users 

want to build their desired or real identity on Facebook, but they also want to show this identity 

only to a specific audience. Zhoa et al., (2008) suggested similar results. He stated that users 

want to represent different identities (real or desired identities) to different audiences on 

Facebook. For example, he said, “People won’t tell their neighbors everything they tell their 

family members.” They may not want to show their real or desired identity to their family 

members or professors as well.  

Background searches are another Facebook privacy concern among this demographic. 

Some companies have already asked their prospective employees for their Facebook passwords 

(Ortutay, 2012,). As mentioned above, Facebook usage is about identity construction. Users’ 

desired identity sometimes may not be their real identity. So, users may be worried that 

employers’ viewing of their Facebook information (or desired identity) may cause negative 

consequences, such as not getting a job because of what they have shared on Facebook. 

Background searches are therefore the third most important privacy concern for college student 

Facebook users. 

Surprisingly, there are no important differences between heavy and light users in terms of 

their profile specifications, but heavy users are more likely to share their e-mail than light users 

are. This result can be explained by heavy users’ willingness to connect with their friends. 

Because heavy Facebook users spend a generous amount of time on Facebook and use the site as 

a communication tool, it makes sense for them to provide information about another form of 

communication information. On the other hand, light users do not spend a lot of time on 

Facebook and prefer other communication tools to communicate with their friends. Therefore, 

they do not share their e-mail on Facebook. These results also show that those users who do not 
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reveal their phone number or other identifying information choose not to do so because of 

privacy concerns. It’s possible that users think putting their phone number on their Facebook 

page can cause privacy problems because it is easy to reach someone if you have his or her 

phone number and because a person can find a user’s home address or other information about 

him/her with his/her phone number.   

The study results demonstrated that privacy concerns affect a person’s usage of Facebook 

and that person may quit Facebook in the future because of privacy problems.  Another 

important finding is that heavy users are more likely to think about quitting Facebook at least 

once because of privacy problems. This result can explain heavy users’ awareness of Facebook 

privacy implications. Because they are more aware of privacy issues than light users are, they 

may think Facebook can be harmful to their privacy and therefore may have thought about 

quitting Facebook. For example, one user wrote, “Facebook is not safe. They [Facebook] collect 

my information and can use this information for commercial purposes.” 

Privacy on Facebook is not a simple thing. It is related to privacy settings, users’ 

experience, and awareness of privacy implications. As mentioned above, heavy users are more 

aware of privacy implications. They also tend to have more restricted profiles, and they think 

their privacy may be in danger because of privacy implications related to Facebook. These 

results are important to understanding how Facebook usage and its privacy settings will be 

changed in the future since users are still not satisfied with current privacy settings. They are still 

worried about their privacy; therefore users may demand safer privacy settings or may quit their 

Facebook account altogether. 

Limitations and Suggestions for Future Studies 

There are some limitations of this study. First, results are likely to be generalizable to 

students of university of Houston. Also, because the University of Houston is one of the top ten 
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national universities in terms of campus ethnic diversity (U.S. News & World Report, 

2010) results may be able to be generalized to college students as a whole. Moreover, these 

results may not be able to be applied to all other social network users because Facebook can 

provide an anonymous environment to users, but some other social network sites are not 

completely anonymous. In addition, Sheehan and Hoy (2000) state that people who are usually 

concerned about privacy are less likely to take an online survey, so the most extreme privacy 

concerns may not be represented in this study. 

Future studies may compare Facebook with other social networks websites users’ privacy 

concerns. As mentioned above, some social network sites are not completely anonymous 

environments. Therefore, comparing Facebook and less anonymous social network sites like 

MySpace may provide a better understanding about users’ privacy concerns and reasons for 

those concerns. Further, some important privacy concerns and these concerns’ outcomes may be 

studied more carefully. It is important to understand the reasons for those privacy concerns. In 

the online world, privacy concerns grow from many reasons. Those reasons may be studied to 

better understand those concerns. Moreover, users’ personalities are important factors in 

understanding privacy concerns. Different characteristics may cause different privacy concerns; 

therefore it would be interesting to focus on SNS users’ characteristics. It also would be 

interesting to find out why some users choose to use Facebook and some of them choose any 

other SNS or choose to use multiple SNS. 
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Appendix 

1) Do you have a Facebook account?  

1-Yes 

2-No (Skip to 30) 

 

 

2) When did you create your Facebook account? 

1 - Less than 1 year ago 

2 - 1 to 2 years ago 

3 - 3 to 4 years ago 

4 - 5 or more years ago 

 

 

3) Approximately how many days in a week do you check your Facebook account?  

1 - 0 days 

2 - 1 day 

3 - 2 days 

4 - 3 days 

5 - 4 days 

6 - 5 days 

7 - 6 days 

8 - 7 days 

 

 

4) Approximately how many friends do you have on your Facebook? 

 

 ………………….……… 

 

 

5) Approximately how many hours do you spend on Facebook, when you log into Facebook each 

time? 

 ………………………….. 

 

 

6) Do you share anything (videos, news, pictures, links) on your Facebook wall?  

1 - Yes 

2 - No (Skip to 8) 

 

 

7) How often do you do the following?      Often           Sometime    Occasionally        Never 

A - Share a video 1           2            3             4 

B - Share a news story 1           2            3    4 

C - Share a link 1           2             3    4 

D - Share a picture 1           2             3     4 

E - Share a quote 1           2             3     4 

F - Other (…………………….) 1           2             3                     4 
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8) Have you ever posted anything (videos, news, pictures, links) on your friend’s Facebook wall?  

1 - Yes 

2 - No (skip to 10) 

 

 

9) How often do you do following?                        Often Sometimes Occasionally Never 

A - Post a video on a friend’s Facebook wall            1           2          3    4 

B - Post a news story on a friend’s Facebook wall    1           2          3    4 

C - Post a link on a friend’s Facebook wall  1           2          3    4 

D - Post a picture on a friend’s Facebook wall 1           2          3    4 

E - Post a quote on a friend’s Facebook wall  1           2          3    4 

F - Post a message to a friend’s Facebook profile 1           2           3      4 

 

 

10) How often do you “like” Facebook posts (videos, news, link, pictures, and quotes)? 

1 - Often 

2 - Sometimes 

3 - Occasionally 

4 - Never 

 

 

11) Have you ever joined a Facebook group? 

1 - Yes 

2 - No (Skip to 14) 

 

 

12) How many Facebook groups have you joined?        …………………………. 

 

 

13) Which of the following Facebook groups have you ever joined? Yes  No 

1 - Business                     1   2 

2 - Common interest        1   2  

3 – Entertainment &Arts        1   2 

4 - Geography          1   2 

5 - Internet and technology        1   2  

6 - Music           1   2 

7 - Sports          1   2 

8 - Politics           1   2 

9 - Other (please specify) ………………… 

 

 

14) How often do you update your location on Facebook? 

1 - Often 

2 - Sometimes 

3 - Ocasionally 

4 - Never 
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15) Some people think Facebook has negative effects on people and others think Facebook has 

positive effects. How would you evaluate the effect of Facebook? 

1 - Positive 

2 - Somewhat Positive 

4 - Both positive and negative 

5 - Somewhat negative 

6 - Negative 

7 - It has had no effect on people 

8 - Don’t know 

 

16-What the main reason for your answer?  …………………………………….. 

 

 

17) In this question there are some positive and negative views about Facebook. Please indicate 

your level of agreement or disagreement with these views. (1=strongly disagree and 5=strongly 

agree) 

                                                Strongly Disagree           Strongly Agree                        

A - Facebook provides a free speech platform     1 2 3 4 5 

B - Facebook makes people lonely                                           1 2 3 4 5 

C - Facebook reduces face to face communication               1 2 3 4 5 

D - Facebook increases generation gap                           1 2 3 4 5 

E - User identity information is well protected by Facebook   1 2 3 4 5 

F - Facebook increases interaction between people    1 2 3 4 5 

G - Facebook harms moral values        1 2 3 4 5 

H - Facebook is dangerous for teenagers      1 2 3 4 5 

I - Facebook is a waste of time      1 2 3 4 5 

M -Facebook reduces productivity      1 2 3 4 5 

 

 

18) Which of the following personal information have you added on your Facebook page?  

     Yes   No 

1 - Name    1    2 

2 - Gender    1    2 

3 - E-mail    1    2 

4 - Phone number   1    2 

5 - Birthday    1    2 

6 - Hometown    1    2 

7 - Relationship status   1    2 

8 - Major    1    2 

9 - Interests    1    2 

10 - Political party   1    2 

11 - Country    1     2 

12 - Religion    1     2 

13 - Favorite music   1     2 

14 - Favorite movie   1     2 

15 - Favorite TV show  1     2 

16 - Other………………… 
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19) How aware are you Facebook’s current privacy settings? 

1 - Aware 

2 - Somewhat aware 

3 - Slightly aware 

4 - Not aware  

 

20) How satisfied are you with Facebook’s current privacy settings? 

1 - Very satisfied  

2 - Satisfied 

3 - Somewhat Satisfied 

4 - Somewhat dissatisfied 

5 - Dissatisfied 

6 - Very Dissatisfied 

 

21) What is the main reason for your answer? ………………………………….. 

 

 

22) What is your primary source of knowledge about Facebook’s privacy issues? ……………… 

 

 

23) Have you ever read Facebook’s privacy policy? 

1 - Yes 

2 - No 

 

 

24) Are you aware that Facebook can share your information with third parties (people or 

organizations outside of Facebook)? 

1 - Yes 

2 - No 

 

 

25) If you believe that there may be privacy risks associated with using Facebook, how much 

risk is there to your privacy? 

1 - A lot 

2 - Some 

3 - None (Skip to 27) 

 

26) What is the main reason for your answer?   ………………………………………………… 

 

 

27) What is your current privacy setting on Facebook?   

1 - Extremely strict (Extremely limited profile page, you do not appear in search results or news 

feed, pictures are blocked, etc.)   

2 - Strict (Only your “friends” can see all your information, but you are searchable) 

3 - Open (your friends and networks can see all your information, and you are searchable) 

4 - Extremely Open (Everyone can see everything about you) 

5 - You don’t know 
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28) Have you ever thought about quitting your Facebook account? 

1 - Yes  Why ? please specify your reason……………………. 

2 - No 

 

 

29) What privacy concerns, if any, do you have about Facebook?     ……………………………. 

 

 

30) Do you have any other social network website accounts? 

1 - Yes (Please specify)………………… 

2 - No 

 

 

31) Are you? 

1 - Male 

2 - Female 

 

 

32) How old are you?      ……………………… 

 

 

33) Do you consider yourself: 

1 - Conservative 

2 - Middle of the road 

3 - Liberal 

4 - Other …………………………….. 

 

 

33) What is your classification? 

1 - Freshman 

2 - Sophomore 

3 - Junior 

4 - Senior 

5 - Graduate 

 

 

34) What is your race or ethnic group? 

1 - Caucasian or White 

2 - African American or Black 

3 - Hispanic or Latino 

4 - Asian Americans 

5 - Native American 

6 - Other …………………. 

 

 

This is the end of the survey. Thank you very much for participating.  
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