
 

 

 

 

 

 

 

 

 

Copyright 

by 

Jeremy Barrett Guillory 

2011 

 



The Thesis Committee for Jeremy Barrett Guillory 

Certifies that this is the approved version of the following thesis: 

 

 

Foundations of a Reverse Engineering Methodology 

 

 

 

 

 

 

 

APPROVED BY 

SUPERVISING COMMITTEE: 

 

 

 

Kristin L. Wood 

Richard H. Crawford 

 

  

Supervisor: 



Foundations of a Reverse Engineering Methodology 

 

 

by 

Jeremy Barrett Guillory, B.S.M.E. 

 

 

Thesis 

Presented to the Faculty of the Graduate School of  

The University of Texas at Austin 

in Partial Fulfillment  

of the Requirements 

for the Degree of  

 

Master of Science in Engineering 

 

 

The University of Texas at Austin 

May 2011



 Dedication 

 

To my parents: Richard and Andrea Guillory. 

 



 v 

Acknowledgements 

 

Many people have helped me on my path to complete this thesis.  First of all, I must 

thank my supervisor, Kris Wood.  Dr. Wood has, in an extraordinary way, challenged me 

to learn about two things: persistence and writing.  Although I’m sure that I still have 

much to learn, working with Dr. Wood has allowed me to grow significantly as a person 

and as a student.  Thank you, Dr. Wood. 

 

Kate Wofford has always encouraged me in my studies, and consistently brings me joy 

and happiness.  My roommate and MADlab colleague, Brad Camburn, gave me much 

insight into both my research topic and the actual process of writing a thesis.  There are 

many others not named here who helped me, both directly and indirectly.  Though there 

is not space to mention you here, thank you.  Finally, I must acknowledge and thank my 

parents and brother for nurturing my curiosities, hobbies, and tendencies as a child to 

“reverse engineer” objects around the house. 

 

 

 

 

 

 

 

 

March 3, 2011 



 vi 

Abstract 

 

Foundations of a Reverse Engineering Methodology 

 

 

 

Jeremy Barrett Guillory, M.S.E. 

The University of Texas at Austin, 2011 

 

Supervisor:  Kristin L. Wood 

 

Reverse engineering is broadly defined as the process of analyzing existing 

products to learn how to create better products in the future.  Including reverse 

engineering as part of the engineering design process can provide a number of benefits, 

including a more thorough understanding of existing products, lower cost for the redesign 

of products, and faster times to market.  While reverse engineering can be applied to a 

wide range of domains, this thesis deals with methodologies for extracting technical data 

from electro-mechanical products for the purpose of recreating them functionally and 

dimensionally, to an acceptable level of accuracy.  An integrated and evolved reverse 

engineering methodology is presented.  This new methodology is built upon previous 

work, and results from an effort to integrate all previous methods into the simplest and 

most useful form.  Five novel reverse engineering techniques are introduced to solve 

problems previously unaddressed in the literature: Bounding Pertinent Geometry, 

Reassembly by Function, Determining Sample Size, Estimating Production Volume and 



 vii 

Accounting for Physical Degradation.  Throughout the thesis, a running example of the 

reverse engineering of the Craftsman Auto Hammer is used to illustrate the application of 

the evolved methodology. 
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Chapter 1:  Introduction to Reverse Engineering 

1.1 REVERSE ENGINEERING IN PRODUCT DESIGN 

1.1.1 Introduction 

Reverse engineering is broadly defined as the process of analyzing a subject 

system to create representations of the system at a higher level of abstraction [1].  Within 

the domain of electro-mechanical products, and for this thesis, reverse engineering is a 

process used to generate the technical data required to re-create a product, functionally 

and dimensionally, to an acceptable level of accuracy [2].  The resulting technical data 

can then be used to benchmark, improve, or duplicate, within limitations, existing 

products.  The overall process is shown in Figure 1 below. 

 

Figure 1: Overview of reverse engineering and its relationship to product design.  This 
figure contains some elements from Craftsman [3]. 
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1.1.2 A case study in reverse engineering 

Reverse engineering methodologies add rigor to the product redesign process.  A 

particularly compelling example of the importance of rigor and method in product reverse 

engineering and redesign is Jarratt’s case study of the Temperature Sensor Failure [4].  In 

this study, Jarratt recounts engineers’ efforts to change an outlet pipe.  The project’s goal 

was to convert from a heavier metal outlet pipe to a lighter plastic pipe.  A temperature 

sensor that interfaced to the old metal pipe design was also interfaced to the new plastic 

pipe design.  Only after manufacturing began did they discover that the temperature 

sensor used the metal pipe as an electrical ground, i.e., the material change to plastic 

prevented the temperature sensor from working.  Jarrett recounts that “[a] senior project 

manager commented ‘[n]obody thought about it when they introduced plastic pipes … it 

was very embarrassing and very expensive.’”  The key issue in the case study was the 

engineers’ failure to understand the functional relationship between the metal pipe and 

the operation of the temperature sensor.  Mere geometric observation of the parts did not 

suffice, or as one engineer put it “[w]e miss the other things that the components are 

doing because most components are doing several jobs.” 

The failure in this reverse engineering and redesign effort is one that could have 

been avoided with one of the simplest tools available in the reverse engineering tool kit: 

the black box model, or, one step more advanced, a functional model.  By mapping all the 

flows across system boundaries—whether energy, materials, or information—the 

engineers would have quickly observed the flow of electrical energy as a critical 

component of the temperature sensor’s operation.  Of course, avoiding this and other 

common failures in reverse engineering is the purpose of this thesis.  To avoid the pitfalls 
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and clearly expound the benefits, this thesis proposes an integrated methodology and 

specific techniques that a product designer should take into account before embarking on 

a reverse engineering project.   

1.1.3 Background information on Reverse Engineering 

Before examining the best methodology or the most useful techniques, it is 

important to properly define and understand how the methodology in this thesis relates to 

reverse engineering in the various contexts in which it is commonly used.  Each 

engineering discipline has its own definition for reverse engineering.  Geometric reverse 

engineering is the “process of retrieving new geometry from a manufactured part by 

digitizing and modifying an existing CAD model” [5].  Wang’s reverse engineering for 

machine design is distinguished by a focus on geometry, metals characterization and 

performance of metal parts [6].  Otto and Wood use reverse engineering as part of the 

product redesign process, and focus on customer needs, functionality, disassembly or 

teardown, benchmarking, design modeling, and experimentation [7,8] 

This thesis is concerned with an integrated approach to the reverse engineering of 

electro-mechanical objects, and combines previous methodologies into a holistic, unified 

method.  A diagram explaining the major stages of the methodology is shown in Figure 2 

below.  Depending upon the context of the reverse engineering effort, it may be preceded 

by some level of business case analyses, including activities such as a customer needs or 

competitive analysis.  There are eight major steps in the methodology: The first six are 

initial inspection, establishing functionality, benchmarking product performance, 

extracting geometry, characterizing materials, and inferring manufacturing processes.  

Product disassembly and documentation are pervasive techniques that enable all other 

techniques, and occur constantly throughout the reverse engineering effort.  The outputs 
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of the reverse engineering effort are then used to inform the engineering design and 

industrial engineering of the product. 



 5 

Reverse 

Engineering 

Engineering

Design

Business Case 

Analysis

Industrial

Engineering

Competitive 

Analysis
Customer Needs

Prepare 

Technical 

Documentation

Disassemble

Inspect Product

Extract 

Geometry
Characterize 

Materials
Benchmark 

Performance

Characterize 

Manufacturing 

Process

Establish 

Functionality

 

Figure 2: Overall process for an evolved, integrated reverse engineering methodology 
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Many engineering challenges are particularly suited for reverse engineering, 

including when a designer seeks: (1) the best information about the previous generation 

of products, (2) the ability to benchmark competitors in the current generation, (3) the 

recovery of lost technical or design data, (4) to alleviate problems with materials 

shortages or diminishing manufacturing sources, (5) the attempted copying of existing 

products, (6) the ability for competitors to quickly move into the marketplace when an 

incumbent has product shortages, and finally (7) to assist emerging economies by 

stimulating economic growth by growing a manufacturing and engineering base; see 

Figure 3 and Table 1. 

 

 

Figure 3: A Chinese UFO (left) and a Toyota RAV-4 (right).  The UFO is an example of 
a product that was likely reverse engineered and duplicated, at least to some 
level of specificity. [9] 



 

Table 1: Specification comparison for the RAV
automobiles have very similar dimensions and other physical characteristics
Note that 1,000 RMB is equivalent to roughly $150 USD.  

1.2 RESEARCH QUESTIONS 

This thesis is presented as a step toward a comprehensive methodology for 

reverse engineering.  To develop an integrated and evolved methodology for reverse 

engineering for product design, this thesis must answer the following 

• Research Question

engineering methodology?  How does this assessment relate to overall 

systems, engineering, or design project success?

• Research Question 2:

product?  What are the theoretical and practical limits to the information 

that can be recovered?

• Research Question 

can be used to recover design inform

7 

Specification comparison for the RAV-4 and UFO vehicles.  The two 
have very similar dimensions and other physical characteristics

Note that 1,000 RMB is equivalent to roughly $150 USD.  [9] 

This thesis is presented as a step toward a comprehensive methodology for 

reverse engineering.  To develop an integrated and evolved methodology for reverse 

engineering for product design, this thesis must answer the following questions:   

Research Question 1: How can we assess the success of a reverse 

engineering methodology?  How does this assessment relate to overall 

systems, engineering, or design project success? 

Research Question 2: What categories of information exist within a 

product?  What are the theoretical and practical limits to the information 

that can be recovered? 

Research Question 3: What are the specific novel techniques and steps that 

can be used to recover design information?  The techniques will populate 

 

two 
have very similar dimensions and other physical characteristics.  

This thesis is presented as a step toward a comprehensive methodology for 

reverse engineering.  To develop an integrated and evolved methodology for reverse 

questions:    

How can we assess the success of a reverse 

engineering methodology?  How does this assessment relate to overall 

What categories of information exist within a 

product?  What are the theoretical and practical limits to the information 

What are the specific novel techniques and steps that 

ation?  The techniques will populate 
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the structure of the methodology, and will result in a more useful reverse 

engineering methodology. 

• Research Question 4: How can the techniques and steps be integrated into 

a reverse engineering methodology that can be used to recover technical 

data necessary to reproduce a product, to an understood level of accuracy 

and completeness?   

 
 

1.3 THESIS ORGANIZATION 

Chapter 1 

Chapter one includes an introduction to reverse engineering, a motivation for why 

it is a compelling problem to study, and a description of the research goals. 

Chapter 2 

Chapter two is a review of the current literature on reverse engineering.  The 

information is organized according to the topic headings in the proposed methodology, 

i.e. functionality.  For each topic, the contributions of major authors are described. 

Chapter 3 

Chapter three discusses foundations of reverse engineering, and the preliminary 

questions that this work must answer before constructing the actual methodology. 

Chapter 4 

Chapter four is an explanation of the five novel reverse engineering techniques 

introduced in this work.  Each technique is examined in terms of its utility to the 

designer, scenarios for application, and steps for implementation. 
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Chapter 5 

Chapter five describes the overall reverse engineering methodology, and includes 

an application to an exemplar product.  This methodology attempts to integrate existing 

reverse engineering methodologies, and address their limitations through the introduction 

of new techniques. 

Chapter 6 

The sixth chapter discusses research conclusions and future work.  The research 

goals are discussed, and it is concluded that the goals have been met. 
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Chapter 2:  Review of the State of the Art of Reverse Engineering 

This chapter outlines the contributions of all previous major reverse engineering 

methodologies.  Also included is material that is not necessarily present in the existing 

methodologies, but is useful to the reverse engineer.  The major methodologies that 

contribute to this work are Ingle [10], Otto and Wood [7] [8], Raja and Fernandes [5], 

and Wang [6].  Other reverse engineering methodologies that have a lesser contribution 

are the Certified Automotive Parts Association [11] and the U.S. Army [2].  The 

literature review is considered in seven sections: initial product inspection, establishing 

product function, benchmarking product performance, extracting product geometry, 

characterizing product materials, inferring product manufacturing processes, and product 

disassembly.  The structure of the literature review mirrors the structure of the evolved 

methodology presented in Chapter 5:  An Evolved, Integrated Methodology for Reverse 

Engineering with Applications. 

2.1 EXISTING METHODOLOGIES FOR INITIAL PRODUCT INSPECTION 

Initial product inspection is the engineer’s first encounter with the product and the 

pre-existing technical data that may exist.  Both Ingle [10] and Otto and Wood [7,8] have 

clear steps at the beginning of their methodologies that walk the engineer through 

inspection.  Ingle suggests beginning with an “eyeball inspection,” and then moving on to 

a review of existing technical data and a more thorough visual and dimensional 

inspection.  She notes that in practice it is likely that the actual product embodiment will 

deviate from the documentation [10].  Otto and Wood describe this initial stage as 

“investigation, prediction and hypothesis.”  They include a thorough explanation of how 

to use and experience the product through its full range of functionality, how to 
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understand the use cases for the entire life cycle of the product, and they also present a 

method for establishing and analyzing customer needs [7,8]. 

2.2 EXISTING METHODOLOGIES FOR ESTABLISHING PRODUCT FUNCTION 

Establishing product function has been explored in the literature by many authors 

within the framework of product design.  Otto and Wood published the first book that 

examined establishing product functionality in the context of reverse engineering for 

redesign [8].  They covered a broad range of functional modeling techniques, including 

black box diagrams, function trees, FAST, function structures, and augmented function 

structures.  Otto and Wood prefer the function structure method because it captures the 

largest amount of actual functional data about the product [8].  Function structures and 

functional modeling in general can benefit from the use of a standard set of vocabulary, 

such as the functional basis [8,12,13,14]  Functional modeling can generally be 

approached from a top-down holistic method, or a bottom-up method.   

The top-down method begins with an analysis of major product functionality 

(typically informed by the customer needs analysis) and decomposing the product 

functionally based on the major overall function and flows of energies, materials, and 

signals entering the systems.  Through this process customer needs are related to the 

input flows.  This is traditionally part of the product design process, as shown, for 

example, by Pahl and Bietz [15].  This “forward” analysis of functionality is useful for 

design; however a “reverse” or bottom-up analysis of functionality is most useful for 

reverse engineering. 

A bottom-up approach to functional analysis considers the functionality of each 

individual part or subassembly, again using input flows to the parts or subassemblies, and 

then aggregates these to understand the overall functions of the product.  The bottom-up 
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approach is especially well suited to reverse engineering because the engineer will 

frequently encounter situations where not all of the major functions of the product are 

known [10,16], and must be deduced by analyzing the product.   

2.3 EXISTING METHODOLOGIES FOR BENCHMARKING PRODUCT PERFORMANCE 

Benchmarking product performance is the process of comparing the most 

important attributes of a product to competing products.  The most commonly compared 

attributes are those relating to performance of major functions and cost.  The 

benchmarking process generates a significant amount of data, and can aid designers in 

making choices about things such as product roadmaps and improvements. 

Otto and Wood [8] provide a framework for benchmarking.  The main steps for 

the benchmarking process are to identify the relevant design issues, find a group of 

competing products, research background information, tear down and benchmark the 

products, and finally to identify best-in-class products and product trends. The framework 

is supported by additional techniques such as specification sheets, value analysis and the 

house of quality. 

2.4 EXISTING METHODOLOGIES FOR EXTRACTING PRODUCT GEOMETRY 

Raja and Fernandes published a methodology for the extraction of product 

geometry from an industry perspective [5].  The work covers an introduction to concepts 

and technologies, methodologies and techniques for scanning, an introduction to the 

hardware and software needed, a guide for selecting the best hardware and software for 

specific applications, and chapters on applications for specific industries.  The first 

section introduces definitions and usage for reverse engineering, which basically overlap 

with the uses outlined in this thesis.  The next section introduces technology used for 

digitizing geometry, including: 
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• Contact probes, such as coordinate measuring machines (CMM) 

• Non-contact, non-optical, such as microwave radar 

• Passive optical, such as shape from motion 

• Active optical, such as laser time of flight 

• Transmissive, such as magnetic resonance imaging 

• Destructive, such as cross-sectional scanning 

The following sections on reverse engineering methodology cover the theory and 

application for computational hardware and software.  The four main phases in this 

section of the method are point and image processing, polygon generation, curve fitting 

and modification, and NURBS surfacing.   

Wang’s book contains a single chapter on the extraction of geometry [6].  Wang’s 

work can be described as a much abbreviated treatment of the topics covered by Raja and 

Fernandes, with the addition of a discussion of part tolerance and several case studies.  

Wang’s major claim is that “[w]ithout knowing the true tolerance, an engineering 

judgment call is often required to determine the proper tolerance…” [6].  Novel 

techniques in this work will apply well-known methods from statistical literature to 

deterministically infer original part tolerances.  

2.5 EXISTING METHODOLOGIES FOR CHARACTERIZING PRODUCT MATERIALS 

Materials characterization is a well-studied science, and there is no shortage of 

excellent information available to the engineer on this topic.  The sources provided here 

are not meant to be exhaustive.  They are instead meant to help the engineer to “identify 

the most appropriate technique(s), and give them sufficient knowledge to interact with 

the appropriate analytical specialists, thereby enabling materials characterization and 

troubleshooting to be conducted effectively and efficiently” [17].  It should be noted that 
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materials characterization is not itself the goal.  Instead, the goal is to understand the role 

material properties play in the manufacture, functionality and performance of a product.  

All of this will happen within the context of the project’s goals.   

There is a spectrum of material characterization literature available to the 

engineer.  One can find broad resources, such as the ASM Handbook [17] which are 

excellent starting points for a materials characterization effort.  Of course, there is also 

often literature that is narrowly focused around a specific topic, such as the 

“Characterization of porous aluminum oxide films by metal electrodeposition” [18].  

Some excellent sources of information are the major engineering societies that publish 

standards, journals and books on materials.  They include organizations such as ASTM1, 

ASM2, ASME (American Society of Mechanical Engineers) and SPE (Society of Plastics 

Engineers). ASTM and ASM are both organizations dedicated to development and 

curation of technical data for materials and testing.  ASME has a broader mission, but 

publishes a large amount of technical data on the same topics.  SPE exists to promote 

technical and engineering knowledge about plastics. 

2.5.1 Characterization of Metals and Ceramics 

The ASM Handbook [17] and Book of ASTM Standards [19] are some of the 

most comprehensive sources of materials characterization information available to the 

engineer.  They provide an introduction to all widely-used analytical methods for 

materials characterization.  The ASM handbook opens with three critical sections: design 

of analytical approach, tools for selecting the applicable analysis technique(s), and a 

treatment of how to devise a statistical sampling plan.  It includes concise information for 

                                                 
1 Note that ASTM and ASM are not acronyms—they are simply the names of the organizations.  
Historically, ASTM stood for “American Society for Testing and Materials,” and ASM formerly stood for 
“American Society for Metals.” 
2 See footnote 1. 
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each technique on general uses, examples of applications, the samples required, 

limitations, estimated analysis time, and capabilities of related techniques.  The 

characterization techniques in this manual apply to both metals and ceramics, and in fact 

the same techniques are used for both.  Beyond the handbooks, ASM, ASTM, ASME, 

and SPE all have a large number of material characterization and testing publications.  

For instance, ASTM publishes 147 standards on the characterization of metals. 

Although there are many textbooks to choose from in the field of metals 

characterization, Wang’s work is an excellent choice in this case because of its focus on 

reverse engineering.  It includes two chapters that apply analytical material 

characterization techniques in the context of reverse engineering of metallurgy for 

machine design [6].  His definition of reverse engineering also goes further than the 

methods in this thesis; he includes redesign, whereas this thesis is only concerned with 

extraction of information from products or parts.  Wang asserts that the engineer must 

answer three questions in order to successfully reverse engineer the material properties of 

a part [6]: 

1. Property criticality: Explain how critical [or how pertinent] a relevant 

property is to the part’s design functionality. 

2. Risk assessment: Explain the relevant property’s effect on part 

performance, and the potential consequence if this material property fails 

to meet the design value. 

3. Performance assurance: Explain the tests required to show the equivalency 

to the original material. 

Answers to the first two questions in Wang’s methodology are based on the 

engineer’s experience and judgment applied to the specific problem.  The last question 
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must be answered through material characterization, using the same battery of techniques 

as specified in the ASM handbook. 

Finally, there are techniques for the rapid identification of metals that can 

generally be performed in the field.  One publication that describes how to perform 

metals identification tests on a wide variety of metals and alloys is published by ASTM 

[20].  Identification is defined here as a qualitative procedure for determining the metals 

and constituent alloys of a part [20].  Note that material identification is a subset of 

characterization, and will certainly not provide the same level of detail of a full analytical 

material characterization.  The methodology for rapid identification always begins with a 

magnetic test.  The tests then proceed to the application of various acids and bases, 

followed by an observation of the results.  The cycle of chemical exposure and 

observation may continue many times.  Flow charts are provided to match the observed 

phenomena with known material behaviors. 

2.5.2 Characterization of Polymers 

The engineer who wishes to characterize polymers will again find the ASM, 

ASTM, SPE and ASME handbooks and standards to be excellent resources.  The ASM 

publishes the Engineered Materials Handbook which includes a section entitled “Testing 

and Characterization of Polymeric Materials” [21].  This reference is not as 

comprehensive as the one for metals; as the field is not as mature [21].  This is partly due 

to the inherent difficulty in the characterization of polymers [22].  There is also a large 

collection of testing and characterization standards available.  The ASTM publishes over 

60 standards on polymer testing and characterization, and ASM publishes roughly 80. 

A textbook entitled “Characterization and Analysis of Polymers,” published by 

Wiley, thoroughly covers the analytical methods that can be used to determine the 
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pertinent characteristics of polymers [23].  Other widely-cited textbooks on the subject 

include Polymer Characterization: Physical Techniques [24] and the Handbook of 

Plastics Testing and Failure Analysis published by the SPE [25]. 

A common plastics industry term for the identification of materials is 

“deformulation.”  A very brief overview of the practical aspects of deformulating plastics 

can be found in an article by Tolinski [22].  Deformulation and materials characterization 

is an activity that is often outsourced to specialty labs because of the high degree of 

scientific specialization required, and the capital investment in the needed equipment 

[21,22].  Techniques for rapid identification of polymers are also available [26].  Much 

like the techniques for rapid identification of metals, they are faster, require relatively 

little investment in tools, can be performed in the field, and often give much less 

information about composition of the material. 

2.6 EXISTING METHODOLOGIES FOR INFERRING MANUFACTURING PROCESSES 

Wang presents the only general methodology for process characterization found 

in the reverse engineering literature [6].  His methodology is focused on metallurgy and 

machine design.  Once the specific manufacturing method has been established, a 

detailed analysis can be performed.  ASME, SAE, ANSI, ASM and ASTM have 

published standards for process specification and process parameterization for a large 

variety of manufacturing processes.  For example, ASTM publishes the Standard test 

method for evaluating the microstructure of graphite in iron castings [27].  In addition to 

standards, there is a strong body of academic literature for characterizing and 

parameterizing processes.  A good introduction and catalog of these methods is in 

Kalpakjian and Schmid [28]. 
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2.7 EXISTING METHODOLOGIES FOR PRODUCT DISASSEMBLY 

Otto and Wood have described the disassembly process in detail, including 

disassembly methods and recording of disassembly data such as the bill of materials 

(BOM) [7,8]. They have a different arrangement of their methodology and consider 

disassembly to be the final stage in reverse engineering, and so they include several 

techniques to determine functionality and performance in the disassembly section.  The 

methodology presented in this thesis treats disassembly purely as disassembly and an 

enabler of other steps in the methodology that can be invoked at any time. There is also 

ongoing research by Dr. Kristin Wood at The University of Texas at Austin in the 

development of a universal tool kit for reverse engineering.  This tool kit would include 

the most important tools for disassembly.   

Lambert and Gupta explain techniques that are used in the field of disassembly 

engineering [29].  The depth of analysis desired by the project leaders will determine the 

scope of disassembly analysis that should occur.  The disassembly process can be 

analyzed to determine probable (or, in some cases exact) assembly sequencing.  

Additionally, time and cost parameters can be estimated.  Inferences can be made 

regarding the actual assembly time and cost. 

2.8 SUMMARY FOR REVIEW OF THE STATE OF THE ART OF REVERSE ENGINEERING 

The current state of the art of reverse engineering affords the engineer the ability 

to extract significant amounts of data from existing products.  Of course, each reverse 

engineering technique has its own limitations.  Analytical tools typically have defined 

limitations on the accuracy and precision of their results.  Subjective techniques, such as 

inspection and functional analysis rely heavily on the insight and abilities of the 

engineering team involved.  This goal of this thesis goes beyond attempts to extract 

precise data from products. To reverse engineer well, one of our goals must be to 
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understand the abilities and weaknesses of the techniques, as well as the relative merits of 

similar techniques. 

Inspection is the initial experience with a product, aided by background research.  

The success of this technique is limited by two main factors: the ability of the engineer to 

understand the context and usage of a product, and the availability of accurate 

background information.  Functional analysis is similarly limited by the engineer’s ability 

to establish the context and usage for a product.  If context and usages can be determined, 

the functionality of a product can typically be determined.  One specific situation in 

which it may be difficult or impossible to determine functionality is when the product in 

question was created using significantly more advanced technological principles or 

processes than the engineer understands.  Benchmarking of performance again relies on 

the successful completion of the previous steps in the methodology.  The specific 

limitations of this technique will be specific to the technology available to measure the 

physical performance parameter of interest.  Extracting product geometry is a well-

evolved science, and there are many techniques that have precision exceeding common 

design requirements.  For instance, high end coordinate measuring machines work in the 

1-2 micron range.  Generally, as the complexity of part geometry increases, the difficulty 

of extracting its geometry increases.  Another complicating factor in recovering geometry 

is sample size.  If the product in question is expensive, it may simply be cost prohibitive 

to obtain measurements of the desired sample size. 

The chemical characterization of materials is a broad field, and success for a 

particular material is largely dependent upon the state of the art surrounding that 

particular material.  Unalloyed metals or common alloys are easily determined.  The 

difficulty of characterization increases in direct relation to the increase in complexity of 

the metal’s heat treatment and cold working profile as well as the exoticness of the 
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metal’s atomic structure [6].  Polymers as a class of materials are difficult to classify, and 

even with the most sophisticated tools there is often uncertainty as to the elemental 

makeup of a sample [23].  Two factors typically limit the characterization of the physical 

performance of materials: the engineer’s understanding of the use case of the product, 

and the sufficient availability of material samples.  For example, if the only available 

material samples are very small, it may be impossible to perform, for example, a standard 

Charpy impact test. 

The characterization of manufacturing processes is a difficult task for several 

reasons, and much work remains to be done to create a unified methodology.  A wealth of 

literature exists for analyzing the parameters of processes in terms of the output for 

almost any given manufacturing process.  The difficulty is determining which 

manufacturing process one is dealing with. 

Finally, reverse engineering is almost entirely dependent upon our ability to 

disassemble the product.  Disassembly relies upon the availability of a toolset which is 

compatible with the product.  Reverse engineering the assembly process of the product 

itself can yield a varying amount of information.  In the best case scenario, the assembly 

process can be almost completely determined [29]. 
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Chapter 3:  Fundamentals of Reverse Engineering 

This chapter answers the first two research questions: how is success of a reverse 

engineering methodology assessed, and what categories of information can be extracted 

from a product?  These questions are considered preliminary to answering the later 

research question: What is an evolved, integrated reverse engineering methodology to 

that can be used to recover technical data necessary to reproduce a product, at least to 

some level of accuracy and completeness? The chapter concludes that the success of the 

methodology is best considered in terms of its ability to address all relevant3 categories of 

engineering information.  The major categories of relevant engineering information that a 

product may contain are then enumerated: geometry, materials, manufacture, 

functionality, performance and design issues. 

3.1 RESEARCH QUESTION ONE: ASSESSMENT OF THE SUCCESS OF THE REVERSE 

ENGINEERING METHODOLOGY 

3.1.1 Introduction 

It is difficult to determine which reverse engineering methodology is best, or, if in 

fact, a “best” methodology exists. This difficulty is due to the non-deterministic nature of 

engineering methodologies—a perfectly controlled experiment can never be run.  The 

success of a methodology will depend largely upon its goals, the experience and 

competency of the engineers, and the management involved in the task.  Given these 

limitations, we can still formulate two criteria for evaluating the success of a reverse 

engineering methodology: that the method is generally applicable to electro-mechanical 

                                                 
3 Relevant in this case refers to information relevant to product design for electro-mechanical objects.  In 
other domains of engineering, or for specialized cases, there may be different sets of relevant engineering 
information. 
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artifacts, and that the techniques provide the required data with a sufficient amount of 

success to meet the purposes of the reverse engineering activity. 

Note that this thesis is unconcerned with the project-level goals for a reverse 

engineering effort.  Specifically, no attempt is made to account for success in terms of 

cost, time, or like kind and quality.  Instead, the focus is on the probability of success in 

extracting the necessary information from products. 

3.1.2 Sufficient generality of methodology 

The first criterion for success is whether the technical data required to recreate 

any given electro-mechanical product can be generated using the methodology.  To 

elaborate, the methodology is successful if the techniques address an acceptably wide 

range of product technical data such that the methodology is generally applicable to 

electro-mechanical products4.  The generality of the methodology will be shown in two 

ways, from a top-down and a bottom-up approach.  The top-down approach will be 

explored in the next research question, “what categories of information exist within a 

product?”  This approach helps to ensure that the methodology is generally applicable by 

having it address all major categories of product information.   

The bottom-up demonstration of generality is an inductive approach to cataloging 

the types of reverse engineering problems that exist. An inductive approach in this case 

means that a large number of reverse engineering projects were cataloged, and principles 

were extracted from the observations. This was accomplished by performing a thorough 

literature review and by observing the reverse engineering of roughly twenty consumer 

products over the period of a year in the ME366J Mechanical Engineering Design 

Methodology of the Department of Mechanical Engineering at The University of Texas at 

                                                 
4 The reverse engineering for electrical and electronic engineering information is beyond the scope of this 
thesis. 
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Austin.  There are two unique classes of problems that were identified, neither of which 

is addressed in the current reverse engineering literature.  The first class of problem is 

encountering a product that is already disassembled.  The technique of “Reassembly by 

Function” was developed to address this problem.  The second class of problem 

discovered in this search is a product with an unknown level of physical degradation.  All 

products physically degrade over time—it is sometimes important to determine how this 

degradation affects functionality and performance.  The technique called “Accounting for 

Physical Degradation” was developed to address this case.  By recognizing and 

addressing these new problem classes, this methodology is shown to have a somewhat 

greater degree of generality than previous methodologies. 

3.1.3 Sufficient level of success for individual techniques  

The second criterion for success is whether each individual technique has a high 

likelihood of generating the desired technical data.  There are two ways to consider 

success for individual reverse engineering techniques.  The first is in terms of project 

success, and the second is in terms of the capabilities and weaknesses of the techniques, 

and also in terms of the relative merits of similar techniques.  As an example, how do we 

know if electron microscopy is “successful?”  It is simply a technique with capabilities 

and attributes.  A use case is required to establish “success.” 

The success of the total reverse engineering project relies upon the successes of 

the individual techniques, i.e., the success of the whole is dependent upon success of the 

parts.  The success of these techniques must be defined in terms of the goals of the 

project.  Since the goals and scenarios for each project are unique, this definition of 

success is not broadly applicable.   
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It is instead more useful to think of individual techniques in terms of their 

strengths and weaknesses. Understanding the applicability of each technique allows the 

engineer to establish which ones should be used for each project, and what level of 

success or accuracy can be expected.  All of the original techniques listed in this thesis 

include a discussion of which classes of problems they are strong and weak at solving.  

For the remaining techniques, the references will lead the reader to insight into their 

strong and weak points, and relative merits when compared to similar techniques. 

3.1.4 Summary for research question one 

There are several reasons to believe that this thesis has in fact made sufficient 

progress over previous methodologies in terms of generality and efficacy.  A deductive 

approach to determining all major categories of information in a product is performed in 

the next section.  By addressing all of these categories in the methodology, the criterion 

for generality has been met.  For each category of information to be extracted from a 

product, techniques that are industry best practice or scientific state of the art have been 

selected.  In fact, the reverse engineering methodology for electro-mechanical products 

presented in this thesis is, to the knowledge of the author, the most broadly applicable 

methodology to have been written. 

The argument that this methodology is effective at the level of individual 

techniques is a more difficult case to make.  However, for each category of information, 

techniques have been suggested that are based on well-established industry practices and 

state-of-the art practices.  An example of a technique that is a well-established industry 

practice is the rapid characterization of metals.  This tool is actually a large collection of 

ASTM techniques, which are all meant to be practiced in the field with rudimentary 

equipment.  A state of the art, advanced characterization of metals is also presented.  The 
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advanced characterization methods require the use of lab equipment, and often require 

destructive sampling.  Each technique has its own set of scenarios for which it will be 

useful. 

The degree to which the science exists to solve the problems for each individual 

technique is the degree to which those reverse engineering techniques have the likelihood 

of being successful.  In the end, the ultimate test of the success of a reverse engineering 

methodology is whether or not it  solves its target problem set in practice.   

3.2 RESEARCH QUESTION TWO: CATEGORIES OF PRODUCT INFORMATION AND 

LIMITATIONS TO RECOVERY 

3.2.1 Theoretical Limits of Reverse Engineering 

The reverse engineering methodology presented in this paper was created through 

a deductive approach.  The deductive approach began with the consideration of all 

categories of relevant, knowable information about a product.  For our purposes, 

“relevant” means information pertinent to recreate a product and “knowable” means that 

it was or could have been reasonably expected to be known by a person at some time.  

We will begin with the most concrete, indisputable aspects of a product: geometry and 

materials.  Both geometry and materials can be objectively, quantitatively measured 

[6,17].  

If it is ever possible to perfectly measure all geometry of a product and the range 

of geometric deviations or tolerances, and possible to completely know the exact material 

properties and the range of material property deviation or tolerances that comprise that 

geometry, we might consider our task of reverse engineering to be complete.  The 

product can be copied perfectly.  Of course, it could be copied perfectly only if we know 

how to manufacture it.  All products were manufactured in some way.  The 
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manufacturing method is not usually an observable property of the product, and so it is 

not something that can be known with complete certainty.  Wang states that “To reverse 

engineer the manufacturing process is a very challenging task.  The inherent complexity 

virtually prohibits a full replication of the original process” [6].  

However, there are a finite number of manufacturing methods, and because each 

one changes a material in some way, it necessarily leaves behind a signature of some sort.  

The signature consists of various properties and patterns in the geometry and material.  

For instance, if we can discover that a part is made of polyethylene, and we can find what 

appears to be a mold line on the part, it can be inferred that it was manufactured by 

injection molding.  In practice we can never obtain perfect knowledge about geometry, 

materials or manufacturing.  We are powerless to prevent uncertainty from appearing in 

our analyses, mainly due to weaknesses in our tools, the limits of physics and statistical 

variation.  However, if we only endeavor to understand geometry, materials and 

manufacture, we will inevitably miss out on the most important aspects of any product: 

function and performance. 

There is no "correct" solution set for product functionality, and there likely never 

will be.  The functionality of a product is not explicit like the form, and is irrevocably 

plagued with the problem of "unknown unknowns."  This means that there is no 

objective, correct or complete answer to the question of product functionality—it depends 

on the customers, the usage and the environment [30].  Consider that almost any product 

may someday assume the function of a door stop or paper weight.  In order to quantify a 

single, stable set of product functionality, it will be necessary to work within a finite set 

of user needs and use environments.   

It is crucial to realize that the current embodiment of a product came to be 

through a series of design choices and issues.  A design issue is any characteristic of the 
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product that is remarkable and relevant to the reverse engineering effort.  In product 

redesign, a design issue is typically any characteristic that is a candidate for redesign.  

These issues and compromises are by definition not explicitly discoverable through an 

instantiation of a product; rather, they must be approximated by the designer while re-

creating parts of the design process that the original designer experienced.  An 

understanding of design issues and choices adds a level of sophistication to the reverse 

engineering effort, and limit the inevitable problems that will arise when a design is 

simply, dumbly "copied."   

3.2.2 Summary for research question two 

It has been shown that there are six categories of information that can be extracted 

from an electromechanical product: 

� Geometry � Materials � Manufacture 

� Functionality � Performance � Design Issues 

This thesis provides techniques to extract the maximum amount of information from each 

category to the current limits of well-established methods in academia and industry.  

Three are objective information categories: geometry, materials and performance.  Three 

are inferred product information categories: function, method of manufacture and design 

choices and issues.  Geometry, materials, functionality, performance and manufacture all 

have specific sections dedicated to them.  Design choices and issues do not have a 

specific section of the methodology dedicated to it.  Instead, the engineer is encouraged 

to consider the design issues and choices at every step in the methodology. 
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Chapter 4:  New Techniques for Reverse Engineering 

4.1 ANSWERING RESEARCH QUESTION THREE: NEW TECHNIQUES IN REVERSE 

ENGINEERING 

This chapter addresses research question three: What are the specific novel 

techniques and steps that can be used to recover design information?  Five novel 

techniques for reverse engineering will be presented: Reassembly by Function, Bounding 

Pertinent Geometry, Determining Sample Size, production volume estimates and 

techniques for physically degraded parts.  The techniques were specifically developed to 

fill gaps in existing literature, and to address the challenges the author has faced during 

research.  Illustrative examples are used for each explanation.  The new techniques are 

integrated into a general methodology and applied to an exemplar product in Chapter 5.  

4.2 REASSEMBLY BY FUNCTION 

4.2.1 Purpose and summary for Reassembly by Function 

Reassembly by Function starts with a disassembled product with a presumed 

functionality but unknown assembly plan and provides a method to infer (1) a repeatable 

reassembly method, (2) which (if any) elements in the function structure are corrupted5, 

and (3) which (if any) physical components are missing or inoperable.  These inferences 

are accomplished by creating a predicted function structure and using this model as a 

guide for reassembly in the functional domain, as shown in Figure 5.  During reassembly, 

physical embodiment and actual function are compared to the predicted function 

structure.  This comparison is used to discover discontinuities between functions, which 

                                                 
5 A corrupted function in this case refers to a functionality that was originally present in a product or 
subassembly, but has ceased to work for some reason.  Because reassembly by function relies on 
establishing a presumed functional model, the engineer must be keen to discover all intended functionality, 
whether the device is currently operable or not. 
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indicate a misplaced or defective part.  The predicted function structure may be 

iteratively improved during reassembly.  See Figure 4 for an overview of the theory of 

Reassembly by Function.  The overview shows a puzzle and a Craftsman Auto Hammer 

in the process of reassembly.  The basic insight of this technique is that we can use 

information from both the geometric and functional domain to aid in reassembly.  The 

example is extended in Figure 5, where portions of the function structure of the Auto 

Hammer are mapped to the physical components for reassembly. 
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Figure 4: Overview of the concept underlying Reassembly by Function. 
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4.2.2 Discussion for Reassembly by Function 

The first and most obvious limitation of this technique is that it is mainly useful in 

the special case of a product that is (1) already disassembled, and (2) has no documented 

assembly plan.  Scenarios with varying degrees of similarity to the special case described 

here are common in defense applications.  This is likely due to the fact that military 

electro-mechanical products typically have a target life span of 30 years [10].  The 

Boeing B-52 and its roughly two million parts will be in service from 1952-2040, almost 

80 years.  Intuitively, thirty years is plenty of time for errors in logistics and 

documentation to lead to situations where no new parts and no disassembly plan are 

available.  With part counts in the millions, the likelihood of these errors is high.  The 

scenarios described below are known to occur [10,16]: 

• All parts were manufactured years or decades ago.  The original 

manufacturer is out of business. 

• All technical documentation is lost. 

• Only a single product is available due to: 

o Extreme monetary cost, e.g., medical equipment 

o Risk of acquisition, e.g., enemy weapons 

o The product was a custom design 

o Logistical errors 

• Functionality may not be fully understood because the product is 

significantly alien to all available personnel. 
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4.2.3 Steps for Reassembly by Function 

1. Create a predicted function structure for the product based upon known 

customer needs, known product function and assumptions about the 

working physical principles of the product.  See Figure 5. 

2. Identify the product components that have the most obvious functionality, 

e.g., electric motors.  These will be considered Anchor Components.  Map 

the Anchor Components to portions of the function structure.  The 

example in Figure 5 uses the battery, electric motor and gearbox as 

Anchor Components. 

3. Identify the functions adjacent to the Anchor Components, and map those 

functions to physical components by matching them in both the functional 

and geometric domains. Ensure that flows of energy, mass and signals 

have continuity.  See Figure 5 and Figure 6. 

4. Record this result in the assembly plan. 

5. Revise the predicted function structure based upon the new assembly 

information. 

6. Return to step 3, and iterate until the product is completely assembled. 
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Figure 5: Method for Reassembly by Function 
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Figure 6: Solution for Reassembly by Function for the Auto Hammer 
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4.2.4 Results for Reassembly by Function 

Traditional reassembly occurs almost entirely in the geometric domain.  The 

technique presented for Reassembly by Function provides reassembly inferences in both 

the geometric and functional domain.  This approach provides more useful information to 

the engineer during reassembly, thus increasing the likelihood of a successful effort.  It 

also provides insights into physical discontinuities in the function chain which may 

indicate that the functionality was originally impaired or that a component was missing. 

 

4.3 BOUNDING PERTINENT GEOMETRY  

4.3.1 Purpose and summary for Bounding Pertinent Geometry 

The purpose of Bounding Pertinent Geometry (BPG) is to determine which 

geometric information contained within a product is pertinent, and which is superfluous6.  

As a result of this technique, two separate sets of geometry are identified. They are the 

pertinent or functional geometry and superfluous geometry.  Pertinent geometry 

bounding is accomplished by explicitly mapping each piece of geometry to a function.  

This technique allows the engineer to focus resources of the reverse engineering effort 

only on the most pertinent geometry.  Figure 7 describes the taxonomy of information 

contained within a product.  Regardless of the type of information contained in a product, 

it is embodied by geometry, and contains information that is ultimately pertinent or 

superfluous. 

                                                 
6 Superfluous geometric information refers to that which is not pertinent within the context of the goals for 
a particular reverse engineering project.  It should be noted that there are many kinds of functionality that 
may be present in a product, including functionality specifically tied to customer needs (primary 
functionality), supporting functionality, assembly functions, aesthetics and feel, or others. 



 

Figure 7: Taxonomy of information contained within mechanical products 

Bounding Pertinent Geometry relies upon data from a functional model as an 

input.  In this case, the Function

function structures [8,12,13,14

functional model that is created, ensure that functionality in different modes of operation 

or transformational states is accounted for 

Bounding Pertinent Geometry as described here 

need and the related function chains

one customer need, apply the method iteratively for some (or all) customer needs and 

related functions.   

Depending upon the motivation of the reverse engineering effort, there are many 

ways to determine which functionality to examine.  In a typical product improvement 

effort, the functions in question would be determined by a prioritized list of cu

needs.  The usefulness of this technique is dependent upon the engineer’s understanding 

                                                
7 Function chains are groups of related functions that combine to perform a subfunction of a device, and 
comprise a subset of the entire functional model.  They share a continuity
and/or signals. 
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: Taxonomy of information contained within mechanical products [31

Bounding Pertinent Geometry relies upon data from a functional model as an 

input.  In this case, the Functional Analysis Systems Technique (FAST) is used, but 

14] could have been used as well.  Regardless of the type of 

functional model that is created, ensure that functionality in different modes of operation 

or transformational states is accounted for [32]. 

ding Pertinent Geometry as described here focuses on a single customer 

need and the related function chains7. To capture pertinent geometry related to more than 

one customer need, apply the method iteratively for some (or all) customer needs and 

Depending upon the motivation of the reverse engineering effort, there are many 

ways to determine which functionality to examine.  In a typical product improvement 

effort, the functions in question would be determined by a prioritized list of cu

needs.  The usefulness of this technique is dependent upon the engineer’s understanding 

         
Function chains are groups of related functions that combine to perform a subfunction of a device, and 

comprise a subset of the entire functional model.  They share a continuity of flow of materials, energy 

 

31] 

Bounding Pertinent Geometry relies upon data from a functional model as an 

al Analysis Systems Technique (FAST) is used, but 

could have been used as well.  Regardless of the type of 

functional model that is created, ensure that functionality in different modes of operation 

focuses on a single customer 

. To capture pertinent geometry related to more than 

one customer need, apply the method iteratively for some (or all) customer needs and 

Depending upon the motivation of the reverse engineering effort, there are many 

ways to determine which functionality to examine.  In a typical product improvement 

effort, the functions in question would be determined by a prioritized list of customer 

needs.  The usefulness of this technique is dependent upon the engineer’s understanding 

Function chains are groups of related functions that combine to perform a subfunction of a device, and 
of flow of materials, energy 
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of the product functionality, and the significance of that functionality in terms of the 

goals of the reverse engineering effort.  

4.3.2 Steps for Bounding Pertinent Geometry 

1. Choose one key product function to analyze, which will have an 

associated function chain. 

2. Create a FAST diagram for the product and the chosen functionality. 

3. To identify the geometry in the product responsible for each particular 

function, trace the physical path of functionality in the FAST diagram. 

Begin at inlets to system boundaries and finish at exits from the system 

boundaries or terminus.  Make sure to continue the path through energy 

transformations, such as the conversion of DC electrical energy to 

rotational mechanical energy.  The physical path traced through the 

product will contain the set of key geometric features that is pertinent to 

the chosen product function.  Consider each component relation to 

function, e.g., does the surface finish or label on the motor assist in 

converting DC to rotational ME? 

4. Document the specific components and interfaces tagged in step three.  

The geometry and materials that make up those components and interfaces 

will contain the sum of pertinent information of the product with regard to 

the chosen function. 

4.3.4 Discussion of Pertinent Geometry Bounding 

The approach offered here attempts to establish a method for Bounding Pertinent 

Geometry that is repeatable, which is to say that two different engineers solving the same 

problem using the BPG method should arrive at approximately the same answer. 



 38 

Harston has a novel approach to modeling pertinent product information [31].  

However, he admits that his method does not include a repeatable way to determine 

pertinent product information; “The accuracy of the time and barrier to reverse engineer a 

product is dependent upon accurate selection of the parameters K, F, and P.”  Harston’s 

terms are defined below [31]: 

K Estimated or actual information contained by a product. 

F Estimated rate at which information is extracted from a product. 

P Estimated power exerted to extract information contained by a product. 

Barrier Difficulty of extracting information from a product. 

 

Depending upon the reverse engineering perspective taken, some parameters may 

be more accurate lending to a better estimation of the time and barrier to reverse engineer 

a product.” [31].  What Harston means in the second sentence by reverse engineering 

perspectives is the engineer’s familiarity with the product, or level of expertise.  A 

reliable way to establish which parts of a product’s geometry are pertinent is missing 

from Harston’s methodology, and this accordingly limits the reliability of his method.  

The Bounding Pertinent Geometry and other techniques that analyze products in both the 

functional and geometric domains attempt to provide a reliable (though non-

deterministic) estimation of geometric pertinence.  The repeatability of Harston’s 

methods could be strongly enhanced by the addition of a reliable technique to determine 

pertinence in parts, such as Bounding Pertinent Geometry.  This is an area of suggested 

future work. 
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4.3.5 Example of Bounding Pertinent Geometry: Regulating the power going to the 

motor of the Auto Hammer 

Bounding Pertinent Geometry will be applied to the Auto Hammer, as shown in 

Figure 9.  The pertinent geometry is bounded and highlighted by color according to the 

function that it performs.  The superfluous geometry is left unmarked. 

1. The key functionality to be analyzed in this example is “regulate power to 

the motor.”  This function occurs during usage of the Auto Hammer. 

2. The FAST diagram for the “regulate power to the motor” functionality of 

the Auto Hammer is in Figure 8. 

 

 

Figure 8: FAST diagram of the Auto Hammer.  The color coding corresponds to the color 
of the components of geometry of the product that accomplishes each function, as 
shown in Figure 9. 

3. The physical path of functionality in the FAST diagram is traced through 

the product in Figure 9.  The functionality path begins when it crosses the 

system boundary at the gray arrow.  The gray arrow represents human 
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hands providing the energy to activate the trigger.  The orange handles 

interface with the human hand and transmit the force to the button lever, 

shown in purple.  The blue box is the micro switch, and the button lever 

depresses the switch.  There is a spring return for the button lever, but it is 

not visible in the figure.  The green wires transmit electrical energy 

between the battery (which is a system boundary), PCB/motor controller 

and the micro switch.  The PCB/motor controller is shown in yellow, and 

regulates the electrical energy going into the motor.  It also dissipates heat 

given off by what appears to be a pulse width modulation motor 

controller.  The yellow function block feeds electricity to the motor 

(shown in red), which is one system boundary exit.  
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Figure 9: The pertinent geometric characteristics of the Auto Hammer are highlighted.  
The colors correspond to the functionality in Figure 8.  Superfluous 
geometry of the product is left non-highlighted.  Recall that this analysis is 
only for the single function of regulating the power going to the motor, and 
other functions are ignored. 

4.3.6 Results for Bounding Pertinent Geometry 

The pertinent geometry of the Auto Hammer for the function “regulate power to 

the motor” is illustrated in Figure 9.  The engineering significance of this result is that the 

non-highlighted geometry of the product is superfluous with respect to the function under 
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consideration.  Accordingly, reverse engineering resources can now be concentrated on 

the pertinent geometry.  This is an example of applying the technique from the point of 

view of a single function that the product performs.  The Auto Hammer actually performs 

multiple functions, so a complete Bounding Pertinent Geometry will include iterations 

through all important functions. 

This technique certainly has limitations, and opens opportunities for future work.  

Specifically, this technique assumes analysis of a single major product function at a time.   

This is well suited to some situations, such as the one in the example.  However, there are 

products with functionality that is coupled with or dependent upon other major 

functionality.  In those cases, the condition of analysis of a single function at a time is not 

met.  Future work exists to extend this technique to analyze multiple, dependent functions 

simultaneously. 

4.4 DETERMINING SAMPLE SIZE 

4.4.1 Purpose and summary for Determining Sample Size 

The purpose of this technique is to determine the sample size required for a 

desired level of accuracy when performing geometric measurements.  We will establish 

four parameters through the use of statistical analysis: 

 
µ The true mean or true nominal dimension of the geometry to be 

measured. 
 

n The number of samples required to establish a given level of 
confidence in µ.   
 

γ The confidence level.  This is the probability that the value of µ 
falls within the confidence interval.  This will be expressed as a 
value between zero and one, or a percentage. 
 

v The confidence interval.  This is the bounding limits on µ for the 
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given probability.  The confidence interval has the same 
dimensions and units as µ. 

 

It has previously been asserted by Wang that “engineers, scientists, and all other 

stakeholders, such as governmental regulators, have yet to agree on an acceptable method 

to determine the appropriate sample size in reverse engineering” [6].  Wang’s observation 

that the field of reverse engineering has not settled on a methodology for sample size is 

true, as the following organizations set standards for reverse engineering but offer no 

useful guidance on sample size:  the Federal Aviation Administration Parts 

Manufacturing Authority certification program [6], the Certified Automotive Parts 

Association quality standards [11], and the U.S. Department of Defense’s Military 

Reverse Engineering Handbook [2].  It is asserted in this work that the failing is due to a 

lack of research in the statistics of reverse engineering, and that the field of statistics itself 

fully provides us with the tools to reasonably choose a sample size for a given confidence 

interval for any general geometric measurement.  Below we shall demonstrate that 

classical, well-known results from the statistical literature can be employed to determine 

these samples sizes.  There is a large opportunity for future work to apply statistical tools 

to the sample size problems in reverse engineering beyond the one-dimensional 

geometric measurements shown here. 

4.4.2 Discussion for Determining Sample Size 

In a reverse engineering effort, the engineer is often tasked with very accurately 

determining geometric measurements.  Because of the individual variation in each 

measured part, we must take multiple measurements and use statistical tools to increase 

the accuracy of our geometric model of the product.  Another way to phrase this is to say 

that the engineer wishes to find µ, and can increase the confidence that µ falls within a 
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certain confidence interval by increasing the number of sample measurements.  In this 

section, we shall outline a technique to determine the minimum number of samples 

necessary to obtain the desired geometric accuracy. 

Engineers are accustomed to encountering tolerances in engineering drawings.  A 

standard tolerance can be thought of mean ±3×(standard deviation).  This means that the 

engineer is 99.73% certain that the value will fall within the tolerance if the variable in 

question follows a normal distribution.  From a statistical (and practical) perspective, a 

99.73% confidence interval is not necessarily desirable.  The width of the confidence 

interval can be thought of as specifying precision or accuracy, and the confidence level is 

inversely related to this precision.  A highly reliable estimate of µ may be imprecise 

because it will require a relatively large confidence interval.  Therefore, it is not always 

true that a 99% confidence level is superior to a 95% confidence level, as a gain in 

reliability is traded for a loss in precision for a sample of the same size [33].  As we shall 

see below, the only way to mitigate the risk of this trade-off is to increase the sample 

size.   

4.4.3 Derivation for Determining Sample Size 

The diagram shown in Figure 10 illustrates the length of a nail (µ) and the 

confidence interval (v).  The confidence level specifies that there is a certain probability 

that µ is bounded by the red section of the arrow. 
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Figure 10: Diagram of a nail with length (µ), and confidence interval (v) shown by the 
arrow above the nail.  The green arrows indicate a sample measurement, ��. 

We shall determine the sample size that is required to obtain the desired level of 

confidence in our measurement of µ.  For this example, we will find the confidence 

interval that corresponds to a 90% confidence level. 

Let us assume that measurement �� of the nail is an independent and identically 

distributed (IID) random variable.  In practice, IID is the most common statistical 

assumption.  If the sample is in fact not IID, there is very little analysis that can be done 

with standard statistical models.   

Consider taking a sample of n measurements that are IID: 

��, ��, … , �
 

The (sample) mean of this population can be expressed in the form below:  �̅ = 1� � �� 
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According to the strong law of large numbers, �̅  converges to the true mean as n 

approaches infinity [34]. For a finite value of n, the sample mean only serves as an 

approximation to the true mean. 

The (sample) standard deviation (s) for the above population is defined below:   �� = 1� − 1 �(�� − �̅)� 

Note that the sample standard deviation s only approximates the true standard deviation, 

σ. The central limit theorem (CLT) states that, for large sample sizes, the distribution of 

the average of IID samples will approach a standard normal distribution.   �̅ − ��√� 
→����� �(0,1) 

To apply the CLT, a sample size of 30 or greater is required [35].  We rewrite this 

equation to determine a confidence interval. Particularly, we have (for sufficiently large 

values of n): 

Pr  −!"/� ≤ �̅ − ��√� ≤ !"/�% =  1 − & 

In this equation, !"/� denotes the α/2-quantile of the standard normal distribution, i.e., it 

satisfies  

Pr'�(0,1) ≤ !"/�( = 1 − &/2. 

Since � is unknown, we replace it by its sample counterpart s, provided that we 

use quantiles from the student t-distribution [33]: 

 

Pr  −*
+�,"/� ≤ �̅ − ��√� ≤ *
+�,"/�% =  1 − & 

In the equation above *
+�,"/� denotes the α/2 - quantile of the t-distribution with n-1 

degrees of freedom. This equation can be re-arranged to  
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 Pr ,�̅ − �√� *
+�,"/�  ≤  � ≤  �̅ + �√� *
+�,"/�. =  1 − & 

Hence a (1-α)*100% confidence interval for µ  is given by  

 

 /�̅ − �√� *
+�,"�   , �̅ + �√� *
+�,"�0 Equation 1 

By rearranging one final time, and creating a parameter for interval width (w), we 

can find the general formula for the sample size n necessary to ensure a given interval 

width 

 � = ,2*
+�,"� ∗  �2.�
 Equation 2 

 

4.4.4 Comments on sample size derivation 

Note that the size of the confidence interval depends on n. Hence by varying the 

value of n, one can modify its size to the desired amount.  The engineering significance 

of this result is that by varying the number of sample measurements of the geometry, we 

can raise our confidence in our estimate of the mean value to any desired level.  Note that 

because n in Equation 1 cannot be solved for explicitly, we must take an iterative 

approach.  Mathematical software tools greatly ease the application of this technique.  

Equation 1 can be applied generally, though its use is iterative. 

Equation 2 has a non-iterative, direct application, but assumes that the engineer 

knows the standard deviation of the measurement that s/he is analyzing.  Typically s is 

dependent upon n, but there are situations where the standard deviation of a certain 

manufacturing process is well characterized.  

 



 

4.4.5 Example for Determining Sample Size

What follows is an application of the reverse engineering technique of 

determining the required sample size for a desired confidence level for a measurement.  

The product to be analyzed is a sheet metal switch box as sho

measurement to be analyzed is simply the width of the box, indicated in the drawing to 

have a nominal length of 2” (50.8 mm)

 

 

Figure 11: A sheet metal switch box 
desired confidence interval.  Thirty parts in total were measured.
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for Determining Sample Size 

What follows is an application of the reverse engineering technique of 

determining the required sample size for a desired confidence level for a measurement.  

The product to be analyzed is a sheet metal switch box as shown in Figure 

measurement to be analyzed is simply the width of the box, indicated in the drawing to 

(50.8 mm). 

 

switch box used as an exercise to determine sample size for a 
desired confidence interval.  Thirty parts in total were measured.

What follows is an application of the reverse engineering technique of 

determining the required sample size for a desired confidence level for a measurement.  

Figure 11.  The 

measurement to be analyzed is simply the width of the box, indicated in the drawing to 

 

used as an exercise to determine sample size for a 
desired confidence interval.  Thirty parts in total were measured. [36] 
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Table 2: Summary of the data obtained by measuring the width of the 30 sheet metal 
parts. 

4.4.6 Steps for Determining Sample Size 

1. Choose an initial sample size for measurement, with a sample size between 2 and 

30.  Measure the desired parameter for these parts.  For this example, the data is 

shown in Table 2. 

2. Perform a statistical test for independence to validate the hypotheses that the data 

set is independent and identically distributed.  Pearson’s chi-squared test is the 

most widely used statistical tool to test for independence, and is the suggested 

method.  The chi-squared test and the normality test mentioned later are very 

basic statistical exercises, so the details are not discussed here.  Both 

independence and normality tests are common enough that they are available as  

built-in functions in most statistical analysis software packages, such as 
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MINITAB, SAS, S-Plus, R, or the Excel Statistical Analysis Tools Plug-in [35].  

The chi-squared test is also available in Excel as a built in command, CHITEST. 

3. Determine the desired confidence level and confidence interval using Equation 1.  

These choices will be informed by the goals of the reverse engineering project.  

The desired confidence level for this example is 90% with an assumed sample 

size of 30.  It follows that 100(1 − &) = 0.90, from which α = 0.10 and *
+�,"/� 

= *�5,,6.67 = 1.699.  The desired interval is then 

/49.58 − 0.33√30 1.699  , 49.58 + 0.33√30 1.6990 

or a 90% confidence interval of [49.48 , 49.68] mm.  The physical significance of 

this choice is that we will obtain a 90% probability that the nominal value of the 

width of the switch box is within the confidence interval.   

4. Iteratively apply Equation 1 above to determine the sample size that is associated 

with the desired confidence interval.  For the example shown here, only one 

iteration was performed.  For initial sample sizes of 30, additional iterations and 

higher sample sizes are not likely to meaningfully increase the confidence 

interval.  For initial sample sizes smaller than 30, iterating will allow the engineer 

to establish a confidence interval. 

5. Validate the data by performing a normality test on the acquired data.  Normality 

tests are basic statistical tests that are provided as built-in tools for most statistical 

analysis software.  The results for the normality test on this data are shown below 

in Table 3 and Table 4.  For the example, because the critical z value was less 

than the correlation coefficient of the sample, there is sufficient evidence to claim 

that these values come from a normal population [35].  The engineering 
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significance of this finding is that the assumptions used in the application of the 

methodology for this example hold. 

 

Table 3: Example normality test using Excel. 
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Table 4: Example normality test using Excel (continued). 

4.4.7 Results for Determining Sample Size 

It is shown that the engineer can obtain a desired level of certainty in nominal 

geometric dimensions through sampling of geometric measurements, followed by a 

statistical estimation of the nominal dimension.  The technique shown here is applicable 

to basic linear geometric measurements, but the statistical principles can be extrapolated 

to address more complex situations. 
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4.5 ESTIMATING PRODUCTION VOLUME 

4.5.1 Summary for Estimating Production Volume 

Production volume estimates can be used to estimate the total number of units 

manufactured, given a random sampling of serial numbers.  For instance, suppose that the 

United Nations sends a weapons inspector to a country suspected of manufacturing a 

certain type of forbidden missile.  The inspector travels around the country and does 

indeed find ten forbidden missiles, whose serial numbers he diligently records. The 

government that produced the missiles will probably not be willing to reveal the number 

of missiles produced—and even if they did it would be difficult to trust them.  The UN 

inspector can instead use statistical tools to take the sampling of serial numbers and 

estimate the total number of missiles that were produced. 

4.5.2 Discussion for Estimating Production Volume 

Determining production volume of a product is immediately useful to the business 

case analysis that sets some of the goals for the reverse engineering effort.  Production 

volume is also a very useful piece of information when the engineer wishes to infer the 

manufacturing method and cost to manufacture a given product. 

This technique is only effective if the serial numbers can be deciphered into a 

pattern.  Sequential and date-based serial numbers are common, but an unconventional 

numbering system may be used as a hedge against estimating production volume.  

Encrypting the serial numbers is a defense as well, and using random serial numbers or 

none at all will render it useless. 
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4.5.3 Explanation for Estimating Production Volume 

Given a random sample of serial numbers from a sequence ranging from 1 to n, 

how does one estimate n and how certain is the estimate? We establish six main 

parameters through the use of statistical analysis: 

 
n The expected population size 

 
N The true population size 

 
k The sample size 

 
m The highest observed sample 

 
γ The confidence level.  The probability that the value of N falls 

within the confidence interval.  This will be expressed as a value 
between zero and one, or a percentage. 
 

v The confidence interval.  The bounding limits on n for the given 
probability.  It is equal to the minimum variance unbiased 
estimator. 

 

The equations here are derived from a basic statistical concept called minimum 

variance unbiased estimators (MVUE), as shown by Devore [35].  The specific derivation 

is given by Krawisz [37] and is reproduced in Appendix B.  Let m be the highest serial 

number observed and k be the sample size. The expectation for N is given by  

 

 = = > + >? + 1 
Equation 3 

with variance  

 
1? (= + 1) (= − 1)(? + 2)  

Equation 4 
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which is approximately 

 

 

 

=�?�  for ? ≪ = Equation 5 

An intuitive understanding of this formula is that it gives the sample maximum 

plus the average difference between sequential observations in the sample. 

 

4.5.4 Example for Estimating Production Volume 

A set of 200,000 serial numbers of forbidden missiles is generated.  A random 

sample of the serial numbers is taken, and from that an estimate of the total population 

size is calculated.  The entire example is illustrated with the use of computational 

software, specifically Mathematica.  The actual programming is concise and is included 

as an illustrative example.  First, we create our example data set by generating the 

population serial numbers and random sample with the following commands: 

serials =  Range[200000];   ‘serial numbers 

k = 50;     ‘sample size 

sample = RandomSample[serials, k]  ‘the random sample 

 

We then randomly select fifty serial numbers randomly generated from the 

sequence 1 ... 200,000.  The selected serial numbers are shown here:  

 

176312, 191885, 49320, 190185, 191128, 56517, 88230, 171693, 37217, 3284, 
182553, 97782, 74924, 197348, 110091, 162204, 126582, 87905, 115386, 
134697, 95767, 41802, 110331, 99712, 48341, 89813, 104186, 4796, 930, 
141093, 85491, 86043, 13435, 116348, 4297, 113825, 93862, 26090, 124494, 
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166485, 193203, 14594, 96823, 23523, 5731, 74620, 91337, 197882, 87538, 
110413 

 

4.5.5 Steps for Estimating Production Volume 

1.  Find m.  For this example, the largest sampled value is 197882 

m = Max[sample]     ‘the max serial sampled 

 

2.  Apply Equation 3 to find the expected population size.  The expected value for 

the highest serial number is 201,000. 

n= N[m + m/k + 1]    ‘expected population size 

 

3.  Apply equation Equation 4 from above to find the confidence interval for n.  

The confidence interval is calculated to be +/- 8000 for a 95% confidence level.   

 [(1/k) (n + 1) (n - 1)/(k + 2)] ‘variance 

4.5.6 Results and discussion for Estimating Production Volume 

The actual production volume was accurately estimated for this example.  The 

specific answer generated by the exercise is shown below.  The actual n for this example 

is 200,000, and so it has been shown that the method successfully estimates population 

size. 

CD(� = 201,000 ± 8000) = 0.95 

It is natural to ask what the relationship is between the number of samples, and 

the accuracy of the results.  Much like the sample sizing technique above, there is a trade-

off of narrow confidence interval for high confidence level that can only be improved by 

having a higher number of samples.  For the example, the graph shown in Figure 12 

illustrates the relationship between sample size and the size of a 95% confidence interval. 
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Figure 12: Graph of sample size vs. 95% confidence interval for the example presented.  
For a given sample size, i.e. 50, we can be 95% certain that the true total 
number of produced units, n, is bounded within a range of ±8000. 

 

 

4.6 ACCOUNTING FOR PHYSICAL DEGRADATION 

4.6.1 Summary for Accounting for Physical Degradation 

Almost all products physically degrade over time.  The presence of physical 

degradation8 is not always obvious, but the resulting impact on product functionality or 

performance may be significant.  The technique presented here is intended to aid the 

engineer in answering three questions: (1) is the product physically degraded?; and (2) 

how did the degradation alter the original state of function and/or performance?; and (3) 

                                                 
8 Physical degradation here is intended to include any change to a product that can affect functionality or 
performance.  This includes changes to macroscopic and microscopic geometry, chemical composition, 
material properties, etc. 
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what was the original physical state of the product?  This is accomplished by providing a 

framework for qualitative inference of data about the non-degraded product by 

performing a forensic analysis of failure mechanisms suitable to the product.  Note that a 

product with degraded performance may still be capable of performing all of its 

functions, just not as well as the originally intended.  “Broken” is not the same as 

degraded performance.  Before explaining the technique, a special case will be discussed, 

followed by a survey of common failure mechanisms. 
 

4.6.2 Discussion of a special case 

There is a special case wherein physical degradation significantly obscures 

manufacturing methods.  This is relevant because understanding the manufacturing 

method can give insights into the original physical state of the product, and is also a 

separate goal of the reverse engineering process.   

An inspirational example is reverse engineering cylinder sleeve manufacturing 

processes for internal combustion engines.  The manufacturing process for these sleeves 

is highly engineered, and involves sophisticated polishing and honing of the interior of 

the cylinders before pistons are inserted.  Pawlus demonstrates that after just a few engine 

revolutions, the contact between the piston rings and the cylinder wall wears the cylinder 

wall to the point that the original surface finish is no longer apparent [38].  This obscures 

the original physical state and manufacturing process significantly, and frustrates 

attempts to reverse engineer the manufacturing process used on the cylinder sleeve.   
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4.6.3 Categories of failure mechanisms that can degrade product performance and 

functionality 

Failure mechanisms for electro-mechanical products can be broadly grouped into 

two categories: overstress failures and wear-out failures.  They are shown in Table 5 

below: 

 

Overstress Failures: 

� Brittle fracture 

� Ductile fracture 

� Yield 

� Buckling 

� Large elastic deformation 

Wear-out failures 

� Wear 

� Corrosion 

� Diffusion/interdiffusion 

� Chemical change 

� Fatigue (low cycle or high cycle) 

� Fatigue crack initiation/propagation 

� Radiation 

� Creep 

Table 5: List of common failure mechanisms in electro-mechanical objects [6,39]. 

The failure mechanisms above are often caused by stresses in the mechanical, 

electrical radiation or chemical domains.  Additionally, multiple stresses may interact to 

produce more damaging stresses.  Some of these include mechanical failure due to 

mechanical stress, stress-assisted corrosion, field-induced metal migration, and 

temperature induced chemical reactions [6,39].  It should be noted that the failure 

mechanisms and categories here are not exhaustive.  To fully understand the physical 

degradation of a system, an engineer must have a deep understanding of the stresses in 

the system and the responses to those stresses. 
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4.6.4 Steps for identifying physical degradation 

1. Optionally, perform Bounding Pertinent Geometry for each desired 

function.  This will reduce the scope of the problem of discovering 

physical degradation.   

2. Create a force flow diagram for the product [8,40,41,42,43] to identify the 

most obvious geometric wear locations. 

a. Group the components of the product into R groups with the force 

flow diagram.  R groups have no relative motion. 

b. Examine the physical boundaries between R groups, boundaries 

with relative motion, for possible signs of wear such as loose 

connections, scratches, corrosive discoloration, scaling, lubricant 

or dust. Utilize the force flow diagram to identify locations with 

high interfacial forces, where degradation is likely to occur.  Three 

of the most common causes for failures in mechanical products are 

excessive force, excessive cyclic loading, and environmental 

effects such as corrosion [6].  Think about these different 

categories and causes of degradation, keeping in mind that 

degradation is not necessarily the same thing as wear or failure, 

and that it might not be obvious.  For instance, loss of air pressure 

and stiffness in pneumatic tires results in degraded performance for 

rolling friction. 

3. Create a function structure for the product [8,12,13,14] to identify any 

remaining locations of physical degradation.  

a. Examine the functional model of the product.  Trace the energy 

and force flows through the product, and at each interface inspect 
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the product for physical degradation.  Force flow (and force caused 

by the flow of physical objects) can induce degradation by fatigue, 

deformation, frictional wear, etc.  The flow of energy can cause 

wear through heating, chemical transitions, electro-migration, 

galvanic corrosion and other mechanisms. 

4.6.5 Determining how degradation alters the original geometry, function and 

performance   

1. Determine which suspected physical degradation may influence product 

characteristics.  Examine the importance of each degradation site. What 

are the possible types of degradation and the magnitudes of effect? 

Examine the functional blocks on either side of the interface and consider 

loss of function due to these degradations in the related components. 

a. Does the interface geometry carry functional relevance? 

b. If so, how sensitive is functionality or performance to that 

geometry, i.e., how much will a functionally relevant performance 

parameter be affected by a change to the geometry? 

2. Create a qualitative ranking of those degradation points that will most 

affect product characteristics, and decide which ones warrant further 

analysis. 

3. For each suspected occurrence of physical degradation, hypothesize the 

cause and degradation mode for the product.  This knowledge will be used 

to reconstruct an approximation of the original function, geometry and 

performance.  

4. Create a quantitative model to explain the physical degradation.  This step 

will require the engineer to find and apply an appropriate model from the 
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literature. As part of the solution to the model, the engineer will likely find 

it necessary to estimate parameters for the model, including number of 

cycles or time in service.   

5. Solve the model to estimate the original geometric state of the product.  If 

multiple product samples are available, apply the model to them as well to 

validate the results.  If it is possible to induce degradation in a sample 

product, an experiment can be created to validate the model. 

6. Predict the original function and performance based on the reconstituted 

geometry from the degradation model.  Again, there is no generalized 

model of reconstituting the original physical configuration.  This is a task 

for the engineer to which analysis can be applied in proportion to available 

resources.  For insights into modeling for functionality and performance, 

see Otto and Wood, chapters 7 and 13 [8].   

4.6.6 Example: Auto Hammer lithium-ion battery degradation 

Part one: Answering the question: is the product physically degraded? 

The lithium-ion battery that powers the Auto Hammer was identified through 

multiple avenues as a suspect for physical degradation.  Battery life was identified during 

customer needs analysis as a design issue.  The battery was also identified as a candidate 

for physical degradation problems through R-group analysis because it has relative 

motion with the terminals of the Auto Hammer.  Finally, a function structure was 

prepared (Figure 5) which identified the battery as being on the critical function path. 
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Part two: Answering the question: How did the degradation alter the original 

geometry, function and performance?   

It has been well established in the literature that lithium-ion batteries degrade in 

performance over time [44].  The parameters that most strongly affect cell degradation 

are ambient temperature, state of charge and the physical constants of the cell.  The 

physical constants must be experimentally determined for each type of battery. 

In this example, we use Liaw’s model [44] to infer the capacity fade of the Auto 

Hammer’s lithium-ion battery, and to predict what the original performance of that 

battery was.  The actual battery of the Auto Hammer is too new and well cared for to 

actually exhibit loss of capacity by Liaw’s model.  For the purpose of this exercise, we 

will assume two hypothetical scenarios: 

1. That the Auto Hammer battery cell constants have been established.  In 

reality, they will be estimated based upon similar batteries.   

2. That the Auto Hammer battery has been stored and used at 55C for 25 

weeks, and that it was kept near a 100% state of charge during that time.  

An equivalent circuit model is used to describe lithium-ion battery capacity fade.  

It utilizes just four equations containing a total of just five parameters.  The equivalent 

circuit model is shown below: 
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Figure 13: Equivalent circuit model for lithium-ion battery capacity fading [44] 

The relationship between open circuit voltage (V) and time (t) can be described by 

the equation below [44].  R1, R2, and C are the constants from the equivalent circuit 

model.  The current I is held constant, and Q represents the capacity of the battery.  

 F(*) = G(0)H I+J KL MN + F6 − OP� − OP�(1 − I+J KLM⁄ ) 

 

The graph below shows the estimated loss in capacity of one of the cells in the 

Auto Hammer battery over the course of 25 weeks.  This model shows that it would be 

theoretically possible for the Auto Hammer to lose almost one third of its battery life in 

about six months.  If the Auto Hammer had been received in a degraded state, this model 

could have been used to infer degradation, and to predict what the original performance 

of the battery might have been.   
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Figure 14: Predicted capacity fade for lithium-ion cells in the Auto Hammer, assuming an 
ambient temperature of 55C and average 100% state of charge.  

4.6.7 Discussion of Accounting for Physical Degradation 

This reverse engineering technique helps the engineer to take products which 

have physically degraded and to infer their original physical configuration, functionality 

and performance.  The technique focuses on finding stresses within a product, predicting 

physical degradation that may have arisen because of those stresses, and then modeling 

the original, undegraded functionality and performance.   

The method presented here to find stresses involves examining flows of energy, 

material and forces in the functional domain using functional models.  This is effective 

because all stresses involve a flow of energy or forces, and functional models are tools 

for tracking these flows within products.  However, there are many other ways to predict 
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failure mechanisms, such as failure modes, effects and criticality analyses (FMECA) 

[8,32]. 

Accounting for Physical Degradation is general in that it does not specify a 

particular method for modeling each individual case of degradation.  Construction of this 

model is left to the engineer performing the worn part analysis.  Accordingly, this 

technique is limited by our ability to construct a suitable model and estimate its 

parameters. 
 

4.7 SUMMARY FOR CHAPTER 4: NEW TECHNIQUES FOR REVERSE ENGINEERING 

Five new reverse engineering techniques are presented in this chapter.  Each 

technique addresses a specific problem in reverse engineering that has not been covered 

by previous literature.  Reassembly by Function gives the engineer tools to address 

disassembled products for which there is no assembly plan. Bounding Pertinent 

Geometry helps to identify which geometry has critical functionality. Determination of 

Sample Size gives the engineer instruction in choosing a statistical sample size when 

extracting product geometry. Production Volume Estimation gives the engineer tools to 

use product serial numbers to determine information about production volume and other 

production information. Finally, Accounting for Physical Degradation attempts to 

determine whether a product has physically degraded, and how that degradation has 

affected functionality and performance.  In the next chapter, the five novel techniques 

shown here will be integrated into the overall reverse engineering methodology. 
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Chapter 5:  An Evolved, Integrated Methodology for Reverse 

Engineering with Applications 

5.1 ANSWERING RESEARCH QUESTION FOUR: A NEW METHODOLOGY FOR REVERSE 

ENGINEERING 

In this chapter the entire evolved reverse engineering methodology is presented 

and applied to an example product, the Craftsman Auto Hammer.  The new techniques 

from the previous section are placed in the context of the methodology and applied 

through example.  The methodology is divided into seven main sections and concludes 

with a few notes on the pervasive techniques in reverse engineering. Pervasive techniques 

are those that occur in conjunction with or enable most other techniques—for example, 

disassembly and data collection.  The process for the new evolved, integrated reverse 

engineering methodology is shown in Figure 15. 

The evolved reverse engineering methodology is an expansion and merger of 

previous methodologies.  The methodology comprises a collection of individual 

techniques, guidance on what circumstances warrant the application of each one and their 

order of application.  There is a table of reverse engineering techniques in Appendix C: 

Table of reverse engineering techniques that serves as a quick reference, providing a 

short description of each technique.  For individual reverse engineering techniques that 

are well documented in the literature, only a brief example will be shown.  For individual 

techniques that require specialized skills (i.e. advanced characterization of polymers) a 

description will be given, but no example.  However, the reader is invited to visit the 

sources cited to find full explanations and examples of these techniques.  New techniques 

that are presented in this thesis are shown in detail.  The Auto Hammer is the primary 

example, except in the few cases (such as sample sizing) where a more illustrative (or 

practical) example has been chosen. 
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Figure 15: Overall reverse engineering process, including individual techniques. 
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5.2 STEP 1: INITIAL PRODUCT INSPECTION 

5.2.1 Definition and scope for initial product inspection 

Initial product inspection is the engineer’s first contact with the physical device, 

and with any technical documents describing the product.  This step creates high level 

understanding of the product with respect to project goals, direction of the project, what 

reverse engineering methods will be appropriate, and the present state of deterioration of 

the product [10].  The initial inspection is also the time to establish the customer needs 

that correspond to the given set of use cases, functionality, environments and customers.  

The method presented in this thesis is limited to activities concerned with extracting 

information from the product, and therefore does not encompass business case analysis 

and mission statement [8], return on investment calculation [2], value engineering [10], 

or redesign [8], as some other reverse engineering methodologies do. 

5.2.2 Inputs to initial product inspection 

The inputs required for this stage begin with the goals for the reverse engineering 

effort.  Industrial applications for reverse engineering typically have product duplication 

or redesign as their end goal [8].  Defense applications are typically concerned with cost 

avoidance during procurement or the generation of missing technical documentation [10].  

Reverse engineering for education seeks to teach principles of engineering, and give 

experience to the student [8].  A first-hand investigation into customer needs is critical 

for setting the direction and scope of a reverse engineering effort.   

5.2.3 Technique 1: Use and experience product 

Summary 

Physically use the product as the user would, and operate it through its full range 

of capabilities.  The goal for this step is to develop a concrete understanding of the 
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product based upon experience.  The required inputs to this technique are the product 

itself and any materials required to use the product.  As a result of this technique, the 

designer gains first-hand initial understanding of the form and function of the product.  

This is a qualitative result that is essential to the designer fully understanding the product. 

Using and experiencing the Auto Hammer   

The Auto Hammer was visually inspected as shown in Figure 16, and then 

operated through its full range of capabilities.  The initial steps of usage are detailed in 

the activity diagram, shown in Figure 19.  Nails of every compatible size (as listed in the 

user manual) were driven into wood, and sample results of this are shown in Figure 17.  

Next, the Auto Hammer was used to hammer 148 4d 1-1/2” bright common nails into a 

pine 2”x6” in the dark, which took 26 minutes, or roughly 10.55 seconds per nail (Figure 

18).  There were many insights gained from this initial usage.  The Auto Hammer is 

wonderful for driving small nails, but unable to drive nails with a diameter of greater than 

approximately 0.1”.  Surface finish also seems to affect how easily the nails are driven.  

There was not a middle ground with poorly driven nails—the Auto Hammer could either 

drive them rather quickly, or not at all.  After 18 minutes of constant usage, the exhaust 

from the motor vent became hot to the touch.  This is an issue because one of the vents is 

under the hand grip.  Initially placing the nail against the wood for first impact is a tricky 

task.  It requires the user to hold the nail with one hand while beginning driving it with 

the other, much like a traditional hammer.  The built-in collet is not capable of reliably 

starting the nail.   
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Figure 16: Initial visual inspection of the Auto Hammer and accessories 
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Figure 17: Usage of Auto Hammer to drive various nails into wood [45]. 

 

Figure 18: Usage of Auto Hammer to depletion of battery, 148 nails total. 
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5.2.4 Technique 2: Review available technical data 

Summary 

Find and digest all available technical documentation which may provide any 

technical insight into the product.  Technical data can include, but is not limited to, 

geometry, materials, performance, customer needs and reviews, and repair information.  

The data may be used to validate results of the reverse engineering effort, or to reduce the 

time and capital required to complete the effort.  The input to this technique is the 

technical data.  The engineer must creatively locate sources for this data.  The output of 

the technical data review varies with the types of data that are available.  Ingle's Chapter 

4 is particularly instructive on the treatment of available technical data [10]. 

Reviewing the technical data for the Auto Hammer 

The only available technical data source for the Auto Hammer was the product 

manual that came with the device [3].  The data found in the product manual included a 

BOM, exploded view, suggest nail sizes, instructions for use and safety precautions, and 

some engineering specifications.  Most of this information was used to augment the 

technical data package and to decrease the total expenditure of time and effort in the 

reverse engineering effort.  The exploded view specifically is later shown to significantly 

increase success and decrease effort and risk for disassembly. 

5.2.5 Technique 3: Gather customer needs 

Summary 

Customer needs inform the designer of the qualitative product requirements.  

These product requirements are later mapped to specific functionality, geometry, 

materials and performance in the product.  Customer needs gathering requires access to 

customers and, ideally, access to a product or a reasonable facsimile of the product.  The 
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output of this step is raw data gathered from customers about their usage, needs, desires, 

likes and dislikes about the product.  The raw data should be generated through the 

like/dislike, articulation, questionnaires, focus groups, lead users or other methods.  The 

customer base should be segmented according the parameters relevant to the project, and 

proper statistical sampling must be used.  Both Otto and Wood's Chapter 4 [8] and 

Adams [46] thoroughly explain the different methods for gathering customer needs.  

Beyond traditional methods of gathering customer needs, there are new, interesting web-

based processes emerging.  Bazaar Voice [47] creates customer feedback tools for 

merchants and manufacturers.  The merchants and manufacturers use this data to select 

inventory and to improve or discontinue products.  This iteration cycle is shrinking to a 

time scale of just days [47].   

 

Gathering customer needs of the Auto Hammer 

The articulated use (like/dislike method) was used for this project.  In total, there 

were 115 interviews and reviews, including five in-person interviews, two professional 

reviews, and 108 online customer reviews [48] [49] [50] [51].  The web gives reverse 

engineers powerful tools for gathering of customer needs in the form of direct surveys or 

data mining existing online product reviews. 

The customer needs gathered during technique 3 have been sorted, and the 

importance of each group has been calculated in Table 6 below.  It is immediately 

obvious that people view the Auto Hammer as an innovative replacement for the 

conventional swinging motion.  This reduces physical exertion and stress while 

hammering, and allows usage in confined spaces.  Many people expected the Auto 

Hammer to be quieter than a traditional hammer, and complained about the loud noise 
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that it created.  This is an interesting result—when tested, the Auto Hammer was shown 

to only be 2dB louder than a traditional hammer, and under different circumstances a 

traditional hammer could certainly be louder.  This represents less than a 2% difference 

in sound pressure level (SPL).  However, as shown in Figure 23 and Table 8, the RMS 

value for the SPL of the Auto Hammer is roughly eight times the value for a traditional 

hammer.  It is concluded that this is the higher RMS value for the SPL is what bothers 

people.  Many customers believed that the Auto Hammer should do a better job of 

accommodating differently sized nails.  Some intuited that this should be done via a 

modular collet. 

5.2.6 Technique 4: Create activity diagram 

Summary 

An activity diagram is used to categorize customer needs, and to map those needs 

to customer use patterns throughout the lifecycle of the product.  The inputs to this 

technique are the customer needs and observations of customer use gathered in the 

previous technique, along with the first-hand experience gained during initial product 

inspection.  The deliverable of this technique is an activity diagram that shows user 

activities through the life cycle of the product, indicates the beginning and end of the life 

cycle, and indicates which usage patterns are most common.  Additionally, the activity 

diagram is a first step toward the categorization of customer needs.  For more information 

on this topic see Otto and Wood's Chapter 4 [8]. 

Application to Auto Hammer 

The activity diagram for the Auto Hammer is shown in Figure 19.  The colored 

blocks show groups of activities, and the bold lines indicate the most common activities.  

The pattern of usage below is reminiscent of almost all products operated via removable, 
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rechargeable battery.  One insight gained by the activity diagram is the amount of effort 

necessary to keep the battery charged.  This is a task that must be repeated for 

approximately every 25 minutes of usage.  In 115 customer interviews and reviews, 

battery life was criticized 24 times. 

 

 

Figure 19: Activity diagram for the Auto Hammer 
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5.2.7 Technique 5: Prioritize customer needs 

Summary 

Prioritizing customer needs informs the engineer as to what the most important 

customer needs are, groups them according to functional categories and ranks them in 

importance.  The main methods to analyze and prioritize customer needs are affinity 

diagrams, customer use pattern diagrams, customer sort method, questionnaire method 

and cluster analysis method [8] [46].  Depending upon the method used, the inputs to this 

technique will be either just the data generated in the previous techniques, or that data 

and further access to customers.  The output for the prioritization of customer needs is a 

grouped, prioritized list of customer needs.  This typically takes the form of a 

spreadsheet.  Again, Otto and Wood's Chapter 4 [8] and Adams [46] explain how to 

prioritize customer needs. 

Prioritizing the customer needs for the Auto Hammer 

The customer needs gathered during technique 3 have been sorted, and the 

importance of each group has been calculated in Table 6 below.  The weighting for each 

customer need was determined by frequency of citation of the need in proportion to the 

total number of respondents, and by converting the subjective importance ratings implied 

by the rhetoric in the product reviews into a numerical scale.   

It is immediately obvious that people like the Auto Hammer for its innovative 

ability to not require a swinging motion.  This reduces physical exertion and stress while 

hammering, and allows usage in confined spaces.  Many people complained about the 

loud noise that the Auto Hammer created, as explained previously.  It was rather 

surprising that so many customers complained about the battery life of the product.  The 

tests done for this thesis indicate that the Auto Hammer is capable of driving 
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approximately 150 nails per charge, but of course this is dependent upon nail size and 

substrate material.  This may indicate that Auto Hammer customers are using the product 

to drive 100+ nails per charge, find some way to stall the motor during light use, or 

perhaps are sloppy when charging the device.   

Another clear insight that has emerged from the customer needs analysis is that 

there are significant problems with securing the nail when preparing to hammer, and 

exporting the nail into the wood.  Both of these functions are physically performed by the 

hammer head and the collet.  These issues were raised in various forms in the customer 

needs labeled “Does not damage wood,” “Reliably drives nails,” and “Modularity of 

collet.”  The same mechanical parts are also responsible for the noise generated during 

hammering, another source of irritation for customers.  If there is a single area of the 

Auto Hammer that deserves improvement, it is the hammer head/collet interface to the 

nail. 
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  Craftsman Auto Hammer Customer Needs Summary 

  Sample size: 115 

  Sources: Interviews and [48] [49] [52] [51] [50] 

  

  

  Average customer: Internet user, wishes to hammer nails 

  Interpreted need / customer statements # Weight Scaled 

1 

Doesn't require swinging motion 

-must be easy to use/low ergonomic stress 

-should be easy to hammer in confined area 83 0.5 1.122 

2 

Quiet / dampen noise 

-should be quieter 

-should vibrate less 26 0.5 0.351 

3 

Long lasting battery 

-should have long lasting battery 

-should come with 2 batteries 24 0.5 0.324 

4 

Does not damage wood 

-should not damage wood 

-should be able to see location of the nail 23 0.5 0.311 

5 

Reliably drive nails 

-must align nail before hammering 

-should keep nail straight at all times 

-should avoid bending 22 0.5 0.297 

6 

Drive larger size nails 

-must drive larger size nails 

-must have more power 13 0.7 0.246 

7 

Modularity of collet 

-collet must easily support multiple nail sizes 

-collet should adapt to other tasks (i.e. nut cracking) 

-collet should be easily replaceable 13 0.7 0.246 

8 Cost 19 0.3 0.154 

Table 6: Customer needs analysis for Auto Hammer  

5.2.8 Summary for 5.2 Step 1: Initial Product Inspection 

The specific goals of the initial product inspection were met by the following 

results: 
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1. Obtaining first-hand concrete experience and understanding of the 

product.  The Auto Hammer was used through its full range of capability, 

and an activity diagram was generated. 

2. Gathering and review of the available product documentation.  This 

resulted in extraction of the parts list (Table 7), exploded view (Figure 31) 

and other data from the instruction manual.  

3. Gathering and analysis of the customer needs that drive the functionality 

of the product.  The ultimate product of the customer needs analysis was a 

prioritized customer needs list and understanding of some potential design 

issues.   
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5.3 STEP 2: ESTABLISHING PRODUCT FUNCTION 

5.3.1 Definition and scope for establishing product function 

As Otto and Wood observed, all products “do” something.  What they “do” is 

more formally called a function, and is defined as “a statement of a clear, reproducible 

relationship between the available input and the desired output of a product, independent 

of any particular form” [8].  Establishing functionality is an exercise in decomposing a 

product into its constituent functions to a desired level of granularity.  This step seeks to 

document all functionality (both primary and supporting) contained in the product and the 

relevant subsystems.  The primary functionality of a product is strongly tied to customer 

needs, and seeks to satisfy them directly.  Supporting functionality contributes to the 

primary functionality, but does not directly satisfy a customer need. 

There are alternate methods to establish product function, including function 

structures, FAST diagrams and function trees.  For a full explanation of functional 

modeling, including alternate methods, see Otto and Wood, Chapter 5 [8]. 

5.3.2 Inputs to establishing product function 

Understanding functionality requires two inputs: (1) an understanding of the 

customer needs that define primary functionality, and (2) unrestricted access to the 

product for experimentation, teardown and analysis.  The teardown and analysis require 

tools, but the specific tools necessary are determined by the individual situation. 

5.3.3 Technique 6: Black box model 

Summary 

A black box model is a tool for the designer to establish the major functionality 

and the flows of materials, energy and information entering and exiting the system.  All 

that is required for this analysis is the product itself, the interfaces to the product, and the 
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prioritized customer needs.  The deliverable of black box modeling is a diagram 

containing a single, clear statement of product functionality, and a listing of materials, 

energy and signal flows that cross the boundary of the system.  

A black box model for the Auto Hammer 

The black box model for the Auto Hammer is shown in Figure 20 below.  The 

bolded inputs and outputs are the intentional effects, and the non-bolded flows are 

environmental or incidental effects.  For this diagram, it is assumed that the battery is 

already connected to the Auto Hammer, and that all electricity generation is occurring 

within the system.  The major insights here are a thorough understanding of the system 

boundaries and the flows that cross the boundaries.  

   

 

Figure 20: Black box model for the Auto Hammer.  The bold words indicate parameters 
that purposely affect product function.  Non-bold parameters represent 
environmental conditions or unintended outputs. 

5.3.4 Technique 7: Subtract and operate procedure (SOP) 

Summary 

Subtract and operate procedure is a technique intended to expose “redundant 

components in an assembly or subassembly through the identification of the true 

functionality of each component” [8,43].  It is also an excellent tool for generating a 
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bottom-up function tree for the product.  The approach is considered bottom-up because 

SOP analyzes subassemblies and parts at a granular level and then allows an aggregation 

of the insights to understand overall functionality.  The inputs to this approach are the 

product itself, the material, energy and signals that interface with the product, and the 

tools needed to disassemble the product.  The outputs for SOP are (1) a table of results 

for subtracting each part, and (2) optionally, a function tree that is generated with the 

discovered functionality.  For details on performing an SOP analysis, refer to Otto and 

Wood, Chapter 5 [8]. 

Applying SOP to the Auto Hammer 

The SOP procedure was applied to the Auto Hammer, and the results are shown 

in Table 7.  The technique has revealed the importance of the individual parts that were 

analyzed.  This functionality was used to generate a function structure in the next 

technique.  Note that a function tree could also be used to aggregate the functionality 

discovered in this step [8]. 
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Subtract and Operate performed on the Auto Hammer 

# Part name Effect of removal Deduced function, customer need affected 

1 Battery Device does not 

operate, cannot 

stand up, less stable 

when lying down. 

Stores and provides EE, covers electrical contacts, 

contributes to balance and ergonomics, acts as a 

stand for the product.   

2 Handle hoop Housing doesn’t stay 

fastened. 

Fastens halves of housing, enabling ergonomics 

and primary functionality. 

3 Motor and 

gear assy 

Device does not 

operate, weight 

distribution changes. 

Converts EE to ME.  Enables vibration/noise 

feedback during operation.  Contributes to 

ergonomics. 

4 Screw type 1 No effect. Used to assemble motor housing.  Each individual 

screw is probably redundant. 

5 Right gear 

case 

Unable to assemble 

gears. 

Used to house gear assy and attach to motor.  

Cannot reliably drive nails. 

6 Gear set Motor spins freely, 

no hammering. 

Increase torque for rotational ME.  Cannot 

reliably drive nails. 

7 Push button Unable to actuate 

hammer. 

Couples the trigger, microswitch and torsion 

spring become to enable actuation of the 

microswitch.  Cannot reliably drive nails. 

8 Torsion 

spring 

Unreliable un-

actuation of 

hammer. 

Spring return to stop actuation of power switch, 

preventing unit from operating uncontrollably. 

9 Microswitch Unable to actuate 

hammer. 

Actuates EE to operate product.  Cannot reliably 

drive nails. 

10 Right 

housing 

Unable to assemble 

hammer. 

Essential for assembly of product and 

ergonomics. 

11 PCB assy Hammer does not 

operate. 

Convert EE to ME, regulate EE based on input of 

switch. 

12 Screw type 2 No effect. Used to assemble housing.  Individual screws 

appear to be redundant. 

Table 7: Combined subtract and operate results for the Auto Hammer and parts list.  Note 
that a parts list is a subset of a full bill of materials, which would contain information 
such as quantities of each part, dimensions, material, cost, etc. 
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13 Screw type 3 No effect. Used to assemble housing.  Individual screws 

appear to be redundant. 

14 Logo label Hammer slides on 

surfaces more easily. 

Aesthetics, provides no-slip surface for storing 

Auto Hammer. 

15 Switch 

trigger 

Unable to actuate 

hammer. 

Allows easy actuation of microswitch.  If not 

present, microswitch can still be pushed directly. 

16 Screw type 4 Collet falls out. Fastens collet housing.  Allows nails to be aligned 

while hammering. 

17 Collet 

housing 

Collet falls out. Restrains collet, but allows degree of freedom.  

Removal of just the collet housing can allow 

interchanging of different collets.  Allows nails to 

be aligned while hammering. 

18 Collet Difficult to center 

hammer on nail. 

Guides nail, allows degree of freedom for nail 

during hammering, prevents unsafe touching of 

hammering face.  Allows nails to be aligned while 

hammering. 

19 Spring Collet vibrates 

excessively. 

Returns collet to full extension.  Increases noise 

and vibrations. 

20 Gear case 

assy 

Motor spins freely, 

no hammering. 

Transmits linear ME from impact block assy to 

nail.  Allows driving of nails. 

21 Impact block 

assy 

Motor and gears spin 

freely. 

Convert rotational ME to linear ME.  Drives nails. 

22 LED cover LED falls inside of 

casing. 

Holds LED in place, prevents ingress of debris.  

Creates light for dark work spaces. 

23 Left housing Cannot assemble 

hammer. 

Essential for assembly of product and 

ergonomics. 

Table 7, cont. 

5.3.5 Technique 8: Function structure 

Summary 

A function structure is a tool to completely model the functionality of a product 

and its components.  The model accounts for functionality of each component, system 

boundaries, inputs and outputs as energy, material and signal flows.  It is the most 

comprehensive method for functional modeling.  The output is a refined function 

structure that clearly represents the product in terms of function, materials, energy and 



 86 

signals.  To understand the detailed process for constructing function structures, and for a 

large appendix of sample function structures, see Otto and Wood, Chapter 5 and 

Appendix A [8]. 

Function structure for Auto Hammer 

The Auto Hammer was functionally modeled, and the resultant function structure 

is shown in Figure 21 below.  The colored boxes represent physical modules.  One key 

insight gained from the functional model is the wide number of tasks that the collet 

performs.  This has been raised previously in the sections on customer needs analysis, but 

the functional model gives a fuller insight into the relationship between the collet, wood, 

nail and fingers.  With the exception of the impact head, the collet is the sole interface 

between the nail, wood, and fingers of the hand used to align the nail.  Among the 

functions that the collet performs are the importing of the nail, wood and hand; aligning 

the wood, and guiding the nail.  These are directly related to customer needs 2, 4, 5, 6 and 

7 as shown in Table 6.  This is to say that one of more than 20 components is directly 

related to over 62% of the top customer needs for the product.  Based upon a high 

percentage of customer dissatisfaction with the multiple functions performed by the 

collet, it is confirmed that the collet is both a design issue and a strong candidate for 

redesign for product improvement. 
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Figure 21: Function structure for Auto Hammer.  Physical modules are indicated by the 
colored boxes. 
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5.3.6 Technique 9: Reassembly by Function 

Summary 

Reassembly by Function is a method to successfully reassemble a disassembled 

product with a presumed functionality.  It is only applicable when a product needs to be 

assembled and an assembly plan is not available.  Reassembly by Function analyzes 

information in both the geometric and functional domains in order to simultaneously 

assemble both the functional model and physical product.  Inputs to Reassembly by 

Function are the product, a means to disassemble and reassemble the product, and a 

predicted functional model.  The output of the technique is an assembly and disassembly 

plan for the product, and an actual function structure.  Reassembly by Function is an 

original technique presented in this thesis, and was performed on the Auto Hammer.  

Using the technique, it was shown that one could reassemble the Auto Hammer by 

looking at a combination of information from the physical and functional domain.  A full 

description of the method and an application to the Auto Hammer are shown in Chapter 4 

of this thesis.   

5.3.7 Summary for 5.3 Step 2: Establishing Product Function  

The important deliverable for this technique is to understand and document 

product functionality at an appropriate level of granularity.  For this example, the 

documentation includes a black box diagram, SOP table and function structure.  In the 

next step, the most important functionality will be measured and benchmarked. 
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5.4 STEP 3: BENCHMARKING AND ESTABLISHING PRODUCT SPECIFICATIONS 

5.4.1 Definition and scope for benchmarking and establishing produce specifications 

Benchmarking is the act of measuring product performance, and then comparing 

the results to another product, a standard or a level of satisfaction of customer needs.  

There is an engineering maxim stating that only things that are measured can be 

improved.  Benchmarking allows us to measure the performance of products, and also 

helps to understand performance parameters in terms of design choices, customer needs 

and functionality.  It is a key activity for translating existing product designs into 

business case decisions and marketing messages.  From an engineering perspective, 

benchmarking can directly inform specifications for product redesign.   

5.4.2 Inputs to benchmarking and establishing product specifications 

The first step in benchmarking product performance is defining specifically what 

performance to measure.  The required input to this is an understanding of customer 

needs, functionality for the product and design issues.  If the product is to be 

benchmarked against competitors, the customer needs, functionality and design issues for 

the competing products must also be established.  In the benchmarking process, the 

engineer may need to construct tests or models.  Resources for the design of the product 

model or prototype and experiment will depend upon the specifics of the effort.  The 

main tools for setting product specifications are the house of quality (“HOQ”) and value 

analysis.  Chapters 7 and 13 of Otto and Wood [8] provide further guidance in the 

application of these techniques. 
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5.4.3 Technique 10: Bounding Pertinent Geometry 

Summary 

The Bounding Pertinent Geometry is used to determine which geometric 

information contained within a product is pertinent, and which is superfluous.  This 

allows the engineer to focus efforts only on the most important aspects of the product.  

The inputs to this method are a chosen set of customer needs and the corresponding 

functions, a FAST analysis for the product and functionality in question, the product 

itself, and the interfacing elements for the product.  The output for this technique is a 

diagram that clearly creates a boundary between the pertinent and superfluous geometry 

for a given critical function chain.  This technique was applied to the Auto Hammer, 

specifically to analyze the function “regulate power to the motor.”  It was shown that the 

set of pertinent geometry included the battery, power electronics, switch, and some parts 

of the casing (Figure 9).  With respect to this function, the remainder of the geometry for 

the product is non-critical.  This technique is original, and a full explanation and the 

application to the Auto Hammer can be found in Chapter 4 of this thesis. 

5.4.4 Technique 11: Benchmarking approach 

Summary 

Benchmarking is used to characterize key product performance metrics, and to 

make meaningful comparisons against those metrics.  The comparisons can be from rival 

products, other versions of the same product, or some other specification.  It is a 

comparison of function rather than geometry.  The inputs to benchmarking include an 

understanding of the key areas of product performance, which is informed by the 

customer needs and functional analysis.  Another input is the product itself and the tools 

to test and disassemble it.  Finally, if a comparison is being made to another product, all 
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of the above inputs must be obtained for each product to be benchmarked.  The output of 

the benchmarking endeavor is a chart that compares various key specifications between 

products, for instance cost, performance and efficiency.  Otto and Wood provide a 

thorough explanation of the benchmarking method in Chapter 7 [8]. 

Benchmarking the Auto Hammer 

The Auto Hammer was benchmarked for noise against a traditional hammer.  

Noise level was chosen as the parameter for benchmarking because “should be quieter” 

was rated as the second most important customer need (as shown in Table 6), and it was 

the issue that customers had the strongest negative response to.  A sound level meter was 

used to measure the sound pressure level (SPL) at a distance of 12” from the head of the 

nail during hammering (Figure 22).  The 4d 1-1/2” bright common nails were hammered 

into a pine 2”x6”.  It took the Auto Hammer roughly 5 seconds to drive one of the nails, 

and so the force of the blow for the traditional hammer was scaled to also drive the nail in 

that amount of time, also allowing for setup and swinging.   
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Figure 22: Benchmarking the Auto Hammer against a traditional hammer for noise as 
measured by sound pressure level. 

The results from the analysis are shown in Figure 23 and Table 8: A comparison 

of noise between Auto Hammer and a traditional hammer 

.  It was shown that the traditional hammer and Auto Hammer have a similar peak 

SPL.  The traditional hammer produces 118dB and the Auto Hammer produces 120dB.  

While driving a nail, the traditional hammer produced this SPL seven times over the 

course of five seconds.  The Auto Hammer, however, operates at 60Hz and created a 

120dB sound 300 times during the five second procedure. This results in average and 

RMS SPL that is significantly higher for the Auto Hammer. 

 



 93 

 

Figure 23: Benchmarking comparison of noise between the Auto Hammer and a 
traditional hammer.  The Auto Hammer strikes at 60Hz, and each strike 
creates a sound pressure level of 120dB. 

 Traditional Hammer Auto Hammer % Change 

Peak SPL (dB) 118 120 1.7 

Frequency (Hz) 0.75 60 7900 

Duration (s) 0.01 0.01 0 

RMS SPL (dB) 5.9 53.7 810 

Average SPL (dB) 0.44 36 8081 

Table 8: A comparison of noise between Auto Hammer and a traditional hammer 
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5.4.5 Technique 12: Determining product specifications 

Summary 

Engineering product specifications define the important measurable parameters of 

a product, and are typically accompanied by target values for these parameters.  The 

inputs to setting product specifications are the prioritized customer needs, the 

benchmarking results, and insights from establishing product function.  The method for 

determining engineering specifications often begins with proposals for redesign, and then 

continues on to the creation of specification sheets and the House of Quality.  Another 

method to establish engineering specifications is called Value Analysis.  The outputs for 

this technique are a product specification sheet that defines key product specifications 

and the values for those specifications.  For instance, one specification for the Auto 

Hammer may be that the battery last for 25 minutes of continuous use.  To understand the 

product specification process and the constituent sub-techniques, see Otto and Wood's 

Chapter 7 [8]. 

Determining specifications for the Auto Hammer 

The House of Quality method was chosen to establish relationships between 

customer needs and engineering requirements, to tabulate benchmarking data, to check 

for conflicts in requirements and to establish specifications.  Although the HOQ is 

typically used for design (or redesign), it is very well suited to reverse engineering, and 

helps the engineer to gain a thorough understanding of the above mentioned parameters.  

For full details on how to implement a HOQ, see Hauser and Clausing [53] or Otto and 

Wood Chapter 7 [8].   

One of the main insights from the HOQ analysis is that a traditional hammer 

outperforms the Auto Hammer in most categories.  The Ryobi Auto Hammer is a 
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competitor to the Craftsman Auto Hammer analyzed here.  The Ryobi device is almost 

identical in performance to the Craftsman device in the functions that were analyzed [52].  

The HOQ indicates that several of the most important functional requirements for the 

Auto Hammer are strongly correlated, and that by improving one, the others will almost 

surely improve.  The strongly correlated requirements are indicated by the “++” sign in 

the roof of the HOQ, also known as the correlation matrix.  A pivotal requirement 

appears to be the ability to sense when the nail has become flush with the wood.  

Currently, it is difficult to judge how much time is spent applying full hammering force 

to the nail after it is already completely flush.  This is because there is no way for the user 

to see the nail (as it is hidden by the collet), and there is no other feedback loop to 

regulate the Auto Hammer.  With an appropriate feedback loop, the hammering force 

could be reduced when the nail becomes flush with the wood.  That will result in less 

damage to the wood during hammering.  Less time will be spent applying hammering 

force to fully flush nails, reducing sound pressure level RMS, and conserving battery life. 
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Figure 24: QFD for the Auto Hammer, Ryobi Auto Hammer and a traditional hammer.  
Design issues related to the collet are highlighted in yellow. 
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5.4.6 Summary for benchmarking and establishing product specifications 

The result of benchmarking and establishing product specifications includes 

documents such as specification sheets, product feature comparison charts, HOQ 

diagrams and value analyses.  The specific parameters that are measured and the resulting 

documentation depend upon the product and the mission for the reverse engineering 

effort.  Although this methodology is not concerned with redesign, an output of 

benchmarking that can be used for product redesign is the discovery of product 

improvement opportunities.   

The design issues for the Auto Hammer are shown in Figure 24.  The issues that 

are highlighted in yellow are related to the collet.  The collet is represented in eleven of 

the twenty relationships between customer and functional requirements.  It is evident by 

this chart and the customer needs analysis that the collet of the Auto Hammer is the most 

significant design issue. 
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5.5 STEP 4: EXTRACTING PRODUCT GEOMETRY 

5.5.1 Definition and scope of extracting product geometry 

Extracting product geometry is the basic act of “obtaining a geometric CAD 

model from 3-D points acquired by scanning/digitizing existing parts/products” [5].  This 

particular sub-field of reverse engineering is often referred to simply as “reverse 

engineering” [5].  In this thesis, the term “reverse engineering” has a broader scope, and 

encompasses all activities related to extracting all types of information from mechanical 

products. The term “reverse engineering” has different meanings in different contexts.  

The engineer should take care to consider the context in which the phrase is used.  

Almost all scanning and digitizing of product geometry is now done through automated 

means.  This can include both contact probes and non-contact optical scanning.  Scanning 

generates a point cloud (or multiple point clouds derived from multiple scans) which 

typically are processed to filter out noise and systemic errors.  The final, processed point 

cloud is used to generate a 3-D geometric model, typically represented through non-

uniform rational B-splines (NURBS).  It should be noted that the extraction of product 

geometry is a science and industry in and of itself, and there is no shortage of 

consultancies or for-hire specialty shops to perform these techniques. 

5.5.2 Inputs to extraction of product geometry 

The required inputs to this process are a statistically relevant sample of the 

geometry in question, the scanning equipment to perform the scan, and the computers and 

software necessary to process the scan.  The statistical sample size can be calculated 

through the use of the technique shown in section 4.4 Determining Sample Size.   
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5.5.3 Technique 13: Sample size  

This technique helps the designer to determine how many products to sample to 

obtain an acceptable level of accuracy in their geometric measurements.  It consists of a 

statistical tool that establishes the relationship between mean, sample size, confidence 

interval and confidence level.  The inputs to this method include a decision about the 

required accuracy for a given geometric measurement, and access to a large enough 

sample size to obtain that accuracy.  The output of the technique is a geometric 

measurement with a known confidence interval and confidence level. 

An exercise in determining sample size was performed in chapter 4.  Because of 

prohibitive cost, a statistical sampling of Auto Hammers was not performed.  Instead, a 

sample of sheet metal parts was measured for variations in geometry.  Statistical tools 

were derived that allow the engineer to establish a relationship between confidence 

interval (a proxy to tolerance) and number of samples.  Using these methods, the engineer 

can determine the minimum number of samples required to meet a certain confidence 

level and interval.  As a rule of thumb, the engineer can target 30 samples to obtain a very 

statistically accurate measurement.  This is because the central limit theorem states that 

for sample sizes of 30 or more, the distribution of the average of the samples will 

approach a standard normal distribution  Note that for the central limit theorem to apply, 

the parameters that are being measured must conform to the statistical assumptions of the 

CLT [33]. 

5.5.4 Technique 14: Accounting for Physical Degradation 

This technique allows the designer to (1) identify physically degraded geometry 

or other characteristics, and (2) understand how the degradation affected the original 

geometry, functionality and performance of the product.  The main input to this technique 

is the product itself and a means to disassemble it.  However, this technique requires 
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open-ended engineering work, and it is difficult to say what the inputs will be for each 

individual situation.  The output of this technique is a table listing the degraded geometry, 

and a correlation to the functionality and performance that it affects, and an analysis 

showing to what degree performance and functionality may have been affected since the 

product was new.  This original technique is explained in detail, with an example, in 

Chapter 4 of this thesis. 

5.5.5 Technique 15: Three dimensional scanning 

Three dimensional scanning is the process of digitizing product geometry.  The 

most common techniques for scanning physical objects are contact probes and laser based 

methods.  The inputs required for scanning are the product itself, the tools to disassemble 

the product (if desired) and the scanning tools.  The deliverable for this technique is a 

point cloud or set of point clouds that contain the raw scanning data from the products.  

An authoritative reference on three dimensional scanning from a reverse engineering 

perspective is presented in Chapters 1, 2 and 4 of Raja and Fernandes [5].  Additionally, 

three dimensional scanning is a process that is often outsourced to specialty shops. 

Three dimensional scanning, point processing and surface creation for the Auto 

Hammer 

The Auto Hammer was scanned using a Roland LPX 3D laser scanner.  The 

objective of the scan was to obtain a 3D model of the casing for the product.  The raw 

data for the scan resulted in a point cloud (Figure 25).  The data was then turned into 

polygons for point processing.  The collet of the Auto Hammer is the furthest right and 

top in each of the images in the figure below.  Notice that in the polygon and NURBS 

models, the collet appears to have a hole in it.  This is due to a limitation in the 

capabilities of laser scanners: the collet is reflective.  It is made of a finely-machined 
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aluminum, and is very shiny.  This is an example of a scan artifact that could be fixed in 

point processing.  The NURBS model was created from the point processed model, and is 

also shown in Figure 25.  The NURBS model was saved as an STL file, and can be used 

to recreate the geometry of the outer casing of the Auto Hammer. 

 

 

 

Figure 25: Extraction of geometry from the Auto Hammer. 

5.5.6 Technique 16: Point processing 

Point processing (also called post processing) merges all point clouds collected by 

3D scanning into a single, coherent cloud.  It also removes artifacts of scanning and 

systemic errors, such as scan points that may have mistakenly registered the wall of the 

scanning enclosure rather than the product.  Point processing is done entirely in software, 

meaning that the required tools for this technique are computer hardware, software, and 

the point cloud data generated during the three dimensional scan.  More information 
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about choosing a computer and software combination and how to implement the tools is 

given in Chapters 3 and 4 of Raja and Fernandes [5]. 

For the example shown here, the Auto Hammer was scanned in a Roland Picza 3-

dimensional time of flight laser-based scanner, which is marketed as a “reverse 

engineering solution.”  The immediate practical insight gained from this experience was 

that digitizing the geometry of simple objects is very fast.  It took less than ten minutes 

total to scan the Auto Hammer and produce a point cloud. 

5.5.7 Technique 17: Curve and surface creation 

This technique creates a surface model of the product with mathematically 

defined curves and polygons.  This process generally begins by triangulation of the point 

cloud, and may include triangle refinement and/or decimation before proceeding to the 

fitting of a non-uniform rational B-splines (NURBS) model to the data points.  This is 

often followed by fitting and smoothing these surfaces into a whole.  It is almost a 

certainty that models will require some manipulation of contiguity, tangency and 

curvature of adjacent surfaces.  Again, this is a process done entirely in software, and so 

requires the data from point processing, and the appropriate computing hardware and 

software.    

For the Auto Hammer example, the point cloud was imported into a program 

called Geomagic Studio, which is sold specifically as “reverse engineering software.”  In 

contrast to this quick scan time, point processing, removing scan artifacts and merging of 

scans can be a very time consuming process.  The results are shown in Figure 25.  The 

shiny parts of the object (such as metal fasteners and surfaces) proved difficult to scan 

because of their high reflectivity, and created many scan artifacts.  These artifacts are 
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outlined in red in the figure.  For more information on curve fitting and surface creation, 

see Raja and Fernandes' Chapter 3-4 [5]. 

5.5.8 Summary for extraction of product geometry 

The full output of the methods described here is a geometric model that is of an 

understood and acceptable level of accuracy.  The level of accuracy is determined by 

project requirements, resources, the condition of available products, and statistical 

considerations.  The geometric CAD model itself typically consists of a computer file of 

a popular format such as IGES, VDA, STL, DXF, OFJ, VRML, IGO G Code, etc. [5].  

However, a full geometric model may not be required for the project.  Less complex 

projects may require the measurement of just a few critical dimensions.  All 

measurements should include a statistical confidence interval and confidence level. 

For the example of the Auto Hammer, a point cloud, polygon model and NURBS 

model were created.  The level of accuracy of the scan was bounded by the capabilities of 

the Roland Picza scanner, which has an accuracy of ±0.05 mm.  Because of prohibitive 

cost, only one Auto Hammer was measured, and therefore no statistical analysis was 

performed on this data set.  Instead, a less expensive sheet metal part was substituted to 

illustrate this technique.  A statistical sample of measurements and the associated 

confidence intervals and levels are shown in Chapter 4. 
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5.6 STEP 5: CHARACTERIZING PRODUCT MATERIALS 

5.6.1 Definition and scope for characterizing product materials 

A material is fully characterized when all of the compositional, structural and 

performance properties have been fully measured [6].  Composition refers to elemental 

make up (e.g., iron and carbon), structure describes how those elements are arranged (i.e., 

lattice structure, grain size, etc.), and performance measures engineering properties of the 

materials (i.e., strength, thermal conductivity, fracture toughness, etc.).  As part of the 

analysis, the engineer must explain how the material properties in question are relevant to 

product functionality and performance.  There is an intimate relationship between the 

characterization of materials and manufacturing process, and much of the information 

generated during materials characterization directly feeds into process characterization. 

In accordance with the definition of reverse engineering used in this thesis, the 

engineer is advised to measure only the relevant material characteristics, and only to an 

acceptable level of accuracy, depending on the purpose or use of the reverse engineering 

information.  This view of materials characterization is advocated by most engineering 

texts on the subject [6] [17] [20] [54].  By performing the minimum necessary analysis, 

much time, cost and effort can be saved. 

5.6.2 Inputs to characterizing product materials 

Materials characterization requires a functional and performance based 

understanding of the product, samples of the material in question, and the tools necessary 

to perform the materials analysis.  The understanding of the product proceeds from an 

understanding of critical functions (5.3 Step 2: Establishing Product Function), then to 

critical performance (5.4 Step 3: Benchmarking and Establishing Product Specifications), 

critical geometry (5.5 Step 4: Extracting Product Geometry), and finally to critical 
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material properties of that geometry.  In order to analyze the material properties, material 

samples are necessary.  The type of test and desired accuracy dictate the number of 

samples required and the form of the samples.  Some analysis methods are flexible and 

non-destructive; others may necessarily destroy a part of the materials that they seek to 

identify.  Finally, each method for characterization will require its own set of tools.  

Rapid characterization methods for polymers and metals can typically be performed in 

the field with an equipment set limited to something approximating a child’s chemistry 

set [20] [26].  Advanced and more accurate methods of materials characterization will 

typically require laboratory equipment such as an electron microscope or mass 

spectrometer [17] [23]. 

5.6.3 Technique 18: Rapid characterization of metals 

Summary 

The rapid characterization of metals is a set of qualitative tools that can be used to 

quickly identify the elemental composition of metals, and sometimes the specific alloy or 

grade.  The tests can be done in the field with a minimal amount of equipment.  The basic 

method is to observe known properties of metals, including density, magnetism and 

chemical reactivity.  Chemical reactivity is the main tool in this methodology, and 

consists of utilizing a series of acids and bases to create easily characterized chemical 

reactions.  The required inputs include the metal to be identified, and the chemical and 

tool set specified in Wilson's Appendices A and B [20].  The full methodology, which 

mainly consists of a set of flow charts and tables, can be found in [20]. 

Rapid characterization of the metal collet in the Auto Hammer 

In this example, we use rapid, non-destructive methods to characterize the metal 

material of the collet on the Auto Hammer, as shown in Figure 26.  The collet was chosen 
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for inspection because of the design issues with the collet that were discovered during 

customer needs analysis and benchmarking. Initial inspection gives the impression that 

the material is light weight (for a metal), and has a bright finish, suggesting some kind of 

aluminum.  By following the technique published by Wilson, a few tests will show the 

actual material and grade.  

 

 

Figure 26: The material in the collet for the Auto Hammer, shown above, is characterized 
and shown to be either 4000 series or 7000 series aluminum. 
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Figure 27: Magnetic characterization of the Auto Hammer collet.  The green path 
indicates the results of the first step in the methodology [20]. 

Based upon the magnetic test, the metal was determined to be in a certain group.  

The density of the metal was also measured to be roughly 2.7 g/cc.  This result is 

consistent with aluminum alloys such as 6061.  This density was then compared to the 

known densities for the other metals in the nonmagnetic group.  Based upon the densities, 

it is very likely that the metal is a type of aluminum.  The next test, a nitric acid exposure, 

confirmed that the part is indeed aluminum.  The final test in this methodology is shown 

in Figure 28.  After a short exposure to a sodium hydroxide solution, a dark gray spot 

remained on the metal.  It was unclear during the experiment whether the observed color 

on the metal was gray (indicating 4000 series aluminum) or black (indicating 7000 series 

aluminum).  Despite this ambiguity, this simple, rapid test enabled the characterization of 

the collet as one of two classes of aluminum alloys.   
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Figure 28: Final step in metal characterization for the Auto Hammer collet [20]. 

Based upon the material characterization for the Auto hammer collet, the material 

properties can be found within a certain level of accuracy.  These material properties 

indicate many different performance and behavioral characteristics for the collet (see 

Table 9).  Although the material may be characterized, it is unclear that any of the 

material properties are significant to the design issues for the collet.  In the list of 

engineering specifications and target values listed in the QFD (Figure 24), there are no 

specifications for the collet that are directly tied to material properties such as strength or 

hardness.  In fact, it seems that shape may be the most important parameter in the 

satisfaction of those design issues.  The most important functional requirements had to do 

with sensing the position of the wood and relaying the signal for the position of the nail. 
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  Aluminum 

Physical Properties 7000 Series 4000 Series 

Density  0.0983 - 0.105 
lb/in^2 

0.0957 - 0.105 
lb/in^2 

Mechanical Properties     

Hardness, Brinell  20.0 - 210 39.0 - 140 

Hardness, Knoop  80.0 - 232 69.0 - 150 

Hardness, Rockwell A  39.1 - 59.0 46.8 - 47.0 

Hardness, Rockwell B  50.0 - 96.0 74.0 - 75.0 

Hardness, Vickers  68.0 - 217 87.0 - 137 

Tensile Strength, Ultimate  10200 - 109000 psi 21000 - 61900 psi 

Tensile Strength, Yield  11600 - 105000 psi 10200 - 57000 psi 

Elongation at Break  3.00 - 22.0 % 0.500 - 22.0 % 

Modulus of Elasticity  9720 - 10600 ksi 11200 - 13100 ksi 

Poissons Ratio  0.33 0.34 

Machinability  70.0 - 90.0 % 70.00% 

Shear Strength  7250 - 58000 psi 13100 - 38000 psi 

Table 9: Material properties for the Auto Hammer collet [55] 

5.6.4 Technique 19: Advanced characterization of metals 

Summary 

Advanced methods for characterization of metals use quantitative and qualitative 

laboratory methods to determine the elemental composition and the microstructure of 

metals.  The same techniques can also be applied to ceramics.  A number of techniques, 

including scanning electron and x-ray spectroscopy, contribute to the base of techniques 

for characterizing metals.  This is a specialized field unto itself, and the references 

suggested in this thesis aim to familiarize the engineer with materials characterization to 

the point that he will be able to meaningfully collaborate with a materials scientist.  It 

should be noted that there are many for-hire laboratories that specialize in materials 

characterization.  Because of the extremely wide range of techniques, there is not a single 
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statement of inputs for this step (other than the fact that some form of material sample(s) 

is required).  The output of this step is an analysis in accordance with the goals of the 

project, but can include a full elemental breakdown of the material, an analysis of 

microstructure (i.e., lattice arrangement and grain size), and an understanding of 

treatments such as cold working, heat treatment, etc.  For an overview of this process 

from a reverse engineering perspective, see Wang, Chapters 3 and 5 [6].  For a complete 

discussion of advanced metals characterization, see the ASM Handbook Volume 10 [17]. 

5.6.5 Technique 20: Simple characterization of polymers 

Summary 

The simple characterization of polymers is a collection of techniques to identify 

plastics.  Most of the tests can be performed in the field or with a modestly equipped 

laboratory.  The basic process for identification outlined by Braun begins with three 

initial screening tests: (1) solubility in various chemicals, (2) density measurement, and 

(3) behavior upon heating.  These tests identify roughly 44 of the most commonly used 

polymers.  These rapid methods give ambiguous results for plastics that either have fillers 

(such as glass fibers), are alloys of multiple polymers, or that contain heteroatoms such as 

chlorine or fluorine [26].  For these more challenging situations, more advanced 

analytical methods must be used.  The inputs for these methods include samples of the 

plastic, usually in the form of finely ground powder, and also the chemicals or equipment 

required for each specific technique.  These methods provide as outputs either evidence 

that identifies the plastic in question (e.g., as polysulfone), or gives inconclusive results.  

The simple methods for identification of plastics are discussed in Braun [26]. 
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Rapid characterization of the plastic trigger of the Auto Hammer 

The red plastic trigger of the Auto Hammer was chosen to demonstrate the 

technique of rapid plastics characterization, as shown in Figure 29 below.  Initial 

inspection revealed that the plastic was opaque, and relatively hard and smooth.  The 

density of the plastic was determined to be between 1.06 and 1.3 g/cm3.  It should be 

noted that experimentally determining the density of a plastic is actually a rather difficult 

task.  Braun suggests preparing a solution of a known density and floating the plastic 

sample in the solution [26].  Based upon initial observations of physical properties and 

the density, the plastic could likely be one of these candidates: acrylonitrile-butadiene-

styrene copolymers (ABS), cellulose acetobutyrate (CAB), plasticized polyvinyl chloride 

(PVC), or cellulose acetate.   

The next screening test was for solubility.  The eight screening solvents used by 

Braun are gasoline, toluene, methylene chloride, diethylether, acetone, ethylacetate, ethyl 

alcohol, and water.  Acetone and ethyl alcohol were chosen as the solvents because the 

reactivity with the candidate polymers is high.  The sample dissolved in acetone, and the 

results for solubility in ethyl alcohol were ambiguous—either the sample swelled or was 

insoluble. 

Finally, the sample was heated over open flame, and the behavior was observed.  

The sample ignited immediately and continued to burn after the flame was released.  The 

flame was yellow and sputtered, and a large amount of black soot was produced.  Based 

upon the appearance, density, solubility and pyrolysis behaviors, there is strong evidence 

that the red plastic trigger from the Auto Hammer is made of acrylonitrile-butadiene-

styrene copolymers.   
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Figure 29: Characterization of the polymer trigger for the Auto Hammer: (1) Initial 
inspection, (2) density measurement, (3) test for solubility (4) pyrolysis test. 

5.6.6 Technique 21: Advanced characterization of polymers 

Summary 

Techniques for advanced characterization of polymers include analytical 

chemistry methods to determine a polymer's elemental composition, molar mass, 

structure, morphology, and molecular organization.  Some of the tools used for the 

analyses are nuclear magnetic resonance imaging and mass spectrometry.  Like the field 

of materials science for metals characterization, the materials science of polymer 

characterization is quite broad.  The texts cited here are meant to introduce the engineer 
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to the topics of characterization so that they can pursue a fruitful collaboration with a 

materials scientist.  There are many for-hire laboratories that can perform the techniques 

for advanced polymer characterization.  The inputs to polymer characterization include 

materials samples, but beyond that the required equipment is dependent upon the specific 

technique being used.  The output of this step provides, to the extent of the goals of the 

project, a listing of the elements that make up the polymer, a probabilistic estimation of 

that polymer's molar mass, a description of the microstructure of the polymer, and the 

morphology and molecular layout of the actual molecules.  A full description of these 

techniques can be found in both Wiley [23] and ASM Desk Edition Handbook on 

Engineered Materials [21]. 

5.6.7 Summary for the characterization of product materials 

The high-level desired output of a reverse engineering materials characterization 

is a materials specification that enables the engineer to functionally re-create the part or 

product.  A critical question that the reverse engineer must answer is: how sensitive is 

product performance to material properties?  The answer to this question will be 

combined with the project goals to determine the level of detail in the material 

specifications that are created here.  For example, the material specification for a spring 

in a non-critical subassembly may be limited to a description of tensile strength, elastic 

limit and modulus of elasticity.  A more complicated part such as the compressor blades 

in a jet engine may require a significantly more detailed specification, likely including 

data on composition, lattice structure, grain size, shape and orientation, ultimate tensile 

strength, yield strength, ductility, fatigue endurance, creep resistance, stress rupture 

strength, hardness, resistance to corrosion, etc. [6].  The specification will likely also call 
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out different properties for different areas of the same part—this is especially true when 

parts have surface treatments such as cold working, heat treatment or carburization [6].   

Polymer characterization is a different science, and the results take a different 

form.  For polymers, mechanical properties are recorded, as well as the following 

characteristics: composition, molar mass and molar mass distribution, structure and 

morphology, molecular organization and molecular dynamics [23]. 

There are standard material specification formats that may be helpful to the 

engineer.  A widely used type of standard specification is the AMS material specification.  

The specification includes the following information: scope, applicable documents, 

technical requirements, quality assurance provisions, preparation for delivery, 

acknowledgement, rejection and notes [17].  This format for material specification will 

likely be the easiest format within which to keep data if the ultimate goal is to 

manufacture a part of a similar material. 
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5.7 STEP 6: CHARACTERIZING PRODUCT MANUFACTURING PROCESSES 

5.7.1 Definition and scope of inferring manufacturing processes 

Inferring product manufacturing processes is the act of examining existing 

product geometry, materials and performance and determining the raw materials, 

machines, processes and process parameters that were required to produce that part.  As 

with materials characterization, in practice it is typically only a small subset of 

manufacturing processes that need to be thoroughly characterized [6].  This is because 

typically only a few parts contain pertinent geometry, or are near the edge of an envelope 

of performance or manufacturability.  It is understood that the general methodology 

presented here must combined with a great amount of domain expertise for the given type 

of manufacturing to make the process characterization meaningful.  The full 

characterization and parameterization of individual manufacturing techniques will almost 

always require the expertise of a domain specialist [6] [17]. 

5.7.2 Inputs to inferring manufacturing processes 

There are three main inputs from the reverse engineering effort to the 

characterization of manufacturing processes.  The first input is a characterization of the 

material(s) that the part is made from.  This is critical because the microstructure 

characteristics of a material strongly influence the material properties [6].  The 

microstructure in turn is strongly influenced by the manufacturing process.  The second 

input is the geometric form of the part, and the clues that it carries about its 

manufacturing processes.  Some manufacturing processes have very obvious physical 

signatures on the parts they produce.  For example, injection blow molding of plastic 

parts creates hollow parts that have a mold line and marks from ejector pins.  Some 
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processes are very difficult to infer through geometry.  For instance, heat treatment does 

not affect geometry at the macroscopic level. 

5.7.3 Technique 22: Production volume estimates 

Production volume estimation is a statistical tool based upon a sampling of serial 

numbers.  In practice, this can actually yield a far greater amount of data than just 

production volume.  Serial numbers often are encoded with manufacturing line, dates, 

revisions, etc.  This means that (given proper sampling) it is feasible to understand how 

many production lines are in use, their daily, weekly and monthly usage patterns, when 

new revisions are introduced, how fast production lines are modernized, interruptions in 

production, lot sizes, etc.  It is truly a powerful tool, but depends upon the amount of 

information encoded in the serial numbers and other product labeling.  The inputs for this 

process are the project's goal for data obtained from the serial numbers, and the 

corresponding sample size of serial numbers necessary to reach that goal.  The output, at 

minimum, is an estimate of production volume.  The technique here consists of a well-

known statistical method applied reverse engineering.  This is the first time such a 

technique has appeared in the reverse engineering literature. The technique is described 

in Chapter 4, with supporting material included in Appendix B. 

5.7.4 Technique 23: Characterization of manufacturing process 

The object of characterizing product manufacturing processes is to determine, as 

nearly as possible, what raw materials, machines, processes and process parameters were 

used to create a product [6]. Unfortunately, no general method for determining the 

manufacturing method for an arbitrary object could be found during the literature review.  

However, once the manufacturing process is determined, things become easier for the 
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engineer.  Most manufacturing processes have a rich literature for performance and 

parameterization.  

The basic method proposed here is to correlate material and geometric properties 

to possible manufacturing methods, and then use a parameterized model for each 

individual manufacturing process to match microstructure and performance 

characteristics.  This is a generalization of Wang’s method for characterization of 

manufacture of metals [6].  This methodology, admittedly, leaves a large engineering 

burden on the team.  It requires from them a significant depth of research and knowledge 

in the various types of manufacture that were employed in the product.  The inputs to this 

method are the information generated in the reverse engineering steps of extracting 

geometry and characterizing materials.  Additionally, access to detailed manufacturing 

information about the candidate manufacturing processes is required.  The output of this 

step is dependent upon the desired level of granularity, but can include a manufacturing 

process and parameters for that process, and estimated costs for the parts.  For further 

instruction in the methodology of characterizing manufacturing processes, see Chapter 5 

in Wang's book [6].  For specific information about manufacturing methods, see 

Kalapakjian and Schmid [28]. 

5.7.5 Summary for characterization of manufacturing processes 

The output of a manufacturing process characterization effort largely depends 

upon the project goals and the particular manufacturing process that is being analyzed.  A 

typical effort may include the following information (1) any insights about production at 

the original factory that can be gained through statistical methods, (2) a prediction of 

what the original manufacturing process was, and (3) an understanding of which 
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parameters in the manufacturing process contribute to the pertinent geometric and 

material characteristics. 

Methods for characterization of manufacturing processes were researched, but not 

applied to the Auto Hammer.  There reason for this is that significant work remains to be 

done to establish even a basic, general methodology to infer manufacturing processes.  

The task of beginning this work is beyond the scope of this thesis, and is considered an 

avenue for future work. 
 

5.8 STEP 7: PRODUCT DISASSEMBLY 

5.8.1 Definition and scope of product disassembly 

Product disassembly is the act of physically separating a product into its 

constituent subassemblies and parts.  Disassembly is an enabling technique for the rest of 

the methodology, and will almost always be performed (along with assembly) iteratively 

through the entire reverse engineering process.  Reverse engineering is also a recursive 

process, meaning that an entire product will be analyzed as a whole, but then the 

subassemblies and possibly parts will also in turn be analyzed using the complete reverse 

engineering process.   

The success of any reverse engineering effort hinges upon the ability of the 

engineer to successfully disassemble the sample product while causing little or no 

damage.  It has been observed by Ingle that even the most careful disassembly of 

products by experienced reverse engineers occasionally results in damage to the sample 

product [10].  Because of this a risk mitigation strategy for this potential damage should 

be created. 
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5.8.2 Inputs to product disassembly 

The inputs to product disassembly are the product itself, the tools for disassembly, 

and an understanding of the purpose for disassembly.  The tools used for disassembly 

depend upon the individual product.  Fasteners, adhesives and compliant clipping are 

three of the most popular methods for product assembly [29].  Most fasteners share a 

common base of head types (i.e. Torx or Phillips) and can be unfastened by a small 

collection of standard tools [29].  There is also a large group of joining methods that are 

reversible only by some sort of destructive disassembly, e.g., welds, riveting and 

adhesives [29].  There is no standard set of tools that has been established for destructive 

disassembly.  Groups advocating environmentally friendly design often advise against 

designs that require destructive disassembly or adhesives for assembly because they are 

more difficult to recycle [29]. 

5.8.3 Technique 24: Product teardown process 

Summary 

This is the methodical process of preparing to disassemble a product and record 

the results.  The main steps are: (1) identify the major design issues; (2) prepare for the 

logistics of teardown; (3) examine the pre-usage packaging, transport and installation; 

and (4) disassemble and measure the product, subassemblies and parts.  The inputs to this 

method are the product itself, the tools needed for disassembly and measurement, and an 

understanding of the key design issues.  The output of this method is the raw data that 

will be used to create the assembly/disassembly plan, the BOM and the exploded view.  

The raw data is in the form of photographs of parts, engineering notes and the 

disassembled product itself.  A figure from the teardown of the Auto Hammer is shown in 
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Figure 30.  See Otto and Wood, Chapter 6 for a complete overview of the product 

teardown process [8]. 

Teardown of the Auto Hammer 

 

Figure 30: Teardown of the Auto Hammer at step 11 in the disassembly process (see 
Table 10).  Note the directional axes.  This coordinate system is fixed to the 
half of the Auto Hammer that contains the motor.  The other parts shown in 
the diagram may have rotated in relation to the coordinate system since 
disassembly. 

5.8.4 Technique 25: Creation of disassembly plan and BOM  

This technique creates documents that instruct the engineer in both assembly and 

disassembly of the product.  If desired, a more complex disassembly analysis can be 

performed.  Techniques such as disassembly networks and Bourjault assembly trees can 
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afford the engineer the tools to understand exactly how a product was assembled, and 

how much cost and time was involved in the assembly [29].  Concurrently, a bill of 

materials (BOM) is constructed.  The BOM is a catalog of all of the parts that make up 

the product.  These activities are grouped because they both involve complete product 

disassembly and accounting for all pieces of the product.  The input to this method is 

simply the product and a means to disassemble it.  The output assembly/disassembly plan 

should include at minimum a labeled schematic.  The output for the BOM is a 

spreadsheet that documents at least each part, quantity and function.  The BOM can also 

optionally include specifications such as mass, surface finish, color, manufacturing 

process, dimensions, etc.  For a treatment of disassembly plan and BOM creation, see 

Otto and Wood, Chapter 6 [8].  For a discussion of the rigorous methods for 

assembly/disassembly analysis such as Bourjault assembly trees, see Lambert and Gupta 

[29]. 

Creation of BOM and disassembly plan for the Auto Hammer 

The BOM for the Auto Hammer has been combined with the SOP output.  To see 

the BOM, please reference Table 7.  The disassembly plan for the Auto Hammer is 

shown in Table 10 below.  The disassembly was very simple, consisting of only 13 parts 

plus fasteners.  The design of the Auto Hammer is very modular, and the entire device 

comprises four main modules: the case, battery, PCB and motor/gear train.  With the 

exception of the case, each module can be easily removed by hand. 
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Disassembly plan: Auto Hammer 

Step Part Task Tool 

Access 

direction 

1 Battery pack Remove battery pack Hand -Z 

2 Collet retainer screws (2) Remove collet retainer screws Phillips #1 Y 

3 Collet retainer Remove collet retainer Hand Y 

4 Collet Remove collet Hand Y 

5 Collet spring Remove collet spring Hand Y 

6 Tapping screw Remove screw Phillips #1 -X 

7 Tapping screws (8) Remove screw Phillips #1 X 

8 C-clip Remove c-clip in battery cavity Hand -Z 

9 

Right housing Separate right housing from left 

housing Hand X 

10 Trigger Remove trigger Hand X 

11 

Trigger spring and trigger 

rocker 

Remove trigger spring and trigger 

rocker together Hand X 

12 

Microswitch Remove microswitch from right 

housing Hand -X 

13 

LED Remove LED from right housing 

Hand -X 

14 

Right housing Completely remove right housing 

Hand X 

15 

PCB assy, motor and 

transmission assy 

Remove all together 

Hand X 

16 

Left housing Completely remove left housing 

Hand -X 

17 PCB assy Separate PCB assy from motor Hand -Z 

Table 10: Disassembly plan for the Auto Hammer. 
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5.8.5 Technique 26: Creation of exploded view 

Summary 

An exploded view is a diagram that shows the product in a state of disassembly, 

with all parts aligned along their axes of assembly and concisely labeled.  The inputs to 

this technique are the images of the disassembled product, along with information from 

the assembly plan.  The output is a neatly labeled diagram that illustrates overall product 

geometry, features and assembly.  See Otto and Wood, Chapter 6 for an explanation of 

how to create an exploded view [8]. 

Exploded view of the Auto Hammer 

An exploded view for the Auto Hammer was discovered during the review of 

available technical data in Step 1: Initial Product Inspection.  This finding is exactly why 

a review of available data is so important—the exploded view greatly reduced the amount 

of work in understanding the disassembly of the Auto Hammer, and it also reduced the 

risk that the product would be damaged during disassembly.  The disassembly of the 

product is completely described by the combination of the exploded view shown in 

Figure 31 and the disassembly plan in Table 10.  
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Figure 31: Exploded view of Auto Hammer found during review of available technical 
data [3]. 

5.8.6 Summary for product disassembly 

If disassembly is seen as an enabling technique, there is no specific output for the 

technique other than to have disassembled the product in some way.  By the end of the 

reverse engineering effort, the disassembly documentation should be completed.  At a 

minimum, this includes a BOM, exploded view and a disassembly plan [8].  All three of 
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those documents share a great amount of information, and almost all of that information 

comes from the same source: the actual disassembled pieces of the product. 

For the more advanced disassembly analyses, the outputs may take the form of 

cost and time reports, disassembly sequence network analyses, disassembly precedence 

graphs, Bourjault’s assembly tree and a few other techniques [29]. 

 

5.9 FINAL NOTES AND PERVASIVE TECHNIQUES FOR REVERSE ENGINEERING 

5.9.1 Introduction 

Reverse engineering will usually begin with a fully assembled product, and an 

assessment of the high-level characteristics.  The product will then be recursively torn 

down as each subsystem is analyzed using the same complete application of the reverse 

engineering process.  The desired level of granularity of product technical data will create 

the lower bound on the depth of recursion.  For example, when engineering the Auto 

Hammer, we may be very interested in overall product characteristics, and the 

characteristics of the electric motor that powers it.  However, this granularity may not 

extend to a full reverse engineering effort to characterize the stator in the electric motor. 

Many of the techniques in the reverse engineering methodology benefit from an 

iterative reapplication.  For example, benchmarking product performance is performed on 

one aspect of product functionality at a time.  In order to benchmark several functions, 

the technique needs to be applied iteratively. 

Besides this recursive nature of the methodology, there are techniques that are 

pervasive; they can be present at every step and stage of a reverse engineering effort.  

The pervasive techniques are listed here and applied once during the example below, 

though in practice an engineer would apply them many times through the effort. 
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5.9.2 Disassembly 

Reverse engineering almost entirely depends upon disassembly in most situations.  

Most products simply must be disassembled to be understood.  The reverse engineering 

methodology is presented as a loop that cycles through disassembly and reassembly at 

almost every step of the process. 

5.9.3 Review available technical data 

The output of the entire reverse engineering effort is the development of a 

technical data package to “support the efficient use of capital resources and to increase 

productivity.” [10]  The engineer should begin a reverse engineering effort with an 

exhaustive search for technical data.  Note that the veracity of the technical data, 

regardless of the source, should always be questioned and evaluated.  If information is 

available for purchase, its cost can be compared to the reverse engineering effort that 

would be required to generate it.  Reverse engineering reports containing BOM, cost and 

disassembly procedure are sometimes available for purchase for consumer products.  

Some popular suppliers of this type of data are iSuppli [56] and iFixit [57]. 

As new modules are discovered through disassembly, new requirements for 

technical data arise.  Each particular endeavor of reverse engineering is unique, and the 

amount and quality of available technical data are  parameters that vary greatly from 

project to project.  Generally, the more technical documentation that is available about a 

product, the less actual reverse engineering needs to take place to achieve the same level 

of detail.   

5.9.4 Discrepancy review against available data 

Available technical data may or may not be accurate.  In practice there are often 

wide differences between engineering drawings and actual parts [10].  Understanding 
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these discrepancies is essential to determining if the root cause is a design flaw or a minor 

manufacturing difference.  There are many possible causes for the differences between 

parts and drawings, including [10]: 

• Poor machining 

• Poor design resulting in wear or high failure rates 

• Design revisions 

• Poor documentation 

• Erroneous documentation 

• Substitution or change at manufacturing 

• Change in manufacturing equipment 

Determining the cause and importance of the discrepancy is an exercise that 

almost necessarily requires strong domain knowledge about the product and its 

manufacture.  Because of the deep and specific nature of the analysis needed to resolve 

each individual discrepancy, the methods for doing so are beyond the scope of this thesis. 

5.9.5 Data acquisition and analysis 

The veracity and usefulness of the final technical data produced by a reverse 

engineering effort is dependent upon the sophistication and rigor of both data acquisition 

and analysis.  Data acquisition refers to the quantitative measurements of real world 

phenomena.  Data acquisition, like discrepancy analysis above, is a broad field that often 

requires significant knowledge for specific product applications.  Data analysis is the act 

of manipulating the data in a way that gives meaningful engineering insight.  The primary 

skill for data analysis in reverse engineering is an understanding of engineering statistics.  

From a statistical point of view, the reverse engineer attempts to determine the true mean 

of a given parameter through both statistical observations and experience-based 
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engineering insight.  Besides statistics, the reverse engineer is often faced with the 

prospect of merging multiple data sets from different domains to support a single insight 

or conclusion.  For example, data on surface finish, hardness, material, and grain 

structure may all be combined to infer the method of manufacture for a piece of metal. 

5.9.6 Recording technical data 

The primary purpose of reverse engineering is to generate technical data to 

describe a product.  In order to make this process data useful to other people (and to 

oneself in the future) it should be recorded.  For each technique, record the necessary 

technical data.  Go beyond just the technical data and include personal observations.  

Notes on opportunities for redesign, unsolvable problems, or other bits of information can 

add immeasurably to the value of the final technical report. 

5.9.7 High-availability vs. low availability product information 

Several factors concerning product availability should be considered by the 

reverse engineer.  One factor is sample product availability, which is the total number of 

example products that the engineer has access to.  The number of available samples is 

constrained by the goals and resources for the reverse engineering effort, the cost of the 

product, the possibility of resale of the product after reverse engineering is completed, 

and the number of samples required.  Reverse engineering in educational scenarios 

typically does not require more than one sample product, and any technique that requires 

multiple samples can typically be illustrated from existing data sets [8].  Scenarios in 

industry often require more than one sample.  In the case of OEM automobile fenders, 

dimensional accuracy is of very high importance [11].  In order to obtain the very high 

dimensional accuracy required for fitting sheet metal parts, a sample of at least 30 

products  must be measured [58].  For a manufacturer reproducing, for example, 200 
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different sheet metal fender parts, a 30 times increase in expenditure for sample parts and 

metrology may have a significant impact on the financial and time resources required for 

the endeavor.  One possible way to mitigate this risk is to resell parts after measurement, 

which obviously requires that they be returned to saleable condition after measurement. 

Another limitation to the availability of product information is the condition of 

each individual product sample.  In practice, the reverse engineer will likely encounter 

situations where there are severe limitations on the quality of product information 

available due to very low sample size, worn parts, all parts exhibiting a failure mode, all 

parts having been modified or some other condition that degrades the availability of 

product data [16] [16].  Very low sample size may occur if sample products simply are 

rare or have a high cost, whether that cost is political, chrematistic or is tied to some kind 

of risk.  All three kinds of cost are present when countries attempt to copy sensitive 

technology from other countries, for example, by obtaining technical documents or 

sample products through espionage.  Governments have enormous motivation to copy 

weapons and security innovations from other countries, and the history of military 

technology is full of examples of the phenomenon.  Another situation that degrades 

product information availability is rarity.  There are situations where there are simply 

very few sample products in existence, and those that do exist may be physically 

degraded [16] [16].  Again, the defense industry provides a key example.  The B-52 

aircraft fleet began service in 1952 and is projected to remain in use until the year 2040, 

almost 80 years.  The B-52 consists of an estimated two million parts, roughly half of 

which are fasteners.  It takes little analysis to infer that over the course of 80 years, errors 

in the process of keeping track of vendors and stock for roughly two million parts are 

bound to appear.  The situation with the B-52 is not unusual; in defense, most mechanical 

systems have an expected 30 year service life, and most electrical systems have an 
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expected 15 year service life [10].  When a minor component for a major system becomes 

unavailable, reverse engineering is almost always the most economical solution to the 

problem [10].  When the situation arises that replacement parts are unavailable, the 

remaining stock of the parts is often all used and needed for service. 
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Chapter 6: Conclusion 

6.1 CONCLUSIONS 

There were a number of general conclusions generated by this research.  First, the 

practice of reverse engineering is pervasive.  Any product that has revisions, updates, 

predecessors or competitors is a candidate for reverse engineering.   It is most common in 

industry as part of the product design cycle. It may not be known by the same name, but 

the general processes are familiar to most designers.  Little has been published on the 

topic of general reverse engineering methodology.   

This methodology is relevant to industry.  A common criticism of design 

methodologies is that they helpful for exploring concepts, but do not lead to real-world 

results [8].  This work shows that a thorough, accurate understanding of a product cannot 

be reliably obtained through simple inspection.  Tools such as the methodology presented 

in this thesis are needed to guide the engineer through the process that will lead to the 

greatest understanding of the product, and better real-world solutions to problems [4] 

Reverse engineering is an inherently recursive process.  It recursively proceeds 

through the product beginning at the highest level (entire product), and proceeding 

through to a granular level (sub-assemblies).  The process is completely dependent upon 

disassembly at each level of recursion.  This insight about recursion is the reason that the 

overall methodology in Figure 2 contains a loop. 

Reverse engineering consists of a number of contributing fields that are at unique 

levels of scientific maturity.   For example, the state of the art of geometry recovery has 

greatly advanced over the past few decades [6].  The ability to take automated high-

resolution scans of surfaces and solids is now common in industry, and is relatively fast 

and inexpensive [5,6].  Similarly, materials characterization for metals is a mature and 

well researched field, giving the engineer a high probability that the composition of any 
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particular metal can be understood to a certain level of accuracy and completeness.  The 

science of polymer characterization is weak by comparison.  There is a low probability 

that certain, common types of plastics (such as polymer blends) can be fully characterized 

[26].   

The field of measurement and quantification of performance is too wide to draw 

general conclusions.  This is because the techniques to solve any arbitrary modeling 

problem for a product might come from any area of engineering.  The science of 

establishing functionality is young compared to geometry. Here lies a significant 

opportunity to extend the methods of functional modeling.  More on this topic will be 

mentioned in the section on future work.   

Finally, a general characterization of manufacturing methods is a topic that has 

seen almost no exploration in the literature.  Part of the difficulty here is that, like 

performance modeling, the large number of individual technical topics within 

manufacturing makes it difficult to discover useful unified principles. 

6.2 SUMMARY OF CONTRIBUTIONS 

1. The primary contribution of this thesis is the integrated, evolved reverse 

engineering methodology for mechanical systems, as shown in chapter 5.  

This thesis merges all previous major works on reverse engineering [2] [5] 

[6] [10] [11] [8].  This includes the merging of several aspects of reverse 

engineering that until now have remained as separate fields of study, 

including reverse engineering for product design, machine design, 

statistical considerations and materials characterization.  At the time of 

publication, it is the most complete reverse engineering methodology for 

mechanical systems that has been published. 
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2. The evolved reverse engineering methodology was enhanced through the 

creation of novel techniques.  The new techniques addressed specific gaps 

in the existing reverse engineering methodologies, such as statistical 

considerations.  In addition to filling gaps, the new techniques give 

guidance for special cases, such as worn parts.  Those techniques are 

described below: 

a. Reassembly by Function.  This method uses information from the 

functional domain and geometric domain to aid in assembling 

unassembled products for which there is no assembly plan. 

b. Bounding Pertinent Geometry.  This technique enables the 

engineer to reliably determine which geometry contributes to 

product functionality and performance. 

c. Determining Sample Size.  This technique enables the designer to 

determine how many parts to sample to obtain an acceptable level 

of accuracy in geometric measurements.  The method comprises 

the application of well-known statistical methods to a previously 

unexplored area of reverse engineering. 

d. Accounting for Physical Degradation.  This technique helps the 

engineer to determine if a product is physically degraded, and if 

that degradation has affected performance or functionality. 

e. Production Volume Estimates.  These methods allow the engineer 

to obtain a potentially large amount of insight into the production 

volume and manufacturing logistics of a product. 
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6.3 FUTURE WORK 

1. Anti-reverse engineering techniques (reverse engineering inhibitors) for 

product design.  There is demand in industry for design tools to inhibit the 

future reverse engineering of products.   

It is unlikely that reverse engineering can be prevented once someone 

has unlimited physical access to the product in question.  We cannot hope 

to definitely prevent the success of a reverse engineering effort, but it is 

possible to make the endeavor more difficult.  A hypothetical product will 

have certain key characteristics that are considered sensitive.  Each class 

of product will have a set of tools which may be considered the “standard 

reverse engineering toolbox.”  One general method to prevent the reverse 

engineering of a product is to design to specifically thwart or exploit 

weaknesses in the tools that will likely be used to reverse engineer them. 

For instance, most semiconductors can be successfully reverse engineered 

with an acid bath to decapsulate the silicon die, and then confocal 

microscopy is used to image each metal layer in the die.  Some layers may 

be removed by surface grinding.  A successful anti-reverse engineering 

effort would specifically target the tools that would potentially be used to 

reverse engineer the product.  A plastic package for semiconductors could 

be selected that did not easily dissolve in any common acid bath.  Stress 

concentrations could be built in to the silicon die to lower the probability 

of a successful grinding of the layers.  Non-uniformly shaped transistors 

could be etched into the metal layers, thus making it difficult to recognize 

the components in the micrographs.  
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Some categories of anti-reverse engineering techniques have been 

proposed: 

• Obfuscation of key characteristics. 

• Different/non-standard tool set.  An example of this is anti-tamper 

fasteners. 

• Incremental destruction.  An example of this is explained through 

Pawlus’s work in section 4.6.2 of this thesis. 

• Network connectivity and verification.  Most video game consoles and 

high-end smart phones now use these techniques to prevent piracy of 

software. 

• Physical hardening/difficult to open 

• Frustration of individual reverse engineering techniques.  This is the act of 

specifically designing a product in a way that targets weaknesses in 

reverse engineering techniques.  For example, sample size and geometric 

characterizations could be frustrated by purposely having large geometric 

variations in the product. 

2. Reverse engineering facilitators for product design.  These are design 

techniques that make it easier to reverse engineer a product in the future.  

There is desire specifically in the defense industry for such techniques.  

Their need is due to the fact that military hardware often has extremely 

long life spans (30+ years).  Over these long time spans, original 

engineering data is often lost, and some suppliers will almost certainly go 

out of business.   

Preliminary findings suggest one category of reverse engineering 

facilitators is the explicit embedding of design data into products.  Another 
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category of facilitators may be to design products in such a way that the 

applicable reverse engineering techniques can be very easily applied to the 

product. 

3. Metrics for success and repeatability for reverse engineering techniques 

with subjective results.  One of the difficulties in measuring the 

performance of a reverse engineering effort is measuring success for 

techniques that have subjective results.  An example of a technique with a 

subjective result is a function structure.  There is no deterministic, correct 

solution for a function structure.  Adding quantitative metrics to these 

techniques would advance the science of reverse engineering.  A 

promising first step has been made by Harston [31]. 

4. Statistical methods applied to other categories of problems in reverse 

engineering.  The science of reverse engineering has a large base of 

problems that will greatly benefit from the application of statistical 

methods.  Very little work has been published in this area. 

5. Exploration of applying Backward Assembly Planning techniques to 

disassembly processes for reverse engineering.  Assembly and 

disassembly planning techniques could provide large amounts of insight 

about cost, time to assemble, and actual assembly methods.  These 

techniques need to be adapted to the realm of reverse engineering. 

6. Exploration of general methods for characterizing manufacturing 

processes.  There has been very little published in the realm of simple, 

general methods to characterize manufacturing processes.  Virtually all 

available literature is at a very granular level, and only benefits the 

engineer who already has strong domain knowledge. 
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7. Extend the Reassembly by Function technique by considering assembly 

features on components, symmetry or asymmetry, etc.  All products with 

multiple parts require assembly of some sort, which requires a physical 

interface of some sort.  Analyzing the assembly features on parts could 

lead to a wealth of information about how to reassemble them. 

8. Extend Bounding Pertinent Geometry to analyze multiple, dependent 

functions simultaneously.  Currently the technique assumes analysis of a 

single, independent major product function.  However, many products 

contain functionality that is interdependent upon other functions. 
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Appendix A: Methodology diagrams from literature review 

This appendix contains the methodology diagrams from the relevant 

literature on reverse engineering.  Much of their content has been integrated into 

the reverse engineering methodology in this thesis.  The diagrams are included as 

a quick reference for the engineer who wishes to examine the other reverse 

engineering methods or to understand other contexts for which the techniques in 

this thesis are used. 
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Figure 32: Otto and Wood Reverse engineering methodology [7] 



 

Figure 33: Raja and Fernandes
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: Raja and Fernandes Generic Method for Reverse Engineering [5] 
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Figure 34: MIL-HDBK 115A Reverse Engineering Process [2] 



 

Figure 35: Ingle's Overview of the Reverse Engineering Process 
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: Ingle's Overview of the Reverse Engineering Process [10] 
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Appendix B: Derivation for production volume estimation 

Appendix B is a mathematical derivation of a minimum variance unbiased 

estimator.  The formulas derived in this appendix are used for Production Volume 

Estimates. 
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A population has as their serial numbers the sequence from 1 to N ,  and we are

given a random sample of size k. How does one estimate the population size N  from the

sample? We will argue that 

(1)n ª m+
m

k
- 1 ,

where m is the maximum value in the sample, estimates N  without bias (meaning that n

does not differ systematically from N) and with minimum variance (meaning that for all

possible values of m, the estimate n has a variance less than or equal to any other possi-

ble estimate). Note first, however, that this formula ought to make sense intuitively: it

estimates N  simply as the maximum sampled value plus the average number of serial

numbers between any two sampled. 

The definition of statistical  bias is the difference between the expectation of the

estimated value n from the actual value N . In other words, 

(2)BiasHnL ª EHnL- N .

If this is zero, then the estimator is unbiased.
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Since k is given as a constant,

(3)

EHnL � E m+
m

k
- 1 �

E m
k + 1

k
- 1 � EHmL k + 1

k
- 1 ,

the expectation of n depends only on the expectation of m. The expectation for m

can be found with combinatorical mathematics. The probability that m is less than or

equal to some i is 

(4)

PN Hm § iL �
ways to choose k entries out of a population of size i

ways to choose k entries out of a population of size N
�

i

k

N

k

.

where 
a

b
ª

a!

b! Ha-bL!  is the binomial coefficient, ie, the number of ways of choosing a

set of b unique members out of a set of size a. Thus, the probability that m � i is 

(5)PN HiL � PN Hm § iL- PN Hm § i- 1L �
i

k
-

i- 1

k

N

k

.

The expectation of m is therefore

(6)

EHmL � ‚
i=1

N

i PN HiL � ‚
i=k

N

i

i

k
-

i- 1

k

N

k

�
1

N

k

‚
i=k

N

i
i

k
-

i- 1

k
.

2   Minimum Variance Unbiased Estimator



�
1

N

k

‚
i=k

N

i
i!

Hi- kL! k ! -
Hi- 1L!

Hi- 1- kL! k !

�
1

N

k

‚
i=k

N

i
i! - Hi- kL Hi- 1L!

Hi- kL! k !

�
k

N

k

‚
i=k

N

i
Hi- 1L!

Hi- kL! k ! �

1

N

k

‚
i=k

N i!

Hi- kL! k ! �
k

N

k

‚
i=k

N
i

k
.

A standard identity of binomial coefficients says that ⁄i=k
N i

k
�

N + 1

k + 1
, so therefore 

(8)EHmL � k

N

k

‚
i=k

N
i

k
� k

N + 1

k + 1

N

k

� k
N + 1

k + 1
.

Now we see that 

(9)

BiasHnL ª EHnL- N � EHmL k + 1

k
- 1 - N �

k
N + 1

k + 1

k + 1

k
- 1 - N � N + 1- 1 - N � 0 .

Thus, n is an unbiased estimator of N. 

As to n having minimum variance, this can be proved using the Lehmann–Scheffé

theorem[1], [2], which states that an estimate which is both sufficient and complete is a

minimum-variance estimation. 
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Statistical sufficiency refers to the idea that a statistical estimate may give all infor-

mation about the underlying parameter to be estimated that can possibly be extracted

from a data set. I will show that m, the maximum of a random sample, is statistically

sufficient for N , the size of the population of numbers from 1 to N . This is done by way

of the Fischer-Neyman factorization theorem[3], which says, for a descrete probability

distribution PZHX L, where X  is a given possible sample of size k, and Z  is a parameter to

be estimated, that an estimate THX L is statistically significant for Z  if and only if PZHX L
can be factored into a part independent of Z  and another part that depends on X  only

through THX L. In other words, if 

(10)PZHX L � h HX L gZHT HX LL ,

then THX L is statistically sufficient for Z. 

The number of ways of choosing a set of k  unique items out of a set of size N  is

N

k
, and thus, the probability of choosing a given set of size k  is 1ì N

k
. It is not

clear how this expression can be factored into the two parts required by the Fischer-

Neyman theorem. However,  there is  another  way to  think  about this  probability that

makes it easier. We know that the probability of choosing k unique items such that their
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makes it easier. We know that the probability of choosing k unique items such that their

maximum is m is PHmL. This leaves k - 1 items undetermined other than being less than

m, so that there are 
m- 1

k - 1
 ways left to choose these. Thus, we expect that the probabil-

ity of choosing a given set of size k can also be written 
1

Km-1

k-1
O
PN HmL. If this expression is

correct, then the Fischer-Neyman theorem is satisfied because the probability has been

written as a function of m such that the factor which depends on N  only depends on X

by way of m. Some algebra shows that the expression is correct: 

(11)

1

m- 1

k - 1

PN HmL � Hk - 1L! Hm- kL!
Hm- 1L! PN HmL �

1

m- 1

k - 1

m

k
-

m- 1

k

N

k

�
Hk - 1L! Hm- kL!

Hm- 1L!
k ! HN - kL!

N !

m!

k ! Hm- kL! -
Hm- 1L!

k ! Hm- 1 - kL!
�

Hk - 1L! Hm- kL!
Hm- 1L!

k ! HN - kL!
N !

k
Hm- 1L!

k ! Hm- kL!
�

k ! HN - kL!
N !

�
1

N

k

.
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Stastical  completeness  models  the  idea that  an  estimate  THX L  of  a  parameter Z

should  contain  no  extraneous  information.  An estimate  which  is  both  sufficient  and

complete therefore contains as much information as is available to estimate Z  and also

no more information than is needed. The mathematical definition of statistical complete-

ness is that the only function g such that EHgHTHX LLL � 0 for all values of Z  is the con-

stant zero function. 

The expectation value of some function gHmL is given by 

(12)EHgHmLL � ‚
i=k

N

gHiL PN HiL � g ÿ PN  .

We can think of g  as a vector, and the above expression as a dot  product with

another vector. Since gHiL is defined for every i ¥ k, it follows that g exists in an infinite

vector space V . PN HiL will be zero for every i > N  and nonzero for every k § i § N . If we

think of the dimensions of V  as being ordered according to the value of i, then PN  is a

vector that is nonzero in the first N - k + 1 components of V  and zero afterwords. This

means that no two vectors PA  and PB  are perpendicular to one another since they will

always be nonzero in the first dimension. In addition, for any set of vectors PQ1
, …, PQ j

,
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where the Qi are unique and ordered from least to greatest, it must be that PQ j
 is nonzero

in the IQ j - kMth component whereas the other vectors are zero in that component. Thus

PQ j
 is linearly independent of the rest. In fact, this implies that any set of PQi

 where the

Qi are unique, is linearly independent; the maximum Qi will be linearly independent of

the rest, and then the second-to-maximum Qi  must be linearly independent of rest, and

so on. For any of V , there will be some Z  large enough that PZ  has a nonzero component

in that dimension. Thus, it follows that the vectors PZ span the space V . 

If EHgHmLL were zero, then either g is identically zero, or else it is perpendicular to

every vector PN  for all N ¥ k. However, since the vectors PN  span the vector space V , it

is impossible for g  to be perpendicular to all of them. Thus, m is statistically complete

for N . 

It has been shown that m is stastically sufficient and complete for the parameter N

and that nHmL is an unbiased estimator of N . Thus, n is the minimum-varience unbiased

estimator of N . 

References

1.  Lehmann, E.L.; Scheffé, H. (1950). "Completeness,  similar regions, and unbiased

estimation. I.". Sankhyā 10 (4): 305–340. MR39201. JSTOR 25048038.

2.  Lehmann, E.L.; Scheffé, H. (1955). "Completeness,  similar regions, and unbiased

estimation. II.". Sankhyā 15 (3): 219–236. MR72410. JSTOR 25048243.

Minimum Variance Unbiased Estimator   7



3.  Hogg, Robert V.; Craig, Allen T. (1995). Introduction to Mathematical Statistics.

Prentice Hall. ISBN 9780023557224

8   Minimum Variance Unbiased Estimator



 152 

Appendix C: Table of reverse engineering techniques 

The tables of reverse engineering techniques in this appendix are intended to be 

used as a quick reference for the engineer.  All of the reverse engineering techniques 

from the methodology presented in this thesis are listed, along with a summary and 

references for more information.   

 

Step Technique Summary Source 

  Initial Product Inspection 

1 Initial visual inspection 

A visual inspection gives the engineer their first 

introduction to the product.  By the end of this 

section of techniques, the engineer should 

understand and internalize the basic purpose, 

geometry and functionality of the product. 

Original 

2 
Review available technical 

data 

Find and digest all available technical 

documentation which may provide insights into 

the functionality, geometry and manufacturing of 

the product, may be used to validate results of 

the reverse engineering effort, or may be used to 

reduce the time and capital required to complete 

the effort. 

[10] 

3 
Use and experience 

product 

Physically use the product as the user would, and 

operate it through its full range of capabilities.  
[8] 

4 Gather customer needs 
Customer needs inform the designer of the 

qualitative product requirements. 
[8] 

5 Prioritize customer needs 

Prioritizing customer needs informs the engineer 

as to what the most important aspects of product 

functionality are. 

[8] 
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Step Technique Summary Source 

  Establishing Product Function 

1 Activity diagram 
Identify high level user activities and 

functionalities. 
[8] 

2 Subtract and operate 

Subtract and operate is a technique used to 

determine the functionality and necessity of each 

part in a product. 

[8] 

3 Reassembly by Function 

Reassembly by Function is a way to take a 

disassembled product with a presumed 

functionality and successfully reassemble it. 

Original 

4 Black box model 

A black box model is a tool for the designer to 

establish flows of materials, energy and 

information entering and exiting the system. 

[8] 

5 
Functional Analysis System 

Technique (FAST) 

A top-down method for creating a functional 

model for a product. 
[8] 

6 Function structure 

An input-output model that that maps energy, 

material and signal flows to a transformed and 

desired state.  This bottom-up method for creating 

functional models is considered to be more 

sophisticated than FAST. 

[8] 

7 Create function model 

A function model aids the designer in determining 

the true function of all parts in a system, and is a 

tool for creating innovative product 

improvements. 

[8] 
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Step Technique Summary Source 

  Benchmarking Product Performance 

1 Benchmarking approach 
Benchmarking is used to characterize key product 

performance metrics. [8] 

2 
Bounding Pertinent 

Geometry 

Determine which geometric information 

contained within a product is pertinent, and which 

is superfluous.   

Original 

3 QFD 

The house of quality is used to turn customer 

needs into engineering design and manufacturing 

specifications ranked by importance 

[8] 

4 
Create product 

specifications 

Define the important measurable parameters and 

constraints of the product. [8] 
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Step Technique Summary Source 

  Extracting Product Geometry 

1 Sample size 

This technique helps the designer to determine 

how many products to sample to obtain an 

acceptable level of confidence in their 

measurements 

Original 

2 
Physically degraded 

products 

Techniques for physically degraded products are 

intended to identify degraded geometry or other 

characteristics, and then model the product to 

infer what the original geometry and 

characteristics were. 

Original 

3 
Three dimensional 

scanning 

The digitization of product geometry. 
[5] 

4 Point processing 
Post processing of the raw data collected by 3D 

scanning. 
[5] 

5 Polygonization 
Turning the point cloud from Point Processing 

into polygons for a CAD model. 
[5] 
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Step Technique Summary Source 

  Characterizing Product Materials 

1 
Rapid characterization of 

metals 

Qualitative tools that can be used in the field to 

identify metals. 
[20] 

2 
Composition 

characterization 

Quantitative laboratory methods to determine 

elemental composition of metals and ceramics 
[17] 

3 Microstructure analysis 

Quantitative and qualitative laboratory methods to 

determine the microstructure of metals and 

ceramics.  This includes properties such as lattice 

structure and grain morphology. 

[17] 

4 
Simple characterization of 

polymers 

Qualitative and quantitative tools that can be used 

to easily identify polymers. 
[26] 

5 
Advanced characterization 

of polymers 

Quantitative laboratory methods to determine 

elemental composition, molar mass, structure, 

morphology, and molecular organization of 

polymers. 

[23] 
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Step Technique Summary Source 

  Characterizing Manufacturing Processes 

1 Production volume estimates 
Statistical tool to estimate total production volume 

based upon a sampling of serial numbers. Original 

2 
Material characterization 

analysis 

Correlation of material properties to possible 

manufacturing methods for metals using a unique 

parameterized model for each individual 

manufacturing process. 

[6] 

3 
Manufacturing process 

verification 

Hypothesizing and verifying the manufacturing 

process for a given geometry and material. [6] 
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Step Technique Summary Source 

  Product disassembly 

1 Product disassembly 

Product disassembly is the process of methodically 

taking a product apart and recording an assembly 

and disassembly plan. 

[8] 

2 Create BOM 
The bill of materials is used to catalogue all of the 

parts in the product. 
[8] 
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