Copyright

by

Shirley Gene Field

2010

The Thesis committee for Shirley Gene Field
Certifies that this is the approved version of the following thesis:

Internet Piracy in Japan
Lessig’s Modalities of Constraint and Japanese File
Sharing

APPROVED BY
SUPERVISING COMMITTEE
Supervisor:

__________________________________
Kirsten Cather Fischer
__________________________________
Robert Oppenheim

Internet Piracy in Japan
Lessig’s Modalities of Constraint and Japanese File
Sharing
by

Shirley Gene Field, B.A.
Thesis

Presented to the Faculty of the Graduate School
of the University of Texas at Austin
in Partial Fulfillment
of the Requirements
for the Degree of

Master of Arts

The University of Texas at Austin
May 2010

ACKNOWLEDGEMENTS

I would like to thank my supervisor, Dr. Kirsten Cather, for reviewing and editing
my drafts and being so willing to work with me, even as the minutes counted down. I
would like to show my appreciation to my reader, Dr. Robert Oppenheim, for serving on
my thesis committee. I am also indebted to Dr. Patricia Maclachlan, whose class first
stimulated my interest in researching the Internet in Japan.
I would like to convey my eternal gratitude to Duc Huyhn and Hye Eun Choi for
their endless encouragement, their willingness to listen to my ideas, and their
invigorating “study auras.”
Thanks to Jose Avila for being virtually there for me throughout this entire
process.
Thanks also to the many nameless strangers on the Internet who offered me
technical support and encouragement. I will never know who you are, but I will always
be grateful to you.
Above all else, I am thankful for my family for always being there to support me.
Thanks to my sister for listening to me when I called, to my brother for his willingness to
offer advice, and to my parents for always believing in me.

iv

Internet Piracy in Japan
Lessig’s Modalities of Constraint and Japanese File Sharing
by
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The University of Texas at Austin, 2010
SUPERVISOR: Kirsten Cather Fischer
The rise of new digital technologies and the Internet has given more people than ever
before the ability to copy and share music and video. Even as Japan has adopted stronger
copyright protections, the number of Japanese peer-to-peer file sharing network users has
multiplied. Though the distribution of copyrighted material online has long been illegal and, as
of 2010, the download of copyrighted material is now a criminal act, illegal file sharing continues
apace, with the majority of people active on Japan’s most popular file sharing programs
remaining unaffected by the new legislation. Clearly the law alone does not work to constrain
file sharing behavior in Japan and, in fact, it is not the only way Japan strives to enforce
copyright law on the Internet. What strategies are industries and government taking to curb
illegal file sharing and are these strategies effective? How is unauthorized peer-to-peer file
sharing cast into an act both immoral and worthy of criminal prosecution? Of particular interest
are the evolution and growth of architectural and social constraints on online behavior
alongside these legal constraints.
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INTRODUCTION
As the world enters into the information age, intellectual property products play
an increasingly important role in the economies of developed nations. The protection of
intangible products, from gene sequencing methods to the latest platinum album,
becomes ever more vital to the stability of these new information economies. At the
same time, technological developments make it easier than ever before to disregard
intellectual property laws and share valuable information freely. The rise of peer-to-peer
file sharing networks has proven particularly distressing to the entertainment industry as
young people by the millions log into these networks to download and share their
favorite music and video files. Piracy, or the unauthorized reproduction and circulation
of intangible goods, has always been an issue for the creative industries. Copyright law
was designed to protect their profits and thus encourage the continued production of
creative works. However, the rise of new digital technologies and the Internet has given
more people than ever before the ability to copy and share music and video.
Before the Internet, pirated media had to be circulated on physical storage
devices that had their own inherent disincentives. Physical pirated copies are often of
lower quality than the original licensed item, required some initial investment to
produce, and could potentially be intercepted, seized, and destroyed. However, the
Internet has completely removed the limitations of tangibility from the equation. Music
and video can now be perfectly copied with undiminished sound and image quality and
1

circulated without any need for investment in physical media storage devices. While a
pirated CD can easily be destroyed, a music file will remain in circulation on a peer-topeer network long after the original “pirate” who released it has deleted it off his
computer.
The rapid growth of Internet use in developed countries has led to increasing
concern by intellectual property producers over the unauthorized transfer of
copyrighted works online. The worldwide trend toward stricter, longer protection of
intellectual property along with the rapid growth of Internet use has thrust the newfound “epidemic” of file sharing into the global spotlight. Governments across the globe
are feeling the pressure to tighten copyright laws as entertainment industries react to
the proliferation of users of peer-to-peer file sharing networks. In 2002, then Prime
Minister Jun’ichiro Koizumi declared the start of a national campaign to create an
“intellectual property nation."1 Struggling with economic difficulties brought about by
the bubble burst and the migration of manufacturing jobs to low wage nations, the
Japanese government saw intellectual property as a potential solution to some of its
financial woes.2 A committee assembled under the prime minister’s office proposed the
“Strategic Program for the Creation, Protection and Exploitation of Intellectual Property”
1

Ruth Taplin, Intellectual Property and the New Global Japanese Economy (New York: Routledge, 2009), 116.
2
Ian Condry, Hip-hop Japan: Rap and the Paths of Cultural Globalization (Durham: Duke University Press,
2006), 98-101; Hiroshi Oda, Japanese Law, (Oxford: Oxford University Press, 2009): 363; Mayumi
Negishi, “Japan Gets Intellectual on Property Rights,” The Japan Times, 08 Dec 2004,
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and released the proposal in 2003, writing:
Making Japan an intellectual property-based nation means expressly establishing
a national direction which places emphasis on inventions and creation, and in
which the production of intangible assets is recognized as the foundation of
industry, i.e., the production of "information of value" including technology,
design, brands and the content of music, movies, and the like. This is a national
policy underpinned by the vision of revitalizing the Japanese economy and
society.3
This speech was followed by a whirlwind of policy activity designed to strengthen and
tighten up intellectual property regulation. Of the countries of East Asia, Japan has had
the longest history with copyright law, with copyright legislation existing since 1899. The
current Copyright Law of Japan, established in 1970, covers a wide range of creative
works, including literary, musical, artistic, choreographic, photographic, and architectural
work. After 2002, Japan began tightening up copyright protections, strictly enforcing
existing laws on copyright protection of movies and music and extending the terms of
copyright protection to better fit with international standards.
Even as Japan has adopted newly strengthened copyright protections, it has seen
the number of peer-to-peer file sharing network users multiply in recent years. While
distributing a copyrighted work online violates the Copyright Law’s prohibition on
unauthorized distribution, downloading copyrighted content for personal use was legal
prior to 2010. In 2006, the percentage who used file sharing networks increased

http://search.japantimes.co.jp/cgi-bin/nb20041208a1.html (Accessed 05 May 2010).
Japan’s Intellectual Property Policy Headquarters, “Strategic Program for the Creation, Protection and
Exploitation of Intellectual Property,” 08 July 2003,
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significantly, from 3.5% of Japanese Internet users to 9.6% by the end of 2007.4 As
Japan’s Internet penetration rate is an impressive one, with 75% of the population online
as of 2008, this represents a significant number of file sharers.5 Japan's entertainment
industry is likewise impressive, with the second largest music industry in the world
(behind the US) and the fourth largest film industry.6 As the bulk of the entertainment
consumed is domestically produced, unauthorized downloading is seen to have a
genuine effect on Japan’s economy, cutting into the potential profits of domestic
industries. On June 11, 2009, the Diet passed a bill to further amend Japan's Copyright
Law, transforming the downloading of copyright material into a criminal act.7 With this
bill, Japan joined the rapidly growing numbers of countries responding to industry
demands to crack down on copyright infringement on the Internet. Though no criminal
penalties have been specified for this offense, criminalization allows for civil lawsuits
seeking damages.
However, illegal file sharing continues apace, with the number of people active

http://www.kantei.go.jp/foreign/policy/titeki/kettei/030708f_e.html (accessed 5 May 2010).
Association of Copyright for Computer Software, Recording Industry Association of Japan, and Japan, and
International Motion Picture Copyright Association, Inc., “File-sharing Software Users Status Survey”
(December 2009), http://www.jimca.co.jp/english/doc/p2psurvey2009_E.pdf (accessed 5 May 2010).
5
International Telecommunication Union, “Internet Users (per 100 people)”, in The World Bank,
http://data.worldbank.org/indicator/IT.NET.USER.P2 (accessed 5 May 2010).
6
Ian Condry, "Cultures of Music Piracy: An Ethnographic Comparison of the US and Japan," International
Journal of Cultural Studies 7 (2004): 347; “Nigeria Surpasses Hollywood as World's Second Largest Film
producer – UN,” UN News Service, 5 May 2009,
http://www.un.org/apps/news/story.asp?NewsID=30707&Cr=nigeria&Cr1(accessed 5 May 2010).
7
Rob Schwartz, “Japan Strengthens Copyright Law,” Billboard, 16 June 2009,
http://www.billboard.biz/bbbiz/content_display/industry/e3iecfa450e38f03b776ca019a672053634
4
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on Japan’s most popular file sharing programs remaining relatively unaffected by the
new legislation.8 Clearly the law alone does not work to constrain file sharing behavior in
Japan and, in fact, it is not the only way Japan strives to enforce copyright law. What I
shall do in this paper is consider law in conjunction with architectural and social
constraints on the “Internet piracy” in Japan. As laws and attitudes change to reflect
new technological and logistical realities, what are Japanese entertainment industries
doing to cope with this newfound freedom of an increasingly technologically savvy
population to access copyrighted music and video for free with a click of the mouse? As
a country with a high Internet penetration rate and a massive domestic entertainment
industry, Japan's reactions to the growth of file sharing shall provide particularly
interesting insights into how countries can cope with new issues raised by new, novel
uses of technology. With a focus on music and movies, I will examine the results of
government and industry movements to create and maintain the practice of respecting
copyright on the Japanese Internet. What strategies are industries and government
taking to curb downloading and are these strategies effective? How is unauthorized
peer-to-peer file sharing cast into an act both immoral and worthy of criminal
prosecution? Of particular interest are the evolution and growth of architectural and
social constraints on online behavior alongside these legal constraints. Legal realities

(accessed 5 May 2010).
NetAgent, “Winny Nodo Kazu no Suii Bunseki,” http://forensic.netagent.co.jp/winny_node.html (accessed
5 May 2010).
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alone do not modify behavior. Though the distribution of material online has long been
illegal and the download of copyrighted material is now a criminal act, such activities
continue apace. In this paper, I propose a more integrated approach to the analysis of
antipiracy legislation. By looking beyond legal constraints, we can gain a better
understanding as to what is being done to constrain file sharing and why such activities
remain relatively ineffective.

Literature Review
Much of the academic literature in English on unauthorized file sharing focuses
on the American case. This is understandable considering America's early dominance
online and the popularity of American pop culture products across the globe. 9 As of yet,
relatively few scholars write on the Japanese peer-to-peer file sharing experience,
although that is slowly changing. Currently, those who do have focused mainly on the
issue of legal and criminal liability. These writers tend to focus more on the formation of
laws related to Internet piracy and offer only broad potential solutions to the file sharing
problem, rather than examining at antipiracy activities as they exist in Japan. Harry
Tanaka, a lawyer qualified to work in both the US and Japan, in a 2001 article, takes the
US Napster case (2001) as his starting point and examines the various court cases
9

The Internet was, after all, created under the auspices of the American government, evolving from a
computer networking project funded by the US Defense Department. For an overview, see Roy
Rosenzweig, “How Will the Net’s History Be Written? – Historians and the Internet,” in Academy and
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involving similar types of copyright infringement in Japan that could be used as
precedents in a hypothetical court case against Napster-type file sharing networks based
in Japan.10 He concludes that a Japanese Napster-type network would likely be
criminally prosecutable under Japanese laws and discusses the liability issues that could
go along with peer-to-peer networks. In 2002, Masanobu Katoh, legal analyst and then
director of the Internet Cooperation for Assigned Names and Numbers (a body that
oversees some of the core mechanisms of the Internet), likewise focuses on the legal
aspects of file sharing. He writes on the difficulties in balancing consumer and producer
interests when drawing up intellectual property law and notes that the US and Japan, as
exporters of intellectual property, will most likely be working together to fight copyright
violations in the coming years.11
Seoul National University law professor John Leitner's 2008 cultural comparison
of file sharing in Japan and Korea is perhaps the most comprehensive and up-to-date
English language academic work on Internet piracy in Japan. Written after the conclusion
of the 2003 and 2006 file sharing related court cases in Japan that will be discussed
below, he examines the legal trouble surrounding Japan's earliest homegrown peer-topeer file sharing networks, File Rogue and Winny and, to a lesser extent, the current

the Internet, eds Nissenbaum, Helen and Monroe E. Price (New York: Peter Lang, 2004): 1-34.
Hisanari Harry Tanaka,“Post-Napster: Peer-to-Peer File Sharing Systems Current and Future Issues on
Secondary Liability Under Copyright Laws in the United States and Japan,” Loyola of Los Angeles
Entertainment Law Review, 22 no. 1 (2001): 37-84.
11
Masanobu Katoh, “Intellectual Property and the Internet: A Japanese Perspective,” Journal of Law,
10
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attitude towards file sharing by Japanese youth.12 He casts doubt on the potential
effectiveness of criminal prosecution or civil suits in curbing file sharing and express
hope for a technological solution. Tetsuya Ishii, on the faculty at Chiba University’s
Department of Law and Economics, and Salil Mehra, professor of law at Temple
University, both examine the liability of Isamu Kaneko, the programmer responsible for
the design and distribution of the popular file sharing program, Winny. In a 2004 article,
Mehra postulates that criminal prosecution of contributory copyright infringement (or
“abetting” copyright infringement, of which Kaneko was accused) may likely become a
substitute for civil lawsuits in Japan due to the perceived weakness of the copyright law
enforcement.13 In a subsequent 2006 article, Ishii also examines the legal debates
surrounding the Winny case and concludes that Kaneko should be found guilty of
contributory infringement for recklessly releasing a program he knew would be used for
copyright infringement.14 Ian Condry, the lone anthropologist among these legal
analysts, did a small ethnographic study on college students’ attitudes towards
unauthorized file sharing in 2004, before peer-to-peer file sharing had caught on in
Japan to the same extent as the US. While hardly exhaustive, the study points out that

Technology, and Policy, (2002): 333-360.
John Leitner, “A Legal and Cultural Comparison of File-Sharing Disputes in Japan and the Republic of
Korea and Implications for Future Cyber-Regulation,” Columbia Journal of Asian Law, 22, no. 1 (2008):
1-55.
13
Salil Mehra, “Software as Crime: Japan, the United States, and Contributory Copyright Infringement,”
Tulane Law Review, 79, 265 (2004).
14
Tetsuya Ishii, “Criminal Regulation of Anti-Forensic Tools in Japan” in Advances in Digital Forensics II, Eds
12
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music copying is common everywhere and Japanese music fans merely copy in a
different, albeit legal, way, through music rental stores.15
These writers spend little time looking at antipiracy strategies as they are
implemented in Japan; when they do, they focus on potential legal answers or offer up
vague technological solutions that could be implemented. For example, Tanaka
concludes his 2001 piece with indefatigable optimism in the potential of antipiracy
technology to solve all potential copyright infringement problems, but fails to provide
details on how this might happen. Like Leitner, Tanaka appears relatively optimistic
about the hope for technological solutions to copyright law enforcement in Japan and
briefly touches on the “copymart” concept in which users could access works from a
centralized database with different licensing terms for the individual works.
In contrast, a number or scholars have examined antipiracy strategies in the US
and Europe. For example, Tarleton Gillepsie, professor at Cornell University’s
Department of Communications, gives the most thorough account of the technologies
used to restrict use of digital entertainments in the United States in Wired Shut:
Copyright and the Shape of Digital Culture (2009), arguing that the new developments in
software and hardware are being used to embed legal issues inside commonly used
technologies, or in other words, to inflexibly restrict all copying, even the copying

Martin Olivier and Sujeet Shenoi (New York: Springer, 2006): 357-364.
Condry, "Cultures of Music Piracy,” 343-363.
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allowed by state law. He is particularly concerned about the erosion of the US’s fair use
clause which allows for personal and educational copying of copyrighted material.16
Aernout Schmidt of the Leiden University Centre for Law in the Information Society
likewise focuses on “regulation by architecture” in 2007, identifying several key points
where such regulation can occur and concluding that regulation by architecture brings
with it formal moral obligations for the entrepreneur, the designer, and the application
service provider to create rules where no rules have existed before.17 Jack Goldsmith of
the Harvard Law School and Tim Wu of the Cornell Law School describe the various ways
individual governments can and do constrain online behavior in Who Controls the
Internet?: Illusions of a Borderless World (2006) through the control of the architecture
that makes up the Internet as well as the law.18
While these focus on architectural solutions to piracy, others focus on antipiracy
campaigns in the English-speaking world. Gillepsie and Majid Yar look at antipiracy
campaigns as they appear in the classroom. Gillepsie (2009) examines educational
materials provided for teachers by organizations dedicated to copyright protection like
the Recording Industry of Association of America (RIAA) and the Motion Picture
Association of America (MPAA) and the concepts presented in them, concluding that
16

Tarleton Gillepsie, Wired Shut: Copyright and the Shape of Digital Culture (Boston: The MIT Press, 2009).
Aernout Schmidt, “The Morality of Regulation by Architecture” in Fighting the War on File Sharing, Eds
Aernout Schmidt, Wilfred Dolfsma, and Wim Keuvelaar, (The Hague: TMC Asser Press, 2007).
18
Jack Goldsmith and Tim Wu. Who Controls the Internet? Illusions of a Borderless World (Oxford: Oxford
University Press, 2006) .
17
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they work to perpetuate older forms of cultural consumption by emphasizing the
distinction between producer and consumer and aim to restrain new forms of
collaborative cultural production.19 In his 2008 work, Yar, professor of law at Keele
University, likewise offers a critical examination of the antipiracy materials aimed at
English-speaking schoolchildren and points out the “contingent, partial, and mythical
character” of the materials.20 In that same year, Patricia Loughlan of the University of
Sydney Law School examines the language of theft in the English language legal
discourse surrounding unauthorized file sharing. She highlights the inaccuracies and
distortions found within such discourse though a close, critical reading.21
Lawrence Lessig, perhaps one of the best known and most prolific scholars in the
field of intellectual property and cyberspace, touches on many of these topics in his
work on cyberspace and regulation. He puts forward four modalities of regulation: social
norms, architecture, markets, and law.22 Together, these modalities constrain behavior in
both the real world and cyberspace, with varying levels of efficacy. He writes:
Constraints work together, though the function differently and the effect of each
is distinct. Norms constrain through the stigma that a community imposes;
markets constrain through the price that they exact; architectures constrain
19

Tarleton Gillespie,"Characterizing Copyright in the Classroom: The Cultural Work of Anti-Piracy
Campaigns," Communication, Culture, & Critique, 2, no. 3 (2009): 274-318.
20
Majid Yar, “Rhetoric and Myths of Anti-piracy Campaigns: Criminalization, Moral Pedagogy and Capitalist
Property Relations in the Classroom,” New Media Society, 10, (2008): 605-623.
21
Patricia Loughlan, “‘You Wouldn’t Steal a Car…’ Intellectual Property and the Language of Theft,” Sydney
Law School Legal Studies Research Paper, no. 8 (2008): 1-9.
22
Lawrence Lessig, “The Law of the Horse: What Cyberlaw Might Teach,” Harvard Law Review, 113, no. 2
(1999): 507.
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through the physical burdens they impose; and law constrains through the
punishment it threatens.23
Laws and norms regulate through the threats of sanctions after the fact, while markets
and architecture constrain actions in the moment. These modalities act in two different
ways: directly on the individual being regulated and indirectly on the other modalities
(for instance, law can affect architecture which can then affect the individual).24 For a
cyberspace example, in terms of the circulation of child pornography on the Internet,
the law threatens arrest and prison terms after the discovery of such material on one’s
computer, norms dictate that those who are discovered with such material will be
harshly stigmatized, and architectures designed by Internet Service Providers (ISPs) and
large corporations like Google make it difficult to store or find child pornography online.
These three modalities have the effect of reducing the supply and demand of child
pornography, greatly restricting the market (though not destroying it). In these ways, the
modalities of law, norms, architecture, and market constrain those who would seek out
or spread child pornography on the Internet.
This thesis will touch on each of these modalities to the extent they apply to
Japanese file sharing, focusing particularly on law, architecture, and social norms. The
market modality is implicitly interwoven throughout this. Entertainment industry groups
attempt to constrain access to free copies of their products online in order to protect or
23

Lawrence Lessig, Code: Version 2.0 (New York: Basic Books, 2004): 124.
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enhance profits. Peer-to-peer network users are likewise driven by market realities –
free entertainment is the best-priced entertainment. Indeed, there is no real way to
separate any of these four modalities for each have some effect on the others. For the
purposes of this paper, the files being shared are copyrighted music and video files,
perhaps the most popular types of shared files in the world. We must keep in mind that
these are by no means the only things being shared on file sharing networks. Peer-topeer networks can be and have been used to share content as legitimate as literature
out of copyright, as laudable as uncensored news, and as reprehensible as child
pornography. But in this thesis, we will be looking at copyrighted music and movies
being shared on file sharing networks popular in Japan.
Chapter 1 will look at the history of file sharing in Japan in relation to the
evolution of legal mechanisms to prevent it and consider how effective these laws are in
constraining behavior. Chapter 2 will focus on architecture and how it paradoxically both
constrains and encourages peer-to-peer file sharing. Chapter 3 will look at the social
norms to be found on the Internet and in the real world as they relate to file sharing in
Japan and how industry and copyright protection agencies attempt to mold and
construct these norms. These chapters will examine the direct and indirect effects of
each modality on file sharing in Japan in the last decade.
Like the rest of the world, Japan too, motivated by economic concerns, has
24

Lessig, “Law of the Horse,” 512.
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moved toward cracking down on file sharing. However, the number of Japanese file
sharers has spiked in recent years, even as efforts to constrain them have grown. The
question I ask is which one of Lessig's modalities, or combination, best explains this?

14

Chapter 1: Law
We start with perhaps the most visible and overt of Lessig's modalities of
regulation: law. As Lessig describes it:
Law (in its traditional, or Austinian, sense) directs behaviors in certain ways; it
threatens sanctions ex post if those orders are not obeyed. Law tells me not to
deduct more than 50 percent of the cost of business meals from my income
taxes; it threatens fines, or jail, if that order is not obeyed. Law tells me not to
drive faster than 55 miles per hour on a highway; it threatens to revoke my
license if that order is not obeyed. Laws tell me not to buy drugs, not to sell
unlicensed cigarettes, and not to trade across international borders without first
filing a customs form – all this with the threat that if these orders are not obeyed,
I will be punished. In this way, we say, law regulates.25
How can laws designed for the “real world” constrain behavior in the virtual world?
Early idealistic Internet theorists believed that state law had no place online.26 The
Internet was seen as a new, entirely free virtual world, beyond the reach of state
governments. This position is exemplified by the libertarian Internet freedom activist
John Perry Barlow in his 1996 “A Declaration of the Independence of Cyberspace.”
Governments of the Industrial World, you weary giants of flesh and steel, I come
from Cyberspace, the new home of Mind. On behalf of the future, I ask you of
the past to leave us alone. You are not welcome among us. You have no
sovereignty where we gather.
We have no elected government, nor are we likely to have one, so I address you
with no greater authority than that with which liberty itself always speaks. I
25

Lawrence Lessig, “The New Chicago School,” Journal of Legal Studies, 27 (1998): 662
John Perry Barlow, “A Declaration of the Independence of Cyberspace,” (1996)
http://w2.eff.org/Censorship/Internet_censorship_bills/barlow_0296.declaration (accessed 05 May
2010); Julian Dibbell, My Tiny Life: Crime and Passion in a Virtual World (New York: Holt, 1999);
Howard Rheingold, The Virtual Community: Homesteading on the Virtual Frontier (Reading, MA:
Addison-Wesley: 1993).

26
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declare the global social space we are building to be naturally independent of the
tyrannies you seek to impose on us. You have no moral right to rule us nor do you
possess any methods of enforcement we have true reason to fear. 27
Though this declaration was circulated with great enthusiasm by early Internet
essentialists (those who saw the Internet as a purely separate space, unbound by the
laws of the real world), this view of cyberspace was soon proven overly optimistic. Over
a decade later, states have clearly established that they are more than capable of
exerting their power on the Internet.28 We need look no further than China to see a
state's effectiveness in controlling Internet use.29 Even a state as nominally “free” as the
US has demonstrated ample willingness to intervene and use its own methods of
enforcement on the Internet when it comes to issues like child pornography and illegal
gambling.30 Goldsmith and Wu put it best when they write, “Territorial government is a
persistent fact of human history that accommodates humanity in its diversity and allows
it to flourish. Behind the mists and magic of the Internet lies an older and stronger order
whose relevance remains inescapable.”31 In other words, even the denizens of
cyberspace feel the constraints of the same state laws that touch them in real space.

27

Barlow, “A Declaration.”
Goldsmith and Wu, Who Controls; Uta Kohl, Jurisdiction and the Internet: A Study Over Regulatory
Competence on the Internet (Cambridge: Cambridge University Press, 2007); Jonathan Zittrain,
Jurisdiction (New York: Foundation Press, 2005).
29
Nina Hachigian, "China's Cyber-Strategy," Foreign Affairs, 80, no. 2 (2001): 118-133; Eric Harwit and
Duncan Clark, "Shaping the Internet in China: Evolution of Political Control over Network Infrastructure
and Content," Asian Survey, 41 (2001): 377-408; Guobin Yang, "The Internet and Civil Society in China:
A Preliminary Assessment," Journal of Contemporary China, 12, no. 36 (2003): 453-75.
30
Kohl, Jurisdiction and the Internet; Goldsmith and Wu, Who Controls; Lessig, Code.
31
Goldsmith and Wu, Who Controls, ix.
28
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Governments both encourage the growth of Internet use and restrict the ways in which
it can be used. State law exists, even on the Internet.
Japan is certainly no stranger to Internet regulation. Laws against “potentially
harmful” (yūgai) content require cell phone companies to automatically filter Internet
content on the mobile phones of minors.32 Laws against child pornography have been
used to arrest and shame those who share pornographic images of minors online.33
In 2010, it is clear that none but the most ardent of Internet freedom idealists
can embrace the idea of complete and utter lawlessness online. It is not the intention of
this chapter to argue that the law is capable of constraining behavior on the Internet,
nor is it intended to take a stand on whether the law should constrain online behavior.
Such arguments, for and against, have been powerfully articulated many times before.
Rather, this chapter will look at how law, one of Lessig's four modalities, shapes the
landscape of Japan's Internet when it comes to peer-to-peer file sharing use on the
Internet.

32

Infinita, “A royal mess: Content Filtering on Japan's Mobile Internet,” Infinita Scope, 23 Jan. 2008,
http://www.infinita.co.jp/en/scope/2008/01/a_royal_mess_content_filtering.html (Accessed 05 May
2010); Chris Salzberg, “Japan Toughens Up on Internet Regulation,” The Japan Times, 16 Jan 2008,
http://search.japantimes.co.jp/cgi-bin/nc20080116a1.html (Accessed 05 May 2010).
33
“48 men charged with posting obscene images, video of girl on Internet,” Japan Today, 07 Jan 2010,
http://www.japantoday.com/category/crime/view/48-men-charged-with-posting-obscene-imagesvideo-of-girl-on-internet (Accessed 05 May 2010); “Kyōyūsoftu ‘Cabos’ de Jidōporuno Jizō wo Kōkai
Chibakenkei,” Sankei Shimbun, 06 Jan 2010,
http://sankei.jp.msn.com/affairs/crime/100106/crm1001061701021-n1.htm (Accessed 05 May 2010);
Martin Williams, “Child Porn, Drugs Lead to Internet Complaints in Japan,” PC World, 17 Mar 2010,
http://www.pcworld.com/article/191821/child_porn_drugs_lead_internet_content_complaints_in_jap
an.html (Accessed 05 May 2010).
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First, what do we mean when we say “Japan's Internet?” Japan's Internet is the
sites and networks that the over 90 million of the citizens of Japan access. It is in
Japanese, a language used almost exclusively by one nation. It is Yahoo.co.jp; it is the
Winny and Perfect Dark peer-to-peer file sharing networks used to swap Japanese music
and movies; it is i-mode websites viewable on Japanese cell phones.
Law does regulate the behavior of Japanese citizens on the Internet. For
example, laws fixing the prices of books constrain Amazon.co.jp from selling discounted
books.34 Laws constrain the behavior of Japanese pornographers, punishing those who
circulate lewd images of minors on the Internet. To some extent, law constrains the
speech of users of 2 Channel, the largest online message board in Japan, threatening to
track down and punish those who “anonymously” post death threats on there.35
Japanese laws clearly do have some power to regulate behavior on the Internet.
The focus here will be not on these sites, but on the peer-to-peer file sharing
networks used by Japanese citizens – those networks which users log on to trade music
and video files, a good percentage of which are often still under copyright. The law we
are most concerned with here is the Copyright Law of Japan. When Prime Minister
Koizumi declared the beginning of a formation of an “intellectual property nation” in
2002, he was merely declaring Japan's intent to follow along the path it already started.

34
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By 2002, Japan had already more or less harmonized its copyright law with the
international standards set by international treaties like the Berne Convention and the
Trade-Related Aspects of Intellectual Property Rights (TRIPS).36 Currently, Japan is
participating in talks for the Anti-Counterfeiting Trade Agreement (ACTA) which may set
international standards for digital copyright.37
Japan is well-known for its relative flexibility in enforcing copyright laws. A
general right to reproduce copyrighted works for private use afforded to Japanese
citizens in Japan's Copyright Law has allowed music rental stores to flourish. Such stores
have thrived since the 1980s and openly rent and sell copying equipment along with the
latest pop hits.38 Until very recently, Nintendo DS storage devices that allowed for the
play of pirated games were openly sold on the streets of Akihabara (often with signs
requesting that no one ask what such devices could be used for, along the lines of a
“Don’t Ask, Don’t Tell” policy).39 Nothing epitomizes the flexibility in copyright law
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enforcement better than the dōjinshi – fan-made comics using characters from popular
anime, manga, video games, movies, and dramas, as well as real people like pop stars or
well-known historical figures. These dōjinshi are sold openly, often alongside the original
licensed material. This is technically against the law and copyright owners do have the
option of enforcing their rights, but this option is almost never exercised and dōjinshi
circles operate freely with little fear of prosecution.40 However, commercial piracy is
fairly heavily cracked down upon by law enforcement.41 The Recording Industry
Association of Japan claims that pirated CD sales are virtually nonexistent.42 Pirated
DVDs are more of a problem, but those who openly sell them are quickly arrested.43
The Internet allows for wider distribution of higher quality media than ever
before. Internet users can easily share high quality files of their favorite songs, games,
shows, and movies with a click of the mouse. But in the case of Internet piracy, these are
not people looking to profit off the work of others. These are fans downloading music
and video for their own personal enjoyment. Figuring out when and how to enforce laws
against them has been a slow and confusing process. Here, we will explore the strengths
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and limitations of law and its regulatory power over peer-to-peer file sharing in Japan.

A Brief History of Internet, Peer-to-Peer, and Law
The explosive growth of the Internet from 1998 to 2002 (8.8 million to 49.7
million) necessarily required government intervention, both financial and regulatory.44
The Japanese government was slow to recognize the potential of the Internet. The
development of the necessary infrastructure and the growth of Internet users in Japan
were much slower than other countries at similar stages of development. Official
telecommunications policies blocked many private efforts to create affordable and
accessible service until 2000 when serious, effective information technology initiatives
began, led first by Prime Minister Yoshirō Mori and then by Prime Minister Koizumi. At
the start of the 21st century, previously obstructive regulations were relaxed, allowing
established foreign Internet service providers into Japan, promoting the creation of
infrastructure, breaking up the NTT monopoly on domestic calls, and encouraging
competition in telecommunications more generally. All of these were followed by
government initiatives intended to promote Internet access via PCs in the home.45 New
regulations promoting competition also led to the entrance of the private mobile phone
company, DoCoMo, which took full advantage of the sudden, government-mandated
44
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availability of affordable fiber loop (formerly controlled by one company) to establish a
new, groundbreaking mobile Internet service.46
With the expansion of Internet use came a multitude of new online products and
services, including peer-to-peer file sharing networks. In November 2001, the MMO
Japan Company unveiled File Rogue, the earliest domestically developed file sharing
network in Japan.47 Like Napster, File Rogue was a centralized peer-to-peer file sharing
network used to share copyrighted music files. Also like Napster, File Rogue was a forprofit business and destined to be sued out of existence by industry representatives. The
Japanese Society for Rights of Authors, Composers and Publishers (JASRAC) and the
Recording Industry of Japan (RIAJ) launched their civil lawsuit in February 2002. By 2003,
it was clear File Rogue was soon to disappear. In December 2003, the Tokyo District
Court ruled against MMO Japan, decreeing that File Rogue users were committing
copyright infringement in sharing music files with other File Rogue users and that MMO
Japan knowingly assisted such copyright infringement in the pursuit of profit. The court's
ruling against MMO Japan was based on a precedent established in a lawsuit involving
karaoke machines some years before: the so-called Karaoke Doctrine, which states, “If a
business enterprise has control over an infringing activity and profits by the activity, then
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the business is liable for direct infringement.”48 The court issued a permanent injunction
and ordered MMO Japan to pay reasonable royalties to the copyright holders in the sum
of 32 million yen plus legal fees.49 Like Napster, File Rogue and the MMO Japan Company
faded into obscurity.
However, the new generation of file sharing networks were neither run by a
central authority nor created for profit. Ancient history is quickly made on the Internet
and File Rogue was technologically obsolete before the lawsuit even began. The new
networks were decentralized, not-for-profit networks, each striving to be more
anonymous than the previous incarnations. The first of these to become popular in
Japan was WinMX, a decentralized file-sharing network designed by English-speaking
programmers, but quickly outfitted with a Japanese language patch.50 The first file
sharing-related arrests were WinMX-related. In November 2001, police apprehended
two college students for allegedly sharing computer software and music files. Their
arrests were followed by the release of a new, more anonymous file sharing network
called “WinNY,” (also referred to as “Winny”), designed by a user nicknamed “Mr. 47.”
Despite the purportedly perfectly anonymous nature of Winny, in November 2003, two
uploaders were tracked down and arrested by the Kyoto Police. A few weeks later, “Mr.
47” himself was revealed to be Isamu Kaneko, a research associate at the Graduate
48
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School of Information Science and Technology at the University of Tokyo, when his home
was searched and the source code for Winny seized.51 Kaneko was eventually arrested in
2004, leading to a highly publicized criminal court case. In 2006, he was convicted by the
Kyoto District Court and fined 1.5 million yen. However, in 2009, this was overturned by
the Osaka High Court which decided that Kaneko was not responsible for the copyright
infringement committed by the users of his software, noting that he warned users
against using Winny for sharing copyrighted files.52
Kaneko’s conviction appeared to have little constraining effect on Winny users.
From 2006 to 2007, the number of file sharers surged 180%, climbing to 9.6% of all
Internet users.53 This is a relatively small amount compared to other countries (around
the same time, conservative estimates put the number of European Internet users who
used file sharing networks at 20%).54 The media attention garnered by such a novel
court case may be partially responsible for this increase, causing more potential file
sharers to become aware of Winny and try it.
As the number of file sharers rose, pressure mounted to create new laws. In
2007, the Private Music and Video Recording Subcommittee of Japan's Agency for
51
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Cultural Affairs began to consider a ban on downloading copyright content and a revision
of Japan's Copyright Law. When they invited public comment on the issue, they received
thousands of messages advocating against the criminalization of downloading
copyrighted material.55 Despite this, they ultimately pushed for such a copyright
amendment at the end of 2007 and, in June 2009, the copyright amendment bill passed
the Diet and was put into effect in January 2010, officially criminalizing the download of
copyrighted material.56 Prior to this, only those engaging in the upload of copyrighted
work or the sale of physical pirated goods for profit were criminally liable.
This law failed to hinder the development of new file sharing technology and,
paradoxically, provided encouragement to anonymous programmers looking for a
challenge. Development of new ways to share files continues apace with the creation of
Share and Perfect Dark, two file sharing programs similar to Winny, and Cabos, a
Japanese language interface for Gnutella, the most popular decentralized file sharing
network in the world. The number of peer-to-peer file sharing-related arrests continued
to grow, with the Kyoto Prefectural Police High Tech Crime Task Force, a cybercrime
police group established in 2002, visibly demonstrating its ability to crack the anonymity
55
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of each file sharing network and their enhanced incarnations.57 As of yet, arrests have
been limited to those who participate in sharing files (and thus the illegal distribution of
copyrighted material) only and the law has not yet been exercised against those who
merely download copyrighted material.

The Effects of Legal Constraints on Peer-to-Peer Sharing
Although, Japan has provisions for both criminal and civil action against copyright
infringement, much of the legal action against file sharers in Japan has been criminal in
nature, involving arrests and criminal sanctions rather than civil lawsuits. However, these
laws have had limited constraining effect at best.
The File Rogue case is the only civil case revolving around peer-to-peer file
sharing thus far. It proved successful in constraining a certain type of peer-to-peer file
sharing in that it discouraged future would-be entrepreneurs from establishing
centralized for profit peer-to-peer file sharing networks.58 The court’s interpretation of
the Karaoke Doctrine for the Internet forbids the establishment of future File Rogue-type
businesses. It also clearly rules that File Rogue users themselves were guilty of copyright
infringement when they put copyrighted music files into their shared folder for other
57

“ Fairu Kyōyūsoftu 'Cabos' de Hatsu no Taihosha, Chosakukenshingai Utagai,” Mai Komi Janaru, 28 Feb
2010, http://journal.mycom.co.jp/news/2010/02/28/006/?rt=na (Accessed 05 May 2010); “Fairu
Kyōyūsoftu 'Pa-fekutoda-ku' Hatsu Tekihatsu Anime Kōkai Otoko wo Taiho,” The Sankei Shimbun, 27
Jan 2010, http://sankei.jp.msn.com/affairs/crime/100127/crm1001272026035-n1.htm (Accessed 05
May 2010); Kazuaki Nagata, “(Near) Death of a Salesman,” The Japan Times, 11 Dec 2009,
http://search.japantimes.co.jp/cgi-bin/fm20091211a1.html (Accessed 05 May 2010)
58
Mehra, “Software as Crime,” 279-285; Leitner, “Legal and Cultural,” 15-18.

26

File Rogue users to download.59 However, while this case deterred legitimate
businessmen from starting up file-sharing services, it had no such deterrent effect on the
file sharing network users looking for new places to download and share.
Instead, anonymous programmers like “Mr. 47” and the increasingly
technologically savvy population of Japan turned to more anonymous, decentralized
peer-to-peer file sharing networks that were not for profit. Since these networks lack a
central authority, it is difficult to figure out just who to sue and, since the networks are
designed for anonymity, it is difficult to find out who to file a criminal complaint against.
However, it was not completely impossible and copyright protection organizations like
JASRAC and JIMCA turned to the Kyoto Prefectural Police High Tech Crime Task Force, a
task force established at the beginning of the 21st century to tackle cybercrime. This
small group is behind most of the file-sharing related arrests in Japan. They were behind
the first arrests related to peer-to-peer file sharing software, the 2001 arrests of two
students using WinMX to illegally distribute software and music.60
However, these early arrests appear to have had little constraining effect on the
activities of file sharers generally. The legal troubles faced by these two WinMX users
merely prompted the creation the new, more anonymous file sharing network, Winny,
and the legal troubles faced by File Rogue, the more popular network at the time,
59
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encouraged the growth of Winny users as ex-File Rogue users migrated over. New arrests
related to each new network merely prompted some, certainly not all (even in 2010, one
can find illegal uploads of Japanese pop music on WinMX) to migrate to different
networks (like Share, Perfect Dark, or Cabos) or to leave file sharing behind entirely.
However, the numbers of file sharers have remained steady the past few years so new
users have come to replace those who do decide to leave.
As mentioned above, modalities of constraint can have direct effects on
individuals being constrained and indirect effects on the other modalities. The direct
effects are fairly obvious. The first effect makes it impossible to operate a for-profit
business that allowed the unauthorized sharing of copyrighted material. File Rogue was
never a particularly popular site, with only 42,000 registered users at its height
(compared to Winny's roughly 150,000 users on January 1, 2010), but it was a profitable
one.61 However, the court case clearly proved that such profitable businesses would not
be allowed to operate legally in Japan. The second obvious constraining effect was the
arrest of the active file sharers. These arrests have numbered no more than 50 in the
past ten years, but they had the effect of removing individual sharers from the networks
they frequented, along with their shared folders and serving as an object lesson for
those who would imitate them. However, the fact that the number of Winny users
climbed so rapidly after Kaneko’s highly publicized arrest indicates that the threat of
61
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arrest had little deterrent effect on users.
The indirect effects are slightly less obvious. In the beginning, law had the
greatest constraining effect on file sharing by restricting the very technologies that
allowed such a phenomenon to occur. Inflexible telecommunications regulations and
lack of government funding and support restricted the growth of the Internet
throughout the 1990s. However, in the beginning of the 21st century, law encouraged
the growth of the Internet with policies supporting the growth of infrastructure and new
regulations on the pricing system that affected both architecture and market, creating an
environment more welcoming of Internet development.62 Initial government IT
campaigns encouraged Internet use via home PCs, the device most capable of peer-topeer file sharing. However, new legal mandates forcing NTT (Japan/Nippon Telegraph
and Telephone Company) to rent out their fiber lines (they had the monopoly on these
lines up until then) also had an indirect effect on the market, making it possible for
intrepid entrepreneurs like Mari Matsunaga to step in and establish DoCoMo’s quickly
thriving cell phone business, providing consumers with a way to access email and special
compact websites via mobile phones.63 The architecture of the cell phone and similar
portable devices with limited memory and playback capabilities and the method of
pricing, based on data packet, or volume, made peer-to-peer an impractical and
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inconvenient option on the mobile Internet so the percentage of file sharers was
necessarily small.
On the PC front, the arrests of WinMX users had less of a deterrent effect than
had probably been desired by law enforcement and the entertainment industry. In
general, the legal penalties incurred by arrested file sharers tend to be less than the
social stigma that comes with having one's home searched and belongings seized and
being led away by police in full view of neighbors and media. The first WinMX-related
arrests face no penalties and perhaps the strictest legal penalty faced by a file sharer
was Kazushi Hirata's suspended jail sentence in 2008 for uploading the 2008 film,
Wanted.64 However, they all had their homes searched and their names and faces in the
media. In the end, though Kaneko was acquitted of all legal wrongdoing for designing
and distributing Winny, he lost his job at the prestigious Tokyo University and suffered a
serious blow to his reputation.65 However, young people all over the world have
demonstrated their fondness for free music and, in Japan, a long history with rental
shops has led to a generation of Japanese music fans used to getting songs very cheaply
and copying CDs freely. While many Japanese are willing to download free music and
movies themselves, there is also disapproval of those who would abet them. This leads
to a confusing environment of opposing social norms.
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Likewise, law indirectly affected the architecture of the very networks it was
trying to discourage. Arresting users of WinMX encouraged programmers to alter the
design of file sharing networks. Programmers and file sharing enthusiasts who
frequented 2 Channel, a popular online message board, began to discuss new forms of
file sharing networks to be created after WinMX in the aptly named thread, “What
comes after WinMX?”66 This thread culminated in the creation of the most popular
peer-to-peer file sharing network, Winny. Winny was followed by more networks, the
most popular of which are Share and Perfect Dark, each purporting to be more
anonymous than the rest. Reacting to new arrests, programmers continue the file
sharing arms race, figuring out better ways to remain anonymous at the same time the
Kyoto Prefectural Police High Tech Crime Task Force cracks down more and more
frequently.
The new Copyright Law amendments came with new rules and labels, but no real
bite when it came to stopping file sharers. Though the new law labels downloading a
crime, there are no actual penalties for committing it.67 As seen below in Figure 1,
Net Agent, a security firm that tracks peer-to-peer network use in Japan, reveals that,
even after the criminalization of downloading, the number of nodes (one node generally
equals one user) remains relatively steady.
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Figure 1: “Node Counts in late 2009-early 2010”

Though the number of users on each network decreased briefly upon the introduction of
the new law, the numbers soon rose right back up again. It is particularly difficult to use
law to modify a norm when so many disagree with the creation of such a law in the first
place, as the roughly 6000 public comments against the Copyright Law amendment
attest.68 Highly publicized police information leaks in 2007 showed that even law
enforcement officers enjoyed using file sharing networks like Winny.69 In this, the
Copyright Law modifications have yet to demonstrate their effectiveness.
Overall, as a modality, law has proven fairly ineffective in stemming the tide of
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file sharing. Though centralized for-profit peer-to-peer file sharing networks have
successfully been shut down, decentralized, nonprofit peer-to-peer file sharing networks
have proliferated and remain active. Since the latest Copyright Law amendment, file
sharing has continued unabated as file sharers simply continue to share files on the
same decentralized networks as before. Law cannot adequately control the architecture
of these networks nor can it affect attitudes enough to encourage more network users
to quit file sharing. Law cannot be effective if it is not respected.
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Chapter 2 – Architecture
While it is a relatively easy matter to ignore law by willfully disobeying it,
architecture, at the very least, cannot go unacknowledged. In the case of peer-to-peer
file sharing, architecture is perhaps the most important modality of restraint. Lessig
writes:
But, the regulator on which we must focus to understand what is different about
cyberspace is what I will call “architecture” – the regulation affected by how the
physical world is, whether how it is, how it was made, or how it is found.
Architecture regulates behavior. Its constraints are simultaneous, but its
constraints get enforced not through the will of the state or the will of a
community but through the physical power of a context or environment.70
In real space, examples of architectural constraints include panopticon prison buildings
designed to keep prisoners' aware of constant potential monitoring, Paris's purposefully
broad roads designed by Napoleon to constrain revolutionaries from blockading the city,
and highways and railroad tracks built between US neighborhoods, constraining a
community's ability to integrate.71 In similar ways, architecture can constrain behavior in
cyberspace.
Finally, an analog for architecture regulates behavior in cyberspace - code. The
software and hardware that make cyberspace what it is constitute a sense of
constraints on how you can behave. The substance of these constraints may vary,
but they are experienced as conditions on your access to cyberspace... The code
or software or architecture or protocols set these features, which are selected by
code writers. They constrain some behavior by making other behavior possible or
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impossible.72
Lessig tends to focus on software in his work, but hardware is as important in the
regulation of online behavior. Computers with limited memory capacity constrain users'
ability to download and share files. Computers lacking high performance video cards
constrain the users' ability to play PC games. Surfing the net on an old cell phone
constrains users from viewing new sites. These types of architectural constraints are
particularly visible in the history of the Internet in Japan, where consumers embraced a
variety of mobile devices to connect to the Internet.

Early Architectural Constraints in Japan
The slow growth of peer-to-peer file sharing use (compared to other nations at
similar stages of development) in Japan can be partially attributed to architectural
constraints. As we discussed above, the delay in establishing necessary architecture for
Internet growth is attributable more to market and legal barriers than architectural ones.
Before regulations were loosened to allow multiple companies to make use of Japan’s
fiber optic cable, Internet use was restricted. PCs, the device most associated with peerto-peer file sharing, had limited penetration in Japan throughout the 1990s. Most
Japanese were introduced to the concept of the Internet through cheap mobile devices
like cell phones or email boards, cheap personal digital assistants (pdas) devoted entirely
72
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to email communications.73 This limited number of Japanese citizens surfing the Internet
via PC has a number of architectural explanations. The dominance of English on the web
made surfing the Internet unappealing to the average Japanese citizen and the limited
number of Japanese language websites made the Internet uninteresting at best. Beyond
that, browsers, programs used to connect and interface with the Internet, often did not
support the Japanese language, providing another architectural barrier.74 In these early
years, cheap and easy-to-use mobile devices for digital text communication proved far
more popular than “surfing the net” for limited Japanese content.
After Internet penetration began to spike following the government IT initiatives
in the early 21st century, it was architectural barriers that most restrained the growth of
file sharing. The PC itself was intimidating and unpopular. One commonly cited reason
for the slow adoption of PCs in homes in Japan compared to the US is that, while
Americans had become familiar with the QWERTY keyboard due to a long history with
the typewriter, the Japanese populace had the more difficult task of moving directly
from handwritten communication to digital.75 Keyboards were initially difficult to adapt
to, especially for those uncomfortable with romanized letters, and easy-to-use mobile

73

Coates, Japan and the Internet, 68-89; Kyoko Fujimoto, “Japan’s E-mail Board Market,” Computing Japan,
Jun 1999, http://www.japaninc.com/cpj/magazine/issues/1999/June99/emailboard.html (Accessed 05
May 2010).
74
Coates, Japan and the Internet, 49.
75
Coates, Japan and the Internet, 46; Mito Akiyoshi and Hiroshi Ono, “The Diffusion of Mobile Internet in
Japan,” The Information Society, 24 (2008): 294; Noriko Manabe, “New Technologies, Industrial
Structure, and the Consumption of Music in Japan,” Asian Music (2008): 87.

36

phones and digital devices like portable email boards appealed to those intimidated by
PCs. When the telecommunications company DoCoMo released its i-mode phones in
1999, the number of Internet users in Japan skyrocketed up to 49.7 million, 33 million of
those connecting via i-mode by 2002.76 Mobile phones were better suited to Japanese
urban, commuter lifestyles and, throughout the 1990s, the Japanese had the
opportunity to familiarize themselves with the thumb writing and romanized characters
necessary for mobile phone and email board messages.
The architectural constraints of popular mobile devices severely restrained their
users’ ability to download and share files. Limited storage capacity and slow speeds of
these devices made file sharing impractical. In any event, cell phone plans were
designed to charge by the data packet so file sharing would have been prohibitively
expensive.77 But beyond that, users of portable devices - both the new i-mode phones
and the old email boards - faced severe restrictions on what sites they were able to view.
Email boards were only capable of sending and receiving messages. I-mode capable cell
phones could be used to browse websites, but the sites must be viewable in a small cell
phone screen. Sites not designed in the language upon which i-mode was based,
compact Hypertext Markup Language (cHTML), are not rendered properly.78 As Kenneth
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Coates notes in his 2003 history of the Japanese Internet, this had the effect of, for all
practical purposes, creating “two parallel Internet services,” a cell-phone based one and
a PC-based one. 79 The cell phone-based Internet was designed to provide services and
content to consumers. Due to the design of the phone's menu, the vast majority of sites
accessed by i-mode users were official sites, not the types of sites that would encourage
illicit file sharing behavior. Hitting the i-mode button on i-mode phones brings users to
an official portal through which they can easy access DoCoMo approved websites (other
telecommunications companies have since designed similar portal sites for their cell
phone-based Internet services). Coates notes, “There are numerous content providers
waiting for DoCoMo to approve to approve their sites. This is an interesting contrast to
the usual view that internet's strength is in the fact it cannot be controlled or
regulated.”80 For all intents and purposes, the architecture of cell phones and other
mobile communication devices made peer-to-peer file sharing impossible. This is likely
to change in the future as technology evolves and cell phones become increasingly
similar to PCs. Even now, unofficial cHTML sites are becoming more popular as more
users turn to sites not linked to on the portal and, 2009, the number of users of
smartphones like the iPhone shot up dramatically. 81
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Growth of the Networks
Architectural features of the PC made it much more suited to peer-to-peer file
sharing. PCs were capable of browsing the worldwide Internet, not just the cHTML pages
that cell phones with Internet capability were limited to. PCs have far greater storage
capacity than cell phones, allowing for the storage of many shared music and video files.
Though the design of the PC was initially intimidating to the average consumer,
government IT educational initiatives encouraged the steady penetration of the PC into
the home.82 By the end of 2000, the PC home penetration rate had surged to 40%.83 But,
there was still a language barrier to overcome. While Japanese i-mode websites
mushroomed quickly as DoCoMo and affiliated businesses sought to tap a flourishing
new market of cell phone users, the dominant language on the World Wide Web
remained overwhelmingly English in those early days. Even as more browsers for PCs
were designed with the Japanese language in mind, popular file sharing networks like
Napster were designed by English speakers with only English language requirements in
mind.84 While downloading and using programs like Napster was technologically possible
on Japanese PCs, these were designed for one-byte character code sets while Japanese
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required two bytes to be displayed. Two-byte languages like Japanese were not
supported by the earliest file sharing programs so users would have to be comfortable
with English language interfaces. However, in late 2001, File Rogue and WinMX changed
things irreversibly for PC users interested in digital media files. These networks were set
up with Japanese language interfaces, opening up the landscape of file sharing to
potentially more Japanese netizens than ever before. File Rogue was designed
specifically for Japanese consumers by the MMO Japan Company, complete with an
easy-to-use interface designed to search for music files by song or artist name. WinMX
was released to English-speaking users in early 2001 and was soon outfitted with a
Japanese language patch. At this time, broadband speeds were such that downloading a
file larger than a music file would take an inconveniently long time so the files traded on
these networks were generally music.
Although it solved the language barrier problem, File Rogue’s architecture also
left it susceptible to legal action. Its centralized nature meant that there was a central
authority, MMO Japan Company, to file a lawsuit against. The File Rogue user interface
left little room for legal defense against charges of intentional copyright infringement
since it was clearly designed with the exchange of copyrighted music files in mind.85
When the RIAJ and JASRAC successfully won an injunction against MMO Japan, this
same centralized architecture meant that the network had a central server that could be
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shut down. Copyright law could be effectively used against it.

The File Sharing Arms Race
WinMX was a different case in that it was started by an English speaking entity
based in Canada. Tracking down the overseas network administrator and pursuing a
lawsuit against it would have been far more difficult than arresting high level users.
Following the 2001 arrest of the 2 WinMX users were the successive arrests of Winny,
Share, Perfect Dark, and Cabos users, starting a cycle in which law tried to constrain
architecture and architecture tried to constrain law. Arrests have only led to new designs
of file sharing networks, promising better anonymity, and the new architecture only led
to more arrests as lawmakers proved that all such promises of anonymity could be
broken. After the 2001 arrest of the WinMX users, Kaneko released Winny in 2002 on 2
Channel. With a design based on WinMX and the ultra-secure Freenet network, Kaneko
hoped to create a truly anonymous file sharing network. However, the Kyoto Prefectural
Police High Tech Crime Task Force proved that Winny’s assurances of anonymity were
untrue when they cracked Winny’s anonymity in 2003, leading to the arrest of Winny
users and Winny’s creator, Kaneko. Kaneko’s arrest did nothing to the network’s
architecture itself and was followed by the rise of several new peer-to-peer file sharing
networks claiming to be even more anonymous, the most popular of which have been
Share, Perfect Dark, and Cabos. However, each network’s rise in popularity has been met
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with an arrest associated with the use of it. Clearly, user anonymity can never be
guaranteed.
The architecture of these networks makes it difficult to pinpoint the best point
on which to put legal pressure. With File Rogue, there was a central server and central
authority capable of controlling use of the network. However, the new generation of
peer-to-peer file sharing networks has no central authority capable of shutting them
down. For example, the Canada-based WinMX, which was forced to shut down its
central host cache by an American copyright protection organization, was revived by
anonymous users who slapped together their own primitive host caches. It is now run by
a large group of enthusiastic anonymous volunteers from many nations. Arresting the
creator of Winny and confiscating his computers has as much effect on the network as
arresting a single user. Once he released the Winny program, he lost control of it and it
will exist as long as there are users to frequent it. There is no way for police to ever shut
it down completely. Tracking and arresting users is possible, but expensive and wearying.
Seemingly in recognition of the futility of attempting to shut down file sharing
networks, entertainment industry leaders looked for new ways to protect their content.
Though content producers have no power over the architecture of the networks, they do
have the power to alter the architecture of their products. Seeking to stop their content
from ever winding up on the networks in the first place, entertainment industry leaders
looked for new ways to lock down their content, building protections directly into the
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architecture of their products. These types of protections are often called digital rights
management (DRM) or technological protection measures (TPM). In the early 2000s, CD
and DVD producers experimented with different types of DRM, seeking to encrypt the
discs in such a way as to block users from copying the media on to their computers and
then, potentially, to a file sharing network. Digital music downloads via licensed websites
often come complete with DRM software restricting the use of the music to certain
players. The NHK (Japan Broadcasting Corporation) and many other private broadcasters
transmit their programs with a “broadcast flag.” This flag limits viewers' copying and
editing capabilities, allowing only a single copy of a program to be made per television
and prevents duplication or editing via personal computer.86 In an attempt to prevent
illegal recordings of movies in cinemas, cinemas have begun outfitting theater screens
with watermarks so recorded videos can be traced back to the theater they were
recorded at and infrared lamps behind movie screens to further lower the quality of the
illicit recording.87
However, these efforts have proven relatively easy for technologically savvy
“pirates” to circumvent and have merely resulted in headaches for legitimate
consumers. Copy-protected CDs were widely criticized by consumers who wanted the
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ability to copy music for personal use (which, as mentioned above, is allowed by the
Copyright Law of Japan) and by music critics who claimed that copy protection lowered
sound quality. These were ultimately phased out by major record companies, beginning
in 2004.88 DRM software continues to be used on music files legally sold through digital
music download sites like iTunes Japan and Mora, but that, like the copy protection on
physical media, has often been viewed as a new challenge by hackers and quickly
cracked. The broadcast flag also has its weaknesses that can be easily exploited by the
determined pirate (various how-tos are readily available online). Furthermore, infrared
lamps only lower the quality illegally of recorded movies slightly (these videos are
generally already remarkably low in quality). Watermarks identify the cinemas in which
illegally recorded movies were recorded, but do not identify the people who recorded
the movies.
Indirect effects of architecture on the market, law, and norms are slowly
becoming more apparent. In terms of the market, strangely, despite the abundance of
file sharing networks and inexpensiveness of providing digital downloads, legitimate
digital music downloads remained surprisingly high until iTunes entered the market in
2007 and forced prices down, offering the majority of its catalog for 150 yen (before
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that, Mora, a major digital music vendor, was selling music files for 200-300 yen).89 As for
social norms, digital media’s intangibility has made the issue of copying and sharing of it
a morally murky one. Stealing a physical object and depriving another of it is clearly a
crime, but the downloading of an intangible file does not deprive another of it and the
crime is not immediately clear. Beyond that, the sheer simplicity of duplicating,
downloading, and sharing has made the activity popular. As the technological
architecture evolves at a fast pace, law has been forced to catch up with it and
enforcement becomes harder and harder to do as technology makes it easier and easier
to sidestep laws.
In conclusion, the rates of file sharing in Japan were much lower than in other
countries initially because of the architecture of the devices through which most
Japanese accessed the Internet. This was an unintentional effect of the early
architecture of the Internet. However, as PC penetration grew along with Internet
connection speed, so did the numbers of file sharers. New, homegrown networks were
designed with convenient Japanese interfaces and promises of anonymity, making them
very attractive to young Internet users/file sharers. The lack of true anonymity afforded
by these architectures does not seem to be deterring them in any way as the numbers of
file sharers goes up. Likewise, architectural barriers built into the product itself to
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copying and sharing on CDs and DVDs as well as legally downloaded files and digital
television are not insurmountable and pose little challenge to anyone interested in
putting them on file sharing networks. Though it is impossible for programmers to ever
provide definite assurance of anonymity online, it is equally impossible for law
enforcement to ever control the circulation of content on the file sharing networks is
equally impossible. The vast majority of technical barriers are not insurmountable by
determined hackers on either side of the law. As law and architecture chase each other’s
tails in an endless circle of arrests and new network designs, there does not seem to be
any way to stop the pursuit. As law enforcement and network programmers continue
this endless cycle of technological escalation, is there any hope that social norms can
help calm the file sharing arms race?
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Chapter 3: Social Norms
On the big screen, the face of the young actress Mitsuki Tanimura appears.
Gloomy music plays in the back ground. We hear her voiceover as she stares morosely at
the camera.
“Movies are being stolen. Our emotions are being stolen.”90
A black inky tear drips down her face.
“Precious things will be destroyed.”
A flash to glowing white text on black background. “I want to protect movies.”
The tear drips down her chin. It splashes into water and a skull appears. The skull
fades into eroding film. Next, an image of a skull on a filmstrip appears with a logo that is
somberly intoned by a male voiceover.“Pirate Movie Eradication Campaign”
There is a close up of Tanimura's eyes and then it flashes to more glowing white
text: "Don't watch or buy illegal downloads or pirated DVDS."
Her voice says, “I don't watch. I don't buy.”
We then see the “SAVE OUR MOVIES” heart logo.91
In 2006, cinemas played this commercial above before the motion picture began
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as part of a new antipiracy campaign.92 These commercials were designed to arouse
viewers' moral outrage at the thought of illegally recorded versions of movies being
distributed. In forcing viewers to watch these commercials, the motion picture industry
hoped to mold social norms in such a way to encourage Japanese consumers to
purchase properly licensed DVDs rather than purchase or download “cammed’ (illegally
recorded in cinemas) versions. With these sorts of antipiracy campaigns, the
entertainment industry hopes to shape perhaps the most important of Lessig’s
modalities: social norms. Lessig writes:
Norms control where I can smoke; they affect how I behave with members of the
opposite sex; they limit what I may wear; they influence whether I will pay my
taxes. Like law, norms regulate by threatening punishment ex post. But unlike
law, the punishments of norms are not centralized. Norms are enforced (if at all)
by a community, not by a government. In this way, norms constrain, and
therefore regulate.93
Social norms play a huge role in whether people will respect the other
modalities. In the real world, they determine whether people will respect law (i.e.
driving at the speed limit when no police are around) or architecture (i.e. stand behind
the yellow line while riding the bus). Of Lessig's four modalities, norms are the most
difficult to examine and calculate. They change depending on the time and place and do
not affect everyone in society equally.
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Particularly when it comes to new phenomena like the Internet, they are in
constant flux, constantly changing as people learn how to react to and interact with new
technologies. Often, these new technologies bring about completely novel situations for
which there is little precedent. In these cases, these norms set the stage for the
establishment of future laws and the design of future architecture. In the case of peerto-peer file sharing networks, even after legal and architectural barriers have been put
up in an attempt to stop the sharing of copyrighted files, these barriers are easily
broken. Because of this, social norms ultimately play the most important role of all in
determining whether Internet users will participate in illegal file sharing on Japan's peerto-peer file sharing networks.
Theft is frowned upon in most societies. The law both reflects and shapes that
prohibition, but, as legal analyst Stuart Green has written, the most important factor in
shaping behavior is morality:
People avoid engaging in conduct they might otherwise engage in because they
believe it is morally wrong to do so... Thus, the vast majority of people refrain
from committing criminal acts such as murder, rape, and even theft not because
they fear sanctions if caught, but because they have internalized the norms
against such acts. Simply put, they believe that such acts are morally wrong and
the government is justified in making them criminal.94
In other words, behavior is dictated more by the internalization of social norms rather
than by the law alone. In the case of Japan, this seems to be the case. Though the
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numbers of file sharers remains relatively small (9.1% as of 2009), the immorality of
copyright infringement on the Internet does not appear to be clearly internalized by the
vast majority of the population. A survey conducted by the Recording Industry
Association of Japan in 2009 asked Internet users who did not participate in file sharing
networks, “What is a reason why you do not use file sharing software?” and allowed
respondents to select multiple choices. Only 18.7% of them checked, “I am concerned
about copyright violations.” The vast majority of the respondents had more pragmatic
reasons like concerns over information leaks (61.7%) or worries over the potential to be
exposed to computer viruses (63%).95 These people are swayed less by social norms or
law than by architectural vulnerabilities associated with file sharing networks.
That copyright infringement does not arouse the same sort of moral outrage as
theft is understandable. When one removes tangibility from the equation, things do
change. Intangible goods are fundamentally different. Online digital copies of music and
video are “nonrivalrous goods” in that one person’s use of a file does not affect another
person’s. If one downloads a file off the Internet, one does not prevent the original
"owner" of the file from using it. Both the original owner and the downloader are able
to enjoy the same quality file without affecting the other. This is different from outright
theft, in which the original owner no longer has access to the stolen object. There is no
money being made by either the original owner or the downloader. Neither the crime
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RIAJ, “File-sharing Software Users Status Survey.”

50

nor the victim is immediately clear.
This moral ambiguity is especially true with music. Japanese consumers have
become used to "freely" copying music. Music rental stores that allow for the copying of
music for personal use have thrived in Japan since the 1980s. For a small fee (generally
300 to 500 yen, a fraction of the price of a CD which can range from 2500-3000 yen), a
music fan can rent both a CD and the copying equipment necessary to create for himself
(and his friends) copies of his favorite songs.96 The practice of copying became so
widespread that, as of 2003, teenagers referred to purchased CDs not as “CD” (shee dee)
but “master copy” (masutaa).97 The growth of peer-to-peer file sharing networks and
high speed Internet connections have made it possible for these same teenagers to
access high quality master copies of music, games, and videos for free. If copyright law is
to be respected, the immorality of copyright infringement is something that will have to
be ingrained in Internet users' moral codes. Citizens must genuinely see infringement as
an unnecessary evil.
This is precisely what copyright collection societies like the Japan and
International Motion Picture Copyright Association, Inc (JIMCA), the Recording Industry
Association of Japan (RIAJ), and the Japanese Society for Rights of Authors, Composers
and Publishers (JASRAC) hope to do with their antipiracy campaigns. Though the
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individual activities of these organizations vary, they all participate in the promotion of
copyright protection. Through their antipiracy campaigns, these societies attempt to
mold social norms to the extent that the ordinary public will come to view the act of
copyright infringement as a moral wrong.
These antipiracy campaigns come in two forms - antipiracy commercials and
advertisements and educational campaigns focused on children. JIMCA, the Japanese
arm of the Motion Picture Association (MPA), releases commercials like the one
described above as well as booklets such as the one entitled "Illegal File-Sharing: The
Risks Aren't Worth It."98 JASRAC, the largest musical copyright collection society in
Japan, focuses on students and releases classroom materials for copyright education like
the website, JASRAC Park.99 The RIAJ, a music industry trade group, has a large campaign
called "Respect Our Music” the features antipiracy posters, videos, and website.100 The
rhetoric surrounding these campaigns attempts to shape and mold the narrative
framework through which the average citizen views the practice of file sharing. By
enumerating the evils associated with copyright infringement, the JIMCA, the RIAJ, and
JASRAC hope to create the same feelings of moral outrage toward copyright infringers as
are felt towards thieves.
These antipiracy campaigns use similar rhetorical devices to communicate to the
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general public the importance of copyright, the criminality of copyright infringement,
and the harmfulness of infringing behaviors. They create new kinds of narratives
designed to shape the social norms necessary to constrain Internet users from
downloading copyrighted material freely. University of Hawaii political science professor
Debora Halbert best describes the purposes of such narratives when applied to
intangibles, such as intellectual property, as follows:
Property narratives provide clear distinctions between what is mine and what is
yours. Intellectual property narratives attempt to extend this clear cut ownership
into the world of abstract property. Defining “good users” and “deviant users” is
especially important in the area of intellectual property law because the
producer these laws deal with is very abstract. How, for example, do you really
own an expression of an idea? Technology further confounds the problems of
ownership by fundamentally challenging the very notion of intellectual property.
Technology challenges intellectual property by making it infinitely easier to
duplicate and “pirate” creations with the end result exactly the same as the
original product. Given the possibilities for exchange, it is important for industries
to construct deviants in order to shore up their property rights.101
Two narratives in particular dominate in Japanese antipiracy campaigns: a “starving
artist” narrative and an “end of art” narrative. These narratives work to convince the
public that sharing copyrighted music and video is a dangerous act worthy of moral
condemnation and criminal prosecution.
The “end of art” narrative emphasizes the importance of these entertainments in
enriching our lives and threatens a potential disaster narrative by constantly alluding to

101

Debora Halbert, “Intellectual Property Piracy: The Narrative Construction of Deviance,” International
Journal for the Semiotics of Law, 10 no. 28 (1997):57.

53

a dark future in which beloved entertainments are no longer being produced because
we did not appreciate (and pay for) music and movies when we should have. The
“starving artist” narrative calls attention to all the people who contributed to the
production of a work. These people need the consumer to buy the work if they are to
survive. By downloading a work without paying, this narrative explains, you are
depriving an artist of his livelihood. These narratives construct images of “good users,”
users who dutifully pay for all content they wish to see or hear and carefully abide by
copyright laws. These users are the protectors of Japan’s culture and ensure that the
creation of music and movies will continue. “Deviant users” do not pay for music and
movies and carelessly upload works without a care for the future of Japan’s cultural
production. They hurt the livelihoods of all the people who participate in the creation of
music and may bring about the downfall of all cultural production in Japan if they
continue to disrespect copyright law. The way the story of copyright infringement is told
is intended to shape the ways that social and moral judgments are passed upon it. Let us
first consider examples of these narratives to see how they function to pass judgment
before considering if they are effective.

The End of Art
The Mitsuki Tanimura commercial, described above, epitomizes the “end of art”
narrative. “Precious things are being stolen,” Tanimura warns us. Movies are more than
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mere products to be consumed – they are “our emotions.” If we do not pay to go see
them, they may cease to exist. JIMCA’s antipiracy commercials like this 2005 one
appeared before movies shown in cinemas, exhorting viewers do their part to "protect
movies.” The commercial that followed the Mitsuki Tanimura was much simpler, with
three different manga-style images of people engaging in illicit activities (recording a
movie in a cinema, downloading movies on a home PC, and buying DVDs from a shady
looking character). This commercial ends with the MPA logo and a man's voice saying,
"Protect movies. Pirate Movie Eradication Campaign."102 Viewers can protect movies.
They have the power to save themselves from a future without art.
The RIAJ uses similar rhetoric in its “Respect Our Music” campaign. Much of the
campaign revolves around the value of music in culture and in daily life. The campaign’s
posters and commercials feature a wide range of artists including famed enka singer
Kitayama Takeshi, the popular boy band w-inds, and the pop singer Maki Ohguro. Each
poster and commercial features an image of the artist (or artists), a brief message from
the artist about the importance of music and same tag line: "A world without music is
unimaginable. Therefore, cherish music." The messages from the artists tend to be very
emotional and touching. For example, pop singer Ayaka Hirahara's poster begins, "I
wonder if music is a gift from God?" The commercial featuring her begins with the
campaign tag line and features her sitting in front of a shelf full of CDs, describing why
102
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music is meaningful to her. The commercial and her poster's message end with her
saying, "I hope the number of people who treasure music grows." 103
Much of the campaign revolves around the value of music in culture and in daily
life in order to emphasize the importance of protecting it. One RIAJ poster focusing
explicitly on peer-to-peer file sharing networks, featuring pop singer Tamio Okuda,
entitled "Goodbye Illegal File Sharing." The poster describes the criminal fines and fees
that come with the illegal online distribution of music files and reads, "Using file sharing
software to illegally distribute music will have a very serious effect on the future of
musical culture." Rhetoric like this continually hints at the potential for a future without
music.
When Hirahira wonders if music is a “gift from God” and Tanimura refers to
movies as "precious things," the audience is reminded that movies and music are artistic
creations meant to be cherished. And when Tanimura says, “Movies are being stolen.
Our emotions are being stolen," and Hirahira's musing on the importance of music is
introduced with "A world without music is unimaginable," the audience is meant to be
alarmed. They are confronted with the potential for a tragic future in which the most
wonderful things about their culture have been destroyed. Sharing unauthorized files,
these campaigns say, can have a serious impact on the creation of art and lead to a
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world without the music and movies we love. Music and movie fans who download
without paying can unwittingly bringing about the downfall of an entire culture. RIAJ's
slogan, “A world without music is unimaginable” provides powerful fuel for the
imagination. Good users and deviant users are clear here. The deviants are the ones who
download without thinking about the future. They are the villains in this narrative and
the culture itself is the victim. However, the fans can be the heroes. Fans can “protect
movies” and “treasure music” if they just pay attention to copyright law. By being good
consumers, fans can prevent the destruction of the movie and music industries.

The Starving Artist
In the starving artist narrative, music and movie pirates are guilty of depriving all
those who participate in the creation of music and movies of their livelihoods. This
narrative is particularly prevalent in the JASRAC and RIAJ antipiracy campaigns. JASRAC
focuses on copyright education in the classroom and publishes a variety of information
for teachers to use. Of particular interest is JASRAC Park, a kid-friendly website designed
to teach middle and high school students the ins and outs of copyright law so they know
exactly how they are allowed to use digital media and who they are hurting when they
use it incorrectly. As students click through the site, cute characters show them how
music is made and show them all the different people and groups who have a role in the
creation of music. In its section on music uploads and downloads, it tells students why
57

they should not participate in illegal uploads:
Just because it is easy to make an mp3 music file from a CD, you shouldn't
willfully distribute the file online so anyone can easily download it. If you
do that, it is possible that the CD will not sell well and it will be hard for
the songwriter, the composer, the record company, the musician, and all
the other people who made the music to make new music and we will
not be able to freely enjoy music. As the number of tools we use to enjoy
music online and on computers goes up, we must think of the people
who worked hard to make the music. "Music is not free." We must be
sure not to forget that.104
The RIAJ takes a similar strategy in reminding potential pirates about all the people who
worked on the music. On its website, it describes the importance of the "music creation
cycle," which campaign dubbed the "Happy Music Cycle" (happii myujikku saikuru),
consisting of creators, singers, manufacturers, sellers, and customers. The videos
featuring artists talking about why music is important to them are very humanizing –
these pop stars are not portrayed as larger than life idols, but as common people. When
Ayaka Hirahara says, “I hope the number of people who treasure music grows,” she is
not sitting in an elaborate set and she is not wearing particularly impressive clothes, nor
does she appear to be wearing any make-up. The celebrities in these videos look like
regular people, who necessarily worry about maintaining their livelihoods. JIMCA’s
pamphlet, “Illegal File-Sharing: The Risks Aren’t Worth It,” similarly extols the values of
copyright in encouraging the creation of creative works and protecting the livelihood of
the” regular working people.” The pamphlet ends with the following argument:
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There aren't many people who would happily buy stolen merchandise from
criminals, are there?
We must stop cooperating with criminals.
In order to enjoy entertainment, we must abide by the rules.
It's easy.105
Like the “end of music’ narrative, the “starving artist” narrative creates clear roles for
victims, villains, and heroes. The victims are “regular working people” who create films
and everyone in the “Happy Music Cycle” of the music industry. If copyright is not
respected, they can lose their jobs. Their films and music will not be produced if their
fans do not respect copyright and download their work online. JASRAC reminds students
that “The Internet and the real world go hand in hand. We must not hurt others.”106
Again, in this narrative of victim and villains, regular people also have the potential to be
heroes. They can “stop cooperating with criminals” and “abide by the rules.” Together,
they can defend Japan's movies and music by avoiding peer-to-peer file sharing
networks and purchasing licensed material.

Are anti-piracy campaigns effective?
As mentioned before, social norms are the most difficult of Lessig’s modalities to
measure. It is very difficult to measure just how much of an effect a norm has on
behavior. What is clear is that some file sharers are ceasing their activities, though it
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appears their reasons are more influenced by the safety concerns than anything else.
Since the number of file sharers has remained steady from 2007-2009 (9.6% in 2007,
10.3% in 2008, 9.1% in 2009), it seems the file sharers who quit were quickly replaced by
new ones. The fact that cammed versions JIMCA’s antipiracy videos are on YouTube
highlights the inefficacy of these campaigns.
It is very difficult to measure how much of an indirect effect norms has on the
other modalities and vice versa. By bombarding society with narratives in keeping with
the interests of copyright associations and getting children and adults to internalize
them, the creators of antipiracy campaigns like the ones above can better justify legal
and architectural intervention to consumers and to the public in order to protect their
copyright and profits. Leitner posited in 2008 that Japan “...may have reached the limit
of its socially acceptable legal options to combat file-sharing.”107 However, based on the
passage of the Copyright Law amendment that criminalized downloading copyrighted
material the following year, clearly, what is socially acceptable can be changed by
implanting new ideas and feelings into the hearts and minds of the public has the
potential for expanding what is socially and morally acceptable (and unacceptable) and
for giving industries justification they need for further intervention to prevent copyright
infringement. By infusing intangible “property” with ever more meaning and worth,
stakeholders can fundamentally alter the norms surrounding it and encourage
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consumers to obey the legal and architectural restrictions that comprise copyright
protection and perhaps even support (or at least tolerate) further restrictions. Though
the Copyright Law amendment passed into law, there has not yet been anyone arrested
solely for downloading copyrighted material; the arrests have been limited to those who
distribute online. This may be due to social norms. In sum, while it seems that changed
social norms have been effective in allowing for expanding legal constraints, they have
not been nearly as effective in encouraging compliance.
As for architecture, the only way to really control file sharing would require more
invasive monitoring and filtering techniques than would reasonably be tolerated by
social norms. File sharing networks remain freely accessible to anyone with a PC and an
Internet connection. As for the market, sales of music and movies have dropped in the
last year, but that may be due more to the financial crisis and the aging population
(youth are the biggest buyers of music) than norms encouraging Internet piracy. 108
In short, copyright organizations would like to create new social norms in order
to inculcate a better respect for copyright and digital entertainment among Japanese
Internet users. The antipiracy campaigns arising from JIMCA, JASRAC, and RIAJ attempts
to appeal to Internet users sense of anxiety and movie and music fans’ sense of morality.
They create potential victims and villains and give everyone the chance to be heroes.
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Conclusion
There may never be a way to completely control the use of file sharing networks.
As of yet, no country has successfully managed to completely destroy a file sharing
network. Even WinMX, ancient by the standards of the Internet, remains in use and
thousands of popular Japanese music files continue to be shared and downloaded. Law
and architecture have had little effect in constraining file sharing behavior. The day the
Copyright Law amendment went into effect, Winny boasted 154,400 users. Thirteen
days later, it was up to 184,610.109 Increasing PC use and faster connection speeds have
made it possible for more people to share files online in recent years. The fact that these
networks are not entirely anonymous has not had much effect on the number of users.
Furthermore, as the architecture of the devices used to access the Internet changes, we
shall probably see changes to the numbers file sharers. Many people still access the
Internet mainly through their cell phones and most cell phones are not yet capable of
file sharing, due to lack of file sharing applications for the phone and lack of storage
space. This shall likely change in the future as smartphones’ storage capacity increases
significantly. As more legal constraints are put into place, more architectural innovations
will be invented to get around these constraints.
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Though Internet piracy continues on in Japan, this does not mean these
modalities have not had any constraining effect. Lessig writes, “Just because perfect
control is not possible does not mean that effective control is not possible.” 110 The
percentage of Internet users who file share in Japan remains relatively low, 9.1% in 2009,
compared to 18% in the US and 20% in Europe.111 But, most interestingly, the file
sharers who quit sharing overwhelmingly did so not because of social norms,
architectural barriers or legal constraints, but instead because of personal concerns over
their vulnerability to Internet crime.
JIMCA’s “Internet underworld” antipiracy campaign suggests perhaps another,
more effective modality of restraint not covered by Lessig, but one that is invoked in
many of the antipiracy campaigns in Japan. JIMCA illustrates this narrative in its widely
distributed pamphlet, "Illegal File-Sharing: The Risks Aren’t Worth It,” in which it
enumerates the many risks that lay in wait on peer-to-peer file sharing networks. When
we join file sharing networks like Winny or Share, we are surrounded by these villains
who want to steal our information, infect our computers with viruses, and expose us to
horrifying pornographic content.
Peer-to-peer networks host child pornography and other obscene material as
well as a multitude of viruses. Furthermore, networks can lead to the theft of
personal and financial information from your computer. This information can all
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be stolen without you ever being aware of your vulnerability.112
These disturbing informational pamphlets detail all the ways peer-to-peer file sharing
networks put you and your computer in danger. Not only could downloading illegally
uploaded files get you into legal trouble, it says, peer-to-peer file sharing networks could
leave you open to thieves interested in your personal and financial information, pop up
ads, viruses, worms, and Trojan horses. These networks are dens of iniquity home to
various shady characters who pose a clear and present danger to the average person
online.
Rhetorically, these narratives are powerful because they depict the illegal file
sharer in the role of victim. Unlike the “starving artist” and “end of art” narratives of the
other antipiracy campaigns, in the “Internet underworld” narrative, the victim here is no
longer the artist or art itself, but instead the downloader, the villain in the previous
narratives.
The power of these narratives is further fueled by actual news reports of the real
dangers of file sharing. Hackers play their own part in the shaping of public norms, acting
as copyright law vigilantes in the creation of viruses that admonish and shame
downloaders. The viruses that lurk on Winny can be both damaging and humiliating. 113
For instance, the Piro virus, which posed as a screensaver on Winny, would overwrite the
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downloader's data with images of cute anime characters saying things like, “"This is a
visit from the prevalent Piro virus! Stop P2P! If you don't, I'll tell the police!" or "Even
though Kaneko-san [referring to the Winny creator] was found guilty, you're still using
Winny aren't you? I really hate such people!"114 Furthermore, viruses like the notorious
Antinny made random files on Winny users' computers available for download by the
masses, resulting in much personal information being disseminated on the Internet.
These were not just files of individual people, but secret files belonging to the Japanese
Self Defense Forces, to a nuclear power plant, and to the police department (this
happened not once, but twice). Antinny has proved very resilient and continues to
circulate on the Winny network. The latest virus, Kenzero, poses as a pornographic game
installer which asks users for personal information in an official-looking survey after
installation. It then posts the collected information along with a screenshot of the user's
desktop onto a public website and demands a credit card payment to settle the
“copyright violation.”115 Sending the money does nothing but reveal credit card
information that can be exploited by the criminal gang that created the virus.
These incidents were widely reported in the media and are the source of much
distress and worry for many file sharers. Pushing the “Internet underworld” narrative
may be the most effective strategy to constrain file sharing. As we can see from the RIAJ
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survey mentioned above, the majority of users who discontinued use of peer-to-peer
file sharing networks cited fear of computer viruses (63%) and information leaks (61.7%)
as their reasons for quitting. Very few quit because they feared arrest (4.8%) or because
they had “negative impressions” of file sharing (8%).116
Ironically, none of Lessig’s four modalities of constraint constrain file sharing
behavior as effectively as this new, fifth modality, which might be called vulnerability.
Laws are easily ignored and architectural barriers can be quickly broken by those on both
sides of the law. Antipiracy campaigns hoping to change social norms and play upon
network users’ sense of morality likewise seem to have had no effect as few file sharers
quit over moral concerns. This “Internet underworld” narrative illustrates a more
effective fifth modality of constraint, the modality of vulnerability. In this modality, both
the law and architecture fail to protect, not the art itself, but instead the user from the
dangers that lurk on these virtual lawless frontiers. The only way they can protect
themselves is by retreating from these frontiers and purchasing music legally and safely.
As narratives go, the “Internet underworld” narrative shall continue to be the most
effective because of the very real anxieties it can exploit. Though Internet file sharing
continues on in Japan because of the failure of Lessig’s modalities of constraint to
protect copyrighted content from free distribution, it is also, in the end, these same
failures of the law, architecture, and social norms to constrain illegal behavior on these
116
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virtual frontiers that has the best chance of discouraging users from downloading off
these file sharing networks.
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