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American social media platforms can affect the political systems 
of different states in varying ways. The effect varies both between 
and within democratic and authoritarian states and depends 
mainly on three political actors: domestic opposition, external 
forces, and the governing regime. Depending on how these 
three actors use social media, as well as on a state capacity 
and political regime type, there are four different effects that 
social media can have: It can have a weakening effect on strong 
democratic regimes, an intensifying effect on strong authoritarian 
regimes, a radicalizing effect on weak democratic regimes, and 
a destabilizing effect on weak authoritarian regimes. There are 
a number of possible approaches U.S. policymakers can take to 
decrease the effects of social media platforms and to guarantee 
citizens the right to freedom of opinion based on reliable, 
pluralistic, and objectively sourced information.

1   Anna Lührmann, et al., Autocratization Surges – Resistance Grows: Democracy Report 2020, Varieties of Democracy Institute, 2020, https://
www.v-dem.net/media/filer_public/de/39/de39af54-0bc5-4421-89ae-fb20dcc53dba/democracy_report.pdf.

2  Fareed Zakaria, “The Self-Destruction of American Power: Washington Squandered the Unipolar Moment,” Foreign Affairs 98, no. 4 (July/August 
2019): 10–16, https://www.foreignaffairs.com/articles/2019-06-11/self-destruction-american-power.

3  Barry R. Posen, “The Rise of Illiberal Hegemony: Trump’s Surprising Grand Strategy,” Foreign Affairs 97, no. 2 (March/April 2018): 20–27. https://
www.foreignaffairs.com/articles/2018-02-13/rise-illiberal-hegemony; and Richard Haass, “How a World Order Ends: And What Comes in Its Wake,” 
Foreign Affairs 98, no. 1 (January/February 2019): 22–30. https://www.foreignaffairs.com/articles/2018-12-11/how-world-order-ends.

4  Ronald Inglehart, “The Age of Insecurity: Can Democracy Save Itself?” Foreign Affairs 97, no. 3 (May/June 2018): 20–28, https://www.foreignaf-
fairs.com/articles/2018-04-16/age-insecurity.

5  Lionel Barber, Henry Foy, and Alex Barker, “Vladimir Putin Says Liberalism Has ‘Become Obsolete,’” Financial Times, June 27, 2019, https://www.
ft.com/content/670039ec-98f3-11e9-9573-ee5cbb98ed36.

Today, for the first time since 2001, there 
are more autocracies than democracies 
in the world. The number of electoral 
and liberal democracies dropped from 

55 percent of all countries at its peak in 2010 to 
only 48 percent in 2019.1 This decline in the num-
ber of liberal democracies is crippling the U.S-led 
liberal world order, weakening America’s post-Cold 
War hegemony, and shifting power to authoritarian 
regimes such as China and Russia, leading Fareed 
Zakaria to claim that “American hegemony died.”2 
It seems that illiberal democracies and authori-
tarian regimes are on the rise all across the globe. 
Even in the United States, President Donald Trump  

favored a new kind of hegemony — an illiberal one.3 
This phenomenon can be explained by many fac-

tors, such as the rise of xenophobic populist move-
ments in reaction to immigration, cultural change, 
the decline in job and economic security after the 
2008 financial crisis, the opposition to globaliza-
tion, and the loss of sovereignty.4 For authoritari-
an regimes, the growth of national populist move-
ments in Europe and America is proof that “the 
liberal idea has outlived its purpose,” as the public 
has turned against immigration, open borders, and 
multiculturalism.5 Recent elections worldwide re-
flect a deep groundswell of anti-establishment sen-
timent that can easily be mobilized by extremist 
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political parties and candidates.6
In this essay, we highlight the role of U.S. social 

media platforms in the decline of liberal democra-
cies and the rise of illiberal democracies and auto-
cratic regimes across the world. Previous studies 
have examined different aspects of the impact of 
social media platforms on states and regimes but 
have usually done this in a siloed way — for exam-
ple, narrowly focusing on the correlation between 
social media and the rise of populism, or on the in-
fluence of social media in Latin America and in the 
U.S. 2016 elections.7 Sarah Kreps posed a broader 
research question regarding the different effects of 
social media platforms in democracies and non-de-
mocracies.8 This essay contributes to this body of 
research by taking an even wider view. We describe 
the multifaceted impact of American social media 
platforms in different countries and seek to gener-
alize and categorize this impact by offering an in-
novative explanation for it. These generalizations 
and categorizations help to explain why different 
countries experience the impact of social media in 
different ways and with varying degrees of intensi-
ty. They can also help policymakers to predict what 
may occur in similar countries where the impact 
is not yet clear and help them to take preliminary 
steps to avoid the same phenomenon.

We begin by reviewing social media platforms, 
their knowledge power (the power they gained by 
accumulating vast amounts of data about people 
and turning it into knowledge), and their potential 
as a liberating mechanism, before examining what 
went wrong in the last decade. This is followed 
by a discussion of the variable impacts of social 
media on the political systems in different states. 
We explore why the effect varies between differ-
ent democratic states — for example, in Brazil 
compared to the United States — as well as be-
tween different authoritarian states — i.e., why it 

6  Yascha Mounk and Roberto Stefan Foa, “The End of the Democratic Century: Autocracy’s Global Ascendance,” Foreign Affairs 97, no. 3 (May/
June 2018): 29–38, https://www.foreignaffairs.com/articles/2018-04-16/end-democratic-century.

7  For social media and the rise of populism, see John Postill, “Populism and Social Media: A Global Perspective,” Media, Culture & Society 40, no. 
5 (July 2018): 754–65, https://doi.org/10.1177/0163443718772186; Paolo Gerbaudo, “Social Media and Populism: An Elective Affinity?” Media, Culture 
& Society 40, no. 5 (July 2018): 745–53, https://doi.org/10.1177/0163443718772192; and Sven Engesser, et al., “Populism and Social Media: How 
Politicians Spread a Fragmented Ideology,” Information, Communication and Society 20, no. 8 (August 2017): 1109–26, https://doi.org/10.1080/136911
8X.2016.1207697. For social media in Latin America, see Miguel Angel Latouche, “Latin American Presidents Love Twitter – and That’s Not a Good Sign,” 
The Conversation, March 22, 2017, https://theconversation.com/latin-american-presidents-love-twitter-and-thats-not-a-good-sign-74913. For social 
media and America’s 2016 elections, see Kevin Poulsen, Ben Collins, and Spencer Ackerman, “Exclusive: Russia Used Facebook Events to Organize An-
ti-Immigrant Rallies on U.S. Soil,” Daily Beast, Sept. 13, 2017, https://www.thedailybeast.com/exclusive-russia-used-facebook-events-to-organize-anti-
immigrant-rallies-on-us-soil; and Kevin Poulsen, et al., “Exclusive: Russians Appear to Use Facebook to Push Trump Rallies in 17 U.S. Cities,” Daily Beast, 
Sept. 20, 2017, https://www.thedailybeast.com/russians-appear-to-use-facebook-to-push-pro-trump-flash-mobs-in-florida.  

8  Sarah Kreps, Social Media and International Relations (New York: Cambridge University Press, 2020), 32–43.

9  Siva Vaidhyanathan, Antisocial Media: How Facebook Disconnects Us and Undermines Democracy (New York: Oxford University Press: 2019): 
102–03.

10 Connie Chan, “When One App Rules Them All: The Case of WeChat and Mobile in China,” Andreessen Horowitz, Aug. 6, 2015, https://a16z.
com/2015/08/06/wechat-china-mobile-first/.

has bolstered Russia’s regime while fueling a rev-
olution in Egypt. We suggest that social media’s 
impact depends mainly on three political actors: 
domestic opposition, external forces, and the gov-
erning regime. By examining how these three ac-
tors use social media while considering variations 
in state capacity and political regime type, a caus-
al model emerges in which there are four different 
effects of social media: weakening, intensifying, 
radicalizing, and destabilizing. 

We further examine these disparate effects by 
examining four case studies, each representing a 
different combination of state capacity (weak vs. 
strong) and regime type (democratic vs. author-
itarian). We argue that, contrary to the optimis-
tic promise of social media platforms at the be-
ginning of the millennium, it seems that they are 
having a weakening effect on strong democratic 
regimes, an intensifying effect on strong authori-
tarian regimes, a radicalizing effect on weak dem-
ocratic regimes, and a destabilizing effect on weak 
authoritarian ones. We conclude by presenting 
the implications of our analysis for the future of 
the international system.  

The Promise of Social Media

Of the seven most popular social media plat-
forms, Facebook owns four: Facebook, Messen-
ger, WhatsApp, and Instagram. Together with 
YouTube, which is owned by Google, these are the 
five leading social media platforms not based in 
China. The most successful social media platform 
in “grabbing, holding, and processing human at-
tention” is WeChat,9 a China-based application 
that “encompasses almost every aspect of hu-
man life.”10 It is a “one-stop-shop” model that led 
Facebook to try to consolidate its sub-companies  
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(Facebook, Messenger, WhatsApp, and Insta-
gram) into one giant application.11

Optimists have seen social media platforms as 
an expression of the liberalizing ethos of the in-
ternet: tools for empowering citizens, enabling 
economic opportunities, increasing freedom of 

expression, spreading liberal ideas, and providing 
an alternative communication platform for dissi-
dents.12 This positive view was espoused by some 
of the founders of U.S. social media platforms and 
can be traced back to John Perry Barlow’s “Dec-
laration of the Independence of Cyberspace,”13 
which was popular at the time when these com-
panies were established in Silicon Valley. Al-
though these corporations started out politically 
neutral, some have moved in recent years toward 
publicly challenging governments.14 For example, 
Facebook founder Mark Zuckerberg has talked 
about replacing the “old” social infrastructure 
of the state, “which opposes the flow of knowl-
edge, trade and immigration,”15 with a new global 
community.16 Zuckerberg also stated: “In many 
ways, Facebook is more like a government than 
a traditional company.”17 Google’s Jared Cohen 
and Eric Schmidt wrote about the game-changing  

11 Nick Statt and Shannon Liao, “Facebook Wants to Be WeChat,” The Verge, March 8, 2019, https://www.theverge.com/2019/3/8/18256226/ 
facebook-wechat-messaging-zuckerberg-strategy.

12 Larry Diamond, “Liberation Technology,” Journal of Democracy 21, no. 3 (July 2010): 69–83, https://www.journalofdemocracy.org/wp-content/
uploads/2012/01/Diamond-21-3.pdf.

13 John Perry Barlow, “A Declaration of the Independence of Cyberspace,” Electronic Frontier Foundation, Feb. 8, 1996, https://www.eff.org/
cyberspace-independence.

14 Lucie Greene, Silicon States: The Power and Politics of Big Tech and What It Means for Our Future (Berkeley, CA: Counterpoint, 2019), 36–95.

15 Mark Zuckerberg, “Mark Zuckerberg’s Commencement Address at Harvard,” Harvard Gazette, May 25, 2017, https://news.harvard.edu/gazette/
story/2017/05/mark-zuckerbergs-speech-as-written-for-harvards-class-of-2017/.

16 Mark Zuckerberg, “Building Global Community,” Facebook, Feb. 16, 2017, https://www.facebook.com/notes/mark-zuckerberg/building-glob-
al-community/10154544292806634/.

17 Franklin Foer, “Facebook’s War on Free Will,” The Guardian, Sept. 19, 2017, https://www.theguardian.com/technology/2017/sep/19/facebooks-
war-on-free-will.

18 Eric Schmidt and Jared Cohen, “The Digital Disruption: Connectivity and the Diffusion of Power,” Foreign Affairs 89, no. 6 (November/December 
2010): 75–85, https://www.jstor.org/stable/20788718.

19 Clay Shirky, “The Political Power of Social Media: Technology, the Public Sphere, and Political Change,” Foreign Affairs 90, no. 1 (January/Febru-
ary 2011): 28–41, https://www.jstor.org/stable/25800379.

20   Ahmed Shehabat, Arab 2.0 Revolutions: Investigating Social Media Networks During Waves of the Egyptian Political Uprisings that Occur 
Between 2011, 2012 and 2013, University of Western Sydney, M.A Diss., 2015, https://www.researchgate.net/publication/322382260_Arab_20_rev-
olutions_investigating_social_media_networks_during_waves_of_the_Egyptian_political_uprisings_that_occur_between_2011_2012_and_2013.

21   P.W. Singer and Emerson T. Brooking, LikeWar: The Weaponization of Social Media (New York: Houghton Mifflin Harcourt, 2018), 86.

22   Manuel Castells, Networks of Outrage and Hope: Social Movements in the Internet Age (Cambridge: Polity Press, 2012), 81.

23   Shirky, “The Political Power of Social Media,” 28–41.

implications of the internet for politics. They pre-
dicted that governments “will be caught off-guard 
when large numbers of their citizens, armed with 
virtually nothing but cell phones, take part in mi-
ni-rebellions that challenge their authority.”18

Social media platforms have the power to 
strengthen democracies by echoing 
public opinion. Clay Shirky argues that 
social media can help to increase free-
dom and change people’s political views 
by exposing them to other opinions 
echoed by friends, family members, and 
colleagues.19 At the beginning of the mil-
lennium, social media platforms were 
credited with shifting power from au-

thoritarian regimes to ordinary people seeking 
freedom and social justice.20 Peter Singer and 
Emerson Brooking wrote in 2018 that social me-
dia platforms “illuminated the shadowy crimes 
through which dictators had long clung to power 
and offered up a powerful new means of grass-
roots mobilization.”21 Manuel Castells describes 
social media as “a mobilizing force” that can 
“topple an entrenched regime if everybody would 
come together.”22 These platforms can com-
pensate for the disadvantages of undisciplined 
groups by reducing coordination costs while in-
creasing shared awareness.23 Indeed, social media 
platforms played a role in the 2009 civil revolt in 
Moldova, dubbed “the first Facebook revolution”; 
the 2009 unrest in Iran, called “the first Twitter 
revolution”; the 2011 Russian “almost-revolu-
tion”; and the first wave of Arab social unrest in 
2011, when “the Facebook-armed youth of Tunisia 
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and Egypt” demonstrated “the liberating power 
of social media.”24 However, according to Singer 
and Brooking, these internet-enabled democrat-
ic movements “represented a high-water mark” 
that was followed by “a countering wave of au-
thoritarianism using social media itself, woven 
into a pushback of repression, censorship and 
even violence.”25 

The use of social media has no single preordained 
outcome. These platforms cannot “bring the world 
closer together,” as Facebook’s mission states,26 
and help connect only democracy-loving people. 
As Zeynep Tufekci notes, they are also “connect-
ing white supremacists, who can now assemble far 
more effectively or radical Buddhist monks in My-
anmar, who now have much more potent tools for 
spreading incitement to ethnic cleansing.”27 Social 
media can be used to support incumbent politicians 
within a country or to help external authoritarian 
powers to disseminate propaganda and disrupt the 
democratic transfer of power through elections in 
other countries.28 It is also used by populists who 
pose a fundamental challenge to neoliberal ideol-
ogy, spreading untruth and stirring outrage that 
affects voters’ judgment and fuels partisanship.29 
The different actors using social media platforms, 
whether for good purposes or bad, are exploiting 
the unprecedented concentration of knowledge 
power that these platforms have amassed over the 
past few years.  

24   For the revolt in Moldova, see Ethan Zuckerman, “The First Twitter Revolution?” Foreign Policy, Jan. 15, 2011, https://foreignpolicy.
com/2011/01/15/the-first-twitter-revolution-2/. For the unrest in Iran, see Andrew Sullivan, “The Revolution Will Be Twittered,” The Atlantic, June 
13, 2009, http://www.theatlantic.com/daily-dish/archive/2009/06/the-revolution-will-betwittered/200478/. For the unrest in Russia, see Jessica 
Tobin, We Are Not Afraid, University of North Carolina at Chapel Hill, Undergraduate Diss., 2013,   https://globalstudies.unc.edu/files/2013/11/
We-Are-Not-Afraid.pdf; and Stephen White and Ian McAllister, “Did Russia (Nearly) Have a Facebook Revolution in 2011? Social Media’s Challenge 
to Authoritarianism,” Politics 34, no. 1 (February 2014): 72–84, https://doi.org/10.1111/1467-9256.12037. For the first wave of Arab social unrest, see 
Denis G. Campbell, Egypt Unsh@ckled: Using Social Media to @#:) the System (Carmarthenshire, Wales: Cambria Books, 2011); and Philip N. How-
ard and Muzammil M. Hussain, “The Upheavals in Egypt and Tunisia: The Role of Digital Media,” Journal of Democracy 22, no. 3 (July 2011): 35–48, 
https://doi.org/10.1353/jod.2011.0041. For the quote at the end of this sentence, see Roger Cohen, “Revolutionary Arab Geeks,” New York Times, 
Jan. 27, 2011, https://www.nytimes.com/2011/01/28/opinion/28iht-edcohen28.html.

25   Singer and Brooking, LikeWar, 86.

26   Mark Zuckerberg, “Bringing the World Closer Together,” Facebook, June 22, 2017, https://www.facebook.com/zuck/
posts/10154944663901634.

27   Zeynep Tufecki, “It’s the (Democracy-Poisoning) Golden Age of Free Speech,” Wired, Jan. 16, 2018, https://www.wired.com/story/free-
speech-issue-tech-turmoil-new-censorship/.

28   Adrian Shahbaz and Allie Funk, “The Crisis of Social Media,” Freedom House, 2019, https://freedomhouse.org/report/freedom-net/2019/
crisis-social-media.

29   “Do Social Media Threaten Democracy?” The Economist, Nov. 4, 2017, https://www.economist.com/leaders/2017/11/04/do-social-me-
dia-threaten-democracy.

30   See Franklin Foer, World Without Mind: The Existential Threat of Big Tech (New York: Penguin Press, 2017), 1–8; and Scott Galloway, The Four: 
The Hidden DNA of Amazon, Apple, Facebook, and Google (London: Bantam Press, 2017), 1–12.

31   Susan Strange, States and Markets (London: Pinter, 1988), 115.

32   Matt Simon, “What This CIA Veteran Learned Helping Facebook with Elections,” Wired, July 24, 2019, https://www.wired.com/story/face-
book-knows-more-about-you-than-cia/.

33   Shoshana Zuboff, The Age of Surveillance Capitalism: The Fight for a Human Future at the New Frontier of Power (New York: PublicAffairs, 
2019), 3–17.

34   Bruce Schneier, Data and Goliath: The Hidden Battles to Collect Your Data and Control Your World (New York: W.W. Norton & Company, 
2016), 15–72.

35   Zuboff, The Age of Surveillance Capitalism, 6.

The Knowledge Power of Social Media

In recent years, social media platforms have 
gained “knowledge power” derived from the vast 
amounts of data that they have collected and mar-
shaled.30 According to Susan Strange, such power 
includes “what is believed or known and the chan-
nels by which these beliefs, ideas and knowledge 
are communicated, or confined.” This kind of pow-
er lies as much in the capacity to deny knowledge 
as in the power to convey it.31

The knowledge power of social media platforms 
may take many forms. Facebook, for example, 
knows more about a person than the government 
does.32 In 2002, Google discovered it could use the 
collateral data that it collects to profile users based 
on their characteristics and interests and then 
match advertisements to individual users.33 Over 
the years, Google and Facebook have sold more ads 
by reducing user privacy and gaining more access 
to a person’s data.34 In the competition for what 
Shoshana Zuboff called “surveillance capitalism” 
revenue,35 the advantage goes to firms that can ac-
quire vast and varied data streams. Therefore, so-
cial media platforms are expanding both the scope 
of surveillance (migrating from the virtual world 
into the real world of automobile dashboards and 
home appliances) and the depth of the surveillance 
(accumulating data on individuals’ personalities, 
moods, and emotions). 
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In addition to using knowledge power to profile 
and micro-target their users to sell more ads, Face-
book also uses its algorithms to anticipate human 
behavior and create “prediction products” that 
make people easier to manipulate.36 This power 
was allegedly harnessed to reshape popular per-
ceptions of the 2016 U.S. presidential election and 
the United Kingdom’s referendum on membership 
of the European Union.37 

Another aspect of social media’s knowledge pow-
er is reflected in its significant role in today’s me-
dia industry. The perceived trustworthiness of the 
news media in democratic states has given these 
states advantages over non-democratic ones. Lu-
cie Greene calls Facebook, Twitter, and Google 
“the Fifth Estate” because they have replaced the 
traditional news outlets as the main places where 
people go to get their news.38 They now have the 
power to shape public life, including what content 
is produced, where audiences go, and what news 
and information citizens see.39  

In 2012, Facebook declared that its mission is to 
expand and strengthen relationships between peo-
ple and to help expose people to a greater num-
ber of diverse perspectives.40 Instead, only a few 
years later, the opposite has happened. Facebook 
has became one of the sources for divisions among 
people.41 This can be attributed to two main fac-
tors: the “filter bubble phenomenon” and the rise 
of fake news. 

Facebook’s algorithms tend to reinforce a “filter 
bubble” that shields people from dissenting infor-
mation and only delivers content that confirms 
their views.42 Social media platforms are part of 

36   Zuboff, The Age of Surveillance Capitalism, 8.

37   Karen Kornbluh, “The Internet’s Lost Promise: And How America Can Restore It,” Foreign Affairs 97, no. 5 (September/October 2018): 33–38, 
https://www.foreignaffairs.com/articles/world/2018-08-13/internets-lost-promise; and Hannes Grassegger and Mikael Krogerus, “The Data that 
Turned the World Upside Down,” Vice, Jan. 28, 2017, https://motherboard.vice.com/en_us/article/mg9vvn/how-our-likes-helped-trump-win.

38   See Greene, Silicon States, 73–96; and Jeffrey Gottfried and Elisa Shearer, “News Use Across Social Media Platforms 2016,” Pew Research 
Center, May 26, 2016, https://www.journalism.org/2016/05/26/news-use-across-social-media-platforms-2016/.

39   Matthew Hindman, The Internet Trap: How the Digital Economy Builds Monopolies and Undermines Democracy (Princeton, NJ: Princeton 
University Press, 2018), 1–14.  

40   “Mark Zuckerberg’s Letter to Investors: ‘the Hacker Way,’” CNN, Feb. 1, 2012, https://money.cnn.com/2012/02/01/technology/zuckerberg_
ipo_letter/index.htm. 
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the digital “attention economy,” which focuses on 
the interplay between money and attention. The 
more people are engaged with the content on so-
cial media and are exposed to commercial ads, 
the more it generates income for these platforms. 
In order to keep people engaged, Facebook tends 
to expose them to the most popular posts and to 
confrontational and inflammatory news items that 
tend to make people more extreme in their views.43 
Facebook encourages society to self-segregate into 
like-minded communities, which increases the dis-
tance between groups with opposing views, caus-
ing more polarization.44 YouTube’s recommenda-
tion algorithm typically recommends videos that 
echo the political bias of its viewers and what they 
choose to view, and feeds them videos containing 
viewpoints that are more extreme than the ones 
they currently hold.45 

Fake news has gained prevalence in recent years 
due to the rising role of social media platforms as 
news outlets, where content can be produced and 
relayed among users with no significant third-party 
filtering, fact-checking, or editorial judgment. Hunt 
Allcott and Matthew Gentzkow define fake news as 
“news articles that are intentionally and verifiably 
false, and could mislead readers.”46 This type of 
news is widespread because it is cheaper to pro-
duce than precise reporting and because consum-
ers enjoy partisan news. A fake story shared by mil-
lions becomes “real” because people believe that if 
it’s going viral, it must be true. The most inflamma-
tory materials will travel the farthest and fastest. 
False stories on Twitter, for example, spread signif-
icantly faster and more broadly than true ones, and 
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wider distribution of false stories also makes them 
more profitable for social media platforms.47 

Fake news finds fertile ground in a divided elector-
ate that has clear in-groups and out-groups, where 
people are ready to accept any statement as long it 
is consistent with what they already believe.48 Ex-
treme examples of fake news spread by social media 
platforms can be found in Myanmar and Sri Lanka, 
where the dissemination of hate speech contributed 
to the ethnic cleansing of Rohingya Muslims and an-
ti-Muslim riots, respectively.49

In the last several years, political actors have 
begun to use the knowledge power of social me-
dia to their advantage. A 2016 Rand study discuss-
es the “firehose of falsehood” — a high-intensity 
stream of lies, partial truths, and complete fic-
tions that impacted several democratic elections, 
including in Ukraine, Italy, France, Germany, and 
the United States.50 The “firehosing” that took 
place in America, for example, included attempts 
to influence public opinion and promote political 
protests.51 According to some scholars, authoritar-
ian and illiberal states started using social media 
platforms to spread fake information to exercise 
their “sharp power.”52 This sharp power can stifle 
productive discussion in democracies, deepen do-
mestic polarization, exacerbate ethnic tensions, 
rekindle nationalism, weaken public confidence in 

47   Soroush Vosoughi, Deb Roy, and Sinan Aral, “The Spread of True and False News Online,” Science 359, no. 6380 (March 2018): 1146–51. 
https://science.sciencemag.org/content/359/6380/1146.

48   Mukherjee, The Internet Trap, 44.
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mar/14/facebook-accused-by-sri-lanka-of-failing-to-control-hate-speech.
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56   Shahbaz and Funk, “The Crisis of Social Media.”

both journalism and elections, and diminish the 
overall influence of the Western-led international 
system.53 Authoritarian and illiberal regimes also 
use social media knowledge power, together with 
artificial intelligence, as a monitoring tool, allow-
ing them to collect and analyze vast amounts of 
data on entire populations. Such regimes also un-
dercut the credibility of valid information sourc-
es by using “bot-fueled campaigns of trolling and 
distraction, or piecemeal leaks of hacked materi-
als, meant to swamp the attention of traditional 
media.”54 Once citizens learn to assume that the 
regime’s fake information is true, they alter their 
behavior without the regime having to resort to 
physical repression.55

But it is not only authoritarian and illiberal states 
that use fake news to deepen domestic polarization, 
radicalize people’s politics, and rekindle national-
ism. This also occurs in democracies. Some demo-
cratic countries are experiencing a rise in populist 
leaders, fueling a drift toward national-populism, 
illiberalism, and even autocracy. According to Adri-
an Shahbaz and Allie Funk, populists and far-right 
extremists exploit social media platforms to “build 
large audiences around similar interests, lace their 
political messaging with false or inflammatory con-
tent, and coordinate its dissemination across multi-
ple platforms.”56 Paolo Gerbaudo argues that social 
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media is attractive to populists because it provides 
an outlet for countering the perceived pro-estab-
lishment bias of mainstream news media. The 
filter bubble helps individuals who are politically 
disgruntled to congregate online and mobilize mil-
itant support for anti-establishment candidates.57 
The unregulated social media platforms are thus 
converted into instruments for political distortion 
and societal control.58

In conclusion, social media can play a positive or 
a negative role: It can be a liberalizing tool, used to 
spread information and knowledge, but it can also 
be a tool of suppression, used to disseminate dis-
torted information and fake news. Grassroots move-
ments and freedom fighters can make use of social 
media platforms, but so can authoritarian regimes. 

The Variable Impact 
of Social Media Platforms

Although social media platforms are used 
throughout the world, they seem to have a differ-
ent impact on the political system in democrat-
ic regimes as opposed to authoritarian regimes. 
What accounts for this difference? Why do they 
spark revolutions in some states while supporting 
the rise of populist candidates in others? Why do 
they disrupt democratic elections in one country, 
but support the regime’s anti-democratic meas-
ures in another? In order to understand the vary-
ing effects of social media, it’s important to distin-
guish clearly between liberal and illiberal regimes. 
In addition, it is necessary to consider whether 
those regimes are strong or weak.

Regime Types and Capacity

We used the “freedom score” calculated by 
Freedom House and the Regimes of the World 
typology based on V-Dem data to distinguish be-
tween democratic and illiberal or authoritarian 
states.59 Countries are classified as democrat-
ic if they de facto hold free and fair multiparty 
elections and also guarantee freedom of speech 
and expression.60 A liberal democracy is also  

57   Gerbaudo, “Social Media and Populism,” 745–53.

58   Shahbaz and Funk, “The Crisis of Social Media.”

59   “Countries and Territories,” Freedom House, accessed July 22, 2020, https://freedomhouse.org/countries/freedom-world/scores; Anna 
Lührmann, Marcus Tannenberg, and Staffan I. Lindberg, “Regimes of the World (RoW): Opening New Avenues for the Comparative Study of Political 
Regimes,” Politics and Governance 6, no. 1, (2018): 60–77, https://doi.org/10.17645/pag.v6i1.1214; and Lührmann et al., Democracy Report 2020.

60   Robert A. Dahl, On Democracy (New Haven, CT: Yale University Press, 1998), 35–43.

61   Christian, W. Haerpfer, et al., eds., Democratization (Oxford: Oxford University Press, 2019), 2.

62   Robert Longley, “Totalitarianism, Authoritarianism, and Fascism,” ThoughtCo., June 5, 2020, https://www.thoughtco.com/totalitarianism-au-
thoritarianism-fascism-4147699.

characterized by having effective legislative and 
judicial oversight of the executive and protect-
ing individual and minority liberties and the rule 
of law.61 In contrast, an authoritarian regime is 
characterized by a government that permits peo-
ple only a limited degree of political freedom. In 
such regimes, the government controls the polit-
ical process and determines individual freedoms 
without any constitutional accountability.62 

The “freedom score” is based on two main pa-
rameters — political rights and civil liberties — 
and it can show trends in a state’s score over the 
last several years. Democratic states (“free” in 
Freedom House’s terminology) are those with a 
freedom score of at least 70, while authoritarian 
states (“not free”) are those with scores of 35 or 
less. Since there are some anomalies around the 
transition points (70 and 35) for the case studies 
in this article, we chose democratic states with 
scores over 74 — Brazil (75), the United States 
(86), and the United Kingdom (94) — and author-
itarian states with scores under 25 — Russia (20), 
China (10), Egypt (21), and Iran (17). The only ex-
ception is Mexico, whose freedom score of 62 rep-
resents a deteriorating democratic state. The Re-
gimes of the World typology confirms the above 
classification of the United States and the United 
Kingdom as liberal democracies; Brazil and Mex-
ico as electoral democracies; Russia, Iran, and 
Egypt as electoral autocracies; and China as a 
closed autocracy. 

While the distinction between democratic and 
authoritarian regimes can help to explain the varia-
ble impact of social media on the political system, a 
more powerful explanation emerges when we add 
state capacity to the equation. State capacity refers 
to the institutions and resources available to states 
for governing the polity. In this article, we distin-
guish between strong or capable states and weak 
or malfunctioning ones. In contrast to weak states, 
strong states possess well-functioning institutions 
and sufficient resources to carry out policies and 
major functions. Especially important is a state’s 
justice system and its monopoly over the means of 
violence (i.e., its coercive capacity). Thus, a strong 
state can supply security in its sovereign territory. 
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Such a sense of security sustained over time can 
facilitate business and commerce.63 Weak states, 
on the other hand, lack the effective political insti-
tutions and resources to implement their policies, 
protect their populations from violent conflict, and 
deliver political goods.64

No single index can distinguish strong states 
from weak ones. State strength or capacity can be 
measured, among other things, by a state’s capaci-
ty to provide services to the whole population, the 
extent to which infrastructure and communication 
networks cover the state territory, and the level 
of the state’s control over its sovereign territory. 
It can also be measured through gross domestic 
product (GDP) per capita, GDP growth, and trade 
indicators because states with higher economic 
development enjoy larger pools of resources from 
which to extract taxes. 

For this paper, we used three different indi-
cators to determine whether a state is weak or 
strong: the Fund for Peace’s Fragile States In-
dex,65 which takes into account political stability 
indicators such as the security apparatus, group 
grievances, uneven economic development, state 
legitimacy, and external interventions (which re-
flects the state’s coercive capacity);66 the World 
Bank data on Gross National Income, because, 
in an economically developed state, taxes consti-
tute a significant portion of the annual income; 
and total military expenditures (as calculated by 
the International Institute for Strategic Studies), 
which indicate to what extent a given state is ca-
pable of mobilizing manpower for military service. 
Any one of these indices is not enough on its own 
to determine whether a state is strong or weak. 
China, for example, would not be considered a 
strong state according to the Fragile State Index 
or GDP per capita, but if one considers Gross Na-
tional Income and total military expenditures, it 
is. Similarly, Brazil is not a typical weak state by 
the Fragile State Index, but when examining its 
military expenditure, which is much lower than 
that of strong states, it cannot be considered a 
strong state. 

63   Robert I. Rotberg, ed., State Failure and State Weakness in a Time of Terror (Washington, DC; Cambridge, MA: Brookings Institute Press/
World Peace Foundation, 2003), 1–28; and Ashley J. Tellis, et al., Measuring National Power in the Postindustrial Age (Santa Monica, CA: RAND 
Corp., 2000), https://www.rand.org/pubs/monograph_reports/MR1110.html. 

64   Benjamin Miller, International and Regional Security: The Causes of War and Peace (New York: Routledge, 2017), 109–10; and Susan E. Rice 
and Stewart Patrick, Index of State Weakness in the Developing World, Foreign Policy at Brookings, 2008, https://www.brookings.edu/wp-content/
uploads/2016/06/02_weak_states_index.pdf.

65   J.J. Messner de Latour, et al., “Fragile States Index 2020 — Annual Report,” The Fund for Peace, https://fragilestatesindex.org/2020/05/08/
fragile-states-index-2020-annual-report/.

66   The Group Grievance Indicator focuses on divisions and schisms between different groups in society — particularly divisions based on social 
or political characteristics — and their inclusion in the political process. See “C3: Group Grievance,” Fragile States Index, accessed June 24, 2021, 
https://fragilestatesindex.org/indicators/c3/.

A Causal Explanation of Social Media’s Impact

In our analysis of the variations in the effects 
of social media platforms on states, we consider 
only American social media platforms that wield 
knowledge power, usually acquired through data 
collection and processing. We do not consider oth-
er social media platforms, such as the Russian plat-
form VK or China’s WeChat, because they are more 
culture-dependent and less common outside their 
home countries. U.S. social media platforms are 
used in different ways by three main types of politi-
cal actors: domestic opposition (dissidents or pop-
ulist candidates), external forces (other countries 
or multinational corporations), and the governing 
regime. These actors use social media for political 
purposes in an effort to influence a state’s politi-
cal system. But the outcome is beyond their reach 
because it is  determined  by the combined effect 
of the state’s capacity and the state’s regime. This 
essay will analyze these actors, together with the 
differences in state capacity and regime, to deduce 
a causal model that indicates four potential effects 
of social media platforms on states: destabilization, 
radicalization, intensification, and weakening. 

Destabilization takes place in weak authoritari-
an regimes when social media platforms facilitate 
the coordination and mobilization of dissidents 
and grassroots movements (which represent do-
mestic opposition) in resisting the government’s 
tyranny. The governing regime in these cases usu-
ally lacks the coercive capacity to maintain inter-
nal order and stop well-coordinated resistance. 
This destabilization effect can ultimately lead to 
regime change or, in extreme cases, a failed state 
scenario. A recent example of this destabilizing ef-
fect, which resulted in regime change, is the 2011 
revolution in Egypt that culminated in President 
Hosni Mubarak’s ouster. 

The use of social media platforms as a dissem-
inator of fake news and disinformation during an 
election process leads to a radicalizing effect when 
it occurs in weak democratic countries. Social me-
dia can be used by populist and anti-establishment 
candidates (domestic opposition) and may dimin-
ish democratic institutions and processes. Some 
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of these practices continue even after these candi-
dates are elected to office. Social media platforms 
may also be malignly exploited by external forces 
— Russia, for example — to disturb elections in 
democratic countries. The use of social media plat-
forms is considered an integral part of the demo-
cratic election process because the platforms are 
vehicles for exercising free speech. This limits the 
governing regime’s capacity to restrict and coun-
ter the malign use of these social media platforms. 
This radicalization effect could steer a state that 
lacks sufficient checks and balances and a strong 
democratic tradition toward becoming an illiberal 
or authoritarian regime. Recent examples of this 
radicalizing effect are the rise of Jair Bolsonaro in 
Brazil, Andrés Manuel López Obrador in Mexico, 
Viktor Orbán in Hungary, and Rodrigo Duterte in 
the Philippines. 

The intensifying effect takes place in strong au-
thoritarian countries when social media platforms 
become a surveillance tool of the governing regime, 
which uses them to intensify the government’s co-
ercive capacity, suppress civil rights, and counter 
the domestic opposition. These platforms also en-
hance the state’s sharp power with regard to lib-
eral-democratic states. Social media platforms do 
not usually have a substantial liberalizing effect in 
strong authoritarian countries because the regimes 
control the internet in their territory. Recent exam-
ples of the intensifying effect include laws in China 
and Russia that give the states the power to surveil 
their citizens’ activities on social media, and Rus-
sia’s intervention in democratic elections in several 
liberal-democratic states by using these platforms 
as disseminators of fake news and disinformation.67

The use of social media platforms by domestic 
populist forces or external malign forces can weak-
en domestic authority in strong democratic re-
gimes, support the rise of populism, and diminish 
democratic institutions and ideas, such as multi-
lateralism and globalization. Democratic norms in 
strong liberal regimes constrain these states from 
countering the malign use of social media, despite 
having the capacity to do so. In this scenario, the 
domestic political system becomes polarized, 
but the state’s established system of checks and  

67   Polyakova and Meserole, “Exporting Digital Authoritarianism,” 6.

balances and strong democratic tradition preserve 
its liberal character. Recent examples include the 
2016 U.S. presidential elections and the U.K. Brex-
it referendum. Table 1 summarizes the four types 
of political effects that U.S. social media platforms 
have on states.

In the following sections, we present four prima-
ry case studies to illustrate this model and describe 
the effects that social media platforms have on dif-
ferent states. The case selection is based on varia-
tions in the type of regime and the state’s capacity. 
The detailed case studies described in each classi-
fication are only the prominent ones in which the 
literature and the availability of empirical material 
regarding social media effects are more prevalent 
than others. The effect of social media on states is 
a relatively new research topic and the publications 
in this area are mainly concentrated on the limited 
case studies that we chose to present in this arti-
cle. The case studies are the leading instances that 
represent the political effects of social media plat-
forms on states: destabilizing, radicalizing, intensi-
fying, and weakening. 

For the destabilizing effect, we look at Egypt, a 
prominent country in the Arab world with a sta-
ble leader for three decades who was nevertheless 
quickly overthrown after less than three weeks of 
protests. To demonstrate the radicalizing effect, 
we chose Brazil, a leading economy in Latin Amer-
ica, a region that underwent a rapid democratiza-
tion process in the last 20 years of the 20th century 
but that, in the last several years, has reverted to 
illiberalism and even to authoritarianism. For the 
intensifying effect, we considered the malign use 
of social media in the most powerful authoritarian 
states, Russia and China. For the weakening effect, 
we chose the external intervention in the 2016 U.S. 
presidential elections, which is considered to be a 
leading case of authoritarian intervention because 
of America’s status as the most powerful liberal de-
mocracy in the world. In each of these sections, we 
discuss additional examples, but it should be noted 
that not all countries in the same classification are 
necessarily affected by social media to the same 
extent as the anchor case.  
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The Destabilizing Effect 
in Weak Authoritarian Regimes

Social media platforms can help to create and 
mobilize domestic opposition to the governing re-
gime by making it easier for opposition members 
to connect, organize. and circumvent the regime’s 
restrictions. Organized resistance to the govern-
ment’s tyranny may lead to regime change in weak 
authoritarian regimes, but some governments put 
in place surveillance systems that monitor social 
media platforms, helping to counter dissidents ear-
ly in their organization stage and reducing the risk 
of regime change.

In just over a year, a wave of unrest that first 
began in Tunisia in December 2010 swept through 
the Arab region, leading to the overthrow of four 
Arab heads of state.68 Power seemed to be shifting 
from authoritarian regimes to citizens. Social me-
dia platforms were credited with helping to cause 
this shift. Philip Howard and Muzammil Hussain 
explain that digital media (including social media 
platforms) helped to shape events and outcomes 
by spreading protest messages, connecting frus-
trated citizens, and helping them to realize that 

they shared grievances and could act together to 
do something about their situation.69 The protes-
tors succeeded in building and mobilizing a spon-
taneous domestic opposition. Other researchers 
contend that the “Internet may be the only avenue 
left for citizens in authoritarian regimes to influ-
ence government, fight corruption, or defend their 

68   Regina Salanova, Social Media and Political Change: The Case of the 2011 Revolutions in Tunisia and Egypt, Institut Català Internacional per 
la Pau, Working Papers, 2012, http://hdl.handle.net/2072/205489.

69   Philip N.Howard, and Muzammil M. Hussain, Democracy’s Fourth Wave? Digital Media and the Arab Spring (New York: Oxford University 
Press, 2013), 24. 

70   Bruce Etling, Robert Faris, and John Palfrey, “Political Change in the Digital Age: The Fragility and Promise of Online Organizing,” SAIS Review 
30, no. 2 (Summer-Fall 2010): 37-49, http://nrs.harvard.edu/urn-3:HUL.InstRepos:4609956.

71   Laura Stein, “Social Movement Web Use in Theory and Practice: A Content Analysis of US Movement Websites,” New Media and Society 11, 
no. 5 (July 2009): 749–71, https://doi.org/10.1177/1461444809105350.

72   Howard and Hussain, Democracy’s Fourth Wave, 21.

73   Howard and Hussain, Democracy’s Fourth Wave, 26.

rights.”70 Laura Stein outlines six different ways in 
which the internet and social media platforms may 
help social movements: by providing information, 
assisting people in mobilizing and taking an ac-
tion, promoting interaction and dialogue, helping 
to connect different networks of people, serving as 
an outlet for creative expression, and promoting 
fundraising and resource generation.71 

The use of social media platforms is part of each 
stage of any uprising in the internet era. In the 
preparation phase, activists use social media plat-
forms to find each other, build solidarity around 
shared grievances, and identify collective political 
goals. In the ignition phase, which involves some 
inciting incident, social media helps to publicize 
that incident and enrage the public. Take, for ex-
ample, the pictures of Khaled Mohamed Saeed, 
who was beaten to death by police in Egypt, or Mo-
hamed Bouazizi, who set himself on fire in Tunisia.72 
In the street protests phase, the call for protests 
and the protest locations are coordinated online, 
while in the international buy-in phase, pictures, 
tweets, and videos from the uprising gain interna-
tional interest and support. Usually, this pressures 
the rulers of the state to enter the climax phase, 

in which the state either cracks down 
and protesters are forced to go home 
(as in the case of Iran), rulers concede 
and meet public demands (as in Egypt 
and Tunisia), or the groups reach a pro-
tracted stalemate (as in Syria). The de-
nouement largely depends on the state’s 
coercive power.73 

Egypt serves as a good case study for 
the destabilizing effect of social media 
platforms. Hosni Mubarak ruled Egypt 
from 1981 until 2011, resigning only 18 
days after the beginning of the Egyptian 
uprising, which started in January 2011. 

Scholars are divided on the role that social media 
platforms played in the Egyptian revolution. Killian 
Clarke and Korhan Kocak argue that Facebook and 
Twitter contributed meaningfully to mobilizing the 
“first movers” (the demonstrators who participat-
ed in the protest on Jan. 25, 2011) to form an ad 
hoc domestic opposition. These platforms helped 
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to produce this outcome by recruiting people, plan-
ning and coordinating a leaderless protest, and pro-
viding live updates. The success across these three 
dimensions helped to convince many other Egyp-
tians to join in subsequent protests, thus setting 
in motion a revolutionary cascade that resulted in 
Mubarak’s ouster.74 Juby John Eipe also underlines 
the significant role that Twitter played in initiat-
ing, organizing, and executing a powerful political 
movement in Egypt, including mobilizing people 
with no political background.75 Philip Howard and 
Muzammil Hussain note that YouTube and other 
video archiving platforms allowed citizen journal-
ists, using mobile phone cameras and consumer 
electronics, to broadcast stories that the main-
stream media could not or did not want to cover.76 

Others are not so fast to give all the praise to 
social media. Tarak Barkawi is critical of the credit 
given to “Western technology” rather than to the 
“ordinary Egyptians, mothers and fathers, daugh-
ters and sons, who toppled the regime.”77 He argues 
that the West imagines itself as the real agent in 
the uprisings and he denounces “fantastically Eu-
rocentric” narratives. “To listen to the hype about 
social networking websites and the Egyptian rev-
olution, one would think it was Silicon Valley and 
not the Egyptian people who overthrew Mubarak,” 
Barkawi writes. Mason agrees that social networks 
allow people to assemble and protest but insists 
that the revolutions in the Arab world “have been 
social, political and real — not virtual.”78 According 
to Mohamed Ben Moussa, social media platforms 
were only effective because they operated in syn-
ergy with a huge array of “other more conventional  

74   Killian Clarke and Korhan Kocak, “Launching Revolution: Social Media and the Egyptian Uprising’s First Movers,” British Journal of Political 
Science 50, no. 3 (July 2020): 1025–45, https://doi.org/10.1017/S0007123418000194.

75   Juby John Eipe, “Egypt Revolution 2.0: Tweets and Trends from Egypt,” IOSR Journal of Humanities and Social Science 19, no.1 (February 
2014): 22–27, https://doi.org/10.9790/0837-191112227.

76   Howard and Hussain, Democracy’s Fourth Wave, 66.

77   Tarak Barkawi, “The Globalisation of Revolution,” Al-Jazeera, March 21, 2011, https://www.aljazeera.com/indepth/opin-
ion/2011/03/2011320131934568573.html.

78   Paul Mason, Why It’s Kicking Off Everywhere: The New Global Revolutions (London: Verso, 2012), 5–24.

79   Mohamed Ben Moussa, “From Arab Street to Social Movements: Re-theorizing Collective Action and the Role of Social Media in the Arab 
Spring,” Westminster Papers in Communication and Culture 9, no. 2 (2013): 47–68, http://doi.org/10.16997/wpcc.166.

80   Salanova, Social Media and Political Change.

81   Ian Black, “Egypt Protest Leaflets Distributed in Cairo Give Blueprint for Mass Action,” The Guardian, Jan. 27, 2011, https://www.theguardian.
com/world/2011/jan/27/egypt-protest-leaflets-mass-action.

82   Mark Pfeifle, “A Nobel Peace Prize for Twitter?” Christian Science Monitor, July 6, 2009, https://www.csmonitor.com/Commentary/Opin-
ion/2009/0706/p09s02-coop.html.

83   Howard and Hussain, Democracy’s Fourth Wave, 66.

84   Oluwatosin Adeshokan, “How Social Media Propels Protests in Sudan,” TRT World, April 26, 2019, https://www.trtworld.com/africa/how-so-
cial-media-propels-protests-in-sudan-26185. 

85   W.J. Berridge, “Briefing: The Uprising in Sudan,” African Affairs 119, no. 474 (January 2020): 164–76, https://doi.org/10.1093/afraf/adz015.

86   Alexander Durie, “The Sudan Uprising and the Critical Role of Social Media,” The New Arab, Sept. 17, 2019, https://english.alaraby.co.uk/
english/indepth/2019/9/17/sudans-uprising-and-the-critical-role-of-social-media.

media and offline societal networks.”79 Regina 
Salanova agrees that, in the end, Al-Jazeera and 
other international media “amplified the message, 
attracted the majority of the population to join 
the revolts and put pressure on the authoritarian 
states by engaging international audiences.”80 Ian 
Black notes that state surveillance of social media 
platforms compelled activists to use alternative 
media and communication tools.81

The Egyptian uprising is not the only example of 
social media playing a prominent role in political up-
heaval. Mark Pfeifle, a former U.S. national security 
adviser in the George W. Bush administration, wrote 
regarding the 2009 Green Revolution in Iran that 
“[w]ithout Twitter, the people of Iran would not 
have felt empowered and confident to stand up for 
freedom and democracy.”82 He also called for Twit-
ter to be nominated for the Nobel Peace Prize. In 
the uprising in Tunisia, the blogosphere provided a 
forum for open political dialogue on regime corrup-
tion and the potential for political change.83 In Su-
dan’s 2019 uprising, social media platforms (Twitter, 
Instagram, Telegram, and Facebook) gave people an 
alternative source of information and an opportuni-
ty to organize and rebel against their government.84 
This enabled dissent to spread from regional cities, 
such as Atbara, to Khartoum and elsewhere much 
faster.85 Social media platforms also helped diaspora 
communities to stay updated about events in Sudan 
and play an invaluable role in the uprisings by shar-
ing updates and fostering solidarity.86 

Again, some scholars have downplayed the im-
pact of social media on these events. Golnaz Es-
fandiari wrote regarding the Green Movement after 
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the 2009 elections in Iran: “Simply put: There was 
no Twitter Revolution inside Iran.”87 Bruce Etling 
and his coauthors agree that Twitter did not nec-
essarily play a role in organizing the Iranian pro-
tests.88 Others attribute less importance to social 
media’s role in rallying local audiences and focus 
instead on the “bridging function” of social media 
platforms, which allows them to inform interna-
tional audiences and mainstream media.89

Social media platforms can also be effective in 
bolstering authoritarian regimes,90 which may help 
explain why, in the years after the Arab Spring, 
there were fewer revolutions in weak authoritarian 
regimes. Authoritarian regimes, even those that lack 
financial resources, can now use social media sur-
veillance tools that weren’t available to Egypt during 
its revolution to monitor and control society.91 This 
is due to the availability of various low-cost surveil-
lance tools exported by China and Russia.92 

The Iranian regime, which learned from the 2009 
unrest, is an example of a weak authoritarian re-
gime that took the use of social media platforms 
for surveillance to the next level. It combined using 
surveillance tools with exerting strict control over 
the domestic internet infrastructure. The develop-
ment of Iran’s state-controlled National Internet 
Network significantly enhanced the government’s 
ability to restrict, block, and monitor internet use 
in Iran,93 providing it with one of the world’s most 
sophisticated mechanisms for controlling and cen-
soring the internet and allowing it to examine the 
content of individual online communications on a 
massive scale.94 In 2009, mass  surveillance opera-
tions significantly aided the authorities’ ability to 
identify, track, arrest, and imprison protesters.95 

87   Golnaz Esfandiari, “The Twitter Devolution,” Foreign Policy, June 8, 2010, https://foreignpolicy.com/2010/06/08/the-twitter-devolution/.

88   Etling, Faris, and Palfrey, “Political Change in the Digital Age,” 37–49.

89   Sean Aday, et al., Blogs and Bullets II: New Media and Conflict After the Arab Spring, United States Institute of Peace, July 10, 2012, 5, 
https://www.usip.org/publications/2012/07/blogs-and-bullets-ii-new-media-and-conflict-after-arab-spring.

90   Evgeny Morozov, The Net Delusion: The Dark Side of Internet Freedom (New York: Public Affairs: 2011), 1–32.

91   Ronald J. Deibert, “The Geopolitics of Internet Control: Censorship, Sovereignty, and Cyberspace,” in The Routledge Handbook of Internet 
Politics, ed. Andrew Chadwick and Philip N. Howard (London: Routledge, 2009), 323–36; and Shahbaz and Funk, “The Crisis of Social Media.”

92   Polyakova and Meserole, “Exporting Digital Authoritarianism.”

93   Guards at the Gate: The Expanding State Control Over the Internet in Iran, Center for Human Rights in Iran, January 2018, https://www.
iranhumanrights.org/wp-content/uploads/EN-Guards-at-the-gate-High-quality.pdf.

94   Christopher Rhoads and Loretta Chao, “Iran’s Web Spying Aided by Western Technology,” Wall Street Journal, June 22, 2009, https://www.
wsj.com/articles/SB124562668777335653.

95   Karen Kramer, “Iran’s Information Minister Is not the Solution. He’s Part of the Problem,” Foreign Policy, Nov. 4, 2019,  
https://foreignpolicy.com/2019/11/04/irans-information-minister-is-not-the-solution-hes-part-of-the-problem.

96   Zeynep Tufekci, Twitter and Tear Gas: The Power and Fragility of Networked Protest (London: Yale University Press, 2017), 28.

97   Tufekci, Twitter and Tear Gas, 71.

98   Killian Clarke and Korhan Koçak, “Eight Years After Egypt’s Revolution, Here’s What We’ve Learned About Social Media and Protest,” Wash-
ington Post, Jan. 25, 2019, https://www.washingtonpost.com/news/monkey-cage/wp/2019/01/25/eight-years-after-egypts-revolution-heres-what-
weve-learned-about-social-media-and-protest/.

99   Neil MacFarquhar, “Behind Armenia’s Revolt, Young Shock Troops from the Tech Sector,” New York Times, May 19, 2018, https://www.nytimes.
com/2018/05/19/world/europe/armenia-revolt-tech-sector.html; and “Journalist Shot Dead While Broadcasting Live in Nicaragua as Death Toll Hits 
25,” The Guardian, April 22, 2018, https://www.theguardian.com/world/2018/apr/22/journalist-among-25-killed-as-unrest-escalates-in-nicaragua.

During the unrest that swept through Iran at the 
end of 2017, the authorities implemented major 
disruptions to internet access by slowing it down, 
blocking social media platforms (such as Instagram 
and Telegram) that were used by the protesters to 
mobilize street protests, and briefly cutting off Ira-
nians’ access to the global internet. Some weak au-
thoritarian governments have also learned to control 
the networked public sphere through “surveillance 
and repression, using fear, blocking of information, 
mobilizing armies of supporters or paid employees 
who muddy the online waters with misinformation, 
doubt, confusion and distraction.” This makes it 
hard for ordinary people to “navigate the networked 
public sphere and sort facts from fiction.”96 Instead 
of denying internet access to dissidents, which is 
sometimes difficult to do, these governments prefer 
to “deny attention, focus, and credibility.”97

Clarke and Koçak claim that social media plat-
forms were, and still are, relevant because dissidents 
in authoritarian environments have simply switched 
to new social media platforms that the government 
hasn’t started monitoring yet.98 The new generation 
of dissidents uses messaging apps like WhatsApp 
and Telegram. Activists used these apps instead of 
Twitter in the 2018 revolt in Armenia and have used 
“Facebook live” for real-time coverage of anti-gov-
ernmental protest activities in Nicaragua.99

In summary, social media can have a destabiliz-
ing political effect in weak authoritarian regimes. 
Social media (a liberalizing force) can help to cre-
ate and mobilize domestic opposition by making 
it easier to alert and connect people who have 
shared interests. It also helps people to organize 
more easily and lets protesters know that they 
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are not alone. Facebook’s filter bubbles may help 
to convince people that there is more support for 
their position than there really is, thus generating 
a self-fulfilling prophecy that drives people to the 
streets. Although social media may not be the only 
reason why a revolution takes place, it can certainly 
play a significant role. However, in the last several 
years, many weak authoritarian regimes have been 
able to afford the purchase of surveillance systems 
from China and Russia that monitor social media 
platforms and assist the repressive governing re-
gime, deterring and countering dissidents during 
organization stage.100 The governing regime also 
uses social media platforms to spread misinfor-
mation, leading people to doubt what they read on 
these platforms and perhaps deterring them from 
joining a potential uprising.

The Radicalizing Effect 
in Weak Democratic Regimes

Social media is a low-cost and convenient com-
munication tool that can be used by opposition 
populists to reach their supporters, by the govern-
ing regime to engage directly with the electorate, 
and by malign external forces to spread fake news. 
These platforms can be exploited to spread fake 
news and narratives that are polarizing, divisive, 
and anti-liberal because they lack the fact-check-
ing found in traditional media outlets. Social media 
helps populists (both as candidates and as part of 
the governing regime) to aggregate and unify peo-
ple to promote a shared cause against the liberal 
establishment and liberal freedoms and to erode 
democratic pillars. Malign external actors use so-
cial media to intervene in democratic elections in 
weak democratic countries to cause further ero-
sion of trust in the democratic system. These com-
bined actions create a radicalizing effect in weak 
liberal democracies that can potentially turn a lib-
eral-democratic regime into an illiberal regime, or 
even an autocratic one.

100   Shahbaz and Funk, “The Crisis of Social Media.”

101    Amy Erica Smith, “Signs of Democratic Demise in Latin America,” Vox, Feb. 14, 2018, https://www.vox.com/mischiefs-of-fac-
tion/2018/2/14/17012770/latin-america-democratic-demise; and Kurt Weyland, “Latin America’s Authoritarian Drift: The Threat from the Populist 
Left,” Journal of Democracy 24, no. 3 (July 2013):18–32, https://doi.org/10.1353/jod.2013.0045.

102   Lührmann, et al., Democracy Report 2020.

103   Robert W. McChesney, Rich Media, Poor Democracy: Communication Politics in Dubious Times (New York: The New Press, 2015), 1–14.

104   Latouche, “Latin American Presidents.”

105   “Latin Americans Are the Most Avid Social Media Users,” eMarketer, Jan. 28, 2016, https://www.emarketer.com/Article/Latin-Ameri-
cans-Most-Avid-Social-Media-Users/1013517.

106   Noah Kulwin, “WhatsApp Is Causing a Serious Fake News Problem in Brazil,” Vice, Jan. 17, 2018, https://www.vice.com/en_us/article/mbp-
kyv/whatsapp-is-causing-a-serious-fake-news-problem-in-brazil.

There are several examples of weak liberal-dem-
ocratic regimes worldwide, namely new democra-
cies in Eastern Europe, East Asia, and Latin Amer-
ica. Freedom House’s freedom score has declined 
in some of these countries over the last several 
years: From 2016 to 2020 Brazil’s score dropped six 
points, from 81 to 75; the Philippines fell six points, 
from 65 to 59; and Mexico lost three points, go-
ing from 65 to 62. This decrease in freedom scores 
may be explained by the rise of populist leaders in 
these countries and the erosion of democratic pil-
lars, such as free and unbiased elections.101 Accord-
ing to the Democracy Report 2020, Latin America 
has regressed to a level of democracy last recorded 
around 1992.102 

In the last decade, Latin American presidents and 
candidates started using social media to engage di-
rectly with the electorate. Social media is perceived 
as the voice of the people and more authentic than 
the mainstream media, “which responds to the 
agenda of their super-rich owners and their polit-
ical allies, rather than to the real needs and inter-
ests of the public.”103 By 2014, the region had the 
world’s highest use of social media by politicians.104

According to eMarketer, people in Latin America 
are the most avid social media users in the world.105 
The vast majority of them get their news straight 
from social media services because they place less 
trust in traditional media. For example, WhatsApp 
has 120 million users in Brazil, a country with a pop-
ulation of 200 million. Thirty-five percent of these 
users regularly rely on the messaging platform for 
their news consumption, which makes WhatsApp 
networks “fertile for planting false information 
that can spread quickly from group to group until 
it is out of control.”106 These countries are there-
fore more susceptible to efforts to promote divi-
sive and anti-liberal narratives, whether by domes-
tic opposition or malign external forces, via online 
platforms. Moreover, polarization is a significant 
characteristic of Latin American politics, and the 
use of fake news communicated via social media 
platforms has proved to be more effective within  
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polarized societies.107 This environment is primed 
for the rise of populist candidates who are inclined 
to promote an illiberal regime and can further 
foster radicalization and change toward a nation-
al-populist, illiberal, and even autocratic regime. 
This is especially true given that the checks and 
balances in states with only a short democratic 
history are less effective than in long-established 
liberal states.108 

Populism is an ideology that views society as 
divided into two homogenous and antagonistic 
groups: the pure people and the corrupt elite — 
“us” versus “them.”109 Populists portray them-
selves as anti-elitist, anti-pluralist, supporters of 
moralism, and the exclusive legitimate represent-
atives of the people in defiance of the unrespon-
sive political elites. The rhetoric used by populist 
leaders generally focuses on the perception of a 
state in a crisis that needs to be resolved. Populists 
often use a dramatized and discursive repertoire 
that creates tension between antagonistic blocks.110 
Pippa Norris notes that populism undercuts the le-
gitimacy of the checks and balances on executive 
power that were “protecting citizens from strong 
leaders advocating authoritarian values attacking 
the heart of liberal freedoms, social tolerance, and 
cosmopolitanism.”111 

Populism exists across the political spectrum. 
According to Paolo Gerbaudo, the populist right 
“tends to take highly exclusionary and xenopho-
bic forms, whereby the people are constructed 
in opposition to the Other, and in particular mi-
grants and ethnic and religious minorities.” Left-
wing populism, on the contrary, opposes “immoral 

107   Julia Gurganus, “Russia: Playing a Geopolitical Game in Latin America,” Carnegie Endowment for International Peace, May 3, 2018, https://
carnegieendowment.org/2018/05/03/russia-playing-geopolitical-game-in-latin-america-pub-76228; Felicitas Carrique, “Another Chapter on 
Facebook’s Privacy Woes Is Being Written in Latin America,” Techcrunch, March 30, 2018, https://techcrunch.com/2018/03/30/another-chap-
ter-on-facebooks-privacy-woes-is-being-written-in-latin-america/; Brian Fonseca, “Russian Deceptive Propaganda Growing Fast in Latin America,” 
Dialogo, July 24, 2018, https://dialogo-americas.com/articles/russian-deceptive-propaganda-growing-fast-in-latin-america/; and Kate Linthicum, 
“Mexico Has Its Own Fake News Crisis. These Journalists Are Fighting Back,” Los Angeles Times, April 15, 2018, https://www.latimes.com/world/
la-fg-mexico-fake-news-20180415-story.html.

108   Andrea Kendall-Taylor and Erica Frantz, “How Democracies Fall Apart: Why Populism Is a Pathway to Autocracy,” Foreign Affairs, Dec. 5, 
2016, https://www.foreignaffairs.com/articles/2016-12-05/how-democracies-fall-apart.

109   Bruno Araújo and Hélder Prior, “Framing Political Populism: The Role of Media in Framing the Election of Jair Bolsonaro,” Journalism Practice 
15, no. 2 (2021): 226–42, https://doi.org/10.1080/17512786.2019.1709881.

110   Ernesto Laclau, On Populist Reason (London: Verso, 2018), 1–20; Jan-Werner Müller, What Is Populism? (Pennsylvania: Penguin Books, 2017), 
19–25; and Linda Bos, Wouter van der Brug, and Claes de Vreese, “How the Media Shape Perceptions of Right-Wing Populist Leaders,” Political 
Communication 28, no. 2 (April 2011): 182–206, https://doi.org/10.1080/10584609.2011.564605.

111    Pippa Norris, “Is Western Democracy Backsliding? Diagnosing the Risks,” SSRN Electronic Journal, HKS Working Paper No. RWP17-012, March 
16, 2017, http://dx.doi.org/10.2139/ssrn.2933655.

112   Gerbaudo, “Social Media and Populism,” 747.

113   John Postill, “Populism and Social Media: A Global Perspective,” Media, Culture & Society 40, no. 5 (July 2018): 754–65, https://doi.
org/10.1177%2F0163443718772186.

114   Gerbaudo, “Social Media and Populism,” 745–53.
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privilege, as embodied by greedy bankers, rogue 
entrepreneurs, and corrupt politicians accused 
of exploiting the people.”112 Postill also discusses 
centrist populists — opportunistic technocrats 
who borrow populist rhetoric and blend it with 
a pro-market language of job flexibility, entrepre-
neurship, and economic growth.113 

Gerbaudo, who studies the relationship between 
populism and social media, explains that social me-
dia provides a platform for populists to gain peo-
ple’s support against a liberal establishment that is 
supposedly victimizing them.114 Populists are able 
to unify otherwise dispersed and divided people to 
promote a shared cause, exploiting the platforms’ 
“economy of attention” and filter bubble effect. 
In this way, populists develop online followers of 
like-minded individuals and “siloed communities 
that experience their own reality and operate with 
their own facts.”115 

In Brazil’s 2018 elections, Bolsonaro, a far-right 
candidate, was elected president with 55 percent 
of the vote, putting an end to the social-democrat-
ic pact that had been established after the end 
of the military dictatorship in the 1980s. In these 
elections, the far-right opposition movement “Bra-
zil over Everything, God above Everyone” overtly 
used the spread of misinformation and fake news 
through social media to advance its discourse. This 
included attacks against the Workers’ Party, the 
group’s main competitor, associating them with 
child abuse, female nudity, and more. Bolsonaro’s 
campaign also used social media platforms to at-
tack feminists and minority groups, including the 
LGBT community, blacks, and indigenous people.116 
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Democratic principles further erode when candidates such as Bolsonaro, who use social media manipulation as part of their campaign strategy, continue with these tactics after assuming power and becoming part of the governing regime.
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Up until the 2018 election, political television 
advertising was the primary means of reaching 
out to Brazil’s electorate. Bolsonaro’s low-budget 
campaign, however, relied heavily on political mi-
cro-targeting via social media to directly engage 
with his electoral base.117 His early supporters 
distrusted mainstream media and assumed that 
social media is more genuine “because it’s filled 
with friends and family.”118 The campaign focused 
on professionalizing a fake news industry by us-
ing WhatsApp, YouTube, Twitter, and Facebook.119 
Bolsonaro’s entire campaign was built upon “ex-
ploiting a political behavior tied into a sense of fear 
— fear of being shot, of crime, of unemployment — 
that ends up creating space for the acceptance of 
authoritarian feelings latent in society.”120

Angered by violence, scandals, and a deep reces-
sion, voters were ready for Bolsonaro’s messages 
about crime, corruption, and family values. He en-
ergized voters who disliked the ruling party and 
who detested all the other candidates.121 He ben-
efited from the high levels of cognitive dissonance 
that some voters were experiencing — between 
their image of the country and the world as it is. 

Over the years, Bolsonaro has repeatedly called 
for Congress to be closed and has said that he 
would “start a dictatorship right away if elected 
president.”122 During the 2018 election, he contin-
ued his attacks on the idea of liberal democracy 
and the legitimacy of the media as well as on oth-
er political opponents.123 His final speech before 
election day was a direct attack on several dem-

117   Araújo and Prior, “Framing Political Populism.”

118   “Jair Bolsonaro, Brazil’s President, Is a Master of Social Media,” The Economist, March 16, 2019, https://www.economist.com/the-ameri-
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loads/sites/89/2017/07/Troops-Trolls-and-Troublemakers.pdf; and Shahbaz and Funk, “The Crisis of Social Media.”
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Raids Target Bolsonaro’s Political Rivals,” The Intercept, May 31, 2020, https://theintercept.com/2020/05/31/police-raids-bolsonaro-political-mo-
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ocratic norms, reiterating the central themes of 
his campaign: diluting the power of minorities, 
closing down non-government organizations, and 
promising to imprison his opponent in the race, 
Fernando Haddad.124 Democratic principles fur-
ther erode when candidates such as Bolsonaro, 
who use social media manipulation as part of their 
campaign strategy, continue with these tactics af-
ter assuming power and becoming part of the gov-
erning regime.125 For example, since assuming pow-
er, Bolsonaro has used different means, including 
fake news, to discredit Brazil’s electoral processes 
(such as when he questioned the integrity of the 
2020 municipal elections), lash out at the Brazilian 
Supreme Court and Supreme Electoral Tribunal, 
and fight federal police on investigating him and 
his allies.126 

Support for democracy in Brazil dropped from 
a peak level of 55 percent in 2009 to 34 percent in 
2018.127 By 2020, only 15 percent of Brazilians said 
they were satisfied with democracy, a drop of 35 
points compared to 2014.128 Bolsonaro’s election 
thus marks the intensification of a process of de-
cay that has affected Brazil’s democratic system for 
some time. Brian Winter suggests that Bolsonaro, 
when faced with resistance as a president, “will ig-
nore or trample democratic practices and norms 
to get his way.”129 Since the checks and balances in 
Brazil, as in many other Latin countries, are weak 
and insufficient, such action by the president could 
further weaken democratic institutions and lead to 
regime change.
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In addition to the domestic attack on democrat-
ic institutions, Brazil is also experiencing external 
intervention as part of Russia’s propaganda opera-
tions in Latin America aimed at promoting divisive 
narratives through online platforms.130 According 
to Brian Fonseca, Russia’s objective is “to erode 
confidence in Western institutions such as democ-
racy and free trade, as well as Western-dominated 
sources of information.”131 Moscow has been using 
social media platforms to exaggerate, distort, and 
fabricate falsehoods regarding U.S. and Western 
activities in the region.132 As a liberal-democratic 
regime, Brazil has only a limited set of tools to de-
fend itself from the malign use of social media both 
from outside and within the country.

Brazil is not the only country in which democ-
racy has been deteriorating. In Mexico, internal 
support for democracy dropped from 48 percent 
in 2015 to 38 percent in 2018,133 and a far-left popu-
list, anti-establishment candidate, Andrés Manuel 
López Obrador, was elected in 2018 in a campaign 
that made heavy use of social media. Since his elec-
tion, democratic institutions in Mexico have been 
under attack. For example, Obrador has stated that 
the National Electoral Institute and the Electoral 
Tribunal of the Federal Judiciary “were created to 
prevent democracy.”134 Another example is the ac-
tions taken by Obrador to weaken the autonomy of 
the judiciary and to replace some judges with Ob-
rador’s close allies. Mexico has also been the target 
of Russian propaganda operations.135 Other Latin 
American countries with characteristics similar to 
those of Brazil and Mexico are at risk of following 
the same path of eroding democratic norms.136

In summary, social media platforms have a rad-
icalizing effect in weak liberal democracies, facil-
itating the rise of populist candidates who erode 
the country’s democratic norms and institutions 
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and may lead to regime change. Social media is a 
playground for spreading fake news and narratives 
that are polarizing, divisive and anti-liberal — with-
out the fact-checking filter of the traditional me-
dia. It helps populists to aggregate and unify peo-
ple to promote a shared cause against the liberal 
establishment or the corrupt elites, positioning 
themselves as worthy alternatives to the existing 
governments. Malign external forces also try to use 
social media platforms to intervene in these coun-
tries’ democratic elections.137 

The Intensifying Effect 
in Strong Authoritarian Regimes

Social media platforms can intensify the power 
of strong authoritarian regimes by helping them, 
directly or indirectly, to become “digital dictator-
ships.”138 These regimes use the knowledge power 
of social media platforms as part of their surveil-
lance machine. They can monitor and block social 
media platforms to hinder the ability of dissidents 
and domestic opposition groups to organize and 
mobilize. Authoritarian regimes also use social me-
dia platforms as tools to apply sharp power against 
liberal-democratic countries worldwide and as a 
way to spread fake news in democratic elections.

Between 2000 and 2017, 60 percent of all dicta-
torships faced at least one anti-government protest 
of 50 participants or more. Ten authoritarian re-
gimes fell during this period and 19 were replaced 
through elections, many of which came in the wake 
of mass protests.139 According to Democracy Report 
2020, pro-democracy protests reached an all-time 
high in 2019 as people took to the streets to protest 
the erosion of democracies and to challenge dic-
tators.140 The leaderless nature of 2019 Hong Kong 
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protests against China, for example, was made 
possible by social media. Protesters took their cues 
from more than 100 groups on the instant mes-
saging app Telegram, dozens of Instagram pages, 
and online forums like LIHKG. These groups were 
used to post everything from news on upcoming 
protests and tips on defending oneself from tear 
gas canisters fired by the police to the identities of 
suspected undercover police and the access codes 
to buildings in Hong Kong where protesters could 
hide.141 Overseas Chinese dissidents and activists 
played a crucial role by assisting and even guiding 
activists in Hong Kong. Chinese expatriates con-
nected with those in Hong Kong via social media to 
get information about what was going on to jour-
nalists, non-governmental organizations, and activ-
ists in other countries.142

In the last 20 years, the more durable authoritar-
ian regimes have been those that have implement-
ed digital repression.143 In order to avoid regime 
change, strong authoritarian regimes have used 
their economic strength and coercive power to 
embrace technology and become “digital autocra-
cies.” That is, they restrict their citizens’ use of the 
internet and social media while harnessing a new 
arsenal of digital tools to deal with mass anti-gov-
ernment protests. 

China has long maintained strict regulations that 
determine which websites and social media plat-
forms are accessible in the country and which are 
blocked behind its “Great Firewall” of internet cen-
sorship, which is part of the country’s “cyber sover-
eignty” model.144 In 2003, Debora Spar claimed that 
“if people in China want to get information from 
sites in Silicon Valley, even the most omnipotent of 
governments will be hard-pressed to stop them.”145 
But recent years have proven her wrong. China 
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blocked YouTube in March 2008, the same month 
that a significant wave of protests-turned-riots 
swept Tibet. It blocked Facebook and Twitter the 
next year, soon after an outbreak of ethnic unrest 
rocked Xinjiang in July 2009.146 

China employs advanced technology to censor 
its citizens on social media (and access their pri-
vate information). This technology, combined with 
laws, regulations, and ramped up enforcement, is 
increasingly being used to repress dissidents and 
domestic opposition voices and shape the online 
conversation.”147 Many of the state’s censorship 
tactics operate with a “light touch,” so that Chinese 
internet users do not necessarily detect the filter-
ing and deletion of material that is going on behind 
the scenes. There are seven topics that social me-
dia content shouldn’t contravene according to the 
Chinese government: “China’s rules and laws, the 
socialist system, the country’s national interests, 
the legitimate interests of citizens, public order, 
morality, and authentic information.”148 Chinese 
social media platforms such as WeChat and Sina 
Weibo have no choice but to actively participate 
in the monitoring and censorship of their users in 
order to stay in business.149 

U.S. social media platforms, which could poten-
tially act as a liberalizing external force, cannot 
operate in China without becoming active part-
ners in the government’s efforts to silence dissent 
through censorship, mass surveillance, and the 
use of criminal charges.150 In December 2017, an 
official from China’s Cyberspace Administration 
stated: “If they [foreign social media] want to 
come back, we welcome [them]. The condition is 
that they have to abide by Chinese law and regu-
lations and that they also would not do any harm 
to Chinese national security and national con-
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sumers’ interests.”151 Collaboration with the Chi-
nese government contradicts the liberal agenda of 
most of these corporations, which see themselves 
as champions of free expression. However, some 
of them, including Google, are directly and indi-
rectly helping China to enhance its internet sur-
veillance capabilities and censorship technology.152

Russia, another strong authoritarian regime, 
lives in constant fear of U.S. efforts to interfere 
with the Russian regime. After witnessing the role 
that social media played in the Arab Spring, Russia 
became increasingly concerned that America had 
“found a truly magic tool that could bring people 
to the streets without any organizing structure.”153 
This fear was amplified by several statements made 
by Alec Ross, then-Secretary of State Hillary Clin-
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media/2011/jun/22/hillary-clinton-adviser-alec-ross.

155   Soldatov and Borogan, The Red Web, 145.

ton’s senior adviser for innovation at the U.S. State 
Department, including his comment in 2011 that 
“the Che Guevara of the twenty-first century is the 
network” and “dictatorships are now more vulner-
able than they have ever been before … because of 
the devolution of power from the nation-state to 
the individual.”154 This fear became a reality when 
protests erupted over irregularities in the 2011 Rus-
sian legislative elections — protests that were facil-
itated by Facebook and Twitter.155 

Sergei Smirnov, director of the FSB (Russia’s se-
curity agency), stated in 2012: “New technologies 
are being used by Western special services to cre-
ate and maintain a level of continual tension in so-
ciety with serious intentions extending even to re-
gime change.” He emphasized that Russia needed  
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to develop ways to respond to such technologies.156 
In June 2012, legislation was introduced in the 
Duma, the lower house of parliament, to impose 
a nationwide filtering system on the internet. The 
legislation was approved a month later. In 2013, a 
system for social media monitoring — Mediaimpuls 
— was introduced. Russian law allows the authori-
ties to block online content, including social media 
websites whose activities are deemed “undesirable” 
or “extremist,” and to prevent users of social me-
dia and communications platforms from remaining 
anonymous.157 Under its 2019 Sovereign Internet 
Law, Russia is centralizing internet traffic in the 
country and creating chokepoints (similar to Chi-
na’s Great Firewall). The Federal Service for Super-
vision of Communications, Information Technology 
and Mass Media (or Roskomnadzor) is exercising its 
authority inside Russia and outside its borders to 
silence protesters and anti-Russian voices.158

China and Russia have started to proliferate their 
models of digital authoritarianism across the globe. 
China is exporting its digital tools for domestic 
censorship and surveillance to different countries 
such as Malaysia, Singapore, Ethiopia, Zimbabwe, 
and Venezuela. Russia is disseminating its tight-
ened information control model coupled with in-
timidation of internet service providers, telecom 
providers, private companies, and civil society 
groups.159 Russia’s model may be an appealing, rel-
atively low-tech, and inexpensive alternative to the 
Chinese model because it does not require informa-
tion filtration capabilities and can be implemented 
without a pre-existing government firewall.160 

In addition, some of these tools that were initial-
ly developed for domestic use are now being used 
as part of the “sharp power” campaign that Rus-
sia is waging against liberal-democratic regimes. 
This includes using automated accounts (“bots”) 
on social media to manipulate and “amplify influ-
ence campaigns and produce a flurry of distract-
ing or misleading posts,” sowing confusion and 
uncertainty through the dissemination of alterna-
tive narratives.161 Another tool, the use of internet 
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test-page.html.
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161    Kendall-Taylor, Frantz, and Wright, “Digital Dictators,” 110–13; and Polyakova and Meserole, “Exporting Digital Authoritarianism,” 6.

162   Soldatov and Borogan, 216–17.

163   Alandete and Verdú, “How Russian Networks Worked to Boost the Far Right in Italy.”

trolls, involves paying people to disrupt online dis-
cussions by deliberately posting inflammatory or 
off-topic messages over social media platforms in 
order to provoke and intimidate. Russia conduct-
ed a massive troll attack against Ukraine and oth-
er countries after annexing Crimea.162 Both trolls 
and bots have been used by Russia through social 
media platforms in democratic elections across the 
world in the last five years.163 They helped to elect 
populist nominees or promote their agendas, deep-
ening domestic polarization, ethnic tensions, and 
anti-migrant and anti-minority sentiments while 
eroding democratic institutions. 

To summarize, American social media platforms 
may intensify the power of strong authoritarian re-
gimes by helping them, directly and indirectly, to 
become digital dictatorships. They use the knowl-
edge power of compliant platforms as part of their 
surveillance machine while blocking those plat-
forms that refuse to play by their rules. 

China and Russia export their restrictive practic-
es to other authoritarian states, helping them to 
adopt similar practices in their countries. Russia 
also uses social media platforms as tools to apply 
sharp power against liberal-democratic countries 
around the world.

The Weakening Effect 
in Strong Democratic Regimes

The spread of fake news, disinformation, mis-
leading information, and falsehoods through so-
cial media platforms as part of malign “perception 
management”’ orchestrated by domestic populists 
and external forces (such as Russia) may weaken 
strong liberal-democratic regimes. Such social me-
dia campaigns amplify extreme views, polarization, 
conspiracy theories, and doubts about democrat-
ic institutions and processes and weaken people’s 
trust and confidence in these institutions and 
processes. In strong democracies, the erosion of 
democratic pillars is less dramatic than in weak 
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democracies because the checks and balances of 
strong democratic regimes remain a solid protec-
tion against domestic populist opponents and ma-
lign external actors.

The use of social media for political campaigning 
is not new to liberal-democratic regimes. American 
President Barack Obama used big data and individ-
ual marketing to drive people to the voting booths 
in both the 2008 and 2012 presidential elections.164 
What is new is the malign use of these platforms 
and their mobilization by external forces and pop-
ulist domestic opponents to change people’s per-
ceptions. The dependence of democracies on free 
and open political discourse provides opportuni-
ties for external forces to infiltrate their informa-
tion ecosystems.165 Researchers identify the 2016 
U.S. presidential elections as a watershed moment 
in terms of the impact of fake news on social media 
platforms on presidential elections.166 

A U.S. national intelligence report claims that 
Russia’s Internet Research Agency, an army of so-
cial media trolls created in 2014, was part of Rus-
sia’s efforts to interfere in the 2016 U.S. elections. 
This interference included propaganda campaigns 
in the media and a troll campaign on social media 
aimed at undermining public faith in the American 
democratic process.167 The Internet Research Agen-
cy spent more than $100,000 on Facebook politi-
cal ads between June 2015 and May 2017, using 470 
fake accounts.168 Facebook reported to the U.S. Sen-
ate that Russian trolls created events on Facebook 
that were seen by more than 300,000 users be-

164   Schneier, Data and Goliath, 63.
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businessinsider.com/russia-used-twitter-accounts-to-meddle-in-brexit-investigation-shows-2017-11; and Robert Booth, et al., “Russia Used Hundreds 
of Fake Accounts to Tweet About Brexit, Data Shows,” The Guardian, Nov. 14, 2017, https://www.theguardian.com/world/2017/nov/14/how-400-
russia-run-fake-accounts-posted-bogus-brexit-tweets.
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tween 2015 and 2017 and that around 62,500 people 
planned to attend these events. Russian accounts 
used Facebook to promote pro-Trump rallies, such 
as “Florida Goes Trump” in August 2016, as well 
as events in May 2016 protesting the opening of 
an Islamic Center library.169 Facebook acknowl-
edged that 146 million users might have viewed 
Russian misinformation on its platform during the 
election campaign, while YouTube identified 1,108 
Russian-linked videos and Twitter acknowledged 
36,746 Russian-linked accounts.170 

Similarly, researchers discovered massive Rus-
sian meddling on Twitter in the lead up to the 
Brexit referendum in the United Kingdom in 
2016.171 More than 150,000 Russian-language Twit-
ter accounts posted tens of thousands of messages 
in English urging British people to vote to leave the 
European Union in the days prior to the referen-
dum. Most of the messages sought to inflame fears 
about Muslims and immigrants and to intensify the 
polarization of the electorate.172 British Prime Min-
ister Theresa May even publicly accused Moscow 
of seeking to “weaponise information” and “sow 
discord in the West and undermine our institu-
tions.”173 She added that Russia’s cyber activities 
included “deploying its state-run media organiza-
tions to plant fake stories and photo-shopped im-
ages.”174 This phenomenon seems to be spreading 
and intensifying. In 2017, for example, one year af-
ter the U.S. presidential elections, at least 18 other 
national elections were targeted by social media 
manipulation and disinformation tactics.175
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According to the U.S. Justice Department, the In-
ternet Research Agency used Facebook’s own tools 
to ensure that its propaganda was as effective as 
possible. These tools allowed the agency to receive 
real-time feedback about which ad campaigns were 
reaching their target audience and which posts 
were generating the most engagement with view-
ers.176 These “active measures” of media manipu-
lation and disinformation, using social media cam-
paigns, fake news, and troll armies, are designed 
to exploit political division and subvert the dem-
ocratic process in the United States and Europe, 
“destabilizing the society and the state.”177 

Russian “perception management” during lib-
eral-democratic elections is based on the art of 
disinformation, or “using false or misleading in-
formation and injecting it or getting it credited by 
legitimate and credible sources.”178 Russia typically 
manipulates information using social media plat-
forms to sow confusion and disruption. The aim is 
to create the impression that truth does not exist, 
thus undermining trust and authority in democra-
cies. Russian manipulators on social media ampli-
fy extreme views, conspiracy theories, and doubts 
about democratic institutions.179 Russian interven-
tion has found a receptive audience of people who 
believe that all truths are partial and that there are 
many legitimate ways to understand or represent 
an event.180 Using disinformation and fake news in 
the public sphere may diminish the role of facts in 
public life and lead to what Jennifer Kavanagh and 
Michael Rich call “truth decay.”181 Truth is a corner-
stone of democracies and what distinguishes them 
from autocracies. The decaying of truth is danger-
ous for American democracy.182
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But not everyone agrees that Russian interven-
tion actually affected the 2016 election process. 
Hunt Allcott and Matthew Gentzkow show in their 
research that exposure to fake news was insuffi-
cient to make a difference in the 2016 U.S. pres-
idential election and that the effect of fake news 
was smaller than Trump’s margin of victory in key 
states.183 Another group of researchers also claim 
that the advertisements that Russia reportedly 
bought on social media were not targeted effective-
ly on battlegrounds states and that the money it 
spent was dwarfed by the money spent by Trump 
and Clinton. Although Russia bought thousands of 
ads, they constituted only a fraction of the overall 
posts and tweets circulated on social media in the 
months leading up to the election. Moreover, even 
if people engaged with Russian-sponsored content, 
there is still the question of whether and how it 
affected their voting behavior.184 Even if Russian in-
fluence was not the main reason for Trump’s victo-
ry in the 2016 election, the spread of fake news via 
social media platforms deepened liberal societies’ 
distrust of political institutions and distrust of the 
media in particular. 

It can be hard to distinguish fake news and 
misinformation originating from external forces, 
such as Russia, from information coming from 
anti-establishment populist candidates in strong 
liberal democracies, such as Trump and Sen. 
Bernie Sanders in the United States and Boris 
Johnson and Jeremy Corbyn in the United King-
dom.185 These populists promote divisive narra-
tives of “them” versus “us,” the “pure” against 
the “corrupt,” “the masses” against “the elite,” 
“the people” versus “politicians/parliament/ 
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judges.”186 These narratives deepen the polariza-
tion that already exists in these countries. The 
Fragile States Index shows that the Group Griev-
ance and Factionalized Elites indicators in Amer-
ica and the United Kingdom doubled in the last 
12 years.187 This polarization may lead to brinks-
manship or gridlock, making the country less 
functional. According to Nate Haken, in this situ-
ation of fragmentation “the usual brokers (media, 
state institutions, opinion leaders, religious and 
community leaders) lose relevance and legitima-
cy, making consensus-building difficult with no 
shared vision or context to build from and organ-
ize around.”188 

When populists mix divisive speech with fake 
news and disinformation, they further erode peo-
ple’s trust in democratic institutions, processes, 
and the media. However, strong liberal democra-
cies are still unlikely to undergo the same demo-
cratic decay experienced by some weak liberal 
regimes. While they are constrained in the means 
they can employ to counter the malign use of social 

media, their checks and balances are more stable 
and robust than in weak liberal democracies. Their 
greater resilience is grounded in a long-standing 
democratic tradition, and their checks and balanc-
es are less affected by recent actions, especially 
when the support for democracy among citizens 
is still high.189

Social media platforms can be used to weaken 
strong liberal-democratic regimes. These regimes 
derive their power from liberal-democratic insti-
tutions, which need constant attention and rein-
forcement in order to serve as effective bulwarks of 
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democracy. It is also important to keep the media 
free, unbiased, and devoid of fake news and disin-
formation. The spread of fake news and disinforma-
tion on social media as part of malign “perception 
management” orchestrated by domestic populists 
and external forces may weaken liberal-democratic 
regimes. Liberal democracies are restricted in the 
means they can employ to counter the malign use 
of social media. For now, the checks and balances 
of liberal-democratic regimes remain a solid pro-
tection against domestic populist opponents and 
malign external forces.

Counterfactual Reasoning

The causal model presented in the article pro-
poses that social media platforms are used by three 
types of actors — domestic opposition, external 
forces, and the governing regime — for political 
purposes, and that their overall influence on the 
political system is determined both by the state's 

capacity and the type of regime. 
One may ask whether these same 
outcomes — destabilizing, radical-
izing, intensifying, and weakening 
— would still take place without 
social media. The problem is that 
exposure to social media is so ex-
tensive that it is almost impossible 
to find examples where an upris-
ing took place without social me-
dia. Nevertheless, we will mention 

some counterfactual reasoning related to weak au-
thoritarian and weak democratic countries found 
in our research. 

According to one study, during the Arab spring 
in 2011, internet penetration was higher in the 
countries that were experiencing unrest than in 
those that weren’t.190 Internet users made up just 
1.1 percent of Iraqis and 3.4 percent of Afghans in 
2010, for example, compared to over 21 percent of 
the population in Egypt, 34 percent in Tunisia, and 
88 percent in Bahrain. In the first three months 
of 2011, the number of Facebook users in the Arab 
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world increased by 30 percent compared to an 18 
percent growth over the same period in 2010.191 
Countries where major civil movements have oc-
curred have shown exponential growth in social 
media use during and after those movements. Still, 
it is hard to say that social media’s absence de-
creased the probability of online mobilization cam-
paigns against the governing regime taking form. 
Some of the unrest was also fueled by traditional 
media outlets, as discussed earlier.192 In addition, 
some protest movements were constrained by the 
ability of governments to block internet access, as 
was the case in Iran. 

When it comes to Brazil, the percentage of peo-
ple using the internet grew from 40 percent in 2009 
to 70 percent in 2018, while support for democra-
cy dropped from a peak level of 55 percent to 34 
percent during the same time period.193 Only 15 
percent of Brazilians said they were satisfied with 
democracy in 2018 (a drop of 35 points compared 
to 2014).194 A survey conducted in August 2018 by 
the Brazilian Institute of Public Opinion and Statis-
tics showed that only 25 percent of citizens trust-
ed the federal government and only 18 percent 
trusted Congress.195 These numbers may indicate 
that Brazil had been radicalizing and drifting away 
from democracy for several years in relation to the 
growth in use of social media. But several research-
ers question the assertion that social media plat-
forms are solely responsible for the deterioration 
of Brazil’s democracy, pointing to the many years 
of government corruption, rising crime, and eco-
nomic recession.196

The above examples show that social media 
platforms did affect the political system in sever-
al countries, but that there may have been other 
causes as well. Nevertheless, as Patrícia Campos 
Mello claims, “the use of WhatsApp and other 
internet platforms amplifies whatever a political 
group says in an exponential way … If you find 

191   Fadi Salem and Racha Mourtada, “Civil Movements: The Impact of Facebook and Twitter,” Arab Social Media Report 1, no. 2 (January 
2011), https://www.researchgate.net/publication/281748504_Civil_Movements_The_Impact_of_Facebook_and_Twitter/link/578cb44608ae-
7a588ef3b2d9/download.

192   Mohamed Ben Moussa, “From Arab Street to Social Movements: Re-theorizing Collective Action and the Role of Social Media in the Arab 
Spring,” Westminster Papers in Communication and Culture 9, no. 2 (2013): 47–68, http://doi.org/10.16997/wpcc.166.

193  “Individuals Using the Internet (% of population) - Brasil,” The World Bank, accessed June 24, 2021, https://data.worldbank.org/indicator/
IT.NET.USER.ZS?locations=BR; and Statista, “Level of Support for Democracy in Brazil from 2008 to 2018.”

194   Bennett Institute for Public Policy, Global Satisfaction with Democracy 2020.

195   Jamildo Melo, “Confiança Do Brasileiro Nas Instituições é a Mais Baixa Desde 2009,” Blog de Jamildo, https://m.blogs.ne10.uol.com.br/
jamildo/2018/08/11/confianca-do-brasileiro-nas-instituicoes-e-a-mais-baixa-desde-2009/.
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Debate,” Reuters Institute, June 4, 2021, https://reutersinstitute.politics.ox.ac.uk/risj-review/you-cant-blame-platforms-alone-country-right-condi-
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197   Eduardo Suárez, “You Can’t Blame Platforms Alone.”

the right conditions in a country, they are real-
ly dangerous tools to undermine democracy and 
manipulate public debate.”197

The Way Ahead

This article looked at four case studies to illus-
trate the varying effects of social media platforms 
depending on who is using them — domestic op-
position, external actors, or the governing regime 
— the regime type of the country, and the state’s 
capacity. In weak authoritarian states, social media 
can help dissidents to communicate and organize 
more easily (the destabilizing effect), while strong 
authoritarian states can use it as a suppressive tool 
to exploit the knowledge aggregated on the differ-
ent social media platforms (the intensifying effect). 
When used to disseminate distorted information 
and fake news in strong liberal democracies, social 
media platforms can erode democratic institutions 
(the weakening effect). These platforms can facil-
itate populist leaders’ rise in weak liberal states 
(the radicalizing effect), making them more sus-
ceptible to turning into an illiberal or even author-
itarian regime. 

The malign use of various inherent character-
istics of social media platforms — such as filter 
bubbles, echo chambers, a low entry bar, aggregate 
knowledge about people, the lack of fact-checking, 
information cascades, and the automatic recom-
mendation algorithm — may lead to the erosion 
of democratic principles and institutions in liberal 
democracies across the world. 

Although the Russian intervention during the 
2016 U.S. elections caught the attention of Amer-
ican policymakers and the American public, what 
has been less discussed is social media’s impact 
on other liberal democracies and what that might 
mean for U.S. national security and the liberal 
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international order. The malign use of social media 
platforms is only one reason for the disruption of 
that order. Other factors include the 2008 financial 
crisis, job losses related to changes in trade and 
technology, and the increased flow of migrants and 
refugees, among others.198 But when it comes to the 
abuse of social media platforms, America should 
not wait for social media companies to fix the 
problem themselves.199 

In order to prevent liberal democracies from be-
coming illiberal or autocratic regimes and poten-
tially drifting into the Russian or Chinese spheres 
of influence, it is crucial that the United States and 
other democracies take action today. Maintaining 
the current liberal international order requires 
keeping the internet an American project led by 
private companies. This means countering Russia’s 
and China’s efforts to gain a greater voice in inter-
net governance and to promote their agenda of cy-
ber sovereignty, under which government control 
and internet regulations would replace a global and 
open internet.200 

U.S. policymakers cannot rely solely on so-
cial media companies to implement policies and 
technological means to decrease the flow of hate 
speech and fake news on their platforms.201 There 
are a number of possible approaches to this prob-
lem that have been suggested. One possible solu-
tion that the U.S. government can pursue is to 
reintroduce competition into this sector of the 
market by passing antimonopoly legislation in  

198   Haass, “How a World Order Ends,” 22–30.
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order to dilute the concentrated power of social me-
dia platforms.202 This approach views social media 
platforms as essential infrastructure (like public 
utilities) needing specific regulation.203 These reg-
ulatory tools would ensure that the infrastructure 
“serves the public’s needs — rather than incentiv-
izing exploitative or exclusionary uses for private 
profit.”204 Relatedly, policymakers could consider 
breaking up or decentralizing these corporations.205 
Other options are more concentrated on users and 
the data that these companies own. One possibility 
is to make the companies declare “platform bank-
ruptcy,” whereby social media platforms would re-
set their entire user and group follower counts to 
zero and rebuild communities from the ground up, 
with the platforms’ current rules in place.206 Anoth-
er approach is to make these corporations collect 
less data and adopt practices to treat that data in 
a “manner commensurate with its value.”207 The 
problem is that none of these solutions is a “sil-
ver bullet” and American legislators may risk tram-
pling on the constitutional right to free speech that 
they are trying to preserve.208

Ultimately, the best way to counter the spread of 
authoritarianism is to defend and restore democ-
racy: the rule of law, fair elections, free speech, and 
freedom of the press.209 The United States should 
join other like-minded democratic governments in 
asserting principles to guarantee citizens the right 
to freedom of opinion based on reliable, pluralistic, 
and objectively sourced information. This can be 
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done by securing free, independent, and reliable 
information and defending those who produce it.210 
One such effort to impose democratic safeguards 
on digital information and communications plat-
forms was made in September 2019 by 30 coun-
tries (not including the United States) signing the 
International Partnership on Information and De-
mocracy.211 But government legislation has its chal-
lenges and should be recognized as a potentially 
dangerous tool. One challenge of this approach is 
identifying who gets to decide what is objective 
and reliable. Another challenge is demonstrated in 
the Network Enforcement Act proposed in Germa-
ny, which has come under criticism for practically 
legitimizing a model of online censorship that was 
subsequently copied by 13 governments around the 
world, most of which do not share Germany’s com-
mitment to democracy, the rule of law, and human 
rights.212 An extreme measure suggested by Rich-
ard Clarke and Rob Knake is for the United States 
and its allies to create a digital bloc — an “Inter-
net Freedom League” — in which data, services, 
and products can flow freely. Countries that do 
not respect freedom of expression or that engage 
in disruptive activity would be excluded from this 
internet realm.213  

Whatever action U.S. policymakers decide to 
take, it is imperative that they act quickly. Disinfor-
mation and fake news will continue to materialize 
on social media platforms in new ways that can-
not be easily countered. Without taking strict and 
prompt action, democracies around the world will 
continue suffering the weakening and radicalizing 
effects of social media that some of them already 
suffer today.  
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