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Foreword 

The Lyndon B. Johnson School of Public Affairs has established interdisciplinary research on 

policy problems as the core of its educational program. A major element of this program is the 

nine-month policy research project, during which one or more faculty members direct the 

research of ten to twenty graduate students of diverse disciplines and academic backgrounds on a 

policy issue of concern to a government or nonprofit agency. This “client orientation” brings 

students face-to-face with administrators, legislators, and other officials active in the policy 

process and demonstrates that research in a policy environment demands special knowledge and 

skill sets. It exposes students to challenges they will face in relating academic research and 

complex data to those responsible for the development and implementation of policy, and 

teaches them how to overcome those challenges. 

The curriculum of the LBJ School is intended not only to develop effective public servants, but 

also to produce research that will enlighten and inform those already engaged in the policy 

process. The project that resulted in this report has helped to accomplish the first task; it is our 

hope that the report itself will contribute to the second. Neither the LBJ School nor The 

University of Texas at Austin necessarily endorses the views or findings of this report. 

David W. Springer 

Interim Dean 

 

  



 xiv 

 

  



 xv 

Acknowledgements 

This policy research project would not have been possible without the support of the Intelligence 

Studies Project (ISP) at The University of Texas at Austin and by the support provided to ISP 

from the Clements Center for National Security and the Robert Strauss Center for International 

Security and Law. We are also grateful to the Cain Foundation, which provided funding through 

the Clements Center in direct support of this research project. 

We would like to express our appreciation to the Texas Department of Public Safety and 

Director Steven McCraw for agreeing to serve as our sponsor for this project. We extend a 

special thanks to Stephen Meiners, Deputy Administrator at the Texas Fusion Center at the 

Texas Department of Public Safety, for being available to advise, encourage, and steer our 

project in the right direction. 

We extend our gratitude to the speakers who took the time to virtually join our class and share 

their professional insights: Robert Chesney, Director of the Robert Strauss Center; Nicholas 

Rasmussen, Senior National Security Fellow for the Intelligence Studies Project; John Brennan, 

former CIA Director and current Senior Advisor for the Intelligence Studies Project; Professors 

Bryan Jones and Eric Greenwald of The University of Texas at Austin’s School of Law; and Dr. 

Dipayan Ghosh, co-director of the Digital Platforms & Democracy Project at the Shorenstein 

Center on Media, Politics and Public Policy at the Harvard Kennedy School.  

In addition, each of us would like to thank all the professionals who agreed to be interviewed for 

this project. We appreciate these individuals not only for their willingness to speak with us and 

share their knowledge, but also for their encouragement and support. These interviews added 

vital depth to our project and kept our findings up-to-date and relevant.  

We would especially like to thank Kim-Anh Nguyen, the Research Program Coordinator for ISP, 

who was invaluable in working behind the scenes to handle logistics and administrative tasks for 

our group. Finally, we are all deeply grateful to the LBJ School of Public Affairs, under the 

leadership of interim dean David Springer, for the opportunity to participate in this research 

project. 

  



 xvi 

 



 xvii 

Introduction and Methodology 

This report first summarizes the nature and scope of the domestic terrorism threat, including 

recent trends, the susceptibility of the United States, and the role of social media in the dramatic 

increase in extremism and extremist violence. In Part One, we summarize the problem: the threat 

of domestic terrorism is increasing in the U.S. due, in part, to the country’s unique cultural 

susceptibility to the drivers of increased extremism and the particular role of social media and 

partisan politics. 

Part Two of the report examines the current policy landscape, options, and debates nationally, 

within Texas, and within the Texas Department of Public Safety (DPS). We analyze trends in 

domestic terrorism legislation, initiatives, and responses, and outline current policy initiatives at 

each level. 

Finally, in Part Three we recommend a comprehensive course of action specifically tailored for 

DPS to better tackle the increased threat of extremism and domestic terrorism. 

Methodology 

The project team conducted extensive qualitative research to dissect the contemporary trends in 

domestic terrorism in the U.S. and how best to address them in theoretically sound and 

practicable ways. We relied on two primary methods to research this project: literature review 

and interviews with subject matter experts. 

The project team undertook a continued evaluation of the latest and most relevant research from 

leading experts on domestic terrorism in the U.S. and Texas. The size of the team allowed an 

examination of a broad swath of literature on topics including deradicalization efforts in the U.S. 

and abroad, the effect of the internet and social media on domestic terrorism, and the legal and 

legislative processes involved in investigating and prosecuting cases of domestic terrorism. The 

diverse set of literature helped us evaluate the nature of domestic terrorism and identify critical 

areas for further examination. 

After developing a set of overarching research questions, over the course of nine months the 

team conducted over twenty substantive interviews with law enforcement officials, non-

governmental organization leaders, national security professionals, academics, and legal experts 

to help shape our understanding of how these issues impact practitioners currently working in the 

field. We conducted these interviews in both one-on-one and group settings to ensure diversity in 

opinions and coverage of topic areas. This work was vital in bridging the gap between the 

academic and the practical. 

The research and recommendations provided in this report offer an outside perspective on DPS's 

role in countering domestic terrorism but was limited in access due to the lack of security 

clearances, in-person visits, and access to the necessary internal processes and procedures. Due 

to the classified nature of the department’s mission, students did not have authority to 

extensively review standard operating procedures or agency protocols. Therefore, most of our 
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recommendations were sourced from publicly available information. We used resources such as 

the Texas Fusion Center Privacy, Civil Rights, and Civil Liberties Policy; the ISE-Functional 

Standard; and information on the DPS website. 

The findings and opinions expressed in this report are those of the authors and students enrolled 

in the policy research project and are used solely to provide recommendations for our sponsor, 

DPS. 
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Executive Summary 

Overview 

The year 2020 saw 110 domestic terrorist attacks and plots in the United States, an increase of 

144 percent since 2019, which had itself had seen a marked increase in domestic terrorism. We 

assess that the recent spike is not an anomaly and the threat from domestic terrorism will 

continue to rise, accelerated by social media. This threat persists throughout the U.S., but poses 

particular challenges to the state of Texas and the Texas Department of Public Safety (DPS). 

Although an array of resources is available to address the rising threat from violent extremism, 

we assess that government efforts at the federal, state, and local levels have not adequately 

adapted to the increase in size and scope of the threat from domestic terrorism or its evolving 

nature. The size of the problem requires a concerted, integrated, and interagency effort to address 

existing and future threats facing the U.S.  

Texas is facing compounding challenges, including demographic shifts, the growth of hate 

groups, and barriers to coordination, intelligence gathering, and funding. Within the state of 

Texas, DPS is best positioned to lead enhanced coordination of the state’s response to the 

domestic terrorist threat.  

Social media has amplified existing cleavages and grievances, measurably accelerated the 

radicalization of isolated individuals, and reinforced the rise of extremism and extremist 

violence. While there are efforts to regulate social media within the public and private sectors, 

these efforts have been ad hoc and insufficient in adaptation at the rate needed to stay ahead of 

the threat. The rapid speed at which a group can move from “protected speech” and radical 

thought to violence represents a complex challenge for law enforcement agencies.  

As of this writing, the public, governmental institutions, and Congress are still collectively 

processing the meaning of the attacks of January 6th, 2021, and their implications for domestic 

security. Developing a common understanding is complicated by significant differences in the 

legal authorities for law enforcement depending on whether a terrorist threat is of domestic or 

foreign origin. This disjointed effort results in part from outdated legal definitions of foreign and 

domestic terrorism, the rapid change of weapons and digital technologies, a lack of legislative 

consensus on the nature of the threat, and limited communication and cooperation across public 

and private sectors. 

It is clear from our study that a realignment of attention, resources, and approaches is necessary. 

A new framework to address domestic terrorism must involve an expanded multi-stakeholder 

effort including the private sector, non-governmental organizations, and government agencies to 

identify sustainable, cross-sector responses and strategies to combat the growing threat of 

radicalization and violence. This report provides an analysis of domestic terrorism at the federal, 

state, and local levels, with a focus on actionable policy options and recommendations for DPS. 
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Key Findings 

At the national level, efforts to counter domestic terrorism span government, private, and public 

sectors, often involving cross-sectoral and multi-stakeholder cooperation. These stakeholders 

leverage an array of tools to address the threat, including various intelligence-gathering and legal 

authorities, moderation techniques, and deradicalization methods to bolster the nation’s response. 

However, there are gaps at each level, resulting in a fragmented national response that leaves the 

U.S. vulnerable to the increased threat from domestic terrorism, and further fails to establish top-

down support for efforts at the state and local levels. 

Within the state of Texas, a similar multi-stakeholder approach is in place to counter domestic 

terrorism. Texas remains particularly vulnerable to the threat given trends in demographics, high 

levels of gun ownership, the presence of many extremist groups, and the presence of critical 

national infrastructure. Additionally, addressing extremism at the legislative and non-profit 

levels in Texas has proven ineffective or even counterproductive in some cases.  

The Texas DPS is on the frontlines of Texas’s efforts to prevent and respond to attacks, but it 

faces unique challenges in the fight against domestic terrorism. It remains constrained by 

operational challenges including the need to update operating procedures aimed at domestic 

terrorism among the array of “all threats” or all crimes for which it is responsible, limited 

training of many of its partners in domestic terrorism, inadequate threat-reporting systems and 

participation by the public and law enforcement, and misallocated funding.  

Recommendations 

1. Commission a formal assessment of DPS processes regarding its approach to the domestic 

terror threat, to include outside experts with the necessary security clearances and access to 

DPS.  

2. Review fusion center talent acquisition and development and intrastate communication lines 

to improve organizational capacities related to the evolving threat of domestic terrorism. 

3. Support existing multi-stakeholder sector efforts to increase DPS’s situational awareness and 

input in collaborative efforts to assess, prevent, and respond to domestic terrorism. 

4. Launch a public relations campaign to enhance public awareness about threat reporting and 

increase public transparency through standardized suspicious activity reporting (SAR) across 

law enforcement agencies in Texas. 

5. Collaborate with community-based organizations to support existing efforts to address 

radicalization and extremism.   

6. The Texas Legislature should require DPS to produce two bi-annual threat assessments, with 

one focused on domestic terrorism and the other on mass violence attacks. 

7. The Office of the Governor should commission a review of the state’s efforts to implement 

the recommendations made to address domestic terrorism and mass casualty attacks in 2019. 
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PART 1. Threat Assessment: 

Where We Are, How We Got Here, and Why? 

On January 22, 2021, White House Press Secretary Jen Psaki gave a press briefing where she 

observed: “The January 6th assault on the Capitol and the tragic deaths and destruction that 

occurred underscored what we have long known: the rise of domestic violent extremism is a 

serious and growing national security threat. The Biden Administration will confront this threat 

with the necessary resources and resolve.”1 

The next day, President Joe Biden announced an assessment of the domestic extremism risk only 

two days after his inauguration as 46th president of the United States and two weeks after the 

attacks at the U.S. Capitol on January 6th.2 The threat assessment will combine efforts of the 

Office of the Director of National Intelligence (ODNI) in coordination with the Department of 

Homeland Security. Additionally, the ODNI delivered a new intelligence report to Congress in 

March 2021 warning the Biden Administration of the rising threat of extremism in the U.S., 

which has been heightened by growing polarization.3 After the January storming of the Capitol, 

The Economist conducted a nationwide poll and found that 83 percent of Americans believe that 

domestic terrorism poses some level of threat to the U.S.4  

Less than two years earlier, Texas experienced similar heightened awareness of the threat in the 

wake of the domestic terror attack in El Paso, Texas. Governor Greg Abbot of Texas proclaimed, 

“Our top priority is keeping Texans safe… part of that mission is to combat domestic terrorism 

and root out the extremist ideologies that fuel hatred and violence in our state.”5 That same day 

he announced his executive orders for the Texas Department of Public Safety (DPS) to take 

immediate action to combat any form of domestic terrorism.6 He formed a Domestic Terrorism 

Task Force consisting of state and local leaders designed to analyze emerging threats and 

develop strategies for combatting attacks. 

Where We Are: The Growing Threat 

Prior to January 2021, there were 893 terrorist attacks and plots in the U.S. between 1994 and 

2020 based on a report from the Center for Strategic and International Studies.7 Religious 

terrorism killed 3,086 people, the largest number of individuals over time due to the number of 

fatalities as a result of the 9/11 attacks, right-wing terrorist attacks have caused 335 deaths, and 

left-wing terrorist attacks have caused 22. In 2020, most attacks and plots were committed by 

white supremacists, right-wing anti-government extremists, and incels (involuntary celebates).8 

Restrictions put in place by policymakers for the COVID-19 pandemic also exacerbated the 

climate for domestic terrorism in the U.S. In the October 2020 Homeland Threat Assessment, the 

Department of Homeland Security (DHS) reported that “violent extremists will continue their 

efforts to exploit public fears associated with COVID-19 and social grievances driving lawful 

protests to incite violence, intimidate targets, and promote their violent extremist ideologies.”9 

Increased social isolation and unexpected unemployment brought on by the pandemic 

accelerated individuals’ mobilization to targeted violence or radicalization to terrorism. 
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Domestic Terrorism Reaches the Capital 

On Wednesday, January 6, 2021, a mob of rioters stormed the barricades surrounding the U.S. 

Capitol during the congressional session to certify the Electoral College votes cast during the 

2020 presidential election. They attacked police officers, destroyed and vandalized property, and 

threatened the lives of congresswomen and congressmen who were doing their constitutional 

duty, ultimately resulting in the deaths of five individuals.10  

The perpetrators of the attacks started organizing the day after the November 2020 election with 

the formation of a Facebook group named “Stop the Steal.”11 Initial posts on the group’s page 

included narratives of election rigging and pictures of photoshopped ballots. At its peak, the page 

gained 100 followers every 10 seconds and touted more than 320,000 members, until being shut 

down by Facebook less than 48 hours after its launch.12 Despite its brief existence, the group 

fanned the flames of political tensions, with ideas quickly spreading to groups on Reddit and 

Twitter. These groups also migrated to less regulated sites like Gab and Parler, which allowed 

them to spread hateful rhetoric without repercussion. On fringe social media platforms, groups 

were able to publish their ideology, organize events, and recruit new members, becoming more 

dangerous due to the lack of public content moderation and making it difficult to control the 

spread of false narratives. 

The attacks on January 6th were a culmination of failures, complacency, and lack of oversight by 

the public and private sectors. The incident represents a new climax of domestic terrorism that 

has been escalating over the past decade. This latest attack is not the first of its kind nor will it be 

the last. Since the Oklahoma City bombing in 1995, innovation in technology and 

communication allows extremist groups to direct their messages more effectively, organize 

members faster, and carry out violence in a matter of seconds.  

Targets and Communities Left Unprotected 

After 9/11, “failure of imagination” was attributed as the reason why authorities were not able to 

take effective and timely action to prevent the attacks. The intelligence community was unable to 

predict where and by what means the attacks would occur and the larger U.S. government failed 

to grasp the gravity and nature of the threat. As a result, it was unable to take preemptive, 

preventive action. The 9/11 Commission Report emphasized the need for the government to 

bureaucratize the exercise of imagination in order to foresee and prepare to act against a future 

surprise attack. 

To make sure that the same mistake is not made regarding the rising threat of domestic terrorism, 

this section evaluates the U.S. government’s preparedness to respond to attacks on a range of 

targets and weapons, and finds that the greatest gap lies in defending soft targets and developing 

flexible tactics against the use of improvised weapons.  

The U.S. is currently most prepared to, and has invested significant resources in, defending hard 

targets and against conventional deployment of conventional weapons, but is less prepared to 

address concerns regarding soft targets or attacks by unconventional weapons. Current 

countermeasures to strengthen against threat infiltration and exfiltration (reducing the possibility 

of escape) include the following:13 
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Table 1.1 

Existing Countermeasures Against Security Threats14 

Type of System Definition/Function Examples 

Infrastructure 

Visualization 

Platform (IVP) 

Data collection and presentation medium that 

supports critical infrastructure security, special 

event planning, and responsive operations; 

immersive imagery, geospatial, and hypermedia 

data of critical facilities, surrounding areas, 

transportation routes, etc. 

Regional Resiliency Assessment 

Program, National Special Security 

Events, national disaster response 

Building 

Automation 

Systems 

Centralized, interlinked networks of hardware and 

software that monitor and control the environment 

in commercial, industrial, and institutional 

facilities 

Supervisory Control and Data 

Acquisition (SCADA) Systems & 

Distributed Control Systems 

(Environmental Control Systems) 

Electronic 

Security Systems 

Systems designed to prevent theft or intrusion and 

protect property and life 

Intrusion Detection Systems (IDS), 

Access Control Systems (ACS), Video 

Management Systems (VMS), 

Intercom Systems 

Emergency 

Communications 

Systems 

Systems for the protection of life by indicating the 

existence of an emergency situation and 

communicating the information necessary to 

facilitate an appropriate response and action 

Fire Emergency Voice/Alarm 

Communications Systems (EVACS), 

Two-Way, In-Building Emergency 

Services Communications Systems, 

Distributed Recipient Mass 

Notification Systems (DRMNS) 

Source: Interagency Security Committee, Presidential Policy Directive 21 Implementation: An Interagency Security 

Committee White Paper February 2015, https://www.cisa.gov/sites/default/files/publications/ISC-PPD-21-

Implementation-White-Paper-2015-508.pdf. 

There has also been an investment in the monitoring of conventional weapons, particularly 

explosives15 and firearms16 after 9/11. Terrorist watchlists are used to monitor suspicious 

individuals in the possession of these weapons, and a myriad of laws have been passed at the 

state level to close loopholes to accessing guns, including “universal background checks” in 

states including Colorado, Delaware, and Washington.17 However, there remain loopholes 

regarding the unlicensed private selling of firearms and gun show sales that challenge these 

efforts. Additionally, federal laws prohibiting individuals on the terrorist watchlist from legally 

buying guns have limited impact since about 95 percent are foreign nationals and are ineligible 

to buy a gun in the U.S.18 Still, between February 2004 and December 2014, individuals on the 

terrorist. watchlist were able to buy firearms 2,043 times due to the federal government’s failure 

to take legal action to close the watchlist loophole. In 2015 alone, known or suspected terrorists 

underwent background checks to purchase firearms 244 times—and 223 of those transactions, or 

91 percent, were allowed to proceed.19 

Despite protections against conventional weapons, the U.S. is unprepared to respond to an uptick 

in attacks against soft targets.20 By definition, soft targets are vulnerable and hardening them 

requires significant public-private partnership that is currently not institutionally incentivized. 

Attacks against soft targets are increasing not just in the U.S., but globally, as outlined in a 2019 
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CTED conference and statement given by the Under Secretary General of the United Nations 

Counter-Terrorism Office, Vladimir Voronkov: 

In recent years, the number of terrorist attacks against soft targets has increased. From 

Barcelona to Bamako, Ouagadougou to Paris, and New York to Istanbul, terrorists have 

targeted easily accessible locations that are filled with worshippers, diners, shoppers, 

tourists or students going about their daily lives. These atrocities are not only tragic for 

the innocent lives lost but they also represent a violent assault on a country’s way of 

life.21 

In short, because soft targets are easier to target, there has been a sharp rise in global terrorist 

attacks in urban settings in recent years, which is exacerbated by the effectiveness and focus on 

hardening some targets.22 Further, lacking incentives for public-private partnerships around 

securing soft targets inhibits their protection.23 Strikes against soft targets provide greater scope 

of opportunity for locally based cells and supporters to carry out, providing a highly useful 

“force multiplier” that increases the impact of an attack.24 CISA details some formal policies that 

have been implemented that aid in hardening soft targets, but many of the “policy” approaches 

truly fall under a category more appropriately described as suggestions for private sector best 

practices.25 

While conventional weapons are still the norm in domestic terrorist attacks, there is much room 

for terrorists to increase their use and scale of unconventional weapons. Cyber weapons 

specifically have a high potential for the U.S. due to the evolving overlap between the internet 

and terrorism.26 Similarly, the destructive nature of CBRN (Chemical, Biological, Radiological 

or Nuclear) weapons by domestic terrorist vs. foreign terrorists presents particularly unique 

defensive challenges when one contemplates American citizens and “trusted insiders” who might 

be motivated to use them—in contrast to a foreign terrorist group that would have to attack a 

network from the outside, bringing or acquiring weapons in the U.S. While security experts 

focus a great deal of thought and effort about the destructive potential of both of these threats, we 

assess that the private sector and the public still have not grasped the full scope of the threat 

posed by these weapons. The sustained and widespread loss of electricity in Texas during the 

winter storm of February 2021 and the disruptive effects of a ransomware attack on a single 

national pipeline in April 2021 provide fleeting “teachable moments” for the private sector, 

legislatures, and the public on the potential for these weapons to cause long-term negative effects 

that gradually tear away at domestic life27 or cause irreversible destruction.28  

While existing CBRN policies tend to be focused on international terrorism, biological, 

specifically agricultural spaces, are at the most risk domestically.29 There is a general acceptance 

that a CBRN threat exists but not a clear approach since these weapons have not yet consistently 

been used in a domestic terrorist attack.30 Despite this trend, the U.S. is ill-prepared to respond to 

an uptick in unconventional weapons used in terrorist attacks, as it remains focused on the use of 

conventional weapons. 

Additionally, there has been an increased use of improvised weapons in domestic terror attacks, 

particularly the use of vehicles as weapons in far-right attacks.31 Attacks are becoming more 

targeted based on the attackers’ purpose (e.g., from January to August 2020, 50 percent of 

attacks were targeted at demonstrators), where improvised weapons are more easily brought to 
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the target and mobilized by the attacker.32 One Department of Homeland Security (DHS) 

assessment noted that “(a)ttacks of this nature require minimal capability, but can have a 

devastating impact in crowded places with low levels of visible security.” The increase in use of 

improvised weapons shows the adaptability of violent extremists, as well as their “prioritized 

sending messages through intimidation and threats rather than killing.”33 

Table 1.2 

Types of Improvised Weapons 

Category Examples 

Transportation Cars, airplanes, trains, trucks, boats 

Threats/Hoaxes Cars, airplanes, trains, trucks, boats 

Household Tools Hammers, hatchets, etc. 

Makeshift explosives Improvised explosive devices (IEDs), pressure cooker bombs 

Technology Social media campaigns, fraud, 3D printing, finance, disinformation, hyper 

sonics (sound waves) 

Others Brainwashing, extortion 

 

Post 9/11, substantial federal legislation and governing bodies were developed to protect hard 

targets, usually falling under the “critical infrastructure” banner. Meanwhile, federal law, law 

enforcement policies, and detection capabilities also improved for conventional weapons, 

although their effectiveness is contested. While hardening these targets and weapons has helped 

reduce the likelihood of high impact, conventional attacks, the lack of appetite for robust policies 

and research continues to leave our soft targets vulnerable to attacks, and agencies unprepared to 

prevent strikes with unconventional or improvised weapons. 

In the soft target policy space, there is a lack of consistent preventative policies, largely driven 

by the need for coordination with the private sector and lack of fiscal incentive. Regulatory 

policies for unconventional weapons are asymmetrically focused on nuclear nonproliferation, 

ignoring the higher likelihood of a chemical, radiological, biological, or cyber attack. Policy 

implementation can do little to stop the spread of improvised weapons, however early 

intervention with individuals at risk of radicalization and a conscientious effort to consider the 

bounds of the possible helps reduce the likelihood of an attack of this type. 

Countering domestic terrorism is further complicated by the threat from improvised weapons. 

Conventional weapons and bombs/explosives are comparatively more detectable and set off red 

flags that help law enforcement track radicalized individuals in possession of or pursuing these 

capabilities. The fears around CBRN terrorism and the sensitive nature of these materials also 

naturally leads to more securitization. Improvised weapons have neither the detectability of 

conventional weapons nor the high securitization of unconventional weapons. Everyday objects 

are nearly impossible to regulate without massively infringing on people’s rights. Additionally, 
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cybersecurity frameworks are newly being dealt with at the state and federal level, with much 

left unprotected or regulated between the private and public sector.34 As such, these systems, 

items, and methods are highly vulnerable to adaptive domestic terrorists.35 It is important to note 

that the increasing lethality of attacks by improvised weapons benefits from a reluctance to 

imagine, not failure to imagine. Polarization of the issue of domestic terrorism stunts addressing 

the use of improvised weapons, as these types of attacks often become politicized, and are not 

considered terrorism by many due to the limitations of U.S. terrorist designation lists.36 

How We Got Here 

Modern terrorism is shaped by political and religious ideology, feeds on existing tensions in the 

international environment, and rises in parallel with new technologies and methods of 

communication. David Rapoport proposed the wave theory of modern terrorism which, when 

first published, included four waves of terrorism: the Anarchist wave, the Anticolonial wave, the 

New Left wave, and the Religious wave.37 Each wave lasted about a generation and reflected 

broader tensions in society and politics.38 Rapoport's also model provides a useful framework to 

consider how advances in technology and communication coincide with the rise of each wave of 

terrorism. 

The Anarchist wave, the first truly international terrorist movement, began in Russia during the 

late 19th century.39 Anarchism arose simultaneously with other revolutionary ideologies, such as 

Marxism and Communism, and employed the use of repeated dramatic action, like assassinations 

of prominent political figures, to polarize society and incite revolution. New technological and 

communication innovations such as “the telegraph, daily mass newspapers, and railroads [that] 

flourished during the last quarter of the nineteenth century” facilitated greater connection among 

extremists of the era.40 “Propaganda of the deed,” an act of political violence meant to incite 

rebellion, was a particularly powerful mobilization tool.41  

The Anticolonial wave coincided with the signing of the Versailles Peace Treaty and the end of 

World War I.42 This wave was defined by the principles of self-determination and nationalism, 

used principally to dismantle defeated empires and establish new post-colonial, independent 

states such as Ireland, Israel, Cyprus, and Algeria.43 Second-wave terrorists identified themselves 

as “freedom fighters” and developed new tactics such as targeting police forces and guerilla-like 

tactics against the military.44  

The New Left wave, like the Anarchist wave, combined radicalism and nationalism. Incensed by 

the war in Vietnam, third-wave terrorists often identified with the developing world and saw 

themselves as fighting against a modern system dominated by the American goliath.45 Plane 

hijacking and hostage crises were characteristic of the third wave, and assassinations of 

significant political figures as “punishment” also became popular.46  

As the New Left wave began to ebb in the 1980s with international state cooperation to defeat 

revolutionary terrorists, the religious wave began to rise.47 Rapoport argues that Islam was at the 

heart of the religious wave, pointing to key events such as the Iranian Revolution in 1979, the 

Soviet invasion of Afghanistan that same year, and the rise of suicide bombings by Hezbollah in 

the early 1980s. Attacks conducted by radical Islamic groups were “the most significant, deadly, 

and profoundly international,” and the successes of these attacks “influenced religious groups 
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elsewhere.”48 Fourth-wave terrorist groups were also significantly larger and operated on a 

greater geographic scale than their predecessors. For example, in the early 2000s al-Qaeda could 

expect support from six to seven million sympathizers worldwide, of which 120,000 are willing 

to carry out violent attacks.49 Drawing on religious and cultural identity rather than nationalism 

for recruitment and political messaging, the religious wave also rose in parallel to the rise of new 

communication technologies such as phones and personal computers used to build networks and 

coordinate operations. 

Although these four waves have each reached their peak, some academics posit that the 

emerging trends in violence are indicative of a fifth wave of global terrorism.50 Rapoport’s 

theory of these four waves of modern terrorism provides a useful framework for understanding 

the current state of domestic terrorism in the United States. Because terrorism is essentially 

communication through violence to induce psychological, social, and political effects,51 it is 

inevitable that new developments of communication technology coincide with a new 

manifestation of terrorism. New technologies and how they were used to spread doctrine and 

broadcast terrorist attacks played vital roles in each of these four waves of terrorism.52 In the 

same way, the rise of digital technology and social media are proving to be a significant element 

in the planning, execution, and broadcasting of extremist terrorism and mass casualty attacks. 

Wave theory is also useful in reminding us that trends in violence do not continue inexorably and 

that it is possible to save a democratic system from terrorism without destroying it.  

Digital Age Amplifies Vulnerabilities to Extremism in the U.S. 

Contemporary American society is particularly vulnerable to influence by extremist rhetoric. 

First, America is in a period of extreme group polarization. Like-minded groups have become 

more radicalized and engrained in their positions, thus creating a culture of radicalized opinion 

and a mind-set of “us” vs “them,” and most of this polarization can be tracked along party 

lines.53 Some of the cause of this polarization can be attributed to America’s traditional two-

party system: it effectively collapses a wide range of complex issues into “a singular battle line 

that can make our differences appear even larger than they may actually be.”54 Outspoken party 

leaders who “advocate extreme positions on an issue” and in turn inspire others to follow suit 

have also pushed citizens further apart.55 Other contributing factors include partisan media, 

which “tends to make viewers more extreme, less positive towards the other side, more unwilling 

to compromise, and more willing to think of opposition party leaders in a negative fashion,” and 

even the 2016 Russian election interference, which stoked disagreement, spread conspiracy 

theories, and sowed social divisions.56As a result, Democrats and Republicans are now 

ideologically more divided than they have been in the last two decades.57  

Second, with 61 percent of adults reporting that they are lonely, Americans have a clear 

loneliness problem.58 In a physical sense, Americans are more isolated than, for example, 

Europeans; there are fewer people per square foot in the U.S. Additionally, more citizens live in 

detached houses in suburbs, commute via car rather than public transportation, and ultimately 

work more hours and take fewer vacation days. In short, the average American prioritizes 

personal space and income over socialization.59 The ongoing mental health crisis in the U.S. is 

another contributing factor, which experts say has been exacerbated by America’s grueling work 
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culture. The 40-hour work week has left people stressed, unrested, and spending more time in the 

office than with their family and friends.60  

Overall, Americans are more vulnerable to social media manipulation when they feel isolated or 

lonely. With fewer social interactions and expanding reliance on social media, people have 

instead begun to seek out virtual connectivity online.61 Unfortunately, this need to connect often 

has the opposite effect: more time spent on social media actually worsens feelings of isolation 

and loneliness.62 

Third, as Americans continue to seek out virtual social substitutes through the internet, they have 

also grown increasingly reliant on social media. Studies have shown that compared to other 

countries, Americans use social media in far greater and far longer amounts.63 On average, 

Americans spend 11 hours per day interacting with digital media.64  

Finally, it goes without saying that many of these factors have been exacerbated by the recent 

COVID-19 pandemic. Lockdowns and quarantines have made Americans more isolated than 

before. Isolation, in turn, has forced Americans to rely even more on social media to fill the need 

for social connectivity. Amidst an already established nationwide mental health crisis, the 

pandemic has been disastrous for the entire population, resulting in psychological trauma, 

heightened suicidal ideation, and increased symptoms of depression and anxiety.65 Financial 

hardships and housing/food insecurity have also had a negative impact, and, to make matters 

worse, recent layoffs have made necessary healthcare, both mental and physical, inaccessible to 

those in need.66  

The United States is not alone in any of these aforementioned vulnerabilities, but this unique 

combination of extreme polarization, social isolation and loneliness, social media addiction, and 

the ill effects of the COVID-19 pandemic have made Americans particularly susceptible to 

influence by extremist rhetoric across the political spectrum. 

How Domestic Terrorism Takes Shape: Prevalent Ideologies 

The current digital age—an era characterized by shifting away from traditional forms of 

communication to digital platforms—allows extremist groups to coalesce quickly through the 

creation of virtual meeting rooms for anyone at any given time.67 These groups are able to adapt 

as regulation surrounding their organization and rhetoric is porous, allowing them to jump from 

one media platform to the next under certain anonymity. 

There exists a range of ideological motivations and group formations that contribute to the threat 

of domestic extremism in America. We demonstrate this range of ideologies below, noting that 

these categories offer a sample of the threat from extremism, but are not illustrative of the 

myriad of ideologies and motivations that contribute to the threat. 
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Figure 1.1 

Terrorist Attacks by Perpetrator Ideology, January to August 2020 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Adapted from: Seth Jones, Catrina Doxsee, and Nicholas Harrington, “The War Comes Home: The Evolution of 

Domestic Terrorism in the United States,” CSIS Briefs (CSIS, October 22, 2020), https://www.csis.org/ 

analysis/war-comes-home-evolution-domestic-terrorism-united-statesJones, Doxsee, and Harrington. 

Note: Percentages are rounded up. 

Right-Wing Terrorism 

In the U.S., right-wing racially motivated violent extremism represents the largest source of 

extremist violence.68 The U.S. has a long history of extreme-right extremist organizations 

utilizing violence to achieve their goals, indicating persisting underlying motivations and 

ideologies. It has outpaced terrorism from other groups and accounts for the majority of national 

terrorist incidents since 1994, and is most likely to cause the most deaths in a single year.69 

Right-wing extremists have conducted violent attacks across the country and are not 

geographically constrained to a single region.70 Recently, tactics seem to target public 

demonstrators rather than favored targets of the past like the government, military, and police. 

There are varying types of right-wing extremism in the U.S, with ideological, tactical, and threat 

level differences between and even within each type. Although a highly fractured group, 

individual networks have overlapping ideological characteristics like racial or ethnic supremacy, 

opposition to government authority, and outrage against progressive political policies, among 

others.71 Motivating factors of right-wing extremists include “racist rhetoric fueling dangerous 

ideologies and behaviors, embracing conspiracy theories, and glorifying a racist past.”72 Most 

right-wing terrorism is decentralized, and its network threat comes from individuals, not 

groups.73 These groups take advantage of the internet to organize and operate, with posts 

appearing on a combination of sites like Facebook, YouTube, Twitter, Gab, Reddit, 4Chan, 8kun 

(formerly 8Chan), and Endchan, among others.74 Due to technological advances, right-wing 

extremists can also exploit anonymous message boards to plan campaigns. Groups “move fluidly 
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between mainstream and fringe platforms,” recruiting on social media sites like Facebook or 

YouTube, and then directing members towards protected alternative sites where they can boast 

about operations and plans to gather in person. End-to-end encryption on digital messaging 

platforms, like WhatsApp, also allows for private and unmonitored conversations to occur.  

Extremist group members aim to create an “electronic community of hate” where networks reach 

larger audiences than ever before.75 Right-wing extremists can access “nuts-and-bolts” tactical 

guidance, like instructions for bomb-making, weapon use, and hit-list formation tools that are all 

readily available to anyone with an internet connection.76 Individuals can also be encouraged on 

message boards to become sole actors who commit violence, or they can be inspired by previous 

individuals’ acts of violence. For example, the Christchurch shooter who killed 50 people in 

2019 said he was inspired by the Norway attacker who killed 77 people in 2011.77 Less than six 

months later, the El Paso shooter drew inspiration from the manifesto posted shortly before the 

shooter entered the mosques in New Zealand.78 These events indicate that unmonitored digital 

platforms can proliferate hateful and extremist ideology, tactics, and a sense of community for 

inspiration for further attacks. 

White Supremacists 

White supremacists pose the most persistent and lethal threat in the U.S., and their lengthy 

history plays an active role in feeding domestic terrorist ideology today.79 More people have died 

in the U.S. because of white supremacist terrorism than jihadist terrorism since 9/11,80 and the 

FBI assesses that the threat will continue to grow.81 The term white supremacist originated from 

the belief that white culture is superior to other cultures, that they are genetically superior to 

other people, and that they should exert dominance over others.82  

Members are motivated by beliefs like the Great Replacement conspiracy, which posits that 

white people are being demographically eradicated by ethnic and racial minorities, like Jews and 

immigrants.83 A grievance commonly associated with white supremacist ideology is anti-

immigration sentiments. In his manifesto, the El Paso shooter wrote that “Hispanics will take 

control of the local and state government of my beloved Texas… they will turn Texas into an 

instrument of a political coup which will hasten the destruction of our country.”84 This reflects 

the larger themes of immigrants being labor competitors, burdens to domestic welfare systems or 

threats to native cultural identity.85 Members are also motivated by the idea of accelerationism, 

an ideology that advocates efforts to hasten the fall of corrupt western governments by “sowing 

chaos and creating political tension.”86 Members use the tactical term “white genocide” to 

convey their urgency that the white race is dying, a similar urgency reflected in its “14 words” 

slogan: “We must secure the existence of our people and a future for white 

children.”87Additional group rhetoric includes “white power” and “white pride.” The Ku Klux 

Klan is the most commonly referenced white supremacist group, but the movement includes a 

variety of other groups. 

Neo-Nazis  

Neo-Nazis are one of the main segments of the white supremacist ideology in the United States. 

Its members idolize Adolf Hitler’s writings and beliefs that structured Nazi Germany, sometimes 

trying to adopt Nazi principles to the current time period.88 They often adhere to the Zionist 
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Occupied Government conspiracy theory that Jews secretly control the U.S. government, the 

media, banks, and the United Nations. Neo-Nazi symbols range from swastikas; the German 

phrase “Blut und Ehre,” translating to Blood and Honor; crossed grenades; and the number 88, 

which is numerical code for “Heil Hitler.”89 

Neo-Nazis rely on social media and digital platforms for membership growth and spreading 

propaganda. The Base, a Neo-Nazi and white supremacist organization, recruits through targeted 

social media and creates QR codes with promotional materials. Other forms of this subtype 

include the American Nazi Party, Vanguard America, and the National Socialist Movement’s 

rising U.S.-based Atomwaffen Division (AWD). AWD members believe that “violence, 

depravity and degeneracy are the only sure way to establish order in a dystopian and apocalyptic 

vision of the world.”90 According to the Center for Strategic and International Studies, the Neo-

Nazi group hosted a “Death Valley Hate Camp” in Las Vegas in 2018 for combat training and to 

create promotional videos.91 

Figure 1.2 

Weapons in Violent Far-Right Terrorist Attacks and Plots, January to August 2020 

 
Adapted from: “Weapons in Violent Far-right Terrorist Attacks and Plots, January to August 2020,” in Seth Jones, 

Catrina Doxsee, and Nicholas Harrington, “The Tactics and Targets of Domestic Terrorists” (CSIS, July 

30, 2020), https://www.csis.org/analysis/tactics-and-targets-domestic-terrorists. 

Incels 

At the intersection of misogyny and white supremacy lies the involuntary celibate movement 

(“incels”). Incel ideology centers on hyper-masculine and anti-feminist themes. Most incels do 

not resort to violence, but there are strands of the movement that have. Law enforcement 

officials believe solitary incel extremists have killed as many as 50 people in North America in 

recent years.92 
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The incel movement has been propelled by the same digital tools used by the Islamic State and 

right-wing extremists to gain attention and prominence.93 Incel communities have formed on 

4Chan and Reddit, though some subreddits have recently been banned. There are also highly 

moderated incel message boards and private chat rooms designed to keep out observers and 

journalists.94 America’s most famous incel attack involved a man who posted a manifesto and 

video on social media prior to opening fire on women near UC Santa Barbara in 2014.95 

Left-Wing Terrorism 

Left-wing extremists have been responsible for less violence than other ideological networks in 

recent years, but its members are increasingly using similar online tactics as right-wing 

terrorists.96 Left-wing groups use viral dehumanizing rhetoric and memes online, mostly directed 

at the police, like the “ACAB” slogan for “all cops are bastards” and memes of officers being 

shot. Although the current threat from left-wing terrorism is relatively low in the U.S., continued 

vigilance is required to ensure we remain cognizant of shifting nuances in the threat landscape. 

Left-wing terrorist groups generally oppose capitalism, imperialism, and colonialism; pursue 

environmental or animal rights issues; support pro-communist and/or socialist beliefs; or support 

a decentralized political system.97 

Antifa 

The name Antifa is a contraction of “anti-fascist.” Its supporters oppose racists, right-wing 

extremists, and, unsurprisingly, fascists.98 There are both violent and non-violent anti-fascists, 

and the group’s threat level fluctuates depending on the network. Some anti-fascists engage in 

vandalism, property damage, violence in counter-protests, and revenge attacks. For example, 

Antifa collided with the Proud Boys at a “Back the Blue” rally in downtown Portland in August 

2020 with rocks, fireworks, and bottles filled with chemicals.99   

The movement is decentralized and consists of like-minded individuals who adhere to tenets of 

anarchism, socialism, and communism, although not exclusively.100 Aspiring members can 

create local chapters in their cities and begin mobilizing. The group’s most common symbol is 

the red flag of the 1917 Russian Revolution and the black flag of the 19th century anarchists.101 

Common Antifa uniforms include black clothing like bandanas, scarves, hoodies, and sunglasses 

to conceal their faces. The group caught national attention in 2017 when it clashed with right-

wing demonstrators at the University of California, Berkeley with bricks, pipes, hammers, and 

homemade incendiary devices—common weapons used by its networks.102 Members caused 

$100,000 in damages to the university that same year in February while protesting a planned 

appearance by Milo Yiannopoulos, a noted far-right political commentator.103 

There has been a recent proliferation of fake Antifa social media accounts and misattributed 

group appearances. Rumors that Antifa led the January 6, 2021, riot at the U.S. Capitol building 

quickly circulated, but the FBI said there was no indication of the group’s presence.104 In August 

2020, a fake Antifa website began to redirect users to Joe Biden’s presidential campaign site.105 

Twitter also shut down multiple accounts posing as the group that were operated by white 

supremacist group Identity Evropa, which called for violence in white suburban areas in the 

name of Black Lives Matter.106  
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Anarchists 

Anarchists and anti-government right-wing extremists both object to government power, 

however, anarchists are motivated by a total elimination of state power while extremists tend to 

only object to individual policies. Anarchists “advocate for abolishing institutions such as 

prisons, police and the military, which they hold to be inherently oppressive,” and are skeptical 

of any authority and power.107 They focus their critique on a centralized state power and reject 

forms of hierarchy.108 In general, they tend to be event-driven and show up at political 

conventions, economic and financial summits, or environmental meetings. They target symbols 

of western civilization that they perceive to be the root cause of societal ills, like financial 

corporations, government institutions, multinational companies, and law enforcement 

agencies.109 Usually operating alone, anarchists gravitate towards weapons like explosives and 

disruptive communication systems—instructions of which people can find in books like The 

Anarchist Cookbook.110  

The Wall Street Bombing of 1920 was one of the FBI’s earliest cases of terrorism. The attack 

was suspected to be carried out by Italian American anarchists inspired by Luigi Gallean, but the 

bomber was never identified.111 Nearly a century later, a self-described anarchist attempted to 

bomb the U.S. Immigration and Customs Enforcement detention facility in Tacoma, 

Washington, in July 2019 with a propane tank.112 

Anti-Government Extremists 

Extremists with anti-government views can be found on the far-left and far-right. Right-wing 

anti-government extremists often take action against policies they believe violate their rights as 

Americans, such as gun control laws.113 These include groups like the Sovereign Citizens, which 

promote the belief that its members should decide which laws to obey or ignore.114 Weapons 

training and field exercises are common within this paramilitary-style of extremism, which is 

sometimes referred to as the “patriot movement.”115 A militia called the Three Percenters believe 

a small number of “patriots” are tasked with protecting America from tyranny, similar to the 

patriots of the American Revolution.116 In October 2020, seven men affiliated with an extremist 

militia group known as the Wolverine Watchmen were arrested after a failed plot to kidnap 

Michigan Governor Gretchen Whitmer. They deemed Whitmer a “tyrant” with “uncontrolled 

power” in light of restrictions set in place due to the COVID-19 pandemic.117  

Religious Terrorism 

Terrorism in the name of religion “has become the predominant model for political violence in 

the modern world” because of its “frequency, scale of violence, and global reach.”118 Religious 

terrorism includes violence in support of a faith-based belief system, like Islam, Judaism, 

Christianity, Hinduism, or Buddhism, among many others.119 Religious extremists often believe 

that they are involved in a struggle of good and evil and that they are alienated from the existing 

social system.120 Some desire to obey perceived commands of a deity and have a disregard for 

secular values and law.  

Digital networks have allowed religious groups like the Islamic State and Christian extremists to 

extend beyond physical borders, providing greater opportunities to connect with sympathizers, 
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recruits, and supporters online around the world.121 It is unlikely that the Islamic State would 

have been able to survive and expand without digital technology.122 Al-Qaeda was the first major 

jihadist network to sense the potential of the internet and use its power to spread ideology, plans, 

and communication to millions of Muslims around the world. In fact, “most of the digital 

caliphate’s business is conducted online, from recruitment and propaganda to battlefield 

strategy.”123 Eventually freeing itself from mainstream media, Al-Qaeda even started its own 

network: The Voice of the Caliphate.  

Jihadist 

Although Central Asian countries experience religious terrorism threats at a higher rate, Jihadists 

still pose a limited threat in the U.S.124 Leaders of Al-Qaeda and the Islamic State continue to 

encourage individuals in the U.S. to conduct attacks. The primary threat from religious terrorists 

comes from Salafi-jihadists inspired by the Islamic State and Al-Qaeda, which accounted for all 

the religious attacks and plots in 2020.125 They are radicalized individuals using Islam as an 

ideology and/or religious justification for their belief in the establishment of a global caliphate, 

or jurisdiction government by a Muslim civil and religious leader known as a caliph. One tactic 

of the jihadist group is the ISIS online guidebook that encourages western recruits, “How to 

Survive in the West.”126 

As an example of Jihadist terrorism, in December of 2019, a Saudi Air Force cadet in training 

with the American military carried out a special operation inspired by Al-Qaeda, killing three 

and injuring eight others in Pensacola, Florida.127 Law enforcement found encrypted messages 

between the shooter and members of Al-Qaeda in the Arabian Peninsula leading up to the attack. 

Additionally, Jihadist tactics are being mimicked by U.S. domestic terrorism groups. The Base 

uses a similar vetting process to Al-Qaeda for screening potential recruits by limiting 

membership to European men of a certain age.128 

Christian Extremists 

Within the Christian extremist belief system are references to the complete annihilation of 

enemies.129 Christian extremists often believe in a movement that has become “a reaction against 

modernization or the rapidly changing Western culture,” which includes major societal changes 

that contrast with their interpretation of the biblical.130 They are exclusive and have strong 

convictions that individuals who do not share their beliefs are not real Christians. Their ideology 

centers on preaching segregation, committing acts of violence to those it considers outside of its 

moral principles, or killing in the name of their religion.131 

Historically, Christian extremists have depicted Jews as the “eternal conspiratorial enemy of 

Christian faith,”132 and groups like the Ku Klux Klan have long combined nationalism and 

xenophobia with their Christian agenda.133 Christians are not a monolith, but various pastors 

nationwide worried that members of their congregation were rapidly incorporating dangerous 

conspiracy theories into their beliefs through social media in the weeks following the 2020 

presidential election.134  

In fact, “before self-proclaimed members of the far-right group the Proud Boys marched toward 

the U.S. Capitol... they stopped to kneel in the street and prayed in the name of Jesus.”135 That 



15 

same day, an Alabama resident posted a video on YouTube after the January 6th Capitol riots 

saying, “I wanted to get inside [the Capitol] so I could plead the blood of Jesus over it… I just 

felt like the spirit of God wanted me to go in the Senate room.”136 He was arrested by FBI agents 

shortly after.137 Additionally, Christian extremists are known to target the LGBTQ+ community, 

mixed-race couples, and abortion providers in the name of religion.138 There were also symbols 

present at the Capitol including a campaign banner titled, “Jesus 2020,” an “Armor of God” 

patch on a man’s uniform, and a white cross declaring “Trump won” in capital letters.139 

Table 1.3 

Extremist Ideologies 

Type of Ideologies Attributes Examples 

Right-Wing Terrorism The primary ideological threat to the U.S. currently is that of the extreme-right. 

Anti-Government Extremists Can be both extreme-right and extreme-

left. Weapon training and field exercises 

are common. Believe that U.S. policies 

pose a threat to individual freedoms. 

Wolverine Watchmen 

Three Percenters. 

White Supremacists The most persistent and lethal threat in 

the U.S. They believe that white culture 

is superior to others. Tactical term like 

“White genocide,” “White power,” 

“White pride” are used by members. 

Ku Klux Klan 

Neo-Nazis Idolize Adolf Hitler and Nazi Germany. 

Symbols include burning swastikas, the 

German phrase “Blut und Here,” crossed 

grenades, and the number 88 (numerical 

code for “Heil Hitler”) 

The Base 

American Nazi Party 

Vanguard America 

U.S.-based Atomwaffen Division 

Incels Motivated by expectations of 

masculinity and the fear of feminism, 

and are frustrated by women’s perceived 

power in relationships. 

A man who posted a manifesto and 

video on social media prior to 

opening fire on women near UC 

Santa Barbara in 2014 

Left-Wing Terrorism Left wing terrorism has been responsible for less violence than other 

ideological networks, but its members are increasingly using similar online 

tactics as right-wing terrorists. 

Antifa Antifas oppose fascists, racists, and other 

right-wing extremists. The group’s most 

common symbol is the red flag of the 

1917 Russian Revolution and the black 

flag of the 19th century anarchist. 

The clash with right-wing 

demonstrators at UC Berkeley in 

2017 

Anarchists Anarchists are motivated by a total 

elimination of state power. They tend to 

be event-driven and show up at political 

conventions, economic and financial 

summits, or environmental meetings. 

Wall Street Bombing of 1920 

Religious Terrorism Religious terrorism includes violence in support of faith-based belief systems 

like Islam, Judaism, Christianity, Hinduism, and Buddhism, among many 

others 
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Jihadist Members believe that they are involved 

in a struggle of good and evil and are 

alienated from the existing social 

system. They desire to please perceived 

commands of a deity and have a 

disregard for secular values and law.  

A Saudi Air Force cadet in training 

with the American military carried 

out a special operation inspired by 

Al-Qaeda, killing three and 

injuring eight others in Pensacola, 

Florida in December of 2019 

Christian Extremists Christian extremists oppose societal 

changes they believe contradict their 

biblical interpretations. 

They justify violent acts against 

perceived enemies in the name of 

morality and religion. 

Groups like the Ku Klux Klan 

combine Christian extremism with 

their xenophobia and nationalism; 

some individuals at the January 6th 

riots carried symbols with biblical 

references 

 

How Domestic Terrorism Takes Shape: Pathways to Violence 

Radicalization is a process by which individuals, groups, or mass publics become “increasingly 

accepting of violence for a cause.”140 In short, if terrorism is the end point, then radicalization is 

often the road that leads to it.141  

Figure 1.3 

Radicalization Paths and Prevention Efforts 

 

Adapted from: Brian A. Jackson, Ashley L. Rhoades, Jordan R. Reimer, Natasha Lander, Katherine Costello, and 

Sina Beaghley, “Practical Terrorism Prevention: Reexamining U.S. National Approaches to Addressing the 

Threat of Ideologically Motivated Violence,” Homeland Security Operational Analysis Center, operated by 

the RAND Corporation (2019), https://www.rand.org/pubs/research_reports/RR2647.html. 

Radicalization of opinion and radicalization of action are two related but ultimately separate 

phenomena. Radicalization of opinion occurs at the mass level and generally follows an 

individual with no political cause eventually developing a moral obligation to use violence for 

the cause. Radicalization of action occurs at the smaller group level. An individual can escalate 

from no action to terrorist action when influenced by group dynamics: this could involve conflict 
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with an out-group, or vying for status in an in-group by adopting more extremist opinions or 

behaviors than other members.142 It should be emphasized that tracking these radicalization 

processes is challenging, and pinpointing the key moment of an individual crossing over from 

radical thought to radical action is nearly impossible.  

The reality is that millions of people can align with an extreme opinion; however, many radical 

ideas, such as anti-war activism, are common and not intrinsically linked with violence. 

Terrorists also do not necessarily engage in violence because of radical ideas; in fact, few 

individuals with radicalized opinion will ever commit extreme action. The reverse is actually far 

more common: witnessing or participating in radical actions is far more likely to push people to 

have radical thoughts.143 In other words, the correlation between ideas pushing individuals to 

commit acts of terror is weaker than someone partaking in violence pushing them to have more 

radicalized opinions, which is far more likely.  

The combination of radicalization mechanisms can vary from person to person: one might be 

radicalized by personal grievance or through interactions with like-minded individuals. From a 

psychological point of view, there is no way to create a one-size-fits-all profile of an individual 

who will join a terrorist group or a predictive guide that will consistently point to terrorist 

threats. Similarly, there is no “conveyor belt” system that implies that anyone with radical ideas 

will sooner or later move to radical action, nor is there a staircase model that requires an 

individual or a group to traverse each level to reach the final “radicalization” stage. It should also 

be highlighted that mental illness is not a key factor contributing to acts of violence in studied 

terrorist cases.144 

Figure 1.4 

Radical Thought and Radical Action145 

Source: Sophia Moskalenko, Radicalization to Terrorism: What Everyone Needs to Know (New York, NY: Oxford 

University Press, 2020),78-79. 
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Why Now? The Power of Social Media  

On November 5, 2009, Major Nidal Malik Hasan walked into the Soldier Reading Processing 

Center at Fort Hood in Texas at 1:00 p.m. with an automatic revolver and 20-30 magazines, 

killing 13 people.146 Hasan had served as a psychiatrist since 2003 and was promoted to major in 

2009. He was deeply affected by the injuries and cases of post-traumatic stress disorder from 

soldiers in Iraq and Afghanistan whom he was charged with treating during his residency at 

Walter Reed Medical Army Center in the early 2000s.147 During this time, his family reported 

that he did not have many friends and that he spent most of his time attending services at the 

mosque and isolated himself to study books on Islam rather than socialize.148 After the death of 

his mother in 2001, Hasan attended services at the Dar al-Hijrah mosque, where Anwar al-

Awlaki served as Imam, and many experts believe it was during this time that Hasan became 

influenced by al-Awlaki’s teachings.149  

As Hasan became more conservative and fervently pursued religious learning, his research led 

him to sermons and teachings online from radical Islamic scholars. This new rhetoric persuaded 

him to email Anwar al-Awlaki. On December 17, 2008, Hasan began corresponding through 

email with the cleric, who by that time was in Yemen, and asked for his guidance on Muslim 

soldiers in the U.S. military, revealing a growing interest in extremist views. He also sought 

answers on the internet and extremist websites.150 Hasan’s communication with Awlaki did not 

serve as the primary factor in Hasan’s radicalization process, but it was a stepping stone.151 The 

culmination of grief from the loss of his parents, the sorrow he saw as he mentored soldiers 

returning home, and his increasingly radical religious beliefs found on the internet manifested 

into a violent response from a triggering event: his ordered deployment to Afghanistan. 

Less than a decade later in 2016, Micah Xavier Johnson shot at a group of police officers during 

a protest in Dallas, Texas, resulting in the deaths of five officers and nine injured. Johnson had 

served in the Army Reserve and was activated for duty to serve in Afghanistan. During his tour, 

he had an altercation with a female soldier who accused him of sexual harassment, and he was 

sent home. Upon his return, Johnson became furious at the recent police shootings of black men 

and women and, according to law enforcement, wanted to kill white people, especially white 

officers, and he expressed anger at Black Lives Matter.152 His attack was one of the first 

motivated by left-wing terrorism in the post 9/11 era.153  

Johnson’s Facebook profile shows him as a member of several groups associated with the Black 

Panther Party and contains posts questioning why white people enjoy killing innocent beings.154 

He followed dozens of groups but specifically the Nation of Islam and Black Riders Liberation 

Party, two groups designated as hate groups by the Southern Poverty Law Center.155 A day 

before Johnson’s attacks, the African American Defense League delivered a message that it was 

time to act. The post contained rhetoric of “Rally the Troops” and “Sprinkle Pigs Blood” in 

reference to the derogatory moniker given to police officers. Although there was no direct order 

given as to when or how, Johnson may have been influenced by this extremist ideology and saw 

the protest as his opportunity to act.  

More recently, on August 3, 2019, as families and children conducted their errands and prepared 

for the upcoming school year in El Paso, Texas, the first shots of gunfire rang out just before 
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10:40 a.m. in the Walmart parking lot on Gateway Boulevard. Twenty people died in less than 

24 minutes, and 23 people were injured with three more people succumbing to their wounds after 

the attack. A gunman entered Walmart with a WASR-10 semi-automatic rifle and started 

shooting customers. Prior to the attack, the gunman, Patrick Crusius, allegedly posted a 

manifesto outlining his anti-immigrant and racist views on 8chan—a user driven message-board 

website linked to white supremacism, hate crimes, and alt-right material—which circulated 

among users even after moderators deleted the post.  

Patrick Crusius was not the only terrorist to use the website to post white nationalist or racist 

content prior to his attack in El Paso. The suspect in the Christchurch, New Zealand, massacre 

and the suspect in the shooting at a synagogue in Poway, California, also utilized the platform to 

publish coded messages and hateful letters with white supremacist and xenophobic content. This 

totaled three terrorist attacks in less than six months with connections to 8chan.156 Crusius did 

not belong to an established group, but radicalized online where he spent hours studying “the 

Great Replacement,” a white supremacist theory that warns of white genocide first established by 

Renaud Camus.157 8chan, now known as 8kun, was created by computer programmer Fredrick 

Brennan as a response to what he perceived as the loss of free speech on the internet, and hosts 

an array of content from hateful rhetoric to child pornography.158 After the El Paso shooting, 

many tech companies stopped their support of servers and services to the site, citing the terrorist 

attacks as their motivation, and caused the site to remain in limbo of re-launching.   

Domestic terrorists, regardless of ideology, origin, and size, have vigorously embraced the 

internet as their tool of choice and expanded their use of digital media to advance their goals—

and it’s working. Domestic terrorism groups use technology and social media to accelerate the 

radicalization process. Online networks are able quickly and inexpensively broadcast their 

ideological goals to large audiences. 

Digital Platforms: Ease of Access for Extremism 

Terrorists and extremists turn to the internet for several reasons: communication, recruitment, 

publicity, and fundraising. These are foundational elements to terrorist organizations. Digital 

communication technology is a faster and easier way to communicate doctrine and plans with 

current, new, and potential members. The appeal of the internet and social media for extremists 

is that they are user-friendly, reliable, and free methods to facilitate communication. They also 

provide a forum to publishing groups’ or individuals’ views, allowing them to amplify their 

voices in the digital space. Sharing information material instantly using videos, messages, and 

files often does not require large or expensive equipment.  

The use of technology has also fomented the phenomenon of online recruitment because it is 

now easier to disseminate extremist views and doctrine. Terrorists can reach out to anyone by 

using the internet without waiting on someone to find them. Social media also exposes users to 

larger collectives and broader sources of information and in turn, increases the likelihood of 

encountering radical individuals. Similarly, radical individuals typically have increased outreach. 

Their polarizing tweets and posts garner them greater followings and amplify their social 

influence.159 
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Algorithms amplify self-radicalization by exposing individuals to extremist content. Algorithms 

are designed to addict individuals to a platform for more content. Narrowcasting, the 

dissemination of information to a specific and identified user, also allows extremist and terrorist 

groups to target specific demographics based on values, preferences, demographics, attributes, or 

locations that they find most susceptible to their message and recruitment.160 Similar to the 

tactics of marketing agencies, extremists can tailor their medium, stimuli, appeals, and graphics 

to specific receivers, making their position more likely to succeed.161 

Figure 1.5 

Social Media Use Among U.S. Extremists, 2005–2016 

 
 

Adapted from: Michael Jensen, Patrick James, Gary LaFree, Aaron Safer-Lichtenstein, and Elizabeth Yates, “The 

Use of Social Media by United States Extremists” (University of Maryland: The National Consortium for 

the Study of Terrorism and Responses to Terrorism: 2018), 3.  

A research brief published by the National Consortium for the Study of Terrorism and Responses 

to Terrorism (START) delineates the relationship between social media and U.S. domestic 

terrorists. Relying on the Profiles of Individuals Radicalized in the U.S. (PIRUS) dataset, which 

includes data on 479 extremists who radicalized between 2005 and 2016, the START study 

gleaned four key findings: 

• Online radicalization among U.S. extremists trended upwards during the period of 2005-2016 

(as illustrated in Figure 1.5)—in 2016 alone, social media played a role in the radicalization 

of about 90 percent of extremists in the dataset.  

• “Lone actors” (who START defines as “individuals who were operationally alone in their 

extremist activities”162) were more involved in online radicalization processes than members 

of extremist groups or “radical cliques.” From 2005 to 2016, on the whole, social media 
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played a role in the radicalization of approximately 68 percent of the lone actors in the 

PIRUS dataset.  

• Increase in social media activity did not appear to correlate with an increase in likelihood of 

committing an act of domestic terrorism.  

• While the increase in social media usage among extremists did not always lead to terrorist 

outcomes, social media did accelerate the process of radicalization.  

Figure 1.6 

Use of Social Media Platforms by U.S. Extremists, 2005–2016 

 

Adapted from: Michael Jensen et al., “The Use of Social Media by United States Extremists” (University of 

Maryland, The National Consortium for the Study of Terrorism and Responses to Terrorism, 2018), 

https://www.start.umd.edu/pubs/START_PIRUS_UseOfSocialMediaByUSExtremists_ResearchBrief_July

2018.pdf. 

Even when not directly or intentionally recruiting members, extremist and terrorist groups use 

the internet and social media to attract attention to their beliefs and actions. Disseminating their 

content online allows terrorists and extremists to reach a large, diverse, and physically distant 

group of people. The greater their online presence, the greater the opportunity to influence and 

“educate” others. The freedom of digital speech allows groups and individuals, delivering an 

otherwise unsavory message, to sanitize their extremism for broader consumption online.163 The 

internet has become “a place where extremists weren’t confronted by public protest and 

repulsion” that “lowers the social costs of beliefs.”164   

Increased exposure allows terrorist and extremist groups to expand their fundraising efforts. By 

reaching a greater number of supporters online, groups and individuals can fundraise more 

effectively. For example, extremist and terrorist groups can ask for money directly via 

messaging, membership fees, or fundraising campaigns. They may also sell merchandise to their 

supporters or monetize their content on various platforms.165 



22 

While the digital age has not changed the timeless elements of a terrorist organization or 

movement, it has changed the nature of the terrorist threat by transforming their mode of 

recruitment and communication. Digital technology and the internet offer terrorists and 

extremists the same opportunity and capability that it does for the rest of society: to 

communicate, collaborate, and convince.166   

Social Media Mechanisms 

The internet and social media have changed the nature of the terrorist threat. With the internet 

being used by more than 90 percent of U.S. adults and social media channels increasingly 

becoming the mainstream mode of communication, extremist rhetoric has shifted to pockets of 

communities on the internet where it is easier to find a sympathetic audience. The internet 

previously served simply as a resource for the already inspired. Now, it has become a place 

where extremists are no longer confronted by or can filter out public protest and repulsion, 

lowering the social costs of their extremist beliefs. The rise of social media and algorithms that 

suggest similar content to curious individuals have perpetuated the online radicalization of 

individuals.167 Because new digital technologies allow information consumers to also act as 

communicators, extremist groups with violent messages have unprecedented and vastly 

expanded access to a number of information transmitters present in the media landscape.168 

Figure 1.7 

U.S. Population Use of Social Media, 2008–2020169 

 

Adapted from H. Tankovska, “Percent of U.S. Population Who Use Any Social Media 2008-2020” (2021), 

https://www.statista.com/statistics/273476/percentage-of-us-population-with-a-social-network-profile/. 

Algorithms and Echo Chambers 

An algorithm, in the simplest terms, is “a sequence of instructions telling a computer what to 

do.”170 It performs three simple operations—“and,” “or,” and “not”—which can undertake 

complex tasks when linked together. Social media platforms utilize algorithms to make logical 
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predictions about their users in order to increase engagement. Facebook algorithms, for instance, 

will utilize a user’s “likes” to make predictions about their interests and demographics. The data 

gleaned from a user’s information stored on the platform itself (e.g., your Facebook likes) is 

enhanced by your browsing data, or cookies. Cookies are “small text files that reside on your 

computer, and the information they contain is set and accessed by the servers of the websites that 

you visit.”171 They also enable servers to identify you and store information on you. This data is 

used for targeted advertising, “a form of online advertising that focuses on the specific traits, 

interests, and preferences of a consumer.”172 In doing so, this information architecture lends itself 

to the creation of filter bubbles (a term often used interchangeably with echo chambers)—“a 

situation in which an internet user encounters only information and opinions that conform to and 

reinforce their own beliefs, caused by algorithms that personalize an individual’s online 

experience.”173  

Harvard Business School scholar Shoshana Zuboff has labeled algorithms “surveillance 

capitalism,” given private companies’ great ability to make predictions on users and therefore 

influence their spending behavior and creating a dystopian digital environment.174 The extent of 

personal data available to companies is much more comprehensive than many of us would like to 

admit: “data providers can receive information from almost every imaginable part of your life: 

your activity on the internet, the places you visit, the stores you walk through, the things you 

buy, the things you like, who your friends are, the places your friends go, the things your friends 

do, and on and on.”175  It is important to recall that social media platforms are advertising 

companies first and foremost—their business models are premised on their ability to engage 

users so that private companies will pay to host advertisements on their site: 

Facebook’s core business is to collect highly refined data about its users and convert that 

data into micro-targeted manipulations (advertisements, news feed adjustments) aimed at 

getting its users to want, believe, or do things. Actors who want to get people to do 

things—usually to spend money, sometimes to vote or protest—value that service.176  

Some experts have dubbed the present epoch of communications “the Algorithmic Age” given 

the outsized role of algorithms in channeling digital communications.177 Particularly in an 

environment of heightened partisanship, algorithms enhance the echo chamber effect by 

directing political ads that are likely to resonate with individuals. Though there is a paucity of 

data on the relationship of algorithms to extremist content online, a study published in 2019 

examined the role of algorithms in creating extremist filter bubbles on three social media 

platforms—YouTube, Reddit, and Gab.178 The study found that YouTube’s algorithms did 

prioritize “extreme right-wing material after interaction with similar content,” meaning that users 

who viewed extremist content would be prompted to engage with more extremist content.179 This 

effect was absent in Reddit and Gab—a surprising outcome, given that Gab has been a hub for 

right-wing dialogues given its lax speech regulation policies.180  

Polarization in Digital News Media 

What is the cumulative impact of this hardwiring of political filter bubbles online? Years of 

algorithmic filtering, coupled with bias-fueled self-filtering have created a siloed U.S. digital 

information system, as detailed in Yochai Benkler et al’s work Network Propaganda: 

Manipulation, Disinformation, and Radicalization in American Politics. The authors argue that 
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this silo effect facilitates disinformation and the manipulation of beliefs of a population, 

constituting a long-term threat to democracy.181 Their argument relied on an analysis of the U.S. 

media ecosystem during the period of 2015-2018—specifically, two million stories published 

during the 2016 election as well as 1.9 million stories about former President Trump’s first year 

in office.182  

Using this dataset, the authors were able to map social media attention patterns, focusing on the 

points of linkage between different political echo chambers, effectively crafting a snapshot of the 

“architecture of political communication in America” at the time of analysis. Their findings were 

stark. Right-wing users skewed towards more extreme rhetoric, and this set them apart from the 

more integrated media ecosystem of the center and left-wing users.183 This resulted in a dynamic 

where content on the far-right circulated without consistent pushback, enabling conspiracy 

theories to snowball; on the left, extreme content existed too, but was far more likely to 

encounter pushback from more moderate media consumers. The authors label this phenomenon 

“asymmetric polarization.”184  

Figure 1.8, adapted from Benkler’s study, illustrates the difference in consumption of political 

content on Facebook on the left and right. It follows an “asymmetric bimodal distribution, 

meaning that there are two peaks, and the left peak is closer to the center than the right peak.”185 

Figure 1.8 

Partisan Distribution of Top 250 Media Sites by Facebook Shares, 2015–2016 

 

Adapted from: Yochai Benkler, Robert Faris, and Hal Roberts, Network Propaganda: Manipulation, 

Disinformation, and Radicalization in American Politics, vol. 1 (Oxford University Press, 2018), 

https://doi.org/10.1093/oso/9780190923624.003.0002, 58. 

Practically speaking, this means that Facebook users on the left frequently utilize an array of 

news sources by reading, sharing, and quoting the mainstream media and publications like 

the New York Times, Washington Post, or news networks like CNN.186 Such behavior was absent 
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on the right, with right-leaning Facebook users sharing “almost only right-oriented media,”187 

and with more extreme media sources, like Breitbart, garnering the most attention as evidenced 

by reads, shares, and quotes. This pattern of asymmetrically polarized media consumption held 

on Twitter as well, and was reinforced in media coverage, with media inlinks aligning with, 

roughly, the same pattern of distribution.188 

The study further revealed the displacement of Fox News by Breitbart over the course of the 

election period, with Breitbart engaging in a sustained media attack of the Fox News network. 

This shift pulled the right’s media ecosystem further towards the extreme, given Breitbart’s 

“repeated theme of conspiracy, corruption, and media betrayal.”189 By the end of the period of 

study, Fox News successfully sidelined Breitbart and returned as the central node of a media 

ecosystem that had been shifted further to the right. 

On the extreme left, certain hyper-partisan media sources, such as Occupy Democrats and the 

Palmer Report, enjoyed brief stints of slight prominence, but given the broader political spectrum 

of the media ecosystem which they existed in (encompassing the extreme left through the 

center), the disinformation/fantastical content they promoted was far less successful in gaining 

traction. The authors conclude by noting that: 

The consistent pattern that emerges from our data is that, both during the highly divisive 

election campaign and even more so during the first year of the Trump presidency, there 

is no left-right division, but rather a division between the right and the rest of the media 

ecosystem. The right wing of the media ecosystem behaves precisely as the echo-

chamber models predict—exhibiting high insularity, susceptibility to information 

cascades, rumor and conspiracy theory, and drift toward more extreme versions of itself. 

The rest of the media ecosystem, however, operates as an interconnected network 

anchored by organizations, both for profit and nonprofit, that adhere to professional 

journalistic norms.190 

This asymmetrical polarization has created an environment in which disinformation thrives, and 

this sustained disinformation perpetuates extremism. Indeed, “digital speech flows through an 

elaborate privately-owned infrastructure of communication. Today our practical ability to speak 

is subject to the decisions of private infrastructure owners, who govern the digital spaces in 

which people communicate with each other.”191 Thus, a conversation on the legal precedents 

surrounding hate speech online and private regulation of speech is warranted.  

Mass Radicalization and Truth Decay 

The discussion thus far has emphasized radicalization of individuals or groups. The U.S., 

however, is also undergoing a state of mass radicalization—a similar phenomenon, but on a 

much larger scale. According to a study conducted at the National Consortium for the Study of 

Terrorism and Responses to Terrorism, in the last 15 years “the average time span of 

radicalization in the U.S. has shrunk from 18 months to 7 months,” thanks in part to increased 

internet usage, which has increased the spread of extremist messaging and alternate narratives to 

millions of Americans.192 Influential political leaders, like former President Donald Trump, 

explicitly use public platforms to push polarizing messaging, promoting “in-group/out-group” 

mentalities. Increased polarization is also to blame: studies have shown that radicalization tends 
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to emerge from conflict between groups of Americans—groups divided by different mass 

identities, including ethnicity, religion, sexual preference, or, more recently, political party. 

Mass identities are social constructs that tie a person’s identification to a collective, which in turn 

help define their opinions, values, and behaviors. Though on average, mass identities are 

harmless, they have recently become tools of radicalization. Citizens who commonly labeled 

themselves “American” or “Catholic” now also include their political affiliations, such as 

“Republican” or “alt-right,” thus creating additional in-groups for themselves while identifying 

“Democrats” or “liberals” as the out-group. 

These new mass identities in turn promote further polarization as users seek out like-minded 

individuals, either filtering their content on mainstream sites or seeking out platforms closely 

resembling an echo chamber like Gab or Parler. These selective, tailored experiences produce a 

false consensus effect, where dissenters can be ignored or blocked. As users tailor their online 

experiences to interacting with others who already support the opinion they hold, they learn new 

arguments from each other on how to bolster their point of view, emulate others expressing the 

most extreme opinion, and spread conspiracy theory-based explanatory frameworks. Through 

these interactions, even an average user can become radicalized, more likely to turn away from 

their individual identity and more “accepting of violence in the name of the large impersonal 

collective that is their mass identity.”193 

A recent phenomenon observed in the United States is the diminishing role of facts in civil 

society, known as “truth decay.” The rise of truth decay is partly attributable to the “increasingly 

complex and saturated information ecosystem.”194 In other words, there’s so much information 

that can now be accessed online that the boundaries that separate quality from credibility or 

opinion from fact have become blurred. This is further compounded with a declining trust in key 

sources of factual information, a rise in internet usage, and an education system that has failed to 

prepare students for the rapidly changing digital environment that demands more robust media 

literacy from its users. A RAND study has observed truth decay consequences from individual to 

national levels, including diminished engagement in civil discourse, feelings of alienation, and 

increased national policy uncertainty (see Figure 1.9).  

Figure 1.9 

Truth Decay Process 
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Adapted from: Alice Huguet, Jennifer Kavanagh, Garrett Baker, and Marjory S. Blumenthal, Exploring Media 

Literacy Education as a Tool for Mitigating Truth Decay (RAND Corporation, 2019), 

https://doi.org/10.7249/RR3050, 7. 

It should be added that fake news is considered a “symptom” of truth decay in this case, rather 

than an exacerbating source. 

Digital Radicalization Tools 

Malicious actors, including homegrown violent extremists and foreign provocateurs, leverage 

social media to easily spread hateful rhetoric through memes and false, conspiratorial narratives. 

Research has shown that lies, outrage, and novelty are more engaging than neutral, bland 

content, causing more users to engage with negative content.195  

Table 1.4 

Digital Radicalization Tools 

Tool Definition Example 

Conspiracy Theories Framework that provides a simple 

explanation for complex events, 

usually provoked by major political 

and societal shifts. CTs spread rapidly 

and are used as a tool for recruitment. 

QAnon, PizzaGate 

Narratives A method of framing events so that 

they follow a logical story. Key 

component of conspiracy theories. 

Unsubstantiated allegations of 

voter fraud during 2020 U.S. 

presidential election 

Memes Cultural units, like music, fashion, or 

certain behaviors, that replicate and 

pass on via human interaction. 

Pepe the Frog 

Martyrs “Someone who peacefully accepts 

suffering and death for a cause.”196 

Elliot Rodger 

Victim Videos “Diagnostic frames that elicit outrage 

against the perpetrators of 

injustice.”197 

ISIS execution videos 

Mass Identity Manipulations Images that elicit emotion, rallies that 

promote a sensation of unity, and 

symbols that reinforce in-group/out-

group behavior  

Hawaiian shirt appropriated by 

Proud Boys 

Manifestos A published statement of beliefs and 

intentions, often framed as a call-to-

arms. 

2083 - A European Declaration of 

Independence (Anders Breivik) 
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Memes 

Although memes are one of the most recognizable vessels for carrying radicalizing rhetoric 

across digital platforms, their efficacy as a recruitment tool is disputed. While memes may not 

necessarily incite violence, their high potential to go viral has enhanced their capacity to spread 

propaganda, expose users to extremist messaging, and promote in-group cohesion.  

The term “meme,” first coined by biologist Richard Dawkins in 1976, referred to cultural units, 

like music, fashion, or certain behaviors that replicate and pass on via human interaction, not 

unlike genes in their ability to transmit information. Since then, the phrase has been adapted by 

the internet to define amusing, entertaining, or inspiring jokes, images, and videos widely and 

quickly spread through social media sites and discussion boards—digital environments well-

suited for the proliferation of memes due to their accessibility, flexibility, and anonymity, as well 

as their mass user bases.198  

The “success” of an internet meme depends on the virality of the content, how broadly and 

quickly it is circulated, liked, shared, or retweeted from its creator to its intended audience. The 

easier the meme is to copy and spread, the more likely it is to capture robust, sustained attention 

and be more widely replicated and distributed. Finally, the more a meme is distributed, the 

longer it survives to be copied and shared.199 An even more powerful indicator of whether a 

meme will be widely distributed is how it incites and manipulates a consumer’s emotions, which 

in turn can incite gut reactions and irrational behaviors.200 Berger and Milkman comment that:  

Positive content is more viral than negative content, but the relationship between emotion 

and social transmission is more complex than valence alone. Virality is partially driven 

by physiological arousal. Content that evokes high-arousal positive (awe) or negative 

(anger or anxiety) emotions is more viral. Content that evokes low-arousal ... emotions 

(e.g., sadness) is less viral. These results hold even when the authors control for how 

surprising, interesting, or practically useful content is (all of which are positively linked 

to virality), as well as external drivers of attention (e.g., how prominently content was 

featured).201 

The internet also fosters the creation of digital intimacy across great distances, which in turn 

sparks the phenomena known as social contagion. “Social contagion is the spread of memes or 

ideas through personal contact, and social media enables high levels of personal contact across 

wide geographies without the loss of intimacy that once attended such great distances.”202 

Although some would assign serious weight to memes as influential recruitment tools, Benjamin 

Lee points out that “[a] focus on images, the use of in-jokes, obscure humor and the reliance on 

prior knowledge combine to make the current world of internet memes,” and this creates a 

somewhat impenetrable barrier to entry to the average internet user since memes are “highly 

specific to those already involved in a network.”203 Extremist memes are becoming more inward-

looking and niche, making them far less effective as means to bring about serious social change 

or radicalize a mass market audience.  

In addition, not all memes are indicative of radicalizing rhetoric that may incite terrorist acts. Lee 

points out that it is possible most extremist memes are done for amusement and “may simply be 

an extension of the same chaotic and nihilistic mindset that brought us rick-rolling, anonymous 
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and lolcats.”204 That is not to say that memes should be dismissed as mere marginal or benign 

jokes, however. Memes provide a specific language for their users that only they can parse, 

enabling extremists to participate and bond within their exclusive networks and online 

communities, and their inaccessibility to outsiders makes memes even more appealing to those in 

the know.205 While they may not be the powerful recruitment tools some ascribe them to be, 

extremist argot and images are still capable of spreading propaganda and carefully targeted 

messaging, pushing members to radical action. 

While terrorists and extremists rely on the use of technology to communicate their message and 

attract publicity, terrorism as a phenomenon is not fixed: terrorists adapt their message and their 

strategies according to their times and situations.206 In the past, terrorists have used three 

principal means of communication: 

• Clandestine radio stations; 

• Underground newspapers, posters, and other publications; and 

• Conventional, commercial, or state-owned media.207  

While each have their own attractions and influence, they also had inherent technical and 

geographical constraints that inhibited reception and restricted listening audiences. This is 

described in detail later in the report. Extremist groups were among the very early users of the 

electronic communication networks that eventually evolved into the internet. For example, Tom 

Metzger, the leader of the White Aryan Resistance, created a computer bulletin board in 1985, 

long before most people had even heard of the internet.208 Ever since, these groups have 

maintained a very active online presence.209 As demonstrated Figure 1.10, alt-right extremist 

groups in particular have a significant presence online. 

Figure 1.10 

Number of Rated Sites by Type of Extremism 
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Adapted from: Phyllis B. Gerstenfeld, Diana R. Grant, and Chau-Pu Chiang, “Hate Online: A Content Analysis of 

Extremist Internet Sites,” Analyses of Social Issues and Public Policy 3, no. 1 (December 2003): 29–44, 

https://doi.org/10.1111/j.1530-2415.2003.00013, 33. 

Malign Information 

Disinformation is particularly effective. Studies have shown that false news spreads faster than 

real news. In 2018, researchers at MIT found that on Twitter, “falsehood diffuses significantly 

farther, faster, deeper, and more broadly than the truth, in all categories of information, and in 

many cases by an order of magnitude.”210 Facebook, Twitter, and YouTube have enacted new 

policies flagging false or misleading information on their platforms. This will be covered more in 

depth in our section on the effects of moderation efforts and their efficacy. 

The digital sphere has served as a hospitable home for the spread of mis- and disinformation in 

recent years. This has emboldened extremist groups who have utilized social media platforms to 

disseminate their propaganda and to inspire new members.  

Figure 1.11 

Types of Malign Information211 

 

Source: Definitions quoted from “What is Foreign Influence?”, Cybersecurity and Infrastructure Security Agency’s 

Countering Foreign Influence Task Force, “Mis, Dis, Malinformation,” https://www.cisa.gov/mdm. 

NGOs and private companies have teamed up to provide fact-checking services that can prevent 

disinformation from spreading. The emphasis on the type of disinformation varies. Political 

disinformation tends to be more difficult to have comprehensive partnerships conducting fact-

checking operations as opposed to recent disinformation on public health issues such as the 

COVID-19 pandemic. The United Nations created a partnership of civil society groups, media 
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broadcasters, activists, and social media companies around the world but their fact-checking 

efforts are limited to public health information.212  

Conspiracy Theories 

The QAnon conspiracy theory, which “casts President Donald Trump in an imagined battle 

against a sinister cabal of Democrats and celebrities who abuse children,” gained considerable 

traction in 2020.213 This and other conspiracy theories have incited individuals to violent action, 

such as the “Pizzagate” incident in 2016, the “white genocide” theory that inspired the 

Christchurch shooter, and the January 6th storming of the U.S. Capitol. Conspiracy theories have 

been linked by the FBI to domestic terror threats.214 Conspiracy theories are extremely difficult 

to counter/disprove, however defamation suits from entities like Dominion Voting Systems could 

deter media actors from spreading unsubstantiated claims and slander.215 

Figure 1.12 

Percent of U.S. Adults Who Say They Have Heard of QAnon, 2020 

 

Adapted from: Pew Research Center, “5 facts about the QAnon conspiracy theories,” November 16, 2020, 

https://www.pewresearch.org/fact-tank/2020/11/16/5-facts-about-the-qanon-conspiracy-theories/. 

QAnon and Pizzagate 

One illustrative incident is the Pizzagate conspiracy theory, fueled and disseminated by 

subscribers of the far-right QAnon movement. The QAnon conspiracy theory exploded into the 

mainstream in 2017 when former President Donald Trump promoted a QAnon conspiracy 

account on Twitter, despite the theory having been previously widely debunked. Its primary 

tenet, from which several false allegations arise, is “that President Trump is saving the world 

from a vast Soros/Clinton/Podesta child sex trafficking ring; that Attorney General Jeff Sessions 

has prepared tens of thousands of sealed indictments to arrest all those connected to the sex-
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trafficking ring; and that the mass arrest is coming any day now.”216 This all-encompassing 

theory was endorsed and promoted by some notable right-wing extremist outlets, such as 

Infowars, and has been empowered by its open-source format wherein any subscriber can 

interpret the theory as they see fit and disseminate their own sub-theory. This open-source format 

also makes it easier to engage newcomers “interested in fighting human trafficking or child 

abuse, with YouTube algorithms and Facebook groups all too willing to drive them down the 

rabbit hole of conspiracy.”217 

The Pizzagate theory emerged in October 2016 when a fake Twitter account alleged that the 

New York Police Department had seized a laptop containing evidence of the Clintons’ 

involvement in an “international child enslavement and sex ring.”218 (It is important to note that 

there was not and is not any evidence to substantiate these claims.) The theory snowballed, 

fueled by “right-wing disinformation sites like True Pundit; by [Roger] Stone himself, plus 

[Mike] Cernovich and [Jack] Posobiec; by [Cassandra] Fairbanks; and by a healthy array of 

foreign-hosted botnets.”219 Chuck Johnson, a self-declared “investigative journalist” who has 

been involved in the proliferation of several right-wing extremist theories, described this 

information infrastructure in an interview with Mother Jones:  

You get all these hobbyists and amateurs and people out there who have a lot of time on 

their hands, many of whom are retired or they're a mother, their kids are sleeping while 

they’re researching, they’re stay-at-home moms, or they’re college students or they’re 

unemployed or this is their moonlighting thing. All those people are starting to find one 

another.220  

The frenzy culminated in December 2016 when a man who had been inspired by an Infowars 

video drove from North Carolina to Washington, D.C., and entered a local pizza shop with an 

assault rifle, expecting to free trafficking victims who were allegedly detained there (there were 

none). Luckily no one was injured, but the incident exemplifies how digital tools empower 

disinformation, enabling a previously fringe and widely debunked theory to inspire violence. 

The Incel Movement and Gamergate 

In 2014, a 22-year-old member of the Incel movement named Elliot Rodger went on a murder 

spree in Isla Vista, California, killing six and injuring fourteen others before killing himself.221 

His posthumous influence affected the ideological and tactical trajectory of the group, alienating 

other members—such as one named “ReformedIncel”—who aimed to mollify the group’s 

increasingly violent rhetoric.222 After Rodger’s death, his series of YouTube videos and 137-

page-long manifesto served as inspiration for the group’s increasingly dangerous and distinctive 

ideology, which sets them apart from the broader community of men’s rights activists.223 

The developmental trajectory of the Incel movement exemplifies one of the aforementioned 

findings of the START research brief: digital communications have accelerated the pace of 

radicalization among U.S. extremists. The internet allows ideas to spread around communities of 

young men, as illustrated by the Gamergate controversy.224 The Gamergate theory was sparked 

by a sense that women had infiltrated a sacred space: online gaming platforms and forums. This 

speaks to an uneasy reality of the digital age: while the internet brings more groups together—a 
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development which hypothetically can boost tolerance and understanding—it also serves to 

create new friction points between groups. 

The original fury of Gamergate was sparked by the emergence of games as a cultural 

form which could be used to convey much more than the simple pleasures of blasting 

imaginary enemies—and was beginning to attract newly diverse audiences. This process 

continues. No one subculture—not even teenage white boys—now owns games. This 

opening up was, and remains, a source of fury.225  

The incident was instigated by a single blog post published in 2014 by the resentful ex-boyfriend 

of a feminist gamer named Zoë Quinn. It implicated that Quinn exchanged sexual favors with 

powerful figures in the gaming industry in exchange for them promoting a game she had 

created.226 This unsubstantiated allegation quickly took root, and an avalanche of online 

harassment ensued not just against Quinn but against several women in the online gaming 

field—particularly those who spoke up against the harassment. These women “received highly 

graphic, disturbing threats—the stuff of ‘SVU’ episodes…anonymous Twitter trolls went so far 

as to include the woman’s address or an exact time of attack, making the message a ‘true’ i.e., 

criminally punishable, threat.”227 [This notion of a “true threat” is revisited below in the 

discussion of Planned Parenthood v. American Coalition of Life Activists (2002).] The incident 

resulted in a new conversation on online harassment and the role of private platforms in 

managing the speech that occurs on their sites. 

Legal Considerations: Free Speech 

A discussion of Brandenburg v. Ohio (1969) has been renewed following the invasion of the U.S. 

Capitol that took place on January 6, 2020. In this case, the Supreme Court held that “the 

constitutional guarantees of free speech and free press do not permit a State to forbid or 

proscribe advocacy of the use of force or of law violation except where such advocacy is directed 

to inciting or producing imminent lawless action and is likely to incite or produce such 

action.”228 This definition of what constitutes illegal advocacy was built upon by a later case—

Planned Parenthood v. American Coalition of Life Activists (2002). This case, which dealt with a 

group targeting abortion providers, concluded that certain anti-abortion speech, some of which 

took place online, constituted “true threats,” which are not protected by the first amendment.229 

In United States v. Alvarez (2012), the court referenced the true threat precedent set in Planned 

Parenthood v. American Coalition of Life Activists. Deliberating on the constitutionality of the 

2005 Stolen Valor Act, which made it a crime to falsely claim receipt of military medals, the 

court decided that even false speech is protected under the First Amendment, as it does not 

necessarily entail a grave and imminent threat.230 

Elonis vs. United States (2015) was the first Supreme Court case involving the constitutionality 

of prosecuting potential threats published on social media platforms. In it, that court ruled that 

the absence of a “subjective intent to threaten” was not sufficient to disqualify an incident of hate 

speech as a “true threat.” Rather, the court concluded that the proper legal test for concluding if 

speech constituted a true threat is “whether reasonable people hearing the comment would 

perceive it to be a threat,” thereby broadening the range of speech which is considered a true 

threat.231  
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These freedom of speech limitations only apply to governmental actors based on the First 

Amendment. Social media platforms, as private entities, are entitled to limit, control, and censor 

speech as they so please. Some have argued that when a private actor, such as Facebook, “has 

control over online communications and online forums, these private actors are analogous to a 

governmental actor,” and we should therefore be wary of civil liberty violations being committed 

by these nearly governmental actors.232 Others argue that existing laws, such as Section 230 of 

the Federal Communications Decency Act, which empowers social media companies to engage 

in content moderation without fear of lawsuit, are crucial to stemming the spread of vile and 

hateful content online.233 One of the authors of Section 230, Senator Ron Wyden of Oregon, 

describes it as “a shield and a sword—platforms are shielded from liability, but they also get a 

sword to moderate the content they host.”234 Thus, ample opportunity exists to craft extensive de- 

and counter-radicalization campaigns online if social media platforms take the lead. 

In a 2016 report, J.M. Berger noted that Twitter was more aggressively moderating foreign 

extremist content than domestic extremist content, in spite of the fact that domestic extremists, 

like white nationalists and Nazis, tweeted more often and had “substantially higher follower 

counts” than foreign extremists.235 The hesitancy to take down domestic extremist content could 

be a reflection of First Amendment blowback concerns, even though Twitter is under no 

obligation to guarantee freedom of speech to its users. That said, after the January 6th storming 

of the Capitol, platforms like Twitter have become more emboldened to take a more aggressive 

approach to domestic extremist content. 

Radicalization Online and Limits to Action 

As previously discussed, the architecture of digital information networks lends itself neatly to the 

spread of disinformation, including extremist conspiracy theories and other recruitment 

materials. Stemming the spread of this content is difficult in part due to the vast free speech 

protections for digital content. Speech taking place online “is entitled to the highest level of First 

Amendment protection, akin to the print medium;”236 false speech is protected;237 and speech 

inciting violence must meet the legal definition of a “true threat” in order to fall outside the 

protections of the First Amendment.238 Taken in whole, these free speech protections give the 

government limited latitude in mitigating the spread of extremist speech on or offline. 

The private nature of social media companies and the way they generate profit further complicate 

this effort. As previously mentioned, algorithms often help to reinforce the “echo chamber” 

phenomenon, particularly with regards to right-wing extremist content in the U.S. Given that 

social media companies are advertising companies, they aim to increase profit by maximizing a 

user’s time and engagement on their platform. 

However, the fallout from the January 6th invasion of the U.S. Capitol—an incident fueled by 

the extremist conspiracy theories that thrive online—may mark a new age of online content 

moderation.239 In addition to Parler being blacklisted and Facebook and Twitter banning 

President Trump and his affiliates, many platforms have shared information on potential suspects 

from January 6th with law enforcement officials. Simultaneously, the incident is a case study of 

the central role in which social platforms play in providing safe haven for the circulation of 

conspiracy theories as well as the coordination of extremist activities. Thus, ample opportunity 

exists for platforms to play a central role in countering extremist activity in the U.S, should the 
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proper incentives exist for them to do so—namely public scrutiny and the coinciding financial 

risk of shareholders’ losing faith in the profitability of these platforms. 

Content Moderation by Social Media Companies 

Beyond federal efforts, there exists a diverse array of attempts within the private sector to 

address the threat from domestic terrorism. In the wake of January 6th, social media companies 

including Facebook, Twitter, and YouTube, among others, have ramped up efforts to moderate 

extremist content on their platforms. This culminated most dramatically in the ban of former 

President Donald Trump from Twitter and Facebook, citing a risk of further incitement of 

violence.  

Following the attacks, Facebook, a favorite site for extremists, announced that it would no longer 

recommend political groups to users. The company further indicated it was considering steps to 

limit political content shown in users’ news feeds. YouTube also ramped up efforts to take down 

extremist content and flag misleading or false videos, although these efforts have seen limited 

success as extremist content continues to run rampant.240 Twitter has also expanded fact-

checking efforts, even recruiting users to flag misinformation through their “Birdwatch” 

project.241 

Social media companies such as Facebook and its products regulate content based on their 

community standards.242 These standards explicitly adhere to federal and state legislation that 

defines criminal activities and reports any violation with law enforcement. In the case of 

Facebook, community standards are divided into six categories of prohibited content, although 

these definitions are internal and subject to the platform's discretion. One such category is 

“Violence and Criminal Behavior,” which includes activity related to terrorist activities. Under 

Facebook’s community guidelines,243 the platform defines dangerous individuals and 

organizations as those involved in:  

• Terrorist activity; 

• Organized hate; 

• Mass murder (including attempts) or multiple murder; 

• Human trafficking; and 

• Organized violence or criminal activity. 

Some experts believe that expanding efforts among social media companies, NGOs, and civil 

society to engage in counter-messaging could prove a successful avenue to countering extremist 

content. Content moderation on social media occurs in three ways: (1) flagging false or 

misleading content; (2) taking down content deemed dangerous and outright banning the users, 

bots, and groups that post that content; and (3) targeting users who consume extremist content 

with counter-messaging. Social media companies have attempted to counter disinformation and 

the spread of conspiracy theories by flagging content that is false or misleading. Facebook has 

stepped up moderation efforts by including warning labels on content deemed false or 
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misleading. YouTube flags videos with “context” banners, which direct users to “more 

information” about topics like QAnon or election integrity. Social media companies have 

resorted to strengthening take-down policies of hate speech and content that can be “used to 

justify real-world violence.”244 

However, others express concern that current social media moderation strategies are inadequate 

and may ultimately do more harm than good. Evidence suggests that, generally, flagging content 

discourages users from sharing it, however one study found that “men are 1.5 times more likely 

to share news that’s been flagged as false… while Republicans are much more inclined to 

disseminate that news than Democrats or independents.”245 Flagging content could be effective 

in countering misinformation to the general public, however it has not necessarily proven 

effective in countering content among partisans/extremists, especially on the extreme and 

political right. Some research suggests that flagging false content could have the opposite effect, 

where “tagging some stories as false makes readers more willing to believe other stories and 

share them with friends, even if those additional, untagged stories also turn out to be false.”246 

YouTube recently ramped up efforts to ban “harmful” conspiracy theories from its platform, 

namely QAnon and Pizzagate. YouTube CEO Susan Wojcicki admitted that the moderation 

policies enacted in 2018 have struggled to take down content due to “borderline” content that 

does not explicitly break YouTube’s rules.247 However, YouTube has also been criticized for 

deleting content that debunks false information.248 YouTube has blamed this error on an over-

reliance on automation to flag content. Nevertheless, YouTube claims to be actively “invest[ing] 

in technology that helps our systems better detect and remove hateful comments” and 

channels.249  

Facebook is attempting to overhaul its hate-speech detection algorithms through the WoW 

project, which “involves re-engineering Facebook’s automated moderation systems to get better 

at detecting and automatically deleting hateful language that is considered “the worst of the 

worst,” namely language directed against “Blacks, Muslims, people of more than one race, the 

LGBTQ community and Jews.”250 At this point, it is too early to tell if this program will be 

effective. However, Facebook’s hate-speech filtering algorithm already faced criticism for being 

too heavy-handed by removing nuanced debate instead of hate speech. Danielle Citron, a law 

professor at Boston University Law School, notes that “you can’t have the conversation [about 

racism] if it is being filtered out, bizarrely, by overly blunt hate speech algorithms.”251  

Social Media Moderation Efforts Lack Effectiveness for Fighting Domestic Terrorism 

There has been little evidence that current measures have made a noticeable impact on the spread 

of inciting rhetoric, particularly on Facebook and YouTube. In some cases, the moderation of 

foreign extremist content on social media has been more aggressive than the moderation of 

domestic extremist content. On Twitter, “White nationalists and Nazis had substantially higher 

follower counts than ISIS supporters, and tweeted more often. … The clear advantage enjoyed 

by white nationalists was attributable in part to the effects of aggressive suspensions of accounts 

associated with ISIS networks.”252 Though major social media platforms have made a greater 

effort to moderate extremist content, the negative consequences of moderation may outweigh the 

benefits.  
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In response to fact-checking and elimination of hate speech, extremists have migrated to “fringe” 

platforms with less stringent moderation policies. In response to changes in social media 

platforms’ hate speech policies, “the most extreme hate groups may seek out smaller platforms 

with more permissive policies. These communities often congregate where they can still reach an 

audience, but firm guardrails against hate speech have yet to be established. This includes 

platforms where the ambiguity around hate speech can be exploited or where the rules around 

enforcement remain unclear.”253 

Gab and Parler failed to act after the discovery of Russian operatives disseminating false 

information on their platforms. Gab founder Andrew Torba publicly stated, “They can speak 

freely on Gab just like anyone else.”254 Fringe platforms without incentives to moderate content 

further complicate efforts to prevent the dissemination of extremist material. While the older 

social media platforms have reformed moderation policies recently, fringe platforms like Gab 

continue “to welcome users who engage in this kind of behavior.”255 

After January 6th, Google and Apple removed Parler from their app stores and Amazon 

discontinued the platform’s web-hosting services. Parler has since had difficulty remaining 

online, and the recent termination of the platform’s CEO has made Parler’s future uncertain. 

However, extremists are now migrating to new encrypted messaging apps like Telegram and 

Signal.256 

Content moderation limits the ability of NGOs and organizations dedicated to deradicalization to 

locate potential extremists. One expert notes that “while some form of content removal/platform 

ban is desirable from a legal standpoint, and efficacious in terms of disrupting extremist groups, 

it is impossible to ban all expressions of extremism without undermining free speech principles. 

Moreover, simply banning or removing people from social platforms treats the symptom and 

does nothing to address or engage with the individuals expressing these views.”257 

In certain circumstances, content moderation has hindered the ability of law enforcement to track 

potential terror plots through difficulties with data preservation and disclosure. One expert notes: 

[F]rom a law enforcement perspective, deleting these posts and pages might also deprive 

authorities of useful sources of intelligence… law enforcement might want to use these 

pages as honey pots, ensuring access to key information about those who engage with 

this content. This information could be used to map networks of terrorist sympathizers or 

help shed light on the diffusion of dangerous propaganda. Or it might simply help law 

enforcement identify and monitor those who have viewed dangerous content.258  

The suggestion of cooperation between law enforcement and social media’s automated 

extremist/violence content moderation has, inevitably and naturally, raised concerns about 

government surveillance and freedom of speech.  

The Fundamentals of Disengagement and Deradicalization 

There are many reasons people embrace extremist ideologies and join terrorist groups, but there 

are an equal number of reasons extremists may choose to leave these ideologies behind. Since 

9/11, programs across the U.S. and around the world have sought the best approaches to separate 
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individuals from the extremist ideologies that take hold of them. Although there are a wide 

variety of approaches to address extremism, such as counter-radicalization and anti-

radicalization,259 this section addresses deradicalization and disengagement specifically. There 

are also lessons to be learned from Countering Violent Extremism (CVE) programs in Europe 

and across the U.S. Lastly, it also explores why extremists leave terrorist groups, what influences 

them to leave, and what leaving means for their post-extremist life. 

Deradicalization refers to the “methods and techniques used to undermine and reverse the 

completed radicalization process, thereby reducing the potential risk to society from 

terrorism.”260 Dr. John Horgan, considered one of the world’s top deradicalization experts, 

describes deradicalization as “a cognitive change process, usually the result of reorientation in 

belief or ideology.”261 Deradicalization programs are meant to redirect people with extremist 

ideologies away from violence and terrorism, as opposed to counter-radicalization, which aims to 

prevent the spread of such ideologies in the first place. 

While there has been an increased emphasis on deradicalization as a key element to addressing 

the threat from extremism, it is difficult to establish and evaluate criteria for success and 

comparisons across countries and cultures are largely ineffective. Thus, as discussed previously, 

social media algorithms are constantly pushing radicalizing content, which makes any 

deradicalization program difficult to sustain. Although deradicalization is attractive due to its 

striking at the heart of domestic terrorism and the individuals and their motivations to commit 

acts of terror, it is a vastly overrated phenomenon in terms of policy, given the difficulty of 

measuring effectiveness and the ever-changing nature of social media.262 

However, other options including disengagement have proven to be fruitful. Disengagement is a 

behavioral change, usually the result of breaking off from participating in terrorism. 

Disengagement does not necessarily mean leaving the group. Individual disengagement, and 

engagement for that matter, is hard to measure, making evaluating its frequency difficult. It is 

even more difficult to gauge what causes disengagement as it is rarely monocausal. 

Disengagement comes from disillusionment with the unattainable goals of the group, opposition 

to violent methods used, leader and social relations within the group, loss of position and status 

within the group, or competing loyalties with family obligations. 

Factors that can increase the likelihood of disengagement include availability of an exit from 

underground life, amnesty or reduced sentencing for crimes committed, education and job 

training, new social networks, and a desire for a peaceful ordinary life.263 Unlike the factors that 

cause radicalization, the factors that cause disengagement often come from the real world. This 

provides an opportunity to work with communities that may contain radicalized individuals 

rather than depending on social media and other private actors for cooperation that may run 

counter to their incentives.  

While there are many types of programs to address the problem of radicalization, including 

deradicalization, counter-radicalization, and anti-radicalization programs, a broad helpful term to 

describe an increasingly common approach to countering extremism is Countering Violent 

Extremism (CVE). According to START:  
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CVE generally refers to a broad range of policies and programs aimed at deterring 

individuals from radicalizing to violence. As such, CVE is broadly characterized as a 

preventative approach to terrorism. Unlike traditional counterterrorism programs focused 

on targeting or disrupting terrorist plots, CVE aims to address threats before violence 

occurs.264 

Another element of CVE is that it “seeks to use ‘non‐coercive’ and ‘voluntary’ activities 

designed to counter violent extremist ideology and attempts to provide opportunities for 

individuals to disengage from radicalizing influences.”265 Types of CVE can be broadly 

divided into three categories: prevention, disengagement, and de-radicalization. 

A prominent characteristic of CVE programs is that they rely more on “soft” rather than “hard” 

approaches to addressing radicalization. The International Peace Institute provides a useful 

description of the difference between hard and soft approaches:  

While “hard” approaches to counterterrorism are more militaristic in approach—

involving targeted assassinations or even warfare—“soft” counterterrorism programs 

seek to undo the radicalization process by engineering the individual’s return to moderate 

society, usually by providing them with a stable support network, probing their original 

reasons for radicalizing, and divorcing them from their extreme beliefs and social 

contacts.266 

In addition to government actors, there exist a range of private sector stakeholders that contribute 

to CVE efforts. NGOs involved in CVE are often grassroots organizations that help to create a 

more trustworthy image in communities due to their distance from law enforcement, as 

proximity to government is often a detriment to working with marginalized communities at risk 

for radicalization. However, NGOs are limited by a lack of cooperation with governments and 

funding.267 Academia is another key player in CVE, including universities, think tanks, and 

independent researchers that are uniquely positioned to provide evidence-based policy 

recommendations, deepen understanding of root causes, and assist in assessing the impact of 

different interventions.268  However, academia is limited by the gap between the theoretical and 

the empirical, where academic solutions might be unfeasible or laden with assumptions. 

Lastly, technology and social media companies have first-hand information about the usage of 

the new technologies to radicalize users and can design new, responsive solutions for 

deradicalization.269 Tech companies are at the forefront of creating new technologies, for 

example, machine learning and the Intelligent Transportation Management Systems can be 

useful tools to track terrorists.270 However, tech companies are driven by profits, which can 

inhibit and even disincentivize collaboration with governments and nonprofits around threats 

from extremism.  

Integrating the capabilities of different levels of government with private organizations is 

essential, as “challenging extremists on social media requires a variety of techniques, and 

increasingly relies on groups of stakeholders across civil society, and the private sector, rather 

than just government alone.” One example of this can be seen in the UK, where the government 

worked with private advertising and production companies to create counter-narratives against 

violence-promoting jihadi content.271  
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CVE methods differ according to the target audience; specifically, their ideology and how long 

they have been radicalized. For this reason, it may be more helpful for local organizations that 

are familiar with extremist ideas most likely to gain traction in their communities to address 

CVE efforts in their own communities.272 One reason why it is beneficial for CVE programs to 

have a community-led element is that targets of CVE messaging are likely to be trustful of it, 

meaning that “informal counter messaging, understood as ‘spontaneous,’ everyday expressions 

that are ‘inherent in societies’ that ‘maintain the social prohibition on extreme ideas and 

behaviors.’ Such users are important to CVE efforts because they present independent, and 

possibly more ‘credible’ voices for counter‐messaging.”273 

Lessons from Past CVE Programs 

U.S. CVE programs are relatively new, having only gained traction over the last decade. 

Through the National Security Council, the U.S. Federal Government created the Strategic 

Implementation Plan for Empowering Local Partners to Prevent Violent Extremism, a strategy 

that defines the mission and goals of U.S. CVE programs: 

‘[C]ountering violent extremism,’ or CVE, refers to proactive actions to counter efforts 

by extremists to recruit, radicalize, and mobilize followers to violence… CVE actions 

intend to address the conditions and reduce the factors that most likely contribute to 

recruitment and radicalization by violent extremists. Where possible, CVE should be 

incorporated into existing programs related to public safety, resilience, inclusion, and 

violence prevention.274   

This led to the creation of an interagency task force designed to coordinate a whole-of-

government approach to CVE programs across the country. 

Researchers at DHS's Homeland Security and Operational Analysis Center were tasked with 

examining the effectiveness of the interagency task force and its evaluation of U.S. CVE 

programs. This research concluded that “current terrorism prevention capabilities are relatively 

limited. Most initiatives are implemented locally or outside of the government, and only a subset 

receive federal support.”275 A RAND research report—Practical Terrorism Prevention 

Reexamining U.S. National Approaches to Addressing the Threat of Ideologically Motivated 

Violence—also found U.S. CVE programs to be lacking, stating, “limited programmatic focus 

and resource investment since 2014, coupled with sustained opposition that focused on limiting 

CVE efforts over concern of a law enforcement-heavy approach and doubts regarding the 

efficacy of such programs, have constrained efforts to develop approaches to individuals at risk 

of ideological violence other than arrest, prosecution, and incarceration.”276  

U.S. CVE programs are relatively new, with the federal government focusing on these programs 

within just the last decade. In this brief time period, many CVE programs have faced several 

challenges relating to implementation.  

The first reason is that extremism in the U.S. is treated as a law enforcement issue, not a 

preventative issue. As the RAND report states, individuals with extremist ideologies are far more 

likely to be put in jail than given mental health or medical assistance. These populations may 
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never come across a deradicalization or disengagement program in their communities and will 

only fall deeper into their extremist ideology.  

A second reason is that outreach to communities has been uneven, often with a heavy-handed 

approach to minority communities. Government-led CVE programs at all levels tend to 

incorporate law enforcement officials. When law enforcement officials enter minority or 

immigrant communities, tensions can rise. Even CVE programs with the best intentions can 

cause friction in these communities, especially if the community feels targeted or singled out. 

Counterterrorism researcher and former NYPD Sergeant Mourad describes the problem aptly, 

stating, “CVE programs focus on building community relationships to counter the jihadist threat 

but fail to account for the full spectrum of other violent extremism, including white supremacy, 

left-wing terrorism, and non-ideologically motivated mass shooters.”277 By focusing on some 

ideologies over others, U.S. CVE programs tend to weaken their effectiveness.  

Additionally, the lack of socio-economic assistance within U.S. society further exacerbates 

attempts to deradicalize and disengage individuals with extremist ideologies. For individuals 

radicalized and who have already committed a crime, overcoming societal barriers is extremely 

difficult; stable jobs and educational opportunities are usually unavailable to them. Preventing 

people from being radicalized, especially young people, is made difficult due to a reliance on 

personal relationships. A susceptible individual, even one who may want to disengage, may live 

with or economically depend on their extremist parents, partners, or friends.278 Recidivism and 

reengagement with terrorist groups are likely to remain issues when programs provide little to no 

economic assistance to these vulnerable populations. 

Lastly, the structure of the U.S. government complicates efforts to implement effective CVE 

programs. At the national level, several security focused agencies, like DOJ and DHS, have put a 

strong effort into implementing CVE programs. The interagency process can quickly become a 

clash of bureaucracies, with different mission priorities, cultures, and approaches complicating 

matters. The addition of non-security agencies like Health and Human Services in CVE can 

muddle the process even further, especially when these non-security agencies question their role 

in these programs.279 At the federal level, engagement has also been a challenge. Offices in the 

field and offices in Washington, D.C., sometimes differ drastically in how engaged they are with 

the CVE programs on the ground. The offices in the field tend to be more attuned to the needs of 

their programs, whereas the D.C. offices were disconnected and not as “bought-in.”280  

Fortunately, there have been real successes in the U.S. CVE field, predominantly coming from 

local levels. In Boston, a pilot CVE program launched with the help of the federal government 

led to the creation of the Boston Framework, a milestone in the U.S. CVE field. Teachers, social 

workers, government officials, faith leaders, and academics in the greater Boston area 

collaborated and identified what a successful CVE program in their communities might look like. 

The CVE guidelines they created were shared throughout the greater Boston area and were 

incorporated into local CVE projects.281  

One of the initiatives born from these guidelines was the Online4Good Academy, a one-day 

workshop for teachers, middle schoolers, and high schoolers that taught participants the value of 

saying no to prejudice and hatred. The Online4Good Academy led to some students creating 

their own campaigns to combat hate and extremism, sharing them with their friends and 
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schools.282 In Los Angeles, a local CVE program called Providing Alternatives to Hinder 

Extremism (PATHE) deployed mental health professionals to help individuals at risk of 

embracing extremist ideologies. PATHE fuses the medical and law enforcement groups within 

the LAPD with the Department’s Mental Evaluation Unit to provide mental health assistance to 

individuals in need. This approach allows interventions to take place, which has prevented 

extremists from ever conducting violent acts.283   

For being relatively new in the field, U.S. CVE programs have laid the groundwork for future 

actions across different levels of American society. Improvements occur due to trial and error, 

and U.S. CVE programs have benefitted from their predecessors at home and around the world. 

When looking to the future, the following four key lessons will prove useful for CVE programs 

at all levels. 

8. Share Best Practices. Knowledge is power, and experience is key; learning from other CVE 

programs is one of the best ways U.S. CVE programs can improve their outcomes. Diversity 

in thought and approach leads to new ways of tackling an issue, brings in relevant 

stakeholders, and ensures lessons can be incorporated from other CVE programs. Mirroring 

other successful CVE programs and adapting them to local conditions is more effective than 

trying to launch a program entirely from scratch. 

9. Increased Federal Support. The federal government has tremendous capacity to support 

CVE programs at the state and local levels. The Biden Administration has signaled its intent 

to expand support for CVE programs and highlight the work being done; this type of top-

down leadership matters, especially when they originate at the national level.284 Federal 

support through intelligence-sharing, briefings, trainings, and resources will continue to be 

critically important for CVE programs at all levels.  

10. Improve Transparency and Openness. CVE programs, especially of the government 

variety, must do their absolute best to be as transparent as possible with the communities they 

serve. Well-intentioned actions are not enough on their own. Minority and immigrant 

communities will not trust programs that they perceive to be targeting them, which will only 

undermine a program’s mission. Having buy-in from the local community is crucial. Without 

it, some groups might feel threatened and may not choose to assist CVE programs in their 

community. Open and clear communications are also critical components of any successful 

CVE program. Local communities that are aware of programs in their area, hotline phone 

numbers, and available resources are far more likely to contribute to CVE programs and help 

prevent or disengage individuals in danger of radicalization. 

11. A Greater Focus on Mental Health and Support Resources: Local CVE programs have 

demonstrated the clear need to shift responsibility for deradicalizing and disengaging at the 

early stages of radicalization from the police to health and human services professionals. 

Individuals vulnerable to radicalization in the early stages have a much better chance of 

stepping away from extremism if they are supported with the resources they typically need: 

income, jobs, mental health support, and education assistance. Police involvement at this 

stage tends to be viewed as unwelcome and unhelpful.285 Programs like PATHE in Los 

Angeles demonstrate how extremists can be disengaged before they are ever fully 

radicalized.  
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PART 2. The State of the Union: The Changing Legal and Policy 

Terrain for the U.S., the State of Texas, and Texas DPS 

“You do not examine legislation in the light of the benefits it will convey if properly 

administered, but in the light of the wrongs it would do and the harms it would cause if 

improperly administered.” – President Lyndon B. Johnson 

Prior to January 6th, 2021, the U.S. was already facing unprecedented levels of violent 

extremism. We view the attack on the Capitol less as a new peak in the level of threat than as a 

milestone in understanding the threat—awakening the American public to the growing domestic 

security issue. The attack on the Capitol dramatically increased awareness of the size and nature 

of domestic extremist threats within the U.S. and accelerated the debate about how to address 

them. Branches of federal, state, and local governments are considering changes including 

increasing the resources allocated to domestic terrorism, new legislation that provides more tools 

to law enforcement, and social media regulation. 

Before exploring DPS-specific recommendations, it is necessary to frame these shifting policies 

at the federal and state level to better understand how these changes can transform the landscape 

in which DPS and other law enforcement agencies operate. This section details the current policy 

approaches and ongoing debates at the national and Texas level. At the end of this section, we 

review how DPS currently prevents, responds to, and assesses the threat from domestic 

terrorism. 

Federal: Status Quos and Policy Options 

Following the 9/11 attacks, the U.S. government underwent an overhaul of its intelligence, 

investigative, and prosecutorial efforts to deal with the growing threat of terrorism. Since then, 

the U.S. has only experienced one single direct terrorist attack by a foreign terrorist organization 

(FTO) on U.S. soil.286 Despite the relative success countering international terrorism on U.S. 

soil, the changing domestic terrorism threat environment presents a complex issue for law 

enforcement.287 

Federal Intelligence Gathering, Analysis, and Information-Sharing: A Piecemeal Effort 

Counterterrorism became the number one law enforcement priority in the U.S. in the aftermath 

of the 9/11 attacks. The PATRIOT Act empowered intelligence collection agencies within the 

intelligence community (IC) to collect information and thwart potential attacks stemming from 

international terrorist threats to the homeland.288 To complement these efforts, law enforcement 

agencies at the federal, state, and local levels also increased their focus on homeland security 

analysis and intelligence-based policing.289  

At the federal level, intelligence gathering, analysis, and information-sharing efforts fall under 

the purview of DHS, the FBI, the DEA, and the U.S. Coast Guard (USCG). The DHS’s Office of 

Intelligence & Analysis (I&A) and the FBI are the most relevant to domestic terrorism, as they 
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are the two leading agencies responsible for domestic intelligence analysis within the IC and for 

sharing information to federal, state, and local law enforcement partners.290 DHS’s I&A is the 

entity tasked with collecting and analyzing information on threats to critical infrastructure and 

threats from international and domestic terrorism.291 I&A is also in charge of collecting and 

analyzing publicly available information on domestic terrorism threats.292 Within the FBI, the 

Counterterrorism and the Criminal Investigative Divisions are responsible for combating threats 

from domestic terrorism and hate crimes.293 In 2019, the FBI also created a domestic terrorism-

hate crimes fusion cell to improve the bureau’s ability to investigate crimes that can be 

categorized as either domestic terrorism or hate crimes.294  

Information dissemination on domestic terror threats typically occurs through three main 

information-sharing mechanisms. First, Joint Terrorism Task Forces (JTTFs) facilitate 

intelligence gathering and sharing at local, state, and federal levels. There are currently around 

200 JTTFs throughout the country, which are led by the FBI but made up of personnel from 

dozens of law enforcement agencies.295 The second of these mechanisms are fusion centers. 

Fusion centers are created and operated by state and local law enforcement agencies.296 It is 

important to note that no two fusion centers have the same processes, products, priorities, or 

performance metrics—they are designed to serve local customers within the governor’s office, 

legislature, and law enforcement agencies.297  

Finally, the third mechanism for intelligence-sharing is the Suspicious Activity Reporting (SAR) 

system. SARs are “official documentation of observed behavior reasonably indicative of pre-

operational planning associated with terrorism and other criminal activity.”298 SARs are 

disseminated among all partners using the Information Sharing Environment-Suspicious Activity 

Report (ISE-SAR) system. ISE-SARs are helpful in identifying and analyzing threat patterns 

across jurisdictions, and therefore are a key component in addressing domestic terror threats.299  

About ISE-SARs 

The procedures for disseminating threat information under the ISE-SAR system can be found 

in the ISE-SAR Functional Standards. The document defines ISE-SAR as a SAR that has been 

determined, pursuant to a two-part process, to have a potential nexus to terrorism—i.e., to be 

reasonably indicative300 or pre-operational planning associated with terrorism.301 

“Preoperational planning” refers to those activities associated with a known or planned 

criminal or terrorist operation. 

 

A determination that a SAR constitutes an ISE-SAR is made as part of a two-part vetting 

process performed by a trained analyst or investigator who takes into account the reported 

circumstances of the SAR. This two-part vetting process includes an assessment of 

information on databases and resources, reviews of behavior against the ISE-SAR Criteria 

Guidance, pre-operational terrorism behaviors, and a judgment on whether there is a 

connection to terrorism. 302 There are two tracks for intelligence sharing within the fusion 

center system based on the current ISE-SAR framework.  

 

There are five process categories involved in the cycle of a nationwide SAR, detailed in Figure 

2.1.303 
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Figure 2.1 

The Nationwide SAR Cycle304 

 
Adapted from: “ISE-SAR Flowchart,” in Department of Homeland Security, “Information Sharing Environment - 

Suspicious Activity Reporting Functional Standard,” https://www.dhs.gov/sites/default/files/publications/ 

15_0223_NSI_ISE-Functional-Standard-SAR.pdf, 12. 

It should be noted that other collaborative information-sharing mechanisms exist within the 

federal government that offer best practices to apply to domestic terrorism. The best example of 

such efforts is the Information Sharing and Analysis Centers (ISACs) coordinated through DHS 

to liaise between the public and private sectors on cybersecurity threats. Among the different 

ISACs, the Election Integrity ISAC is notable for its multidisciplinary approach and similar 

threat landscape to domestic terrorism.305 

Gaps in Intelligence-Gathering, Analysis, and Information-Sharing 

Barriers to intelligence collection post a significant challenge for law enforcement’s efforts to 

prevent domestic terrorism. There are four notable limits that LEAs experience that limit the 

ability to analyze intelligence related to domestic terrorism, as opposed to international 

terrorism: 

• Law enforcement cannot conduct warrantless electronic surveillance and wiretapping of 

domestic terrorists, as it does in the international context;  
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• The intelligence community may run into jurisdictional barriers when coordinating with law 

enforcement agencies on cases of domestic terrorism that they would not encounter in the 

case of foreign terrorism; 

• Law enforcement is prohibited from using national security letters, which in the international 

context allow information requests about suspected international terrorists from third parties; 

and 

• The lack of a domestic terrorist designation inhibits law enforcement’s ability to sanction 

these groups or others for providing “material support.”306  

In the case of domestic terrorism, local and state law enforcement agencies are sometimes better 

positioned to collect domestic intelligence than federal agencies. For example, local law 

enforcement agencies (LLEAs) often have lower thresholds for initiating investigations, 

compared to the FBI.307  

There is an ongoing debate regarding whether the post-9/11 system created to collect and 

disseminate threat information is optimal. A common critique focuses on discrepancies in the 

number of cleared personnel at each level, where DHS and JTTF employees typically hold top-

secret clearances, but fusion center and LLEA employees often do not possess higher than secret 

level clearances.308 Another deficiency is that information created in fusion centers does not tend 

to move laterally to other fusion centers in other parts of the country, creating problems for 

dealing with organized extremist groups.309 Furthermore, state and local law enforcement 

agencies also face several challenges, as related to intelligence policing. For instance, LLEAs 

face budget cuts and competing priorities,310 which often correlates with uneven intelligence 

collection and analysis capabilities.311  

The Federal Legal Framework for Domestic Terrorism 

Despite early provisions such as the designation of FTOs included in the Antiterrorism and 

Effective Death Penalty Act of 1996, the efforts proved insufficient to deter or detect the 9/11 

attacks. No more than two months after the attacks, then-president George W. Bush signed the 

Patriot Act, which provided the first federal definition for domestic terrorism.  

Table 2.1 

Terrorism Definitions under United States Criminal Code 

International terrorism is defined as: 

“activities that— 

(A) involve violent acts or acts dangerous to 

human life that are a violation of the criminal 

laws of the United States or of any State, or that 

would be a criminal violation if committed within 

the jurisdiction of the United States or of any 

State; 

(B) appear to be intended— 

(i) to intimidate or coerce a civilian 

population; 

Domestic terrorism is defined as: 

“activities that— 

(A) involve acts dangerous to human life that are 

a violation of the criminal laws of the United 

States or of any State; 

(B) appear to be intended— 

(i) to intimidate or coerce a civilian 

population; 

(ii) to influence the policy of a government 

by intimidation or coercion; or 

(iii) to affect the conduct of a government 
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(ii) to influence the policy of a government 

by intimidation or coercion; or 

(iii) to affect the conduct of a government 

by mass destruction, assassination, or 

kidnapping; and 

(C) occur primarily outside the territorial 

jurisdiction of the United States or transcend 

national boundaries in terms of the means by 

which they are accomplished, the persons they 

appear intended to intimidate or coerce, or the 

locale in which their perpetrators operate or seek 

asylum.” 

by mass destruction, assassination, or 

kidnapping; and 

(C) occur primarily within the territorial 

jurisdiction of the United State.” 

Source: 18 U.S.C. § 2331 (1) and (5). 

Neither definition of terrorism—international or domestic—includes an accompanying criminal 

penalty. Instead, 18 U.S.C § 2332b(g)(5)(B) defines 57 “federal crimes of terrorism.” These 

crimes are based on the 57 illegal acts that are considered terrorism, all of which may be used to 

initiate an investigation. Fifty-one of these acts apply to the context of domestic terrorism 

(occurring within the U.S.) while six of the crimes apply only to international terrorism 

(occurring outside of the U.S.). Furthermore, providing “material support” to terrorists also 

constitutes a crime that could be applied when meeting a domestic terrorism definition under 18 

U.S.C. § 2339A.  

In investigating and prosecuting cases of domestic terrorism, federal law enforcement and 

prosecutors may use each of the 51 predicate offenses to open an investigation and use to 

prosecute cases of domestic terrorism.312 Examples of these offenses include:  

• Maliciously damaging, destroying by means of fire or explosive any building or other real or 

personal property used in interstate or foreign commerce;313 

• Killing or attempting to kill any officer or employee of the U.S.;314 

• Assassinating, kidnapping, or assaulting the President or Presidential staff;315  

• Conducting acts of nuclear terrorism;316 

• Bombing places of public use, government facilities, public transportation systems and 

infrastructure facilities;317 and  

• Using weapons of mass destruction within the U.S., including explosive devices.318 

The list of “Federal Crimes of Terrorism” that apply only in the context of international terrorism 

include: 

• Committing conspiracy to kill, kidnap, maim, or injure persons or damage property in a 

foreign country;319 

• Providing material support or resources to designated foreign terrorist organizations;320 and  
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• Receiving military-type training from a foreign terrorist organization.321 

Gaps in the Federal Legal Framework  

There are criminal acts that, if conducted in the U.S. and without clear transnational component, 

do not qualify under the definition of domestic terrorism. A notable example is killing, 

kidnapping, maiming, or committing an assault resulting in serious bodily injury or creating a 

substantial risk of bodily injury to any person.322 This is only one of six federal terrorism crimes 

applied at the international level but not domestically.323 

Advocates of domestic terrorism legal reform argue that there is a need for a new law creating 

additional charging offenses for domestic terrorism. According to legal reform advocates, current 

measures do not address the moral urgency to combat far-right violence.324 They also posit that 

crimes created under this statute fall past the auspices of hate crimes or crimes committed at the 

local level; domestic terrorism transcends state boundaries and therefore needs to be punished 

commensurate with the level of the crime.325 A separate domestic terrorism statute “could 

penalize the commission of specifically enumerated violent crimes such as murder, kidnapping, 

maiming, and assault with a dangerous weapon, when committed with one of the intents already 

listed in the definition of domestic terrorism.”326  

In contrast, opponents of creating a unique domestic terrorism statute contend that the U.S. legal 

system already has enough laws to bring domestic terrorists to justice. Michael German, a fellow 

at the Brennan Center for Justice, argues that there are already several penalties at the federal 

level that allow domestic terrorism investigations and prosecutions. However, the Justice 

Department has until recently failed to place as much attention or resources to investigating 

domestic terrorism, as compared to international terrorism. 327 German also asserts that creating 

new domestic terrorism charging offenses would likely infringe on constitutional protections and 

prejudice communities that already suffer from unequal treatment from the law.328  

Investigations and Prosecutions 

Several agencies within the Department of Justice are in charge of investigating and prosecuting 

crimes that qualify as domestic terrorism. The FBI is both the intelligence and investigative 

agency in charge of neutralizing terrorist cells and operatives within the U.S. Since there is no 

federal crime of domestic terrorism and only a definition for what constitutes the act, the FBI 

divides international from domestic terrorism according to the ideology responsible for directing 

or influencing a terrorist act. Whenever the ideology motivating a crime originates overseas, the 

FBI may investigate it as international terrorism. Conversely, when an investigation is rooted in a 

U.S.-based ideology, the FBI may initiate a domestic terrorism investigation. The standard of 

investigation and prosecution of terrorists hinges on the FBI’s categorization of the act as 

domestic or international.329 

Within the Justice Department, the National Security Division (NSD) oversees the 

implementation of laws regarding national security matters, including counterterrorism. The 

Counterterrorism Section (CTS) of the NSD is responsible for prosecuting domestic and 

international terrorism cases; investigating and prosecuting terrorism financing matters, 

including material support cases; and coordinating with other agencies to facilitate the prevention 
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of terrorist activity.330 The NSD oversees the notification and prior approval of domestic 

terrorism investigations brought before the Justice Department.331 The NSD is also responsible 

for receiving notifications from the United States Attorneys’ Offices about domestic terrorism 

investigations, thus enabling it to gain a full picture of all such investigations. The assistant 

attorney general of the NSD is in charge of providing prior approval for prosecutions of certain 

crimes under Category 1 and those that the Criminal Division deems to be matters of national 

significance.332 

The Justice Department establishes three tiers of investigations for domestic FBI operations: (1) 

assessments, (2) predicated investigations, and (3) enterprise investigations.333 Assessments are 

investigations that do not require “any particular factual predication,” only an authorized 

purpose.334 These types of investigations are taken to prevent crimes from occurring in the first 

place through detecting criminal activities and identifying criminal individuals, groups, or 

organizations. The FBI may use several low-intrusive methods for assessments, including 

searching online services and resources, recruiting human sources, or accepting information 

voluntarily provided by governmental or private entities.335 

The next type of investigation—predicated investigation—naturally requires a predicate, often in 

the form of allegations, reports, facts, or circumstances indicative of possible criminal or national 

security threatening activities.336 There are two types of predicated investigations: preliminary, 

which are initiated on the basis of allegations or information indicating possible criminal activity 

or national security threat, and full investigations, which require an “articulable factual basis.”337 

The last tier of investigation are enterprise investigations, which require an “articulable factual 

basis” and are used to target entire organizations.338  

Table 2.2 

Tiers of Domestic FBI Investigations 

Type of Investigation Standards for Initiating Investigation 

Assessments ● Do not require a predicate 

● Taken to prevent crimes from occurring 

○ Low intrusive methods: online searches, human sources 

Predicated investigation ● Require a predicate—e.g. allegations, reports, facts, or circumstances 

indicative of criminal activity 

● Two types:  

○ Preliminary: based on allegations 

○ Full: require “articulable factual basis” 

Enterprise investigation ● Require “articulable factual basis” 

● Used to target entire organizations 

 

The Attorney General’s Guidelines on General Crimes, Racketeering Enterprise and Domestic 

Security/Terrorism Investigations (last amended in 2017) establishes a standard of “reasonable 

indication,” which must be satisfied in order to trigger a domestic terrorism investigation.339 In 

this type of investigation, the FBI may collect information such as the identity of enterprise 
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members and other persons likely to be knowingly acting in furtherance of its criminal 

objectives, the finances of the enterprise, the geographical dimensions of the enterprise, and the 

past and future activities of such enterprise.340 Whenever the FBI can satisfy the reasonable 

indication standard, it may use any lawful investigative technique to fulfill these requirements.341 

The FBI has several tools at its disposal to investigate domestic terrorism crimes, including the 

use of confidential informants and undercover officers. Confidential informants may be used at 

all levels of domestic terrorism investigations, while undercover agents may only be used at the 

preliminary, full, and enterprise stages.342 According to two studies, over 50 percent of all federal 

terrorism cases have been brought in through the use of confidential informants in the first 

decade after the 9/11 attacks.343 Similarly, many of these informants have also played a 

significant role in sting operations, which are operations designed to catch a specific person 

committing a crime.344 

The FBI organizes domestic terrorism investigations into five categories: (1) racially or 

ethnically motivated violent extremism, (2) anti-government or anti-authority violent extremism, 

(3) animal rights and environmental violent extremism, (4) abortion-related violent extremism, 

and (5) all other domestic terrorism threats.345 Since incidents of domestic terrorism acts 

predicated by racially motivated violent extremism (RMVE) conducted by white supremacists 

are on the rise, the FBI allocates resources to investigate these acts as both hate crimes and 

domestic terrorism.346 

The FBI’s Civil Rights Program Policy Implementation Guide establishes guidelines that govern 

the FBI's investigation of hate crimes. These crimes are not separate offenses but are traditional 

crimes that are motivated by an individual’s biases.347 The guidelines distinguish hate crimes as 

crimes based on an individual’s prejudice against a race, religion, ethnicity, or national origin 

and domestic terrorism crimes as crimes committed for political or social reasons by organized 

extremist groups. The guidelines state that when a hate crime occurs with a nexus to a white 

supremacy extremist group, the investigation may be addressed under the Civil Rights Unit 

(CRU) and Domestic Terrorism Organization Unit (DTOU) programs of the FBI.348 

Furthermore, in 2019, the FBI also created a Domestic Terrorism-Hate Crimes Fusion Cell to 

address the rise of this threat. It now investigates these types of criminal behaviors as both hate 

crimes and domestic terrorism acts prior to making a final determination over who will pursue 

charges349 

In cases where domestic terrorist attacks do not qualify under one of the 51 predicate offenses 

found in the terrorism criminal statute, prosecutors rely on other offenses to initiate 

investigations and prosecute domestic terrorism.350 The following is a short list of the most 

common offenses, other than federal terrorism crimes that the Justice Department has used in the 

past to prosecute domestic terrorism cases. 

• Conspiracy to impede or injure a person holding a public office;351 

• Transmittance of interstate communication containing demand for ransom for kidnapped 

person, extortion, threat to kidnap, threat to injure property or reputation;352 
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• Bodily injury using a dangerous weapon because of the victim’s actual or perceived race, 

color, religion, national origin, gender, sexual orientation, gender identity, or disability (hate 

crime statute);353 

• Manufacturing, importing, or dealing in firearms without paying tax;354 

• Importing, manufacturing, or dealing in firearms or ammunition in interstate commerce 

without a license;355 and 

• Threatening the President and successors to the Presidency.356 

The FBI also relies on other charges as predicate offenses for domestic terrorism acts. Some of 

the most common are the five statutes designated to combat hate crimes.357 Other predicate 

offenses used to initiate domestic terrorism investigations include conspiracy statutes, 

racketeering statutes (under the Racketeer Influenced and Corrupt Organizations [RICO] Act), 

and interstate transportation to riot.358   

Gaps in Domestic Terrorism Investigations and Prosecutions 

The lack of a federal crime of domestic terrorism introduces complexities to investigations and 

prosecutions of acts under the domestic terrorism definition. How these crimes are investigated 

and prosecuted disproportionately affects specific populations more than others—including those 

often targeted by far-right violence.359 

Although domestic and international terrorism are defined in the U.S. Code, in practice, the 

Justice Department ignores these definitions, and instead bases such decisions on the origin of 

perpetrators’ perceived ideologies. Accordingly, terrorists can be prosecuted differently based 

solely on the origin of the perpetrator's ideology rather than the jurisdiction where the crime 

occurred.360 Some argue that current Justice Department approaches create a double standard, 

where acts defined as domestic terrorism are investigated and prosecuted under a very different 

scheme than those defined as international terrorism.361  

Although crimes that fit the domestic terrorism definition may be investigated as such, they are 

often prosecuted under criminal statutes other than the 51 federal crimes of terrorism. Domestic 

terrorist acts driven by white supremacist extremism are often prosecuted as hate crimes or under 

organized crime statutes. The Justice Department often uses hate-crime laws to prosecute the 

perpetrators of acts that also constitute domestic terrorism, as there is some overlap between the 

two definitions.362 However, not all domestic terrorism crimes constitute hate crimes and vice 

versa. In addition to hate crimes laws, the Justice Department has used the RICO Act to 

dismantle terrorist organizations.363  

As a result of how hate-crime investigations are resourced within the Justice Department, certain 

hate crimes are often deferred to state and local law enforcement. Several hurdles prevent states 

from properly enforcing hate crime statutes. State and local authorities have broad discretion 

when deciding to initiate hate crime investigations. Instead of looking for bias indicators, local 

and state prosecutors often lookout for indicators that bias did not occur.364 Moreover, even if 

there is a will to enforce hate crimes laws properly, local and state police officers and 
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prosecutors often lack the experience and knowledge of the laws and have difficulty proving the 

motives of the crime.365 

There are severe deficiencies in how hate crimes are documented, which complicates research. 

The FBI does not have a good track record for documenting and providing disaggregated and 

complete data about domestic terrorism and hate crime violations.366 It relies on local and state 

and local law enforcement's voluntary reporting of hate crimes data through the Uniform Crime 

Reporting (UCR) system. Further, several local and state agencies do not participate in the UCR 

system at all.367 Moreover, the Justice Department also redacts docket numbers from the 

information they provide to researchers, inhibiting research in pursuit of a better understanding 

of the prevalence of domestic terrorism and hate crimes.368 

There are indications that some deficiencies in prioritization and documenting of domestic 

terrorism have been recognized and are now being rectified. For instance, FBI officials such as 

FBI director Christopher Wray argue that increases in resources toward domestic terrorism have 

led to more domestic terrorism investigations and prosecutions.369 Since 2019, the FBI has 

prioritized Racially or Ethnically Motivated Violent Extremism investigations, and in 2020 it did 

the same for Anti-Government and Anti-Authority Violent Extremism.370 Similarly, Attorney 

General Merrick Garland announced that the Justice Department would conduct a 30-day 

internal review to improve its tracking and reporting of hate crime prosecutions across the 

country on March 30, 2021.371  

Budgetary Gaps 

On the surface, domestic terrorism receives a whole-of-government approach based on the 

budgets of the respective agencies designated to counterterrorism: the Department of Homeland 

Security, Department of Defense, Department of State, Department of Health and Human 

Services, and Justice Department. These agencies spent a combined 91 percent of homeland 

security expenditures between 2002 and 2017.372 This percentage included $78.6 billion in 

spending towards domestic counterterrorism. Based on the Stimson Center’s analysis of reports 

from the Office of Management and Budget (OMB), the percentage of total federal domestic 

counterterrorism spending decreased from 11 percent of total homeland security spending in 

2002 to 8 percent of total homeland security spending in 2017.373 

However, the executive-level reporting mechanism for counterterrorism spending through the 

OMB ceased during the Trump Administration in 2018, after one of the deadliest years for 

domestic terrorism attacks in the U.S. This created obstacles for Congress and other 

policymakers in understanding whether the money is being spent adequately.374 For federal 

spending, accurate reporting of domestic counterterrorism efforts can help policymakers draft 

legislation to meet the rising threat of domestic terrorism. In his first year in office, President 

Trump tried to focus most counterterrorism programs on radical Islamic groups rather than anti-

government or right-wing terrorist groups, which opposed the data showing that domestic terror 

threats were rising.375 DHS also eliminated the Obama Administration’s program to prevent all 

forms of violent extremism in local communities and prevented money from going to groups that 

work among right-wing extremists.376 
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Figure 2.2 

DHS Grants Supporting Terrorism Prevention: Conceptual Framework 

 

Adapted from: Department of Homeland Security, “DHS Countering Violent Extremism Grants,” June 22, 2016, 

https://www.dhs.gov/cvegrants.Note: This visual represents the Obama administration’s program that was 

eliminated in 2017. 

With a federated system of counterterrorism responsibilities, states must also maintain a 

counterterrorism budget and support fusion centers. The capabilities of fusion centers vary 

widely due to funding restraints and budget cuts. States fund their counterterrorism efforts 

through some federal grants and funding, but mainly through their annual or biennial budgets. 

COVID-19 pandemic notwithstanding, many states did not predict the economic effects of the 

pandemic and are facing overwhelming shortfalls of revenue due to a decrease in tax 

payments.377 Fusion centers provide integration of federal, state, local, and tribal law 

enforcement, but without the necessary funding there could be personnel and technology gaps 

that complicate an already escalating domestic terrorism situation. 

Current Policy Initiatives at the National Level 

As domestic terrorist attacks have increased in frequency the last several years, interest in legal 

reform to tackle some of the problems raised by this phenomenon has also grown. Table 2.3 

shows the most relevant legislative proposals on the subject of domestic terrorism over the last 

few years: 
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Table 2.3 

Legislative Proposals on Domestic Terrorism 

Proposed Law Purpose of the Proposed Law 

H.R. 350 

Domestic 

Terrorism 

Prevention Act of 

2021 

 

17th Congress 

(2021-2022) 

• Establish new requirements to expand the availability of information on domestic 

terrorism, as well as the relationship between domestic terrorism and hate crimes 

• Authorize domestic terrorism components within the Department of Homeland 

Security (DHS), the Justice Department, and the Federal Bureau of Investigation (FBI) 

to monitor, analyze, investigate, and prosecute domestic terrorism 

• Call for joint reports on domestic terrorism, including white-supremacist-related 

incidents or attempted incidents 

• Call for a joint review of anti-terrorism training and resource programs of their 

agencies that are provided to federal, state, local, and tribal law enforcement agencies 

• Create an interagency task force to analyze and combat white supremacist and neo-

Nazi infiltration of the uniformed services and federal law enforcement 

• Direct the FBI to assign a special agent or hate crimes liaison to each field office to 

investigate hate crimes incidents with a nexus to domestic terrorism. 

S. 183. 

Terror Intelligence 

Improvement Act of 

2021 

 

17th Congress 

(2021-2022) 

• All federal agencies are required to provide information in the possession, custody, or 

control of the Federal department or agency relating to any person who is or has been 

under a terrorism investigation. 

• Calls for the FBI director to identify, prioritize, and coordinate the protection of 

critical infrastructure and critical resources to prevent, deter, and mitigate the effects of 

deliberate efforts to destroy, incapacitate, or exploit such infrastructure and resources. 

S. 27 

See Something, Say 

Something Online 

Act of 2021 

 

17th Congress 

(2021-2022) 

• If a provider of an interactive computer service detects a suspicious transmission, the 

interactive computer service, including any director, officer, employee, agent, or 

representative of such provider, shall submit to the Department a Suspicious 

Transmission Activity Report (STAR) describing the suspicious transmission per this 

section 

• The term “suspicious transmission” means any public or private post, message, 

comment, tag, transaction, or any other user-generated content or transmission that 

commits, facilitates, incites, promotes, or otherwise assists the commission of a major 

crime 

 

The 116th Congress also introduced 18 bills that would either repeal, limit the scope, or impose 

new obligations for CDA 230. CDA 230 was intended to prevent content from arriving unfiltered 

to consumers by removing liability to companies that remove content promoting violence or 

inciting attacks on vulnerable groups. In the context of social media companies, the protections 

of Section 230 allow them to give users the tools necessary to publish and create content without 

having to go through an editorial revision process. Other bills focused on the “good Samaritan” 

clause of Section 230. The good Samaritan clauses include perceived partisan bias by companies 

under 230 protection.378   

• S..3398: EARN IT Act of 2020 (not active); motivated by child sexual abuse material379 
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• S.3983: Limiting Section 230 Immunity to Good Samaritans Act (no longer active); focus on 

the “good faith” definition in subsection (c)(2)380  

• S.1914: Ending Support for Internet Censorship Act (no longer active); this act would require 

immunity certification from the FTC for companies381 

Thus far, the 117th Congress has introduced seven bills related to CDA 230, and the current 

landscape seems to indicate that they will undergo changes; however, the nature of these changes 

are unclear as of this writing. With the increasing number of internet users today, the absence of 

CDA 230 will most likely translate into a reduction in the ability of users to create and engage 

with content. The latest proposed bills on CDA 230 are not only inspired by domestic terrorism, 

but also to new concerns on limitations on free speech online. Although the First Amendment is 

meant to protect speech from government censoring, the discussion of content moderation online 

is necessary given the size and interconnectedness of social media companies today. 

To better protect vulnerable targets, statistical tools like the “Benchmark Analysis for 

Quantifying Urban Vulnerability to Terrorist Incidents”382 can be used to understand the 

evolving risk of terrorist attacks and take implicit guidance about how attacks may rise using this 

information.383 

Additionally, some have proposed an agile approach to protecting an array of targets against 

various weapons. One approach is to leverage public-private partnerships that clarify 

responsibilities for preparedness—prevention, protection, mitigation, response, and recovery.384 

Another approach is to enhance intelligence-gathering capabilities by involving state and local 

authorities, as seen in the proposed Homeland Intelligence Agency, first advocated for by 

Senator John Edwards in 2003.385 Some have called for an expanded definition of domestic 

terrorism to include a range of weapons and targets, which will assist in government plans of 

action.386 Lastly, some experts call for more comprehensive threat assessments that can identify 

and better prepare the most vulnerable infrastructure and communities throughout the nation.387  

Texas: Domestic Terrorism Landscape and Policy Options 

In the last four years, Texas has experienced some of the deadliest mass casualty attacks in its 

history, including the El Paso, Sutherland Springs, Santa Fe, and Odessa shootings, and 

continues to experience domestic terrorism threats. The Texas Homeland Security Strategic Plan 

2021-2025 states that Texas confronts a variety of domestic terrorist threats and that 

“homegrown violent extremists continue to aspire to conduct attacks in Texas, and individuals 

sympathetic to foreign terrorist organizations continue to provide them material support.”388  

The size and heinous quality of the El Paso attack called for a reassessment of the government’s 

response to mass casualty attacks and domestic terrorism. In the wake of this attack, the Texas 

state executive and legislature introduced several proposals to bolster Texas’s ability to prevent 

these tragedies. Texas has implemented several of these measures, including the drafting of two 

threat assessments by Texas Department of Public Safety (DPS) and the creation of a Domestic 

Terrorism unit within the Homeland Security Unit (HSU) of DPS. However, Texas still does not 

have a domestic terrorism law, nor does it have a comprehensive strategy to prevent or respond 

to domestic terrorism attacks. To address these threats, Governor Abbott recommended that 87th 
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Legislature fund enhancements to DPS reporting tools and provide the agency with appropriate 

staff to identify and investigate threats to Texas.389 

Texas Domestic Terrorism Landscape 

There are several attributes that make the state vulnerable to acts of domestic terrorism. Some of 

these include high levels of gun ownership, the presence of several hate groups within the state, 

and rapidly shifting demographic trends. Other factors, such as the presence of several critical 

infrastructure operators within the state and that could be the target of terrorist attacks also make 

the state particularly vulnerable to this threat. 

Access to Firearms  

The Second Amendment protects the purchase and ownership of certain types of firearms. While 

there are certain checks on a person’s ability to acquire guns, such as background checks, there 

are loopholes in the legislation, processes, and procedures that allow groups and individuals to 

use these weapons for terrorist purposes. 

According to a RAND Corporation study, guns are the most common weapon of choice for mass 

attacks including “the three most lethal domestic terrorist attacks since 9/11,” which were all 

carried out using high-capacity semi-automatic weapons.390 The study also indicates that attacks 

perpetrated using this type of weapon are, on average, more lethal than those conducted using 

explosives or other types of weapons; 85 percent of all people killed in terrorist attacks in the 

U.S. were shot by the attacker.391 This trend is also at play in Texas—the last several mass 

casualty attacks in Texas have also been carried out with firearms. The mass casualty events that 

transpired in Sutherland Springs,392 Santa Fe,393 and Odessa394 were all conducted with some 

type of semi-automatic weapon. In addition to these events, the El Paso shooting—an instance of 

domestic terrorism—was conducted with an AK-47, another type of semi-automatic weapon.395  

Texas has an above-average level of gun ownership and experts estimate that Texas gun 

ownership rate sits at about 36 percent as compared to the national average of 29 percent.396 In 

the last couple of years, Texas has also seen an increase in gun sales. In October of 2020, there 

were 1.35 million background checks for firearms, compared to all of 2019, when there were 

1.13 million background checks.397 The increase in the number of background check applications 

for firearms suggests a trend that is seen nationally is underway in Texas--people tend to buy 

more guns when they feel like regulation may curtail their rights to purchase them in the future. 

One factor contributing to the high saturation of firearms is a lack of strong firearm laws. Texas 

does not require background checks for firearms sold or traded at gun shows, for example, nor 

does it ban possession or purchase of semi-automatic weapons.398  

Demographic Trends  

Texas is home to one of the most ethnically diverse populations in the U.S. According to the 

Texas Demographic Center, the share of the Non-Hispanic white population decreased from 45 

to 42 percent between 2010 and 2018.399 In the same time period, the share of the Hispanic 

population increased by two percent, totaling 40 percent of the total population. The Asian 
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population in Texas also increased by 1 percent in the same time period.400 U.S. Census 

estimates project that by mid-2021, Hispanics will be the largest ethnicity in Texas.401  

Having an ethnically diverse population does not necessarily make a state more vulnerable to 

domestic terrorism. However, since racially motivated violent extremism is on the rise 

nationwide402 and in several parts of Texas, ethnic minorities are increasingly vulnerable to such 

threats. This trend was exemplified in the killing of 23 people in the El Paso shooting, in which 

the shooter professed an anti-Hispanic and racially motivated ideology. Another case of this 

trend can also be seen in the 2016 shooting by Micah Johnson of a group of police officers in 

Dallas, Texas, which led to the death of five officers. Prior to the attack, Johnson had expressed 

that he wanted to kill white people.403 

Presence of Extremism and Hate Groups 

Hate groups are a serious and growing security threat in the state of Texas. Texas is home to 

several extremists and hate groups.404 They feed on political, racial, and ethnic divisions that 

already exist in society. They are motivated by bias against the victim's race, ethnicity or 

ancestry, gender or gender identity, religion, disability, or sexual orientation.405  

According to the 2019 Texas Crime Report, the number of reported hate crime incidents has 

been growing in Texas.406 Most hate crimes occur in residences, followed by other common 

locations such as highways, roads, and parking lots. These places are often soft targets, open 

public areas, where people are at high risk of exposure. Additionally, crimes conducted by hate 

groups are often physical assaults and put people’s lives and property at risk. Aggravated assault, 

simple assault, and vandalism accounted for around 66 percent of all hate crime offenses.407 

Figure 2.3 

Hate Crime Bias Motivation 

 

Adapted from: Hate Crime Bias Motivation, Uniform Crime Reporting Bureau, “Crime in Texas 2019,” Crime in 

Texas Reports (Austin, Texas: Texas Department of Public Safety, 2019), 

https://www.dps.texas.gov/sites/default/files/documents/crimereports/19/cit2019.pdf, 58-60. 
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Figure 2.4 

Hate Crime Offenses 

  
Adapted from: Hate Crime Bias Motivation, Uniform Crime Reporting Bureau, “Crime in Texas 2019,” Crime in 

Texas Reports (Austin, Texas: Texas Department of Public Safety, 2019), 

https://www.dps.texas.gov/sites/default/files/documents/crimereports/19/cit2019.pdf, 60.  

In 2020, there were 54 hate groups tracked in Texas and eight other statewide hate groups.408 

These group include offshoot branches of the Israel United in Christ (6), Nation of Islam (5), 

Great Millstone (3), and the Israelite School of Universal Practice. Other organizations include 

branches of the Proud Boys, Mountains of Israel, New Black Panther Party, and Texans for 

Immigration Reduction.409 In addition to hosting several hate groups, Texas is one of the top 

locations for white supremacist propaganda. The Anti-Defamation League (ADL) identified 

about 340 instances of hate extremism, antisemitism, and terrorism incidents reported around the 

state from 2018 to 2020.410 Many of these incidents include white supremacists spreading their 

ideology through propaganda such as flyers. The issue of white supremacist flyers came to notice 

in the Central Texas region after these types of flyers from an organization called 14 First the 

Foundation started circulating in South Austin.411  

Critical Infrastructure in Texas 

Texas has a vibrant and highly diversified economy. Several of its most prolific industry sectors, 

including transportation, oil and gas, and advanced manufacturing, are vital to the U.S. economy 

as a whole. Several of these industry sectors fall under the category of critical infrastructure—

whose assets “are considered so vital to the United States that their incapacitation or destruction 

would have a debilitating effect on security, national economic security, national public health or 

safety, or any combination thereof.”412 Because of these attributes, critical infrastructure is a 

target to acts of terrorism. Some critical infrastructure sectors are well regulated. For example, 

the nuclear reactors, materials, and waste sector has specific regulations that apply to them. In 

other cases, however, certain critical infrastructure sectors—such as the commercial facilities 

sector—are less well regulated. The safety and security of the critical infrastructure is a shared 
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responsibility between these private sector owners and operators and public sector agencies, 

which fulfill regulatory roles and provide law enforcement and emergency management support 

before, during, and after incidents.413 The unprecedented February 2021 winter storm in Texas 

exposed vulnerabilities in Texas’s critical infrastructure. 

Threats to critical infrastructure sectors from terrorism are magnified by these sectors’ 

vulnerabilities. The majority of critical infrastructure sectors in Texas are owned and/or operated 

by the private sector. The private sector is more likely to enhance its security measures and 

practices if there are incentives and liabilities related to these actions. Much of the guidance that 

the Department of Homeland Security’s Cybersecurity and Infrastructure Security Agency 

(CISA) provides are considered industry best practices and not standards. Since much of the 

critical infrastructure sectors are not well regulated, it is difficult to assess the state of their 

resilience to acts of terrorism.  

Texas Government Domestic Terrorism Prevention and Response Landscape 

Following the attack in El Paso, the Texas executive implemented a series of measures to 

respond to mass casualty events, including domestic terrorism. In the wake of these attacks, the 

Office of the Governor provided $5.5 million in funding to El Paso’s law enforcement and an 

additional $1 million in funding to the city, along with several other measures to enhance 

response measures.414 In addition to response measures, Governor Greg Abbott issued directives 

aiming to bolster preventive measures. For example, the Governor created the Domestic 

Terrorism Task Force and tasked it with analyzing current and emerging threats in Texas and 

developing strategies to respond to these threats.415  

The Governor also released several orders under Executive Order Number GA-07 seeking to 

remedy gaps in policies and procedures to deal with mass-casualty attacks and domestic 

terrorism threats (see Table 2.4).  

Table 2.4 

Provisions of Texas Executive Order GA-07, 2019 

Orders under 

Executive Order 

Number GA-07 

Purpose of the Order 

Order No. 1 Mandates DPS to develop standardized intake questions to be used by all Texas law 

enforcement agencies to identify whether a person calling the agency should be reported 

to the Texas Suspicious Activity Reporting (SARs) Network 

Order No. 2 Mandates DPS to develop clear guidance for when and how Texas law enforcement 

agencies should submit SARs 

Order No. 3 Mandates the Texas Commission of Law Enforcement to make training available to 

educate all law enforcement officers regarding the standards on Orders 1 and 2 

Order No. 4 Mandates DPS to create and conduct an initiative to raise public awareness and 

understanding of how law enforcement agencies use SARs to identify potential mass 

shooters or terroristic threats so that the general public and friends, family members, 

coworkers, neighbors, and classmates will be more likely to report about potential 

gunmen 

Order No. 5 Mandates DPS to work with the Texas Education Agency and the Texas Higher Education 

Coordinating Board on ways to better inform schools, students, staff, and families about 
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the importance of SARs and how to initiate that process 

Order No. 6 Mandates DPS to work with local law enforcement, mental-health professionals, school 

districts, and others to create multidisciplinary threat assessment teams for each of its 

regions, and when appropriate to coordinate with federal partners 

Order No. 7 Mandates DPS, along with the Office of the Governor, to use all available resources to 

increase staff at all fusion centers in Texas for better collecting and responding to SARs 

and better monitoring and analyzing social media and other online forums 

Order No. 8 Establishes a requirement for all award recipients of the Office of the Governor to 

counties to report at least 90 percent of convictions within seven days to the Criminal 

Justice Information System at the Department of Public Safety 

Source: Governor Greg Abbott, “Executive Order GA-07,” Sept. 5, 2019, https://lrl.texas.gov/scanned/govdocs/ 

Greg%20Abbott/2019/GA-07.pdf. 

The following section characterizes the functions of Texas executive and legislative attempts to 

prevent and respond to domestic terrorism. First, it describes Texas laws related to domestic 

terrorism, including the Texas Homeland Security Act, and the Texas Penal Code. Second, this 

section describes how the State of Texas Attorney General’s Office and DPS investigate and 

prosecute domestic terrorism cases. Next, it discusses instances of public-private cooperation on 

the subject of domestic terrorism. Lastly, it identifies certain gaps and existing and potential 

policies to address these gaps.  

Texas Terrorism Legal Landscape 

States and the federal government may have overlapping jurisdiction over domestic terrorism 

crimes. While all states have laws against a wide variety of criminal behavior related to violence, 

only 34 states have passed and implemented laws related to terrorism.416 In addition to terrorism 

statutes in states’ legislation, state prosecutors or district attorneys often initiate domestic 

terrorism investigations based on predicate offenses such as the use of weapons of mass 

destruction or seek sentencing enhancements based on existing hate-crime statutes.  

Texas does not have a comprehensive domestic terrorism law, nor is domestic terrorism defined 

in its statutes. However, several Texas laws dealing with homeland security establish 

requirements for the Texas government to prevent and respond to terrorist attacks and mass 

casualty events. Further, hate-crime statutes, applicable for cases where Racially or Ethnically 

Motivated Violent Extremism motivates criminal behavior, are also present in Texas law. These 

laws are important to understand how the Texas government works to prevent and respond to 

domestic terrorism and also provide a framework to evaluate the government’s capacity to fulfill 

these duties. 

Texas Homeland Security Act. The Texas Homeland Security Act establishes several provisions 

to help the Texas government improve its ability to prevent and respond to terrorist attacks. The 

act tasks the governor to create a homeland security strategy to coordinate homeland security 

activities among and between local, state, and federal agencies and between state agencies and 

the private sector. Part of this strategy entails developing a strategy to detect, deter, and defend 

the state against terrorism.417 The act also designates the Department of Public Safety (DPS) as 

the agency responsible for collecting criminal intelligence information about terrorist activities 

from multiple jurisdictions.418 DPS is also in charge of analyzing and disseminating this 

information.419  
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The Texas Homeland Security Act also creates the Texas Fusion Center. The Texas Fusion 

Center is the primary entity in charge of planning, coordinating, and integrating communications 

regarding homeland security strategy, and of implementing the governor’s homeland security 

strategy.420 Among other duties, the Texas Fusion Center is responsible for receiving and 

analyzing information, assessing threats, and issuing public warnings to the public relating to 

threats to the homeland.421 This agency is also in charge of making recommendations to DPS 

regarding monitoring other fusion centers across the state.422 

Texas Disaster Act of 1975. The Texas Disaster Act of 1975 creates emergency powers of the 

governor in the event of a natural or man-made disaster,423 including domestic terrorism events. 

The purpose of the law is to “reduce vulnerability of people and communities of this state to 

damage, injury, and loss of life and property resulting from natural or man-made catastrophes, 

riots, or hostile military or paramilitary action.”424 This law is essential for understanding the 

tools at the Texas government’s disposal. Given recent events such as the multiple shootings in 

Texas, reevaluating various municipalities’ capacities to respond to terrorism events under this 

legislation is becoming increasingly necessary.425 

Texas Penal Code. The Texas Penal Code establishes provisions relevant for terrorism 

investigations and prosecutions. A terroristic threat is an offense of intent that occurs when a 

person threatens to commit a violent offense to any person or property with the intent to (1) 

cause a reaction of any type by an official or volunteer agency organized to deal with 

emergencies; (2) place any person in fear of imminent serious bodily injury; (3) prevent or 

interrupt the occupation or use of a building, room, place of assembly, place to which the public 

has access, place of employment or occupation, aircraft, automobile, or other forms of 

conveyance, or other public places; (4) cause impairment or interruption of public 

communications, public transportation, public water, gas, or power supply or other public 

services; (5) place the public or a substantial group of the public in fear of serious bodily injury; 

or (6) influence the conduct or activities of a branch or agency of the federal government, the 

state, or a political subdivision of the state.426 The Texas Penal Code establishes penalties for 

“terrorist threat” offenses.427 

Texas Code of Criminal Procedure. The Texas Code of Criminal Procedure creates a hate-crimes 

provision. The code establishes conditions under which a judge may determine that the defendant 

intentionally selected the person against whom the offense was committed because of the 

defendant’s bias or prejudice against a group identified by race, color, disability, religion, 

national origin or ancestry, age, gender, or sexual preference or by status as a peace officer or 

judge.428 The Texas Penal Code also creates penalties for offenses committed because of such 

bias or prejudice.429 Like most hate-crime laws, the penalty for it is a sentence enhancement.  

Investigations and Prosecutions 

State and local law enforcement and prosecutors are first in the line of defense against domestic 

terrorism threats and attacks. Due to the nature of the crime, only local and state law 

enforcement—not the federal government—may have jurisdiction over a crime committed 

within the boundaries of the state. This stands in contrast to crimes that have, for example, an 

interstate component to them.  
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DPS may conduct criminal investigations only when adequate suspicion exists that a crime is, 

has, or will be committed. DPS officers may conduct criminal investigations to determine if there 

is a reasonable suspicion to justify an arrest or further investigation, probable cause to search or 

issue an arrest warrant, or probable cause to conduct warrantless seizures of property or issue a 

warrantless arrest of a suspect.430 The Texas DPS Criminal Investigations Division (CID), the 

investigative branch of DPS, is in charge of investigating acts of terrorism. It conducts 

investigations of “transnational gangs, drug trafficking organizations, violent statewide gangs, 

violent robbery crews, human traffickers, and other organized criminal enterprises.”431 This 

division is also tasked with investigating threats to life based on the use of weapons of mass 

destruction and acts of terrorism, both domestic and international.432 Within the CID, the 

Computer Information Technology and Electronic Crime (CITEC) Unit is in charge of 

investigating electronic terroristic threats.433 

State and local law enforcement organizations and prosecutors play a central role in preventing 

and responding to domestic terrorism. Certain states have domestic terrorism laws that expand 

investigators and prosecutors’ capabilities to initiate investigations and prosecute crimes as 

terrorism that would otherwise not qualify under the federal terrorism statutes. 

Under some circumstances, state and local prosecutors defer most sensitive investigations and 

prosecutions to the federal government. This argument has several merits. Whenever they have 

jurisdiction over a case, federal prosecutors often have more experience and resources to gain a 

conviction. The following example of the El Paso shooter shows this dynamic at play. 

Indictment and Upcoming Trial Against Patrick Crusius, the El Paso Shooter 

To date, Patrick Crusius has been indicted with several federal and state charges. Federal 

prosecutors have indicted him with the following federal crime charges: 23 counts of hate 

crimes resulting in death, 23 counts of use of a firearm to commit murder during and in 

relation to a crime of violence, 22 counts of hate crime involving an attempt to kill, and 22 

counts of use of a firearm during and in relation to a crime of violence.434 State prosecutors 

also indicted Crusius with 23 capital murder charges. Each state charge was also based on the 

defendant’s bias or prejudice against a group identified by race, color, national origin, or 

ancestry.435  

It is unclear which trial will proceed first: state or federal. Former state attorney Jaime 

Esparza indicated his intention to try the case under his jurisdiction. His successor, Yvonne 

Rosales, has stated that it makes more sense to let federal prosecutors try the case first. After 

all, federal prosecutors have more funding and resources at their disposal. Similarly, state 

prosecutors are concerned about the toll that two trials would place on the community and 

the victim’s families.436 The issue of whether to try Crusius at the state or federal level is 

currently under discussion.  

Federal law enforcement agencies and prosecutors, however, also tend to defer prosecution of 

certain crimes to their state counterparts. Several federal statutes provide the Justice Department 

with the power to investigate and prosecute hate crimes. However, as a matter of practice, the 

FBI and federal prosecutors often defer to states in initiating investigations and prosecuting hate 

crimes.437 In sum, since there is often overlap between hate crimes and terrorism, and because 
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states are usually in charge of investigating and prosecuting these crimes, states play a central 

role in preventing and responding to domestic terrorism attacks.  

The incidence of hate crimes in Texas is recorded by DPS and disseminated through annual 

reporting. The Texas Hate Crimes Act tasks the Bureau of Identification and Records within 

DPS to maintain a central repository for the collection and analysis of hate crimes.438 

Accordingly, DPS issues an annual report to the legislature detailing the information and 

analysis.439 The act also mandates local law enforcement agencies to report these offenses.440  

In cases where state prosecutors can prove that the crime was committed because of an identified 

bias or prejudice, Texas judges may apply a sentencing enhancement based on the hate-crime 

statutes available. However, it is often challenging to obtain hate crime convictions in Texas. 

According to an analysis made by ProPublica, from 2010-2015 there were 981 cases reported in 

Texas as potential hate crimes. Of those, only five were convicted of hate crimes.441 Some of the 

reasons often cited for the small number of convictions of this type of crime in Texas include:  

• Law enforcement and prosecutors do not have the experience necessary to help build 

successful hate-crime cases; 

• Pursuing a hate crime sentencing enhancement may not be advantageous when a stiff penalty 

already exists or whenever the sentencing enhancement does not impose additional 

penalties;442  

• Prosecutors view hate-crime allegations as a barrier to successful convictions; and 

• Police often lack training to build hate crime cases.443 

Public and Private Collaboration and Cooperation on Domestic Terrorism in Texas 

Preventing domestic terrorism requires a whole-of-government and whole-of-society approach. 

Private actors such as social media companies, education agencies, and social workers are often 

the best qualified to proactively identify and respond to terrorist threats before an attack occurs. 

As a result, state government and law enforcement must engage with the private sector to address 

this growing threat. 

Social Media Companies and their Role in Extremist Content Moderation 

In addition to moderating activities based on Federal law, Facebook also takes action against 

specific movements that have been identified by Texas DPS and DHS as threats but are not 

crimes under current law; e.g., QAnon and content, profiles, and groups created by Militarized 

Social Movements are prohibited in the platform. The lack of statues and designations of 

domestic terrorist groups makes it difficult for private companies to fully address threats in their 

Terms of Service and Community Guidelines.  

DPS requests information from social media companies on a case-by-case basis.444 These 

inquiries are the product of DPS’s own investigation using tools available to them and open-

source information. Social media platforms often require a warrant in order to turn over 
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information. This means that collaboration between DPS and social media companies is absent 

from the investigation and crime prevention tasks that could prevent a domestic terrorism attack.  

While there are legitimate concerns about privacy, first amendment rights, and appearance of 

government surveillance, both sides of the issue have an interest in preventing the use of social 

media to plan or execute violence. We judge there is significant potential for improvements in 

prevention simply by producing transparent procedures and having open lines of communication. 

Education and Social Media Literacy 

Texas and other states lack robust social media literacy programs and courses to make users less 

susceptible to misinformation and manipulative online media. Media literacy is the ability to 

identify, analyze, and evaluate different forms of media and their messaging.445 A study 

published by the Stanford History Education Group in 2016 found that American students have 

serious issues absorbing digital content and social media posts and thinking critically on their 

reliability and credibility446 and a UNESCO guide notes that youth are especially vulnerable to 

extremist messaging.447 

Barring individual efforts in schools to teach media literacy outside of Texas’s mandated 

curriculum, there is no state initiative currently in place to provide students with the critical 

thinking skills necessary to be literate in digital media.  

The Texas Education Agency outlines the curriculum laws and requirements for “technology 

applications” in Texas Administrative Code 19, Chapter 126, Texas Essential Knowledge and 

Skills for Technology Applications.448 The subchapters further detail specific skill sets students 

should be taught in elementary and middle school grade levels.449 It should be noted that while 

expectations do include “critical thinking” and “digital citizenship” sections, the curriculum is 

vague and fails to meet specific media literacy initiative criteria, such as skills involving critical 

consumption of media and sources. In addition, there are currently no laws and requirements in 

place for this education to continue into high school grade levels. 

Deradicalization/CVE Programs in Texas. A number of programs exist in Texas with varying 

approaches and degrees of success; however, most are aimed at preventing radicalization by 

Islamic extremists.  

• Project Connect (Arlington, TX): The Arlington Police Department established this program 

in response to the city’s growing Muslim population. Its aim was to build relations through 

community outreach activities and provide crime-prevention training in mosques, Muslim 

community groups, and schools. It sought to address psychological and social alienation risk 

factors. There are no final public reports on the results of the program. 

• Countering Violent Extremism Training and Engagement Initiative (Houston, TX): An 

intervention and social service program that ran through the Houston mayor’s office with 

assistance from the Anti-Defamation League. It targeted youth with a focus on Muslim 

communities through “steering committees” made up of governmental, inter-faith, non-profit, 

law enforcement, and academic partners.450 Committees were essentially workshops aimed to 

teach Muslim parents about extremism. The final report emphasizes achievements in training 
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but no substantial feedback from participants or results on community engagement. Report 

also underlines the significant push-back the initiative received from the community.451  

• Community Collaborative to Counter Violent Extremism in Houston, TX: An online CVE and 

general intervention program run by Crisis Intervention of Houston (CIH), a non-profit that 

offers anonymous crisis counselling, and the Alliance for Compassion and Tolerance. 

Created to address the risk of violent extremist recruitment in Houston and targeted at 

Muslim communities, the initiative notably had the most extensive metrics among all Texas 

CVE grantees, including a hotline, anti-bullying workshops, and training for parents and 

community leaders. Notably, DHS singled out CIH in praising it for its new hotline 

specifically for receiving calls related to radicalizing individuals. CIH received 167 calls 

during the grant period, trained 55 call counselors, and had positive community 

engagement.452 The Community Collaborative program provided a well-received framework 

for community-based initiatives that could have beneficial lasting effects. These established 

efforts could therefore be translated to also tackle far-right extremism in Texas, rather than 

primarily targeting Muslin communities.  

Overall, CVE and deradicalization programs on all levels currently have no standard 

implementation, regulation, or measurable outcomes and they remain controversial. However, 

three federally funded CVE programs ran in Texas under the Department of Homeland 

Security’s FY16 Countering Violent Extremism Grant Program.453 PIRUS data ranks Texas as 

the fifth-highest state in the U.S. for incidents of radicalization, the majority of which are far-

right.454 

Although there appears to have been several in-depth organized initiatives to counter violent 

extremism in the state of Texas, their efficacy and results are not thoroughly evaluated, 

especially for any long-term effects—most results were reported through interviews and reports 

of initiative organizers, rather than participants. Furthermore, all efforts, while operating at a 

potentially broad capacity, specifically targeted Muslim communities despite the majority of 

radicalized individuals in Texas aligning with far-right ideologies. A RAND report highlighted 

that substantial training was achieved through these programs, however, and organizers/leaders 

of these initiatives were able to identify vital takeaways and lessons learned from their 

experience.455 The same report also notes that these programs have a messaging and language 

problem: framing these programs through a “terrorism approach” to CVE rather than a 

“community-based” approach tends to alienate participants and weaken initiative credibility.  

Overall, efforts tailored to the community and to individuals—crisis hotlines, awareness 

campaigns, and training programs—show promise as tools that can be applied to prevent 

radicalization, promote understanding, and provide resources for those at risk. However, it 

should be noted that a 2018 Brennan Center found the majority of the DHS-funded CVE 

programs explicitly targeted minority groups (Muslims, LGBTQ Americans, Black Lives Matter 

activists, immigrants, and refugees), encouraged schools to report on “broadly defined or 

undefined suspicious behavior,” and pushed funding directly into law enforcement agencies.456 
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Existing and Potential Policies at the Executive and Legislative Levels in Texas 

Executive-Level Initiatives 

Following the El Paso shooting, the Office of the Governor issued a set of orders and directives 

aimed at preventing and responding to domestic terrorism. The specific orders and directives 

were identified previously in this report. It is unclear which of these initiatives was implemented. 

However, one of the most publicized ones did come to fruition—the Domestic Terrorism Task 

Force. 

The governor created the task force to (1) analyze emerging threats in Texas and develop 

strategies that government entities can take to prevent and respond to such threats, (2) study 

ways to enhance interagency cooperation and collaboration on the local, state, and federal levels, 

(3) develop tools, policies, and protocols to combat domestic terrorism, and (4) provide advice 

and recommendations.457   

The Domestic Terrorism Task Force last met on January 7, 2020. According to a release of the 

Office of the Governor regarding this meeting, the task force discussed items such as preventing 

domestic terrorism in the digital area, including in the form of cyberattacks. Further, according to 

the release, DPS Director, Steve McCrawl, also discussed the implementation of the governor’s 

directives. However, the state of the implementation of these directives was not made available 

to the public.  

Legislative Initiatives  

Texas does not have a law that defines terrorism, nor does it create a penalty for the commission 

of a terrorist act, but that does not mean that terrorist attacks and mass casualty events go 

unpunished. State and local prosecutors rely on other criminal statutes that create penalties for 

violent crimes such as murder, kidnapping, and aggravated assault. In recent years, the Texas 

Legislature has introduced some measures that, if approved, would provide law enforcement 

with specific tools to investigate and prosecute terrorist acts. In evaluating legislation, the most 

valuable potential contribution, in our view, would be its effect on the ability of LEAs to legally 

open investigations that might prevent attacks. This is a challenge fraught with constitutional 

issues. On the one hand, civil liberties, privacy, and first amendment concerns will/should 

always serve as a limit in moving to a strategy to prevent domestic terrorism attacks (in contrast 

to prevention of foreign-based terrorism). Extremist views and extremist speech are protected in 

the United States. On the other hand, after terrorists cause casualties or deaths in an attack, there 

is no shortage of available prosecutorial options. We judge there is room for carefully considered 

legislation that protects civil liberties but allows law enforcement to more confidently investigate 

individuals and groups advocating violence before they take action. 

In 2019, then-Congressman Mike Lang introduced H.B. No. 4502. This bill defined the act of 

terrorism and terrorist organization, penalizing such activities. The bill defined terrorism as the 

commission or threat of a crime that could end in damage to property, serious bodily injury, or 

death with the intent to intimidate or coerce a civilian population; further the objectives of a 

terrorist organization; influence the policy or conduct of the state government by intimidation or 

coercion; support a broader ideological movement; or retaliate for policy or conduct of the state 
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government.458 According to the bill, a terrorist organization would be defined as a domestic or 

foreign organization that engages or supports an act of terrorism; that has the capability and 

intent to engage in the act of terrorism; or that is designated as a foreign terrorist organization by 

the U.S. Secretary of State.459 The bill also would create a penalty of a felony for any listed 

offense.460 On May 26, 2019, the bill was referred to the Criminal Jurisprudence committee, but 

it ultimately failed to pass. 

In 2021, Texas Representative Jeff Leach introduced H.B. 3599. This bill would create criminal 

offenses for providing material support or resources to a foreign terrorist organization, engaging 

in terroristic activities, and threatening terroristic violence. The bill would create an offense of a 

felony of the first degree for knowingly providing material support or resources to a foreign 

terrorist organization, as defined under 8 U.S.C. Section 1189.461 

In the 2019 Texas Safety Action Report, released following the El Paso shooting, the Office of 

the Governor identified a series of policy options for the Texas Senate and House Select 

Committees on Mass Violence Prevention and Community Safety to consider. Most of these 

items relate to firearm safety. The report recommended the following:  

• Expediting the reporting of criminal convictions to the Texas Department of Public Safety 

• Consider prohibiting straw purchases (buying for someone else) of firearms under state law 

• Consider laws that crack down on criminals who try to illegally buy or possess guns 

• Consider requiring courts to inform convicted criminals that they may no longer possess 

firearms 

• Require that any stolen firearms be reported to the county sheriff within 10 days of when the 

owner becomes aware of the theft 

• Consider ways to make it more affordable and beneficial for a private seller of firearms to 

voluntarily use background checks when selling firearms to strangers 

• Prohibit juvenile offenders convicted of certain violent crimes from legally purchasing 

firearms 

• Consider implementing and funding a Texas program, similar to federal initiatives, that uses 

a multi-pronged strategy of policing and prosecution, agency interaction, and identification 

of violent crime hot spots 

• Consider a law that works in conjunction with the proposed federal Protecting Communities 

and Preserving the Second Amendment Act of 2019 to reform the background check system 

• The Texas Legislature should work with the Texas Education Agency (TEA) to develop 

strategies to improve parental engagement in schools. 

Currently, Texas does not have a “red flag” law. A red flag law allows individuals to petition the 

court to issue a protective order, requiring the respondent to immediately relinquish all firearms 
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and ammunition, and giving law enforcement the authority to seize firearms from people who are 

deemed by the court/judge to be a danger to themselves or others.462 Even if it is controversial to 

adjust a red flag law to all defendants, applying it on a limited basis to potential terrorist threats 

should be part of the greater discussion. The law could give broadened opportunities to law 

enforcement personnel to deter extremists’ activity and influence. 

Some bills under consideration in the Texas Legislatures’ initiatives would directly affect 

counterterrorism efforts. For example, S.B. 12 from the 2020-2021 legislative session would 

prohibit social media companies—including Facebook, Twitter, and YouTube—from blocking, 

banning, demonetizing, or otherwise discriminating against a user based on their viewpoint or 

their location within Texas. A similar bill in 2019 won senate approval but failed to advance past 

a state house committee.463 Another of these initiatives, a bill that would allow Texans to carry a 

gun without a license, was proposed during the same legislative session. This bill, however, faces 

some opposition by the Attorney General and law enforcement officers. An amendment to the 

bill, proposed by representatives Diego Bernal and Rafael Anchia, would have introduced a 

provision making carrying a gun without a permit illegal for domestic terrorists or white 

supremacists.464 

DPS: Current Landscape and Policy Options for Preventing Domestic 

Terrorism 

The following section describes DPS’s operating procedures and funding structure as it relates to 

domestic terrorism. There were several limitations related to the type of data available publicly 

on this topic. However, the authors of this study were able to gain insight into at least some of its 

operating procedures and funding structure.  

This section analyzes DPS’s structure and the Texas Fusion Centers’ operating procedures and 

processes. Further, the section also discusses the funding mechanisms behind DPS, which 

provide some insight into threat prioritization. In order to conduct this study, the authors relied 

on publicly available data such as information on DPS’s website, primary research of the laws 

creating the regulatory framework in which it operates, and secondary research available in the 

open source. This analysis allowed, albeit in a limited manner, the identification of certain gaps 

and potential opportunities for enhancing Texas’s ability to prevent and respond to this growing 

threat. 

Gaining insight into DPS’s Intelligence and Counterterrorism (ICT) division’s rules and 

procedures proved challenging and as a result, our analysis of the actionable gaps is limited. It is 

important to note that the research for this report took place at a declassified, civilian level. That 

is, the majority of our understanding of internal DPS processes as well as federal and state 

intelligence-sharing came from public record, primary research, and on-record interviews. 

Despite these limitations, we believe there is value in noting what we identified as gaps and 

potential policy options for DPS to consider. 

Domestic Terrorism Intelligence-Gathering, Analysis, and Information-Sharing in Texas 

At the state level, ICT is in charge of collecting, analyzing, and disseminating intelligence 

necessary to prevent terrorist attacks and mass casualty events. DPS operates two units under 



69 

ICT—the Intelligence and the Counterterrorism units. The Intelligence unit is responsible for the 

operation of the Texas Fusion Center and Critical Infrastructure Protection and the 

Counterterrorism unit hosts the Texas Homeland Security Unit and the Texas Suspicious 

Activity Reporting Network.465  

ICT also operates the State Intelligence Team (SIT). This team is responsible for producing 

multi-agency State Intelligence Estimates related to homeland security issues, including 

domestic terrorism and mass casualty attack events. The SIT is composed of the following units: 

Organized Crime Intelligence Unit, Homeland Security Unit (HSU), Special Crimes Intelligence 

Unit, and the analysts that support the Highway Safety Operations Center.466  

The HSU is responsible for reducing the threat of domestic and international terrorism in Texas. 

The unit operates three different sections, the Domestic Terrorism (DT) Section, the International 

Terrorism/Homegrown Violent Extremism Section (IT/HVE), and the Critical Infrastructure 

Protection (CIP) Section. The DT and the IT/HVE Sections coordinate all terrorism-related 

information within the region and also serve as the state’s point of contact with federal agencies 

such as the FBI through the JTTF system. The CIP Section serves as a point of contact between 

the state and the critical infrastructure sector and provides and receives threat information from 

critical infrastructure private-sector partners. 467 

There are eight recognized fusion centers across the state—two in Austin, two in Dallas-Fort 

Worth, one in Houston, one in El Paso, one in McKinney, and one in San Antonio. The Texas 

Fusion Center (TxFC), located in Austin, serves as the repository for homeland security 

information and incident-reporting in Texas.468 The TxFC is in charge of (1) promoting 

emergency preparedness, receiving and analyzing information, assessing threats, and issuing 

public warnings related to homeland security emergencies; (2) authorizing and facilitating 

cooperative efforts related to emergency response during homeland security emergencies; and 

(3) making recommendations to DPS on the operations of the remaining seven fusion centers in 

Texas.469 The TxFC includes various components; however, the TxFC Watch Center is the only 

component responsible for sharing terrorism-related information to the Information Sharing 

Environment (ISE).470 

DPS is in charge of adopting rules for the operation of fusion centers in Texas. DPS must 

provide guidelines for fusion centers in the state that establish a common concept of operations 

and baseline standards for each aspect of the centers’ activities. Further, it must ensure that all 

fusion centers in Texas comply with federal and state laws, including C.F.R. Part 23 and any 

other laws that establish requirements for the treatment of one, and the collection and storage of 

noncriminal information, personally identifiable information, or protected health information.471 

Each fusion center is responsible for establishing a privacy policy.  

The Texas Fusion Center Policy Council is the integrated network of fusion centers and is 

responsible for liaising with the community to ensure that civil freedoms and privacy are 

protected as it relates to domestic intelligence-gathering, analysis, and information-sharing.472 

The council is in charge of (1) developing and disseminating strategies to facilitate the 

implementation of federal standards and programs by fusion centers in Texas;473 (2) expanding 

intelligence capacity to reduce the threat of terrorism and criminal enterprises;474 and (3) 

continuously reviewing critical issues pertaining to homeland security activities.475 The council 
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must also establish a privacy advisory group and recommend best practices to ensure that fusion 

centers adhere to federal and state laws and to ensure the smooth exchange of information among 

all fusion centers.476  

The Texas Fusion Center Network 

Information about fusion center operations in Texas is opaque. However, each fusion center in 

Texas makes available a privacy policy that provides certain insights into their operations. The 

Texas Fusion Center Privacy, Civil Rights, and Civil Liberties Policy provides the most detailed 

description of the Texas Fusion Center’s operations. (We assess that limited transparency about 

basic operations hinders the Centers’ execution of their missions.) 

The TxFC is responsible for seeking and retaining threat information. There are, however, 

certain parameters that must be fulfilled in order for the information to be collected by the TxFC. 

The information collected must be based on a possible threat to public safety or the enforcement 

of criminal law477 and based on reasonable suspicion that an identifiable individual or 

organization has committed a criminal offense or is involved in or planning criminal conduct or 

activity that presents a threat to individuals, the community, or the nation.478 The centers cannot 

take a “vacuum cleaner” approach to collection of human intelligence, signals intelligence, or 

open source intelligence that is possible for national intelligence agencies working on 

international terrorism policy. 

Information collected and retained must be relevant to the investigation and prosecution of 

suspected criminal incidents and useful in crime analysis or in the administration of criminal 

justice and public safety.479 Lastly, the information collected by the TxFC shall also be reliable 

and verifiable and obtained in a fair and lawful manner.480 The TxFC may also retain protected 

information based on a level of suspicion less than “reasonable suspicion,” under certain 

circumstances. However, the center prohibits seeking or retaining information about individuals 

or organizations solely based on their religious, social, or political activities or views, nor related 

to their races, ethnicities, citizenship, places of origin, ages, disabilities, genders, or sexual 

orientations. The policy also forbids using these factors to create suspicion, with the exception of 

using it to describe a particular suspect.481  

The Texas Fusion Center Privacy, Civil Rights, and Civil Liberties Policy also describes how the 

TxFC assesses and categorizes information to determine whether to retain it. In making a 

decision to retain any information, the TxFC makes a determination based on the type of 

information received, the nature of the source, the reliability of the source, and the validity of the 

content.482 The information that TxFC retains is labelled by record, dataset, or system of records 

but it limits its access and disclosure.483  

The policy outlines the process for dealing with tips, leads, and suspicious activity report (SAR) 

information. SAR reporting on terrorism-related suspicious activity is integrated into existing 

processes and systems to manage other crime-related information.484 The TxFC must ensure that 

the information received has been validated or refuted and assessed for sensitivity and 

confidence prior to allowing access to it or its dissemination. Furthermore, it must use a standard 

reporting format and data collection codes for SAR information.485 TxFC must share information 

in response to an interagency inquiry for law enforcement, homeland security, or public safety 
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and analytical purposes. Similarly, it must provide an assessment of the information to any 

agency, entity, individual, or the public when credible information indicates potential imminent 

danger to life or property.486  

The Texas Fusion Center Privacy, Civil Rights, and Civil Liberties Policy also provides 

guidelines for acquiring, receiving, vetting, and analyzing threat information. The TxFC 

implements a SAR process that provides for human review and vetting to ensure that information 

is legally gathered and to determine whether there is a potential terrorism nexus.487 The SAR 

process used by the TxFC includes introducing safeguards to make sure that only information 

related to individuals involved in criminal activities is collected.488 The information is labelled 

according to the level of quality, including for its level of accuracy, completeness, currency, and 

confidence.489 Information received by the TxFC will only be analyzed for two reasons: (1) to 

prevent future crime, law enforcement, public safety, force deployment, or prosecution 

objectives and priorities established by the center; and (2) to provide tactical and/or strategic 

intelligence on the existence, identification, and capability of individuals and organizations 

engaging in criminal activities.490 

TxFC personnel are responsible for ensuring that information is disseminated through the 

Information Sharing Environment (ISE) and complies with the ISE Functional Standards policy. 

The TxFC shall identify and review protected information that may be accessed from or 

disseminated by the center prior to sharing the information through the ISE and use metadata or 

data field labels that allow ISE-authorized users to determine the nature of the protected 

information.491 However, it shall retain basic descriptive information, including (1) the name of 

the originating center, department or agency, component, and subcomponent; (2) the name of the 

center’s criminal justice information system from which the information was disseminated; (3) 

the date when the information was collected, and when it was last verified; and (4) the title and 

contact information for the person to whom questions regarding the information should be 

directed.492 The TxFC will also keep a record of the source of this information.493 

The TxFC operates under the ISE-SAR Functional Standard for SARs process. It uses accepted 

data collection codes and a sharing process that complies with this standard. It only provides 

access or disclosure to persons within the center or other authorized agencies.494 Records 

retained by the TxFC may be accessed or disseminated to those responsible for public protection, 

safety, or health and only for those purposes.495 Certain records are not allowed to be shared with 

the public, including (1) records required to be kept confidential; (2) information that would 

expose a vulnerability to a terrorist attack or other criminal activity; (3) investigatory records of 

law enforcement agencies; and (4) federal records protected under federal law that are exempt 

from disclosure under the Freedom of Information Act.496 The TxFC is prohibited from 

confirming the existence or nonexistence of information to any person or agency that would not 

be eligible to receive the information.497 

An example of Texas law enforcement agencies working with federal agencies to prevent a 

terrorist attack is seen below in the reporting of the international terrorism charges on Rahatul 

Ashikim Khan and Michael Todd Wolfe. 
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International Terrorism Charges on Rahatul Ashikim Khan and Michael Todd Wolfe 

Rahatul Ashikim Khan (a.k.a. “Rahat Khan”) and Michael Todd Wolfe (a.k.a. Faruq) were part of a 

group of Texas extremists led by Khan who were convicted of conspiracy to provide material 

support to terrorists, under 18 U.S.C. 2339B. 

According to the complaint, Khan conspired with others to recruit extremists to travel overseas in 

support of ISIS. He was able to screen and recruit individuals in an online forum, one of which was 

actually an FBI confidential source. Khan pleaded guilty to the charges and was sentenced to ten 

years in prison followed by ten years of supervised release. Wolfe was arrested at the George Bush 

Intercontinental Airport in Houston, Texas, at the beginning of his journey to Syria. He had 

unknowingly confided in two undercover FBI agents. Wolfe pleaded guilty to the charges and was 

sentenced to 82 months in prison. 

The arrests and convictions of both men came as a result of a long-term investigation conducted by 

the FBI and the Central Texas JTTF. Other agencies involved in the operation were the Internal 

Revenue Service-Criminal Investigation, U.S. Citizenship and Immigration Services, U.S. Army 

Intelligence, Austin Police Department, Round Rock Police Department, Killeen Police 

Department, University of Texas Police Department, Travis County Sheriff's Office, Texas 

Department of Public Safety, Office of the Texas Attorney General, and the Texas Alcoholic 

Beverage Commission. 

According to U.S. Attorney Robert Pitman, this investigation was a “textbook example” that 

highlights the strength of the Central Texas JTTF. This case highlights the importance and value of 

cooperation and collaboration between law enforcement agencies.498 

 

Fusion centers in Texas rely on an intelligence-sharing system to disseminate threat information 

between all levels of law enforcement. The Texas Suspicious Activity Reporting Network 

(TxSARNET) is a statewide network that creates a holistic view of terrorism, crime, and school 

safety related to suspicious activity in Texas.499 Its purpose is to centralize reporting from the 

public, fusion centers, local, state, and federal law enforcement agencies, and school districts. As 

part of this network, the Texas government created a tool for public and private sector reporting 

of threat information—the iWatchTexas system. iWatchTexas was initially created for school 

districts to report suspicious behavior on campuses, but the scope of the tool was expanded into a 

community threat reporting mechanism via the submission of suspicious activity reports.  

Funding to Combat Domestic Terrorism in Texas 

In the Texas Homeland Security Strategic Plan for 2021-2025, Governor Abbot identified 

preventing terrorist attacks and organized criminal activity as its number one goal.500 As the 

agency responsible for implementing these mandates, the Department of Public Safety requested 

more resources to detect and interdict threats to life. In the last 18 months, DPS has stepped up 

its efforts to fulfill the goals established by the governor—DPS’s current budget request includes 

several items that it identifies as needed to deal with significant externalities. 

In FY 2020, DPS’s budget was approximately $2,633,494,343.501 Two different programs within 

DPS have the task of reducing the threat of terrorism. The first, Intelligence, received 
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$11,231,918 from the 2020 budget (about 6.5%).502 The second program with a counterterrorism 

mandate is the Security Programs.  This program received $23,655,182 for FY 2020, a decrease 

of $212,141 from FY 2019.503 

For FY 2022, DPS is requesting a total of $2,126,323,952. The total intelligence base request is 

$10,664,875, with a total of $5,038,494 in exceptional funds, which would increase the total to 

$15,703,369 for the year’s intelligence budget. DPS has also added an interoperability and 

communications component to the objective of intelligence provision at a price tag of 

$17,503,591, which would establish a statewide master radio site and an interoperability 

solution.504 This request for intelligence provision alone would constitute $33,206,960. Security 

Programs funding would contribute an additional $23,289,601 to the part of the agency’s budget 

that oversees counterterrorism efforts.505  

In the FY 2022-2023 request, DPS also identified several areas in which it requires more 

resources destined for “proactive monitoring and rapid intervention” for mass attacks in public 

places. As a result, DPS is requesting an additional $39.9 million in significant externalities. The 

funds would be appropriated in the following manner: 

• Statewide Unified Information Sharing ($18.7 million). It would include $10 million in grants 

to local law enforcement agencies to make upgrades to their reporting systems; $6.1 million 

to proactive threat monitoring and analysis to be destined for additional noncommissioned 

experts with the knowledge, skills, and abilities to identify potential threats; and $2.6 million 

to maintain the use of the Texas Suspicious Activity Reporting Network. 

• Local and State Support Components ($14.3 million). Includes $9.4 million in funding for a 

live threat engagement and use of force training house at the Tactical Training Center; $4.1 

million for a major crime scene vehicle response center for incident command and evidence 

collection in adverse terrain and weather conditions; and $0.8 million for additional 

technicians to assist in the collection and processing of crime scene evidence.506 

Since January 2021, enhancing capitol security has become a priority for most states. According 

to detailed sensitive information and an assessment made by the U.S. Secret Service, DPS has 

also identified the need to enhance the Texas Capitol’s physical security measures. As a result, 

the agency has included a request for $39.1 million to enhance capitol security. If approved, this 

request would see the introduction of 65 troopers, five agents, and two analysts ($36.3 million). 

Additionally, the request includes $1.8 million in equipment such as panic button notification, x-

ray technology, video cameras, and gunshot detection capability. Furthermore, the request 

includes enhancing bomb dog capabilities at a price tag of $1 million.507 

Existing and Potential Policies for Texas DPS to Bolster Response to Domestic Terrorism 

The rise in domestic terrorism requires a reassessment of intelligence gathering, analysis, and 

sharing capabilities by all intelligence agencies. The ICT division of DPS has implemented 

several initiatives to improve their processes and procedures to account for this threat. There are, 

however, still some areas that could use increased resources and attention.  
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Following the El Paso shooting, the governor issued a set of directives for DPS to implement, as 

follows: 

• “Conduct a state intelligence assessment on the domestic terrorism threat in Texas; 

• Establish a domestic terrorism section within the Texas Fusion Center to proactively seek, 

assess, and monitor domestic terrorism and other mass casualty threats;  

• Coordinate with regional fusion centers in Texas to increase the detection and monitoring of 

domestic terrorism and other mass casualty threats; 

• Establish Domestic Terrorism Teams to provide immediate support to FBI JTTFs, and agents 

to conduct counterterrorism investigations; and 

• Increase the number of DPS Special Agents and Analysts in the Texas Anti-Gang Centers 

conducting investigations on criminal gangs affiliated with Neo-Nazi and White Nationalist 

groups and groups espousing terrorist attacks”508   

There is some indication that at least some of these directives have been fulfilled. For example, 

DPS now hosts a Domestic Terrorism Section. The Texas Fusion Center also wrote and released 

the required threat assessments--one on mass casualty attacks and one on domestic terrorism.   

Privacy Policy Reform  

The Texas Fusion Center Privacy, Civil Rights, and Civil Liberties Policy is the most robust 

public document available that outlines the current process for collection, retention, and 

guidelines for collecting SARS. This privacy policy was written in 2011, with only the Texas 

Fusion Watch Center given responsibility for sharing terrorism-related information in the 

Information Sharing Environment. Additionally, the privacy policy notes that SAR reporting on 

terrorism-related suspicious activity is integrated into existing processes and systems used to 

manage other crime-related information.509 In this system, records about an individual or 

organization from two or more sources will not be merged by the TxFC unless there is sufficient 

identifying information to reasonably conclude the information is about the same person 

mentioned in each report. This is a potential stovepipe in the information-sharing process as 

intelligence about a potential terrorism threat may get caught in different systems and not surface 

to the level of urgency at the TxFC. 

The existing policy that dictates how information is sourced, received, and operationalized 

through the Texas Fusion Watch Center has the potential to cause a bottleneck in the 

information-sharing process of domestic terrorism intelligence both to the Texas Fusion Center 

as well as between fusion centers in the state. DPS should consider revisiting the privacy policy 

to ensure that it is not unnecessarily clogging the flow of urgent threat intelligence. Any changes 

made to its policies should be made in a manner that protects privacy, civil rights, and civil 

liberties.  
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Enhancing Quantity and Quality of SARs  

According to the Texas Action Safety Report, SARs are the core of adequate and efficient 

reporting for potential threats.510 Currently, the law enforcement training curriculum includes 

SAR training, but DPS does not have jurisdiction over the material included or SARs training 

techniques.511 Executive Order No. 3 from the report authorized training to be available to 

educate others but did not require it. Training material is available on the DPS website with a 

curriculum, providing an avenue to better increase the quality of SARs and their effectiveness.512 

However, the Executive Order seems geared towards awareness at schools, with little 

information given to the general public on community reporting or guidance for successful 

implementation. 

Improving SAR Reporting and Sharing Process: An Outside Perspective 

Texas DPS should consider three main factors in assessing SAR reporting and processes: 

expediency, efficacy, and understanding. There should be considerations for the speed at which 

these reports are processed as expediency can either improve threat analysis or can hamstring the 

process. SAR reporting appears to be folded in with other processes and crime information 

sharing. DPS should consider whether the growing domestic terrorism threat requires a dedicated 

channel to report suspicious activity. Two-way information-sharing, not just SAR reporting, 

should also be prioritized to delineate domestic terror threats from other criminal intelligence.  

Potential New Sources of Funding 

An additional hurdle for fusion center operations is funding. With the exception of the DPS 

Texas Joint Crime Information Center, all fusion centers are predominantly locally resourced. 

State and local departments determine budgets, operational hours, and other resources, which can 

cause unequal distributions across the state’s fusion centers. Furthermore, there is no standard 

metric for measuring the efficacy of fusion centers.513  

Given that countering domestic extremism is a policy priority for the current administration and 

other agencies such as the FBI and DHS, there are new and diverse funding options available for 

Texas DPS to explore when searching for sustainable and effective funding options to improve 

efforts to counter extremism. DHS has released new guidelines for Preparedness Grants and an 

earmarked budget for domestic terrorism measures, all of which should be indexed against the 

internal needs of DPS and, more specifically, Texas Fusion Centers.  
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PART 3. Recommendations and Conclusion 

The key objective for this project is to propose actionable recommendations to the Texas 

Department of Public Safety. A range of stakeholders and policy variables affect the constantly 

evolving domestic terrorism threat landscape. Any coordinated response requires stakeholders at 

each level to analyze existing gaps and opportunities, to which we have attempted to contribute 

in the preceding pages. As such, the following recommendations are catered specifically for DPS 

or for matters directly related to DPS that can only be implemented by the legislature or the 

governor's office. 

Recommendations are organized from specific to more general, with each including an overview 

of the recommendation, an implementation plan, and measurements for evaluation and success. 

Assessing success is a crucial component of these recommendations as a whole, given the 

changing nature of the threat and the need for DPS to quickly adapt and adjust response tactics. 

Recommendations 

1. Commission a formal assessment of DPS processes regarding its approach to the 

domestic terror threat, to include outside experts with the necessary security clearances 

and access to DPS.  

Conduct a formal assessment of DPS policies and organizational structure as it relates to the 

domestic terror threat with a group of at least five to six outside experts from diverse 

backgrounds (domestic terrorism, law enforcement cadre from other large states, federal law 

enforcement, homeland security, etc.) who either already hold or can be quickly granted all 

necessary security clearances to assess DPS policies, organizational structure, internal and 

external communications, workforce expertise, and resource allocation and whether these are 

adequate to the size, scope and nature of the domestic terrorism threat. 

This initiative should be commissioned by the governor or DPS. The role of outside experts is to 

provide objectivity and outside perspectives in analyzing these questions. Security clearances 

will be needed to access the necessary documents and interview sources within DPS. The final 

report should be briefed to the Texas Legislature and/or governor, including acceptance or 

rejection of the proposed recommendations by DPS, a plan for implementing accepted 

recommendations, a resource analysis, and a proposed timeline. The goal from the beginning of 

the review until the proposed implementation briefings should be no more than six months. 

We expect that this recommendation would, at minimum, lead to recommendations on updating 

and expanding public-facing documents on the DPS website, the hiring of specialized experts in 

fields including social media and psychology, regular external sharing of unclassified threat 

assessments (to increase transparency), and centralized training modules for officers to increase 

the breadth and depth of resources to address domestic terrorism and mass casualty attacks. 
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2. Review fusion center talent acquisition and development and intrastate communication 

lines to improve organizational capacities related to the evolving threat of domestic 

terrorism.  

Improve the efficacy and coordination of fusion centers in Texas, primarily, and also nationwide, 

through an increased focus on talent acquisition and personnel evaluation within fusion centers, 

and also streamline communications between centers. Our analysis of available, de-classified 

information regarding fusion center functions underscored the opportunity to improve 

specialized knowledge within government agencies through more intentional hiring and 

evaluation processes. Additionally, intrastate information sharing can be improved by creating a 

communications channel dedicated to domestic terrorism. 

DPS should focus hiring efforts to recruit individuals’ subject matter expertise including 

emerging technologies, psychology, and social media data analytics. These skills are currently 

lacking within DPS and across government agencies, and are a barrier to meeting the 

accelerating threat of domestic extremism on digital platforms. Currently, the majority of fusion 

center personnel nationwide come from law enforcement backgrounds, and shifting recruitment 

efforts toward subject matter experts would create new channels for cooperation and would 

diversify perspectives. These hiring efforts can be supported through recently announced DHS 

grants, of which 7.5 percent have been earmarked for DT prevention.514 These funds can be used 

to ensure competitive remuneration and attract the best talent. It should be noted that applicants 

only have a two-month window and must apply by May 25, 2021.  

Separately, an assessment of existing personnel within the fusion center network should be 

conducted to review employee vulnerability to radicalization. DHS has provided over $77 

million in grants to fill roles if “off-boarding” of employees is required, alongside other 

considerations for improving prevention.515 This assessment may be done internally or externally 

but must be conducted before applying for DHS Preparedness Grants. A renewed focus on hiring 

new subject matter experts and investigating extremism within TX LEAs will enhance threat 

analysis and in-house capabilities, as well as foster collaboration with the private sector, as 

explained further in our fourth recommendation below.  

Additionally, existing communication channels within fusion centers should be used to improve 

the flow of information regarding domestic terror threats. While fusion centers operate as 

discrete entities within separate jurisdictions, there exists an opportunity to improve intrastate 

communications between Texas’s eight recognized fusion centers. National communications 

channels should be created specifically to enhance situational awareness around domestic terror 

threats to ensure threat trends are updated in real-time. As the primary fusion center for the state 

of Texas, DPS has a unique opportunity to shape the priorities of the Texas network. A DT-

specific fusion center channel should be created by DPS to ensure ease of access to relevant 

intelligence. In addition to SARs, all threat intelligence regarding domestic extremism should be 

first categorized by urgency, and subsequently funneled into a direct channel of communication 

between intrastate fusion centers. Once a dedicated channel for DT information is created and 

implemented for intrastate communication, best practices can be shared in a similarly structured, 

nationwide DT dedicated channel. Tactics, techniques, and procedures (TTPs) of DT 

intelligence, successes, failures, and trends should be condensed and shared both intrastate and 
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interstate. A streamlined communication strategy for Texas fusion centers would not only 

improve counter-extremism efforts but would also be in line with the 2020 National 

Counterintelligence Strategy to enhance the capability of the federal government to share threat 

intelligence across agencies and partners.516 

DPS implementation of fusion center improvement recommendations would include:  

• DPS applying for TVTP funding to buttress talent acquisition efforts by May 25, 2021 

• DPS creating a dedicated channel for DT HSIN-intelligence before FY 2022 (October 2021) 

• DPS conducting a personnel assessment of fusion center employees and evaluating 

opportunities for improved DT prevention strategies to apply for DHS Preparedness Grants 

before FY 2022 (October 2021) 

3. Support existing multi-stakeholder efforts to increase DPS’s situational awareness and 

input in collaborative efforts to assess, prevent, and respond to domestic terrorism. 

DPS should establish contacts within private-sector companies and non-governmental 

organizations to support ongoing efforts related to countering violent extremism, de-

radicalization, and ongoing investigations. DPS should task an individual or establish a council 

charged with overseeing these collaborative efforts and act as the communication bridge between 

Texas law enforcement and the private sector for issues related to domestic terrorism.  

DPS should leverage preexisting efforts at an array of organizations such as the Global Internet 

Forum to Counter Terrorism(GIFCT), 517 InfraGuard,518 the Anti-Defamation League’s Hate on 

Display,519 and the Association of Law Enforcement Intelligence Units.520 These organizations 

are involved in a wide range of efforts that can help to directly address the threat of domestic 

terrorism, offer best practices for information-sharing, enhance situational awareness, and 

streamline investigative efforts. DPS should volunteer to sit on working groups, attend meetings, 

and liaise with the members of these organizations to support existing collaborative initiatives 

and elevate its threat prevention and response capabilities.  

Additionally, the creation of an information-sharing center, similar to the already established 

framework of Information Sharing and Analysis Centers (ISAC) within the cybersecurity 

field,521 would help to solidify the partnerships between law enforcement and social media 

platforms. Through these partnerships, content removed under platforms’ community standards 

and terms of service could be analyzed by DPS in order to examine the threat more holistically 

when taking into account classified intelligence. Sharing information in this manner has helped 

in the cybersecurity space and can further stakeholder collaboration to prevent threats from 

transforming into physical acts of terrorism. This collaboration also incentivizes participation 

from social media companies, as it offers enhanced situational awareness and ultimately 

increased response times to lessen public criticism. Additionally, social media companies can 

gain access to law enforcement insights and better determine if there are other threats that might 

not be violating community guidelines but are worthy of further investigation by DPS. 
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Another partnership could include the creation of a shared database with examples of user-

generated content that violates social media platforms’ community guidelines—specifically 

content associated with criminal, terrorist, or hate organizations. This concept is similar to the 

FBI’s Tattoo Recognition Database.522 A database of language, images, videos, memes, and 

other content that is often used by radicalized and criminal groups can allow law enforcement to 

detect trends and use this information to facilitate intelligence-gathering in other mediums such 

as the dark web, computer equipment obtained during the execution of warrants, and wiretap 

activities. 

The execution of this recommendation should see DPS establish new relationships with four 

types of organizations at a minimum, addressing situational awareness, shared best practices, 

streamlining investigations, and intelligence capacity-building. Through these relationships, DPS 

should contribute to cross-sector conversations regarding social media companies’ handling of 

terrorist content, gain access to shared databases on threat trends, images, and symbols, and liaise 

with other law enforcement agencies. Through these expanded relationships, DPS might conduct 

educational workshops that further enhance collaboration between the public, private sector, and 

law enforcement.  

4. Launch a public relations campaign to enhance public awareness about threat reporting 

and increase public transparency through standardized SARs reporting across law 

enforcement agencies in Texas.  

Growing threats cannot be solved without increasing public engagement and will need the public 

to help solve them. Expanding public engagement on reporting suspicious activity is paramount 

to successfully increasing the number of SARs and guaranteeing the integrity of information 

provided by concerned citizens. We recommend implementing a two-pronged strategy to 

increase the quantity and quality of SARs. This campaign should enhance the current intelligence 

process by raising public awareness for all threats concerning Texans and reinforcing local law 

enforcement’s efforts in countering domestic terrorism.  

The first portion of the recommended campaign includes a public relations effort to advertise the 

current iWatchTX digital app through TxDPS’s social media platforms and partnering with 

television networks to run commercials on local channels. This will provide an opportunity to 

rebrand the public’s understanding of SARs and prompt Texans to be more engaged in the 

reporting mechanism for criminal activity. We recommend that DPS’s Media and Public 

Relations Division implement the program with the assistance of a private marketing firm to 

mitigate negative consequences or messaging.  

This recommendation should increase the quantity of publicly reported suspicious activity and 

should increase the quality of SARs through direct engagement between the public and DPS. 

This includes an education component whereby DPS can modify the ISE guidance of behavioral 

indicators to be more appropriate for civilians.  

The second portion of the campaign establishes an internal law enforcement SARs strategy. We 

recommend creating a centralized node oversight structure that would standardize training, 

reporting, and evaluation of local law enforcement and its role in reporting criminal activity, 

especially terrorism. The organization of this system would include small regional centers within 



81 

sheriffs’ offices or local police departments and include officers that have undergone DPS-

specific SARs training. 

This recommendation should increase the number of SARs reporting by communicating best 

practices, behavioral indicators, and other elements while also enhancing the intelligence-

gathering process across all law enforcement agencies across Texas.  

5. Collaborate with community-based organizations to support existing efforts to address 

radicalization and extremism.  

DPS should pursue cooperative initiatives with community-based organizations and 

professionals outside of law enforcement involved in addressing radicalization and extremism. 

Establishing partnerships with community initiatives allows DPS to stay informed on CVE 

techniques and developments while allowing these initiatives to prosper outside of government, 

where they are proven to be most successful.523 The two most viable points for collaboration are 

with CVE-related NGO networks and mental health experts. 

The 2016 implementation of DHS’s Counter Violent Extremism Grant Program established a 

robust network of Texas NGOs experienced in designing and running local CVE programming, 

some in direct collaboration with local law enforcement and community leaders. To promote 

transparency and promote established boundaries between the NGOs and law enforcement, a 

public-facing DPS task force should tap into this network to create lines of communication. DPS 

should also allow mental health professionals to become more involved in supporting law 

enforcement and CVE efforts. Furthermore, in the case of potential domestic terrorism threats, 

DPS should establish a standard operating procedure to consult with mental health and 

radicalization experts. 

By establishing clear lines of communication with experienced NGOs, DPS will have a deeper 

understanding of ongoing CVE projects and access to resources on what efforts (training, 

educational workshops, outreach programs, hotlines) are most successful in Texas. Collaboration 

with mental health professionals will provide alternate response frameworks to at-risk 

individuals and deflect individuals with mental health needs away from criminal justice system 

involvement.  

6. The Texas Legislature should require DPS to produce two bi-annual threat assessments, 

with one focused on domestic terrorism and the other on mass violence attacks. 

The legislature should delegate the creation of two bi-annual threat assessments to DPS. One 

assessment should characterize the threat of domestic terrorism while the other would 

characterize the threat of mass violence events, in order to provide data-based assessments that 

can drive more efficient resource allocation and personnel focus.  

These assessments should be modeled after the threat assessments commissioned by the 

governor and written by DPS in 2020. Each report would (1) include a discussion of current and 

future trends dealing with the threats; (2) indicate the number and frequency of successful and 

thwarted attacks; (3) discuss any efforts made by law enforcement to mitigate these threats; and 

(4) identify any gaps in the intelligence and enforcement capabilities by DPS.  
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Delegating and funding these assessments will allow the legislature to become aware of the 

nature of the domestic terrorism and mass casualty attack threats. These assessments could help 

the Texas Legislature target resources in a more effective and data-driven manner. Additionally, 

these reports will allow DPS to focus resources on identifying, analyzing, and sharing 

information on specific threats and trends within the broader umbrella of domestic terrorism. 

Furthermore, releasing unclassified versions of the assessments will inform the public on the 

threat of domestic terrorism and mass casualty events in Texas. 

Contents of these reports should be briefed before the Texas Senate Judiciary Committee and the 

Texas House of Representatives Judiciary & Civil Jurisprudence Committee. DPS could create 

one report a year, brief the contents of the report to the committees on the year in which the 

Texas Legislature convenes, and release the unclassified version of the reports to the public 

(subject to approval by the legislature). 

7. The Office of the Governor should commission a review of the state’s efforts to 

implement the recommendations made to address domestic terrorism and mass casualty 

attacks in 2019.  

The Office of the Governor should commission a review of the state’s efforts to address 

domestic terrorism since 2019. This review should include an assessment of the implementation 

of the Governor’s executive orders regarding domestic terrorism and mass casualty events. The 

report would also identify actionable gaps and recommendations to mitigate these gaps. 

This proposed review would assess (1) the implementation of Executive Order GA-07; (2) the 

results of the governor’s directives specifically for DPS released after the 2019 El Paso attacks; 

(3) the actions taken by the Texas Domestic Terrorism Task Force since its inception; and (4) 

legislative efforts related to terrorism and mass casualty events in the past two years. 

Furthermore, the review would identify actionable gaps to be addressed by all stakeholders 

involved in the implementation of these policies.  

The findings of this review should be written into a report by a representative from the 

governor’s office. The resulting report should highlight implementation gaps and 

recommendations for remedying those gaps. The findings of this review should be briefed to the 

Governor’s Office, the Texas Legislature, and DPS. An unclassified version of this report should 

also be released to the public.  

Successful implementation of this recommendation would result in the creation of a report 

identifying gaps in the execution of the governor’s executive orders and directives surrounding 

DT policy after the 2019 El Paso shooting. A briefing of this report by the assessors to the 

governor, Texas Legislature, and DPS would allow each stakeholder to understand the current 

state of DT efforts in Texas. The resulting recommendations would allow relevant agencies to 

make better decisions for future resource allocation. Furthermore, sharing an unclassified version 

of the report with the public would help increase transparency, as well increase public-private 

cooperation and collaboration. 
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Conclusion 

In this report, we sought to understand the threat of domestic terrorism in the United States 

through the lens of the Texas Department of Public Safety, compounded by the accelerating 

factor of digital media in contemporary society. This report proved more timely than we wished 

as we watched the events of January 6, 2021, take place and add texture and urgency to our 

research that we had not previously built into our understanding of the threat landscape. 

Although the storming of the U.S. Capitol in January came as a shock to the public, we viewed 

these events as inexorable pieces of a question we had been trying to answer since August 2020: 

how does the domestic terrorism threat manifest in the United States? The incident pulled back 

the curtain of an ongoing, complex problem that deserved to be comprehensively represented by 

our findings. 

Rather than a single solution, we understood the threat from its origins, incorporated this 

understanding into a legal and law enforcement framework, and crafted policy options that 

would address the various facets of the threat. In conducting research and interviews to 

conceptualize domestic terrorism in the U.S., we quickly found there was no panacea for the 

ever-evolving threat. However, our research did point to various early warning signs of the 

current moment within both public and private agencies. We, to the best of our ability as civilian 

researchers, contextualized our findings to make them applicable, actionable, and relevant for 

Texas DPS. 

We found that, although federal stakeholders are aware of the evolving threat of domestic 

terrorism, executing on this awareness is both complicated and sluggish; federal legislative 

efforts must be informed by state-level intelligence-gathering as well as the reach and resources 

of the private sector. Additionally, the current counterterrorism apparatus based on the 9/11 

attacks—while helpful in creating foundational knowledge of terrorism threats to the U.S.—must 

be reevaluated to include the events of January 6th and their impact on domestic terrorism 

policy, specifically. The private sector’s role is rapidly increasing in this arena as so much of the 

radicalization process is taking place on digital platforms. Current efforts by private companies 

to moderate content and discourage extremist ideology are largely backfiring, but there are 

ongoing conversations to reform this space including Section 230 debates, public-private 

partnerships, and oversight boards. We found the state of Texas to be particularly vulnerable to 

violent extremism and as a result found that Texas DPS has a large role to play going forward in 

the effort to counter domestic terrorism. 

Finally, our hope is that this report may serve as a primer on the holistic view of domestic 

terrorism as a symptom of a larger, cultural phenomenon and will therefore be an ongoing 

resource for Texas DPS and other agencies to use as they build resiliency against societal threats 

in the future. Opportunities for improved policy recommendations and research should be 

explored through increased access to internal DPS documents and procedures, expanded 

timelines, and more interviews with subject-matter experts. 
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Glossary 

Various definitions exist for the terms used in the domestic terrorism field. For example, the 

United States government and its departments do not have a common definition of domestic 

terrorism. The following glossary represents definitions used by the authors. 

Activism: A doctrine that emphasizes sustained campaigning to bring about social or political 

changes. 

Algorithm: A sequence of instructions telling a computer what to do, often used to make logical 

predictions about their users in order to increase engagement.524  

Al-Qaeda: A network of Islamic extremists founded in 1988, most known for the 9/11 terrorist 

attacks in the U.S. 

Anarchist: An individual who believes that society should have no organized authority, 

including government, police, and laws. Although not inherently violent, anarchists and anarchist 

groups have resorted to violent tactics in the past, like the Weather Underground Organization in 

the 1970s. 

Asymmetric Polarization: A dynamic wherein content on the far-right circulated without 

consistent pushback, enabling conspiracy theories to snowball; on the left, extreme content 

existed too, but was far more likely to encounter pushback from more moderate media 

consumers.525 

Conspiracy Theory: An attempt to explain events by tying them to an outside group, usually 

one that wields global reach.  

Conventional Weapons: Principal tools used in warfare that are not weapons of mass 

destruction, such as armored vehicles, combat aircraft, warships, small arms, landmines, 

ammunition, artillery, etc.526  

Cookies: Text files on a user’s computer that contain information that can be accessed by servers 

of websites that a user visits.527 

Critical Infrastructure: The network of systems and assets that are vital to the functionality of 

everyday life in the U.S., such as highways, bridges, tunnels, railways, utilities, and buildings.528 

Digital Age: An era characterized by shifting away from traditional forms of communication to 

digital and information technology.529 

Disinformation: False or inaccurate information that is deliberately created to mislead, harm, 

manipulate a person, social group, organization, or country.530  

Domestic Terrorism: The furtherance of political or social goals by U.S.-based individuals or 

groups through acts or threats of force or violence, and in violation of criminal law.531 
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Extremism: The belief that an in-group’s success or survival can never be separated from the 

need for hostile action against an out-group.532  

Extremist Ideology: A collection of texts, usually in narrative form, that describe who is part of 

an in-group and who is part of an out-group, and how an in-group should interact with the out-

group.533 

Filter Bubbles: an internet term that refers to a situation when, due to algorithmic optimization 

according to user preferences, users only encounter content that reinforces their own beliefs and 

leads to a state of intellectual isolation.534 

Fusion Center:  A collaborative effort designed to function as a focal point to receive, analyze, 

gather, and share intelligence and resources between local, state, federal, and private-sector 

partners.535 

Great Replacement: An ethno-nationalist conspiracy theory that posits that white people are 

being demographically replaced by ethnic and racial minorities. 

Hard Target: An asset that has sufficient security countermeasures in place to provide a high 

degree of protection against a terrorist attack; conventionally fortified facilities that are built to 

defend against an attack and are therefore, not accessible to the general public and are heavily 

defended.536  

Hate Crime: Non-systematic violence against out-group members.537 

Hate Speech: Speech or writing that is abusive, threatening, or discriminatory against a specific 

group, often based on race, religion, or sexual orientation538 

Homegrown Violent Extremism: Terrorist activity or plots targeting the U.S. and U.S. assets 

by American citizens or residents who have embraced their extremist ideology largely within this 

country.539 

In-group: An identity collective consisting of an extremist movement or organization, usually 

including both formal members and active supporters. Defines itself in relation to an out-

group.540  

Improvised Weapons: The use of any item, system, or method that is not explicitly built for the 

purpose of being a weapon, as well as any cyber capabilities leveraged in the “gray zone,” or 

falling below the threshold of armed conflict. Examples include using airplanes, trains, trucks, 

boats, bomb threats, hostage-taking, pressure cooker bombs, etc.541 

International Terrorism: Violent, criminal acts committed by individuals and/or groups who 

are inspired by, or associated with, designated foreign terrorist organizations or nations (state-

sponsored).542 

ISIS (ISIL): Islamic State in Iraq and al-Sham (or Islamic State in Iraq and Syria): a radical 

Sunni Muslim organization whose aim is to restore an Islamic state, or caliphate, in the region 

encompassing Syria, Lebanon, Israel, Jordan, the Palestinian territories, and southeastern 

Turkey.543 
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Jihad: A holy war waged on behalf of Islam out of a sense of religious duty. 

Jihadist: A Muslim who advocates or takes part in a jihad. 

Lone Actors: Individuals who are operationally alone in their extremist actions.544  

Malinformation: Information that is based on fact but deliberately presented out of context in 

order to mislead, harm, or for other malicious intent.545 

Mass Identities: Social constructs that tie a person’s identification to a collective, which in turn 

help define their opinions, values, and behaviors. 

Mass Radicalization: Radicalization on a large scale. 

Memes: Amusing, entertaining, or inspiring jokes, images, and videos widely and quickly spread 

through social media sites and discussion boards.546 

Misinformation: False or inaccurate information, not created with the intention of causing 

harm.547 

Otherism: This is a presumption that a given social segment or group does not belong to the 

mainstream. It manifests in personal attacks that question one’s motives, qualifications, 

experience, or expertise. Social scientists call this “microaggression.” Derogatory epithets such 

as hajji, kike, or Mud people, referring to people of Middle Eastern, Jewish, and non-European 

descent, respectively, are commonly used to label opponents while diverting attention from 

viewpoints opposed to the extremist ideology.548 

Out-group: People who are excluded from an in-group, based on characteristics like political 

affiliation, race, or religion.549 

Polarization: An extreme division of people or opinions based on personally held beliefs. 

Racially or Ethnically Motivated Violent Extremism: A type of threat that encompasses 

unlawful use of force or threat of force or violence in furtherance of ideological agendas derived 

from bias, often related to race or ethnicity, held by the actor against other or a given population 

group.550 

Radicalization: The process through which individuals identify, embrace, and engage in 

furthering extremist ideologies and goals.551 

Reasonable Indication: Standard of for investigation for which there must be an objective, 

factual basis for initiating the investigation; this standard is substantially lower than “probable 

cause.” In determining whether there is reasonable indication of a federal criminal violation, a 

Special Agent may take into account any facts or circumstances that a prudent investigator would 

consider.552 

Religious Extremism: A form of extremism based on an ideological commitment that is 

expressed through actions that demonstrate an adherence to the commitment. 

Soft Target: Buildings, monuments, and spaces that are not hard targets (lack of intentionally 

placed security measures) and thus are more vulnerable to attack.553 
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Targeted Advertising: A form of advertising that customizes ad placement using knowledge of 

an individual’s or audience’s previous history and behaviors’ preferences, traits, and interests.554 

Terrorism: Public violence targeting noncombatants, carried out by nongovernmental 

individuals or groups, in order to advance a political or ideological goal or amplify a political or 

ideological message.555  

Unconventional Weapons: Chemical, biological, radiological, or nuclear weapons (CBRN), as 

well as cyber or internet weapons.556 

Violent Extremism: The belief that an in-group’s success or survival can never be separated 

from the need for violence against an out-group. 
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