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USER-POWERED RECOMMENDATION 
SYSTEM 

This application is a continuation of U.S. patent applica 
tion Ser. No. 12/616,892 filed Nov. 12, 2009, which claims 
the benefit of U.S. Provisional Application No. 61/199.490 
filed Nov. 17, 2008, the disclosures of which are herein incor 
porated by reference in their entirety. 

BACKGROUND 

The present disclosure relates generally to recommenda 
tion systems, and more particularly to user-powered recom 
mendation systems. 

Recommendation systems are widely used on the Internet. 
Users rely on recommendation systems, for example, for 
deciding which news articles to read, which movies to watch, 
and which digital cameras to purchase. Recommendation 
systems have become popular for several reasons. Since a vast 
quantity of information is available on the Internet, a filtering 
mechanism is needed to obtain information of interest. Fur 
thermore, many recommendations respond to requests for 
subjective information (for example, “What are good sci 
ence-fiction movies from the 1960s?”). Therefore, it is 
important to identify communities of respondents that are 
likely to provide relevant information to the user. In answer to 
the above query, for example, recommendations from sci 
ence-fiction fans are more likely to be relevant than recom 
mendations from respondents with a strong distaste for the 
genre. Current recommendation systems typically employ 
collaborative filtering techniques to automatically identify 
communities of people on the Internet with backgrounds, 
interests, and tastes similar to those of the user. 

If the user associates only with people having similar back 
ground, interests, and tastes, however, he may miss opportu 
nities to expand his horizons, to explore new forms of art, 
food, movies, and literature. Depending on a user's particular 
needs at a particular instant, the most appropriate community 
of potential respondents may vary. What are needed are rec 
ommendation systems which allow the user to select the 
community of potential respondents. Recommendation sys 
tems which allow the user to select additional criteria and 
algorithms for outputting recommendations are advanta 
geous. 

BRIEF SUMMARY 

In an embodiment, a recommendation system receives a 
user-defined recommendation request and a user-defined 
declarative community definition. The recommendation sys 
tem searches at least one recommendation database. The rec 
ommendation system retrieves rating data from at least one 
member of the community defined by the declarative com 
munity definition. Based at least in part on the rating data, the 
recommendation system generates at least one recommenda 
tion. 

In an embodiment, the recommendation system receives 
additional user input, including a user-defined item con 
straint, a user-defined aggregation function, and a user-de 
fined selection algorithm. The recommendation system gen 
erates at least one recommendation according to the 
aggregation function and a progressive sampling policy. To 
preserve privacy, the rating data may be perturbed. 

These and other advantages of the disclosure will be appar 
ent to those of ordinary skill in the art by reference to the 
following detailed description and the accompanying draw 
1ngS. 
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2 
BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1A and FIG. 1B show examples of user profiles and 
user recommendations; 

FIG. 2 shows a schematic of an aggregation system; 
FIG. 3 shows plots of false negative rates as a function of 

perturbation probability; 
FIG. 4 shows plots of false positive rates as a function of 

perturbation probability; 
FIG. 5 shows plots of escape rates as a function of pertur 

bation probability; 
FIG. 6 shows a Summary of progressive sampling results; 
FIG. 7 shows a flowchart of steps for a recommendation 

process; and 
FIG. 8 shows a schematic of a computational system for 

implementing a recommendation system. 

DETAILED DESCRIPTION 

A request for movie recommendations is used to illustrate 
the operation of an on-line recommendation system. FIG. 1A 
shows a table listing the user profiles of a number of users of 
the recommendation system. Column 180 lists the names of 
the users, user-A181-user-E185. Column 190 indicates their 
corresponding marital status, marital status 191-marital sta 
tus 195, respectively. The values for the marital status 
attribute are “Y”="single” and “N'="married”. Column 1100 
indicates their corresponding location, location 1101-loca 
tion 1105. The values for the location attribute are, for 
example, “Y”=“New York City (NYC) and “N’=“Not in 
NYC. 

FIG. 1B shows a table summarizing movie recommenda 
tions, based on a request for recommendation Submitted by 
user-A 181. Column 110 lists five movies under consider 
ation, movie-A 111-movie-D 114. Column 120 lists their 
respective genres, genre 121-genre 124. Here, genre-A refers 
to an action movie, and genre-H refers to a horror movie. 
Column 130 lists the ratings from user-A 181 for movie-A 
111-movie-D 114, respectively. The values for the rating 
attribute are “Y”—“good”, “N'=“bad”, and “-”="not rated 
yet'. Similarly, column 140 contains rating 141-rating 144 
from user-B 182; column 150 contains rating 151-rating 154 
from user-C 183; column 160 contains rating 161-rating 164 
from user-D 184; and column 170 contains rating 171-rating 
174 from user-E 185. 

In this example, user-A 181 is single, living in NYC, and 
likes movie-A 111. In one procedure, the recommendation 
system first searches for other users who like movie-A 111. 
The target population of respondents is initially all users of 
the recommendation system. In this example, the recommen 
dation system identifies user-B 182-user-E 185 as users who 
like movie-A 111. The recommendation system then recom 
mends movie-B 112 because it has received the highest num 
ber (three) ofY ratings from user-B 182-user-E 185. 

In another procedure, user-A181 builds a community with 
a combination of user attributes. User-A 181 narrows the 
target population of respondents by limiting the search to 
users constrained to the attributes (single AND NYC). The 
recommendation system then identifies user-D 184 and 
user-E 185 as users who satisfy the criteria (single AND 
NYC). The recommendation system then recommends 
movie-C 113 because it received aY rating from both user-D 
184 and user-E 185; whereas, movie-B 112 and movie-D114 
received only a single Y rating each. 

User-A 181 may also specify the type of recommended 
items by specifying item attributes. For example, user-A181 
is interested in horror movies popular among NYC residents. 
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The constraint of target items becomes (genre-horror), and 
the target population of respondents becomes 
(location=NYC). The recommendation system then recom 
mends the horror movies movie-B 112 and movie-D 114 
because they both received two Y ratings from the three NYC 
residents (user-C 183, user-D 184, and user-E 185). 

User-A181 may also define additional criteria for selecting 
the recommendations. For example, user-A181 is interested 
in popular movies among singles living in NYC. During 
weekdays, user-A 181 wants to receive only one movie rec 
ommendation. But, for weekends, user-A 181 wants to 
receive all the popular movies that were well rated by more 
than half of the singles in NYC. The constraint on generating 
recommendations then may be expressed as (top-1) on week 
days, and (popularity >50%) on weekends. On a weekday, the 
recommendation system recommends movie-C 113. On a 
weekend, the recommendation system recommends movie-B 
112, movie-C 113, and movie-D 114. 

User-A 181 may also prefer a specific recommendation 
algorithm. For example, user-A 181 is satisfied with movie 
recommendations from SiteA, but does not like book recom 
mendations from siteB, where siteA and siteB refer to specific 
web sites providing recommendations. That is, the recom 
mendation algorithm used by site A for recommending mov 
ies provides more satisfactory results than the recommenda 
tion algorithm used by siteB for recommending books. 
User-A181 wants instead to specify the same algorithm used 
by siteA for movie recommendations to get book recommen 
dations from SiteB, based on the constraints and criteria speci 
fied by user-A 181. 
An important aspect of recommendation systems is pres 

ervation of privacy. A potential privacy risk exists in typical 
recommendation systems, since personal details of the user 
are entered into the recommendation system. A recommen 
dation system that explicitly addresses the need to preserve 
the privacy of user information is advantageous. 

In an embodiment, a recommendation system provides the 
features of community definition, item constraints, aggrega 
tion, algorithm selection, and privacy preservation. Each of 
these features are described in more detail below. 

Declarative Community Definition. 
A user provides user information in a user profile. 

Examples of user information include demographic informa 
tion (for example, “NYC resident’) and ratings about items 
(for example, rating of a specific movie). The user informa 
tion is entered as user attributes. The number of user attributes 
changes dynamically; for example, the number of user 
attributes increase dynamically as the user rates more items. 
A user can dynamically define a community by imposing 

constraints on the target population of respondents. The com 
munity is defined by specifying a set of user attributes. For 
example, consider a user with the attributes of “NYC resi 
dent' and “single' in his user profile. A user can declare the 
community of singles living in NYC by combining the two 
attributes (NYC resident AND single). User attributes fall 
into three categories: Static attributes (such as gender, region, 
and ethnicity); dynamic attributes (such as item ratings); and 
content descriptors (such as item attributes). 
The user community is declaratively defined by a predicate 

P on user attributes. To maximize expressiveness of users, the 
definition of a “predicate” is recursive: a predicate is eitheran 
atomic predicate or an expression using the Boolean opera 
tors AND/OR/NOT on some predicates. Expressiveness 
refers to the degree to which a user may specify the commu 
nity. Anatomic predicate can be any Boolean function on the 
user attributes. There are four types of predicates specified by 
the following conditions: 
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4 
Atomic predicate: Predicate P is true iff an attribute is 

present in a users attributes. 
Similarity thresholding: P specifies an attribute vector (for 

example, a rating list) and a threshold. P is true iff the simi 
larity between the attribute vector in Panda user's attributes 
(also in the form of a vector) exceeds the threshold (given in 
P). 

Linear classifier: P specifies an attribute scoring function 
(that maps each attribute to a score) and a threshold. P is true 
if the sum of scores associated with all the attributes that are 
present in a user's attribute vector exceeds the threshold (for 
example, using a Naive Bayes algorithm). 

General classifier: A general classifier Such as a decision 
tree, a rule, or Support Vector Machine can be applied on the 
user attribute vector. 

In the previous example shown in FIG. 1A, the atomic 
predicate P: (attribute single) forms a community of user-A 
181, user-B 182, user-D 184, and user-E 185. When user-B 
182 defines a community with a similarity threshold (thresh 
old=0.9), user-E 185 becomes the only member of the com 
munity (Jaccard similarity of 1.0). Jaccard similarity refers to 
the intersection of two user ratings over the union of the two 
user ratings. When two ratings are exactly the same, the 
similarity score is 1. 
To Support a fine-grained declarative user community defi 

nition, indexing structures are created inadvance Such that the 
user community can be efficiently determined at run-time. An 
indexing structure is referred to as an atomic user set (AUS). 
An AUS is a function of user attributes. For example, each 
specific attribute can become one AUS (that is, all users with 
the specific attribute are members of the AUS). 
An AUS can be created in several ways: 
Attribute-based AUS is defined as a function ofuser feature 

vectors. For example, one AUS can be created for each spe 
cific feature; that is, all users with the specific feature are part 
of the AUS. 

User-driven AUS creation is driven by the user. For 
example, a book-related to on-line Social network may be 
viewed as an AUS. 

Clustering-based AUS is based on clusters of users. Users 
can be clustered into a fixed number of clusters based on 
similarity of users. For example, in MinHash clustering, the 
probability of two users being assigned to the same cluster is 
same as the similarity of the two. 

In a distributed environment, users in an AUS may be 
reached in many ways. For example, there may be an overlay 
multicast tree or a native Internet Protocol (IP) multicast 
group spanning all users in an AUS. As another example, in 
the case of on-line Social networks, there can be edges 
between users in an AUS; these users can be reached by 
following these edges. Edges in Social networks refer to rela 
tionships among users. An example of a relationship is a 
friendship link between two users. By traversing edges com 
prising friendship links, friends of users may be reached. 

For a specific user community (declaratively defined by 
predicate P), a Superset of the specific user community can be 
represented as the union, intersection, or difference of atomic 
user sets. It is advantageous to minimize the size of the Super 
set of users to be queried (that is, to reduce the number of 
users unnecessarily visited). When the network and system 
resources are limited, the number of AUS in the recommen 
dation system may need to be bounded. For the attribute 
based AUS, the number of AUS increases as the number of 
attributes in the recommendation system increases. In these 
instances, attribute selection is performed to select only the 
necessary attributes. Attribute selection is performed by dis 
carding minor attributes that are not frequently observed in 
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the query or by mapping multiple attributes into one attribute. 
Note that attribute selection is not needed for clustering 
based AUS, since the number of AUS is bounded by control 
ling the number of clusters. 

For example, referring back to the example shown in FIG. 
1A and FIG. 1B, consider the user query: “What are popular 
movies among singles who rate movie-C positively (Y)”? The 
predicate P becomes AUS (single) AND AUS (movie-C). 
The superset of users can be reached through either the AUS 
of AUS (single) or AUS (movie-C). The desired community 
subset is reached by including predicate P as part of the 
aggregation function (see below) Such that only those users 
satisfying P need to respond. The query is sent to the Smaller 
AUS for example, AUS (movie-C), and ratings from the 
subset of the AUS who match the predicate are included in the 
aggregation. In this example, the Subset comprises user-B182 
and user-D 184. 

Item Constraints. 
A recommendation system recommends items to users, 

and users provide rating on items. Attributes describing items 
are referred to as item attributes (for example, the genre of a 
movie). A user can specify the set of items eligible for rec 
ommendations with an item filter (for example, all comedy 
movies or all new movies released within the past month). 
The item filter specifies the items eligible to be used for the 
recommendation. 

There are two categories of filters: pre-filters and post 
filters. For example, consider two requests for movie recom 
mendations: (a) “Recommend three popular comedy movies 
in a community.” and (b) “Recommend three popular movies 
in a community, and, of those three popular movies, recom 
mend a comedy.” Request (a) utilizes a pre-filter, and request 
(b) utilizes a post-filter. Note that there are two different 
definitions of popularity: topK and popularity threshold. 
Under the topK definition of popular items (the K most popu 
lar items, where K is an integer), applying pre-filters and 
post-filters to items may generate different results. In the 
example above, there may be no movies recommended if the 
“comedy filter is applied after finding the topK movies (that 
is, none of the top 3 most popular movies are comedies); 
whereas, “top 3 most popular comedies' returns the 3 most 
popular comedy movies in the community (assuming at least 
3 comedy movies have been rated), regardless of the overall 
popularity of those particular movies. 

Aggregation. 
To obtain a recommendation, users specify the selection 

criteria in the form of an aggregation function that specifies 
how to gather recommendations and compute recommenda 
tions. An aggregation function is computed over the attributes 
of all the items that a (declaratively defined) user community 
has rated. In one example, an aggregation function specifies 
the list of items that are rated positively (Y) by at least 90% of 
users (in a specific user community). The aggregation func 
tion f is then (popularity >0.9). In an embodiment, items from 
different users may be weighted differently in an aggregation 
query (for example, to reflect higher confidence in the movie 
rating from an expert, or to take into account the similarity in 
the taste of books between two users). The weights can be 
specified by the aggregation function itself as a function of 
user attributes. Note that an unweighted aggregation function 
may be considered a special case of a weighted aggregation 
function in which all the weights are equal. To simplify the 
terminology, herein, the term aggregation function refers to 
any user-defined aggregation function. 

Since users are distributed over a network, an aggregator 
connects multiple users and has access to information from 
users. For Scalability, multiple aggregators may be used in the 
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6 
network, with a limited number of users (viewed as a “logical 
region') being handled by each aggregator; these aggregators 
communicate with each other to access information of users 
in other regions. Note that the aggregator disseminates user 
information only in the form of a Summary; individual infor 
mation is not visible in the aggregated data. 
An example of an aggregation procedure is shown sche 

matically in FIG. 2. The example is based on the previous 
scenario discussed with reference to FIG. 1A and FIG. 1B. 
The recommendation system includes two aggregators, 
aggregator-A 202 and aggregator-B 204. Aggregators refer 
here to network elements; for example, an aggregator may be 
implemented by software on a network server. User-A 181, 
user-B 182, and user-C 183 communicate with aggregator-A 
202. Similarly, user-D 184 and user-E 185 communicate with 
aggregator-B 204. Aggregator-A 202 and aggregator-B 2.04 
communicate with each other. A user agent is co-located with 
each user and controls how user information is shared with 
the recommendation system. A user agent, for example, may 
be implemented by Software on a user's computer. 
The requester (user-A181) issues a recommendation query 

q, which includes a community declaration c, an aggregation 
function f, and an item filter i to get a recommendation of 
popular horror movies among singles in NYC. The commu 
nity declaration c specifies the community members (NYC 
AND single). The aggregation function f defines the aggre 
gation conditions popularity >0.6 (popular movies with a 
popularity threshold of 0.6). The item filter i specifies the 
item properties (genre horror) 

Aggregator-A 202 computes Summary a1 by merging the 
ratings from user-B 182 and user-C 183 according to f. 
Aggregator-A 202 then applies item filter i to summary al. 
Similarly, aggregator-B 204 computes Summary a2 by merg 
ing the ratings from user-D 182 and user-C 183 according to 
jf. Aggregator-B 2.04 then applies item filteri to summary a2. 

Privacy Protection. 
Data perturbation methods are used to protect user privacy 

while aggregating data of individual users. In an embodiment, 
noise is added to a user's data with a given perturbation 
probability. This process ensures that any adversaries cannot 
easily identify users, even based on other side-channel infor 
mation (side-channel information refers to information 
acquired outside of the computer network; for example, side 
channel information may be acquired by listening in on a 
user's conversation). Examples of an adversary include an 
aggregator trying to break the anonymity of users and an 
eavesdropper. Even when the raw perturbed data is acquired 
by adversaries, the process gives plausible deniability to 
users. For example, assume that user-B 182 perturbs his rat 
ing with 25% of probability. Most likely, one of his ratings 
would be changed when data is exported to the aggregator 
(assume that the rating of movie-B 112 is changed from Y to 
N). User-B 182 can deny that he rated any of the four movies, 
because nobody knows which particular rating was actually 
changed. Data perturbation is discussed in more detail below. 

Progressive Sampling. 
Since the number of users, groups, and items is typically 

large and dynamically growing, it is not viable to compute 
recommendations for every item by every user and every 
group by querying all the users in the community. In an 
embodiment, a sampling method splits a community into 
multiple disjoint sampling groups with exponentially 
decreasing sizes. A user can specify the sampling policy 
either by specifying the sampling rate (for example, one 
sample out often users equals a sampling rate of 1/10) or by 
imposing an accuracy level on the result. In the first method, 
the result is returned after gathering data from a specific 
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sampling set. In the second method, called progressive sam 
pling, polling starts from users of the Smallest sampling 
group, and then moves on to users of the next bigger group 
until the required recommendation quality is achieved. An 
example of progressive sampling, using the concept of heavy 
hitters, is discussed below. 

Algorithm Selection. 
In an embodiment, a user may select the algorithm for 

computing popular items. Examples of algorithms include: 
(a) a simple Summation of ratings; (b) a Summation of ratings 
weighted by item similarity (that is, scores from users with 
similar ratings are more heavily weighted); and (c) a Summa 
tion of ratings weighted by profile similarity (that is, scores 
from users with a similar profile are more heavily weighted). 

There are design challenges and trade-offs in solving the 
distributed privacy-aware constrained data aggregation prob 
lem. For example, there is a trade-off between accuracy and 
performance. As discussed above, the numbers of users, 
items, and communities are large; therefore, efficiency in the 
generation of recommendations is an important factor. Con 
sequently, there is a trade-off between recommendation accu 
racy and the performance achieved. Aggregation mechanisms 
that are both efficient and accurate are advantageous. 

In the design of a recommendation system, there is also a 
trade-off between privacy risk and recommendation quality. 
Quality recommendations rely on accurate data provided by 
users. Users desire good recommendations, but also wish to 
minimize the risk of revealing private information. Statistical 
guarantees on the recommendation results with different pri 
vacy awareness levels are advantageous. 

In an embodiment, the recommendation process is formu 
lated as a case of distributed heavy hitter detection. A user has 
a binary rating b for each item. An algorithm determines 
whether an item is popular or not with a threshold p among in 
users. Item i is heavy hitter (HH), when 

In this instance, complete information from all the users is 
not available. An aggregation technique is used to detect 
heavy hitters even when data is perturbed; and a progressive 
sampling technique is used. The aggregation technique is 
summarized as follows. A user can perturb a rating bit b with 
probability Pa resulting in a reported rating b'. A random 
variable X is defined as: 

-1 Pr(perturbed) = Pf 
{ 1 Pr(not perturbed) = 1 - Pf 

A random variable S for sampling with probability P is 
introduced as: 

1 Pr(sampled) = Ps 
TO Pr(not sampled) = 1 - Ps 
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8 
To infer the sum of busing the sampled sum ofb", a random 

variable Y is introduced as: 

1 f 

Y= (1-iPP2. (2b; - 1). 
sis 

To decide whethera specific item is a heavy hitter, a normal 
distribution is used to test whether Y exceeds the detection 
threshold T=(2p-1)n. 
The progressive sampling technique is Summarized as fol 

lows. Testing is started with the Smallest sampling group. 
Whether each item is a heavy hitter or not is tested using the 
observed popularity. The normal distribution test is run with 
a user-specified confidence level. Since all the items in a 
community are tested together, the decision whether to poll 
the next sampling group or not is based on the number of 
items classified as heavy hitters. In one embodiment, a sam 
pling policy with two parameters is evaluated: Cand F, where 
C is the minimum confidence level, and F is the fraction of 
items in the recommended list (for example, heavy hitters). 
That is, at least F fraction of items in the result satisfy a 
confidence level of C. 

Simulation results for an embodiment are discussed below. 
Factors in the simulation include the behavior of users and 
recommendation calculations by aggregators. Aggregation 
accuracy, communication cost, and privacy risk of aggrega 
tion techniques are compared against a centralized system 
containing all available data (that is, an oracle). 

Metrics used to characterize the accuracy of the recom 
mendation system are the false positive (FP) rate and the false 
negative (FN) rate. The false positive rate refers to the number 
of falsely classified items as popular among all items, and the 
false negative rate refers to the number of items missing 
among popular items (when compared to an oracle). For the 
simulation, item purchase records from an on-line virtual 
Society were acquired. The dataset contained 26.034 users, 
6,617 items, and 214,660 purchases. An item purchase was 
considered as a user's preference, since no feedback data after 
the purchase was available. The goal of the simulation is to 
recommend virtual items by detecting popular ones (with 
detection threshold p=50%) in a specific (user-defined) com 
munity. The community for each user is defined by k-Nearest 
Neighbor (kNN) using the Jaccard similarity. For a specific 
user, kNN refers to the k users with the highest Jacccard 
similarity with respect to the specific user. The result is the 
average of randomly selecting 10% of the communities. 

Aggregation Accuracy. 
FIG. 3 and FIG. 4 show plots of the accuracy of data 

perturbation as a function of the perturbation probability p 
(%). Each plot corresponds to a specific sampling rate with 
the detection criteria defined above. FIG.3 shows plots of the 
false negative rate (%) as a function of p. Plot302 corresponds 
to a sampling rate of 100%; plot 304 corresponds to a sam 
pling rate of 50%; and plot306 corresponds to a sampling rate 
of 25%. FIG. 4 shows plots of the false positive rate (%) as a 
function of p. Plot 402 corresponds to a sampling rate of 
100%; plot 404 corresponds to a sampling rate of 50%; and 
plot 406 corresponds to a sampling rate of 25%. As the prob 
ability p increases, the error rate also increases. However, the 
false negative rate is less than 0.1%, and the false positive rate 
is less than 0.001%, even for p as high as 10%. 
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Communication Cost. 
The communication cost of the progressive sampling tech 

nique was evaluated for two sample policies: 
Policy 1 (C=0.75, F=1). All decisions have to be made with 

at least 75% confidence level. 
Policy2 (C=0.75, F=0.5). At least half of the recommenda 

tions have to be made with at least 75% confidence level. 
The minimum number of users in the Smallest sampling 

group is set as 10, and the sampling rate is increased until the 
observed result satisfies the corresponding requirement. 

FIG. 6 Summarizes the results of the progressive sampling 
technique. In FIG. 6, column reference numbers are enclosed 
in () to avoid confusion with numeric table entries. Column 
(602) lists kNN communities of two different sizes (k=100 or 
1000). Column (604) lists the policy (policy 1 or policy2). 
Column (606) lists the average FN rate. Column (608) lists 
the average FP rate. Column (610) lists the average number of 
users contacted with progressive sampling. Column (612)- 
column (624) list the fraction of communities which end up 
using the corresponding sampling rate of 1.5%. 3%, 6%, 
12%, 25%, 50%, and 100%, respectively. In particular, 52.3% 
of communities stopped at 12% sampling rate with policy1; 
whereas 7.2% of them reached the entire population with a 
100% sampling rate. By requiring all items with 75% confi 
dence level, policy1 achieves a lower FN than that of policy 2. 
On the other hand, policy 1 reaches a larger set of samples to 
meet the stricter requirement on the confidence of the recom 
mendations, thereby incurring the higher cost in network and 
computing resources. For example, almost 3 out of 4 times, 
policy 2 receives satisfactory answers from a 12% sampling 
rate, whereas policy 1 could not be satisfied with a 12% sam 
pling rate about half of the time. 

Privacy RiskAnalysis Identification Attack. 
To evaluate privacy risk, it was assumed that an attacker 

knows a number of ratings, n, by a victim through a side 
channel. The attacker's goal is to identify all the ratings in the 
victim’s interest profile. Since traffic is not encrypted 
between users and aggregators, it is also assumed that the 
attacker is able to monitor all the traffic between them (a 
conservative assumption). The attacker tries to narrow down 
the set of possible users (for example, candidate set) by cross 
checking monitored traffic and his knowledge. FIG. 5 shows 
the effectiveness of the identification attack with respect to 
the perturbation probability p, when the attacker knows in 
items from the victim’s profile. The plots in FIG. 5 show the 
escape rate as a function of p for different values of n. Escape 
rate refers to the fraction of users not included in the attack 
er's candidate set after data perturbation. Plot 502 corre 
sponds to n=2; plot 504 corresponds to n=3; and plot 506 
corresponds to n=4. The data perturbation technique helps 
users escape from being identified (that is, from being 
included in the candidate set the attacker built), especially 
when n is large. 

In an embodiment, the recommendation system is imple 
mented with sketch-based data structures. A sketch has a Sum 
over a random subset of the original data. The count of the 
original data can be reconstructed from the sketch. When the 
sketch is stored in memory, the memory space is saved (re 
duced). When the sketch is transmitted to another place 
through the network, the communication cost is saved (re 
duced). Sketch-based data structures are advantageous 
because they hide rating data, they merge multiple data struc 
tures easily, and they are space-efficient (low memory 
requirement). As discussed above, an item rating is repre 
sented as a bit. A bloom filter is used to store item ratings of 
an individual user. Each user maintains a bloom filter for a 
specific interval of time. When a user rates an item, the user 
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10 
agent computes hash values of the itemID (identifier of an 
item) and turns on the corresponding bit positions of the 
bloom filter. By using the bloom filter, it is difficult for adver 
saries to infer itemIDs which the user rated, since reverse 
mapping of a bloom filter is difficult. Note that the bloom 
filter introduces Small false positives and Zero false negatives. 

In another embodiment, a multi-stage filter is used. When 
aggregators merge ratings of multiple users, it stores the 
popularity of items into a multi-stage filter. Specifically, an 
aggregator instantiates one multi-stage filterper item to main 
tain popularity (for example, the number of users who rated 
the item). Aggregators maintain the list of itemIDS in the 
interval, too. When merging ratings of users (stored in bloom 
filters), a multi-stage filter stores hash values of the userIDs 
(identifier of a user) who rated the corresponding item. The 
advantage of maintaining the entire membership (instead of 
user counts) is that bit-wise OR operation for multiple aggre 
gators may be performed. Referring again to the example 
discussed in FIG. 1A and FIG. 1B, when the item popularity 
p1 from AUS (movie-A) and the item popularity p2 from AUS 
(movie-C) are known, the item popularity of AUS (movie-A 
OR movie-C) cannot be determined without knowing the 
item popularity from AUS (movie-A AND movie-C). By 
using Summary data structures, the conjunction of two AUS 
does not need to be known to calculate the item popularity of 
two overlapping AUS. Similar to the bloom filter case, reverse 
mapping of the multi-stage filter is also difficult. 

FIG. 7 shows a flowchart of steps for generating a recom 
mendation. In step 702, a recommendation system receives a 
set of user-defined (user-specified) input (also referred to 
simply as user input). The set of user input includes various 
elements, such as the recommendation request (query), 
declarative community definition, item constraint, selection 
algorithm, aggregation function, and sampling policy. Note 
that not all of the elements shown in step 702 need to be 
specified by the user; for example, the recommendation sys 
tem may have default values. The user may also specify other 
elements in addition to those listed in step 702. 
The process then passes to step 704, in which the recom 

mendation system searches recommendation databases for 
rating data. Recommendation databases, for example, 
include databases accessed via websites on the Internet. Data 
bases may be maintained, for example, by on-line merchants 
and on-line Social networks. Databases may also be main 
tained by providers of multimedia services or content; for 
example, by merchants who rent out DVDs, providers of 
Video-on-demand over cable, providers of music and video 
downloads over the Internet, and providers of streaming mul 
timedia over the Internet. In some embodiments, databases 
may include private databases (for example, restricted access 
or password protected). Rating data includes information on 
the items being rated and information on the users providing 
the ratings. User information may be presented as user pro 
files, containing information Such as location, age, ethnicity, 
occupation, marital status, and education level. 
The process then passes to step 706, in which the recom 

mendation system retrieves rating databased on the user input 
received in step 702. The process then passes to step 708, in 
which the rating data is perturbed to preserve privacy. The 
process then passes to step 710, in which the perturbed rating 
data is progressively sampled. The process then passes to step 
712, in which a recommendation (or set of recommendations) 
is generated. 
An embodiment of a computational system for implement 

ing a recommendation system is shown in FIG. 8. One 
example of computational system 802 is a network server. 
One skilled in the art may construct the computational system 
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802 from various combinations of hardware, firmware, and 
Software. One skilled in the art may construct the computa 
tional system 802 from various electronic components, 
including one or more general purpose microprocessors, one 
or more digital signal processors, one or more application 
specific integrated circuits (ASICs), and one or more field 
programmable gate arrays (FPGAs). 

Computational system 802 comprises computer 806, 
which includes a central processing unit (CPU) 808, memory 
810, and data storage device 812. Data storage device 812 
comprises at least one persistent, tangible computer readable 
medium, Such as non-volatile semiconductor memory, a mag 
netic hard drive, and a compact disc read only memory. 

Computational system 802 may further comprise user 
input/output interface 814, which interfaces computer 806 to 
user input/output device 818. Examples of input/output 
device 818 include a keyboard, a mouse, and a local access 
terminal. Data, including computer executable code, may be 
transferred to and from computer 806 via input/output inter 
face 814. 

Computational system 802 may further comprise commu 
nications network interface 816, which interfaces computer 
806 with communications network 820. Examples of com 
munications network 820 include a local area network and a 
wide area network. Communications network 820 may com 
prise a wireless network. Data, including computer execut 
able code, may be transferred to and from computer 806 via 
communications network interface 816. A user may access 
computer 806 via user equipment 822 which communicates 
with communications network 820. Examples of user equip 
ment 822 include a personal computer, a laptop computer, a 
personal digital assistant, and a cellphone. A service provider 
(such as the one providing the recommendation system) may 
access computer 806 via service provider equipment 824 
which communicates with communications network 820. 
Examples of service provider equipment 824 include a per 
Sonal computer, a workstation, and a server. 
As is well known, a computer operates under control of 

computer software, which defines the overall operation of the 
computer and applications. CPU 808 controls the overall 
operation of the computer and applications by executing com 
puter program instructions that define the overall operation 
and applications. The computer program instructions may be 
stored in data storage device 812 and loaded into memory 810 
when execution of the program instructions is desired. The 
method steps shown in the flowchart in FIG.7 may be defined 
by computer program instructions stored in the memory 810 
or in the data storage device 812 (or in a combination of 
memory 810 and data storage device 812) and controlled by 
the CPU 808 executing the computer program instructions. 
For example, the computer program instructions may be 
implemented as computer executable code programmed by 
one skilled in the art to perform algorithms implementing the 
method steps shown in the flowchart in FIG. 7. Accordingly, 
by executing the computer program instructions, the CPU 
808 executes algorithms implementing the method steps 
shown in the flowchart in FIG. 7. 
The foregoing Detailed Description is to be understood as 

being in every respect illustrative and exemplary, but not 
restrictive, and the scope of the general inventive concept 
disclosed herein is not to be determined from the Detailed 
Description, but rather from the claims as interpreted accord 
ing to the full breadth permitted by the patent laws. It is to be 
understood that the embodiments shown and described herein 
are only illustrative of the principles of the present general 
inventive concept and that various modifications may be 
implemented by those skilled in the art without departing 
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12 
from the scope and spirit of the general inventive concept. 
Those skilled in the art could implement various other feature 
combinations without departing from the scope and spirit of 
the general inventive concept. 

The invention claimed is: 
1. A method for generating a recommendation, the method 

comprising: 
selecting a plurality of members from a user defined com 

munity; 
retrieving a rating for a particular interest from each of the 

plurality of members, the particular interest based on a 
user-defined recommendation request; 

generating a respective perturbed rating for each rating 
from the plurality of members such that there is a pre 
determined probability that each rating is different from 
its respective perturbed rating: 

aggregating each of the perturbed ratings to generate an 
aggregated perturbed rating; and 

generating the recommendation based on the aggregated 
perturbed rating. 

2. The method of claim 1, further comprising: 
receiving a user-defined item constraint; and 
generating the recommendation based on the user-defined 

item constraint. 
3. The method of claim 1, wherein the user defined com 

munity is defined based on a user defined declarative com 
munity definition comprising a predicate on user attributes. 

4. The method of claim 1, further comprising: 
receiving a user defined recommendation request issued by 

a user as a user query, the recommendation generated in 
response to receiving the user-defined recommendation 
request. 

5. The method of claim 1, wherein: 
the community is split into a plurality of disjoint sampling 

groups: 
each particular disjoint sampling group in the plurality of 

disjoint sampling groups has a particular size; 
the particular sizes decrease exponentially from a first size 

to a second size; and 
the plurality of members selected from the disjoint sam 

pling group with the Smallest size such that an accuracy 
level of the plurality of perturbed rating data is greater 
than or equal to a user-defined accuracy level. 

6. The method of claim 1, wherein selecting the plurality of 
members comprises: 

splitting the community into a plurality of disjoint Sam 
pling groups, wherein each particular disjoint sampling 
group in the plurality of disjoint sampling groups has a 
particular size, and wherein the particular sizes decrease 
exponentially from a largest size to a Smallest size; and 

selecting the plurality of members from a particular dis 
joint sampling group based on a user-defined sampling 
rate. 

7. The method of claim 1, further comprising: 
receiving a user defined recommendation algorithm; and 
generating the recommendation based on the user defined 

recommendation algorithm. 
8. An apparatus for generating a recommendation, the 

apparatus comprising: 
a processor; and 
a memory to store computer program instructions, the 

computer program instructions when executed on the 
processor cause the processor to perform operations 
comprising: 

selecting a plurality of members from a user defined com 
munity; 
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retrieving a rating for a particular interest from each of the 
plurality of members, the particular interest based on a 
user-defined recommendation request; 

generating a respective perturbed rating for each rating 
from the plurality of members such that there is a pre 
determined probability that each rating is different from 
its respective perturbed rating: 

aggregating each of the perturbed ratings to generate an 
aggregated perturbed rating; and 

generating the recommendation based on the aggregated 
perturbed rating. 

9. The apparatus of claim 8, the operations further com 
prising: 

receiving a user-defined item constraint; and 
generating the recommendation based on the user-defined 

item constraint. 
10. The apparatus of claim 8, wherein the user defined 

community is defined based on a user defined declarative 
community definition comprising a predicate on user 
attributes. 

11. The apparatus of claim 8, the operations further com 
prising: 

receiving a user defined recommendation request issued by 
a user as a user query, the recommendation generated in 
response to receiving the user-defined recommendation 
request. 

12. The apparatus of claim 8, wherein: 
the community is split into a plurality of disjoint sampling 

groups; 
each particular disjoint sampling group in the plurality of 

disjoint sampling groups has a particular size; 
the particular sizes decrease exponentially from a first size 

to a second size; and 
the plurality of members selected from the disjoint sam 

pling group with the smallest size such that an accuracy 
level of the plurality of perturbed rating data is greater 
than or equal to a user-defined accuracy level. 

13. The apparatus of claim8, wherein selecting the plural 
ity of members comprises: 

splitting the community into a plurality of disjoint sam 
pling groups, wherein each particular disjoint sampling 
group in the plurality of disjoint sampling groups has a 
particular size, and wherein the particular sizes decrease 
exponentially from a largest size to a smallest size; and 

Selecting the plurality of members from a particular dis 
joint sampling group based on a user-defined sampling 
rate. 

14. The apparatus of claim 8, the operations further com 
prising: 

receiving a user defined recommendation algorithm; and 
generating the recommendation based on the user defined 

recommendation algorithm. 
15. A non-transitory computer readable medium storing 

computer program instructions for generating a recommen 
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dation, which, when executed on a processor, cause the pro 
cessor to perform operations comprising: 

Selecting a plurality of members from a user defined com 
munity; 

retrieving a rating for a particular interest from each of the 
plurality of members, the particular interest based on a 
user-defined recommendation request; 

generating a respective perturbed rating for each rating 
from the plurality of members such that there is a pre 
determined probability that each rating is different from 
its respective perturbed rating: 

aggregating each of the perturbed ratings to generate an 
aggregated perturbed rating; and 

generating the recommendation based on the aggregated 
perturbed rating. 

16. The non-transitory computer readable medium of claim 
15, the operations further comprising: 

receiving a user-defined item constraint; and 
generating the recommendation based on the user-defined 

item constraint. 
17. The non-transitory computer readable medium of claim 

15, wherein the user defined community is defined based on a 
user defined declarative community definition comprising a 
predicate on user attributes. 

18. The non-transitory computer readable medium of claim 
15, the operations further comprising: 

receiving a user defined recommendation request issued by 
a user as a user query, the recommendation generated in 
response to receiving the user-defined recommendation 
request. 

19. The non-transitory computer readable medium of claim 
15, wherein: 

the community is split into a plurality of disjoint sampling 
groups: 

each particular disjoint sampling group in the plurality of 
disjoint sampling groups has a particular size; 

the particular sizes decrease exponentially from a first size 
to a second size; and 

the plurality of members selected from the disjoint sam 
pling group with the smallest size such that an accuracy 
level of the plurality of perturbed rating data is greater 
than or equal to a user-defined accuracy level. 

20. The non-transitory computer readable medium of claim 
15, wherein selecting the plurality of members comprises: 

splitting the community into a plurality of disjoint sam 
pling groups, wherein each particular disjoint sampling 
group in the plurality of disjoint sampling groups has a 
particular size, and wherein the particular sizes decrease 
exponentially from a largest size to a smallest size; and 

selecting the plurality of members from a particular dis 
joint sampling group based on a user-defined sampling 
rate. 


