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Abstract 
 
This investigation looks to analyze Facebook’s data privacy regulations from 2014-2018; the 
Cambridge Analytica scandal is used as a case study to show how Facebook acted unethically in 
ensuring the privacy of user data. Facebook’s inability to regulate whose data was being shared 
and how third parties were using this data was unethical and directly resulted in third-parties, like 
Cambridge Analytica, misusing the data. The Institute of Electrical and Electronics Engineers - 
Computer Science and Association for Computing Machinery joint task force ethical code for 
software engineers is used to judge Facebook’s malpractice. This same code, and the knowledge 
of Facebook’s previous failure, is used to recommend an ethical solution to prevent user data 
from being compromised; the proposed solution is to explicitly ask users for permission for their 
data to be shared. The report concludes that Facebook was unable to control how data was being 
used once it was shared, compromising the privacy of millions of individuals. The report also 
concludes that users should be actively monitoring their online presence when using Facebook as 
an alternative to completely abandoning the platform.  
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Digital Dystopia: Analyzing Facebook Data Permissions and Regulations from 2014-2018 

Introduction 

In a digitally progressive world, members of society are finding themselves more 

connected to each other through social media platforms; photos, videos, location check-ins, and 

status updates all represent people sharing their feelings and perspectives despite the limitations 

of distance. Facebook is one of the most popular services in the world with 2,234,000,000 active 

users on the site as of October 2018 (Statista, 2018). Recently, Facebook has been scrutinized for 

violating the trust of its users.  

Facebook offers Facebook Login, a method to connect other applications like Instagram, 

Twitter, and WhatsApp, cross-linking the user’s personal data with the third-party applications 

using this method . This method also allows third-party developers to access this data for reasons 

ranging from academic research to marketing campaigns. Facebook’s subpar regulations on the 

developers’ access to the data can lead to negative consequences as seen by the Cambridge 

Analytica scandal.  

When Cambridge Analytica, a political consulting firm, purchased harvested user data 

from a researcher at Cambridge University, Facebook failed to regulate and prevent the sale. 

Instead, Facebook instructed Cambridge Analytica to delete the data, but they never confirmed 

for themselves whether the data was truly deleted; deceitfully, Cambridge Analytica had kept the 

data of over 50 million Facebook users. Facebook’s lack of regulation on data privacy is 

important to investigate because people are continually creating more online data that is 
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supposedly private; in the wrong hands, this data can be manipulated and monetized, opposing 

the neutrality of services like Facebook.  

The downstream effects of Cambridge Analytica using stolen data are illustrated by the 

United States 2016 presidential election Steve Bannon, who eventually became White House 

chief strategist, introduced Cambridge Analytica to U.S. Presidential Candidate Donald Trump’s 

advisers in May 2016. The company became a major contributor for the campaign by “providing 

data, polling and research services.” (Ballhaus, R., & Bykowicz, J. 2017). The stolen data from 

Facebook was used for advertising during the campaign. Figure 1 below depicts the relationship 

between the user data and the campaign. The 87 million profiles statistic includes profiles of the 

friends of users who took the quiz as well as profiles that Cambridge Analytica collected later; 

the 37 million profiles collected without using the quiz are outside of the scope of this report.  

 

Figure 1. Diagram of relationship between Facebook, Cambridge Analytica, and Trump 

Campaign (Chang, A. 2018) 
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There is disagreement over the extent to which Cambridge Analytica affected the 

outcome of the campaigns; regardless, a major U.S. political candidate using data with 

questionable consent from the source directly results from weak privacy infrastructure from 

Facebook. Facebook must regulate data use; otherwise, institutions with incentives to cheat can 

use personal information to harm the major pillars of democracy, and thus, the general public. 

This report analyzes how Cambridge Analytica accessed the data of 50 million Facebook 

users, how Facebook failed to regulate the data and developer tools, and why Facebook’s data 

permissions were flawed in the first place. The purpose of this report is to analyze Facebook’s 

failure to prevent Cambridge Analytica from misusing their data from 2014 to 2018 and to 

scrutinize Facebook’s regulations on data access and usage. Facebook’s inability to regulate 

whose data was being shared and how third parties were using this data was unethical and 

directly resulted in third-parties, like Cambridge Analytica, misusing the data.  

Violation by Cambridge Analytica 

The following sections describe the events leading up to Cambridge Analytica’s violation 

of Facebook’s terms of service; this development includes the interaction with Dr. Alexander 

Kogan, a professor at the University of Cambridge, and a Facebook quiz he made that harvested 

user information. The report also investigates the political impact of Cambridge Analytica 

monetizing this information to other companies as a case study in why privacy and regulation of 

data use are essential. 
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Violating Terms of Service 

 
Cambridge Analytica, a political consulting firm, was formed in 2013 in London, 

England. They focused on using data analysis techniques for targeted election campaigns. The 

firm was interested in the Psychometrics Centre at the University of Cambridge Business School. 

The Psychometrics Centre researched personality psychologies, creating industry focus on 

analyzing large datasets from companies, which could be used for targeted advertising and 

election campaigns. Cambridge Analytica’s initial connection to Cambridge University came 

from their interest in the Psychometrics Department’s work. When Cambridge Analytica 

approached the Psychometrics Department, the department declined to collaborate (Granville, 

2018). However, Cambridge Analytica also secretly contacted Dr. Aleksandr Kogan, a professor 

in the department. 

Dr. Kogan made a personality quiz app that would collect Facebook profile activity 

called This is your Digital Life in 2013. Sometime during the creation of the app, Dr. Kogan was 

contacted by Cambridge Analytica; the company provided funding for the quiz and advertised 

the quiz on websites like Amazon’s Mechanical Turk (Cadwalladr & Harrison, 2018). 270,000 

consented to take the quiz, though they were told it was strictly going to be used for academic 

purposes (Granville 2018). A significant problem arose when the app collected information from 

friends of users who had not taken the quiz. If their privacy settings allowed, the app would 

collect information like “name, birth date, location and gender” (Tarran 2018). Thus, neither the 

user who took the quiz nor their friends gave explicit consent to collect their profiles.  
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In 2014, Kogan sold the data to Cambridge Analytica, which violated Facebook’s terms 

of service. The original data harvesting by Kogan was not a data breach or hack, according to 

Facebook. Since users consent to the data policy when they create an account, researchers are 

allowed to access user data for academic purposes (Facebook, 2018). However, Facebook 

prohibits the monetization of the data and its transfer. In total, Dr. Kogan sold the data of sold 

the data of 50 million profiles to Cambridge Analytica. (Kozlowska, 2018).  

 Although Dr. Kogan’s collection of profiles from the friends was within bounds of the 

data policy at the time, the fact that the quiz shared information should have been explicitly 

stated to all users; these users and their friends had no idea their personal information was at risk. 

Facebook changed their data policy at the end of 2014, preventing applications on their service 

from collecting data from friends of the application user. In 2015, Facebook learned Dr. Kogan 

sold the quiz data to Cambridge Analytica. Facebook deleted the quiz from their platform and 

demanded that the data be deleted from Cambridge Analytica’s servers. Finally, Facebook gave 

no notice to media or its own users (Gotterbarn, D., Miller, K., & Rogerson, S. 2017). Their 

behavior showed a lack of attention to user privacy and represented a mitigation tactic in fear of 

a public outcry. 

Technical Background 

In 2014, when Kogan created his quiz, harvesting friends’ data from the users who took 

the quiz was legal in Facebook’s terms of service (though the terms were quickly amended to no 

longer allow this) (Facebook, 2018). This data could have included photos, status updates, 

check-ins, interests, friends’ lists, and user locations. Any combination of this data can create a 
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user profile that can be updated over time as long as the third party can still access the data 

through Facebook. The significance of the user profile is that a group of these profiles can now 

be subject to data mining, a process in which large datasets are parsed “for previously unknown 

relationships in the data”. This same technique was used by the IRS to “[create] highly detailed 

profiles of taxpayers upon which to run data analytics” (Houser & Sanders, 2017, p. 1). The 

results of data mining reveal correlations in the data that are useful to other parties looking to sell 

their product or service. The next section of the report investigates how Facebook regulations 

were too weak, which allowed Cambridge Analytica to data mine user profiles.  

Facebook Regulations  

Facebook did not have proper regulations on access to their data, allowing for more data 

to be shared than is acceptable by the Institute of Electrical and Electronics Engineers - 

Computer Science and Association for Computing Machinery (IEEE-ACM) joint task force code 

of ethics, a criteria of evaluation for software engineers. Facebook’s mitigation tactics are also 

analyzed in this section.  

The IEEE-CS/ACM Standard 

 Because Facebook relies heavily on software engineering to manage their product, a code 

of ethics for software engineers is best suited to analyze their malpractices. The IEEE-ACM joint 

task force created an extensive code of ethics for software engineers in 1997. At first judgement, 

this code seems outdated, especially considering that Facebook was first founded in 2004 and 

completely changed their company mission within 4 years. Most codes are also vague because 
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they cannot be specified for all forms of the profession they were made for. Thus, it is arguable 

that the code of ethics for software engineers needs to be updated since the revolution of online 

services and data; however, all of the malpractice mentioned previously could have been 

prevented if Facebook followed the IEEE-CS/ACM code as it was created.  

Principle 2.03 in the code states that the property of a client will be “[used] only in ways 

properly authorized, and with the client’s consent”. Facebook requires users to consent to sharing 

their own data as a consequence for using their service; however, Facebook should also notify 

their users about who their data has been shared to. Also, scraping info about friends from 

friends’ lists and creating new profiles for them was done without the friends’ consent. Principle 

2.05 in the code states that any “confidential information gained” will be “[kept] private”. 

Because the types of data previously mentioned classify as confidential information (to the 

respective user), it is undebatable that the information of users and their friends was not kept 

private. Not only was the information disclosed, but it was used by multiple political campaigns 

to influence voters. This directly opposes Principles 6.10, which states that software engineers 

should “avoid associations with businesses and organizations which are in conflict with this 

code” (Gotterbarn, Miller, & Rogerson, 2017).  

Making Amends 

 myPersonality, an app similar to Kogan’s This is Your Digital Life created by the 

Psychometrics Centre at the University of Cambridge Judge Business School, was taken down 

after the Cambridge Analytica incident; another app removed was Onavo Protect, a 

Facebook-owned virtual private network. These were only 2 out of the 400 apps that have been 
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deleted since the Cambridge Analytica incident (Frier, 2018). This mass deletion represents over 

400 applications that have shared Facebook data with other parties, highlighting the risks in 

putting any sort of data online. Accompanying this fear is the fact that only “41% of Americans 

trust Facebook to obey laws that protect personal information”. This is an abysmal number 

considering Amazon, Google, and Microsoft were all above 60% in the same survey (Yang, 

2018). Yet, 68% of Americans say they use the service, and “roughly three-quarters of those 

users access Facebook on a daily basis” (Smith & Anderson, 2018, p. 2). It is important to note 

the bias in this statistic; the Pew Research Center did not reveal the total number of participants 

in their study, making their percentage claims difficult to believe. Also, this study was conducted 

after the Cambridge Analytica scandal became a topic of discussion, which would have 

negatively biased the participants’ views of Facebook.  

Regardless, it is clear that Americans have adapted to Facebook, making it difficult to 

leave the service to protect their own data. Facebook has acknowledged this fact, especially in 

their “apology [advertisement].” The ad opens with, “We came here for the friends”, and 

highlights building stronger relationships for the rest of the minute-long advertisement. 

However, this apology seems half-hearted because Facebook never actually acknowledges that 

anything happened to incite this apology other than “fake news” (Wiener-Bronner, 2018). While 

this source is purposely arguing that the ad failed in serving as an apology, leaving a national 

advertisement this vague gives the impression of being disingenuous, especially when data 

misuse is the last item in the list of failures that the narrator mentions in the advertisement. While 

he was more forthcoming about the Cambridge Analytica incident, Mark Zuckerberg was just as 

vague about how he aims to prevent misuse of data in the future, simply stating that he is 
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“...making sure that developers cannot access as much information now”. Therefore, American 

Facebook users are unhappy with how Facebook manages personal information, and Facebook 

has not been able to appease the users, even though they state that “advertisers and developers 

will never take priority” over their “social mission of connecting people” (Bloomberg 

Government, 2018).  

The glaring oversight in Zuckerberg’s hearing was that he never clarified how Facebook 

would handle data misuse from before 2014. Facebook has been abundantly clear that their terms 

of service for developers changed in 2014, but they never explain what is being done about the 

data that was misused before the changes. This is significant because Cambridge Analytica 

supposedly kept their data that they had stored before 2014, despite Facebook telling them to 

delete it. And, as previously mentioned, this data was used to influence Donald Trump’s political 

campaign in 2016. Discouragingly, Facebook and Zuckerberg’s apologies seem to create more 

questions than they answer.  

 Policing Data Use  

 This section acknowledges the difficulty in regulating the use of profile data after it is 

exported out of the platform. Thus, the solution first lies in tackling the systemic issues within 

Facebook’s platform that led to the misuse of user information by other companies, mainly by 

prioritizing the privacy of their users. 
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Facebook’s Inability to Regulate 

When Dr. Kogan sold the user data to Cambridge Analytica, Facebook did not know the 

transfer was taking place, meaning they could not prevent the transfer. Once the data is exported 

from Facebook’s system, it is very difficult for them to track what is happening with that 

information, especially if it is kept off networks where monitoring could occur.  

Facebook demanded certification from Cambridge Analytica that the data was deleted, 

which the political firm provided; but, Facebook“received reports” that “not all [the] data was 

deleted.” (Granville, 2018). If Facebook recognized that Cambridge Analytica had a motivation 

to misrepresent the existence of user data on their servers, their responsibility was to track where 

the data had been transferred and to rectify the situation. Thus, their passive acceptance of the 

certification portrays negligence to follow up on their problem and protect user privacy.  

Tracking down all of the actors with access to the stolen user information would mean 

checking databases for all of the organizations interacting with Cambridge Analytica. This 

approach is infeasible for two reasons: there are too many locations to check and none of the 

other actors consented to a contract like Dr. Kogan did. If Facebook had to follow the 

IEEE-CS/ACM code of ethics and Principle 2.03, they would have to develop different 

restrictions on the platform so that users could provide consent for data collection. 

Asking for Forgiveness, not Permission  

 Dr. Susan Landau, a cybersecurity policy expert, predicted that because friends could not 

prevent their data from being collected, Facebook could potentially be fined “$40,000 per 

violation” (Guzdial & Landau, 2018, p. 2). While this punishment is just, it masks the bigger 
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issue: violations are not punishable until after they have occurred. At first, this seems appropriate 

since punishments cannot be handed down unless a violation has occurred; however, in terms of 

data security, waiting for the violation to occur is too late to protect the data of users. In the case 

of Dr. Aleksandr Kogan, Facebook had little to no control over how a third-party developer like 

him could use the data; the lack of security measures on Facebook’s behalf was perilous and 

practically invited violations to occur. In other words, the best way for Facebook to avoid the 

ramifications of third-parties misusing their data should have been to prioritize protecting their 

users by explicitly asking for permission. This one tenet would have not only prevented any 

violation, but it would have set precedent for other companies to follow during the age when 

social networks were just beginning to flourish.  

Conclusion 

The Cambridge Analytica scandal developed to be one of the largest violations of data 

privacy on Facebook’s platform, inciting public scrutiny and a complete transformation of data 

policy on the platform. Facebook’s data policy allowed for 50 million user profiles to be 

monetized and data to be harvested from friends of quiz takers without their consent. Facebook 

did not have resources to restrict monetization of data once the violation occurred. This 

displayed their lack of foresight into protecting user information, breaking Principles 2.03 and 

2.05 in the IEEE-CS/ACM code regarding confidentiality and user consent. 

While attempts at apologies were made by Facebook, they came off as disingenuous. 

Firstly, Mark Zuckerberg’s Senate hearing was unable to convey how Facebook was going to 

change their data regulations, let alone how they were handling data privacy violations before 
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2014. The national apology advertisement that aired 15 days later was just as unclear. The 

advertisement not only fails to show how Facebook will prioritize user profile data, but it also 

fails to mention that there was a data privacy issue; instead, they focused on fake news. Though 

it is difficult to express all of the regrets of the past and changes for the future in a minute-long 

advertisement, leaving a nationally broadcast message as vague as Facebook did makes the 

company seem insincere.  

Facebook’s inability to regulate how developers use accessed data is worsened by the fact 

that Facebook users have adapted to using the platform daily, despite its privacy downfalls. This 

presents a cultural tradeoff: users enjoy the benefits of social media platforms like Facebook by 

signing away their privacy. Thus, users should adapt and understand what data they are making 

available by regularly monitoring their online presence. Becoming proactive about their online 

presence would allow users to better protect themselves from future data privacy violations. 

This report has also raised some valuable questions for further exploration. Primarily, 

how should Facebook balance the interests of the users with the inconvenience of privacy 

notifications? While users would want to be notified of third-party apps using their data, they 

would be equally upset with constant notifications about apps asking to use their data. A 

potential solution would be to authorize specific types of apps to collect a select amount of data. 

For example, all gaming apps could be allowed to access your email and gender. However, this 

avoids the issues presented in this investigation about regulating access to data. Specifically, 

what type of data should third-party developers have access to and what profile data, if any, is 

strictly personal to the user? Different people have different privacy needs, and Facebook, along 
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with any other social media platform, should implement solutions that account for everyone in 

their worldwide user base.  
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a9h&AN=129444921&site=ehost-live 

This source was used to determine the statistics for trust in Facebook versus trust in other 
large tech companies. This is a very biased piece because an editorial in which the author 
is looking to negatively portray the laws that allowed Facebook to make the mistake that 
it did.  
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Moore, J. (2018, March 20). Cambridge Analytica Had a Role in Kenya Election, Too. Retrieved 
November 9, 2018, from 
https://www.nytimes.com/2018/03/20/world/africa/kenya-cambridge-analytica-election.html 

This source was used to provide an example about how Cambridge Analytica misused 
user data. It was one of the two examples used in the text. The bias in this source 
originates from the fact that The New York Times was looking to negatively highlight the 
effects of Cambridge Analytica meddling in politics. 

 

 
 
 
 

 
 

 
 
 
 
 
 
 
 
 

https://www.nytimes.com/2018/03/20/world/africa/kenya-cambridge-analytica-election.html

