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In an open multi-agent system (open MAS), agents belonging to the system must 

use the information they have about each other in order to detect complementary 

expertise or collect necessary information since the environment is highly dynamic, 

uncertain, insecure, large, and distributed.  The ability to reason about trust will greatly 

reduce the amount of risk for interacting agents in an open MAS and, in turn, promise to 

promote trust in the system itself.  This research proposes a computational model that 

combines belief revision and trust reasoning processes (Hybrid Trust Revision combining 

Direct and Indirect Trust Revision) to develop accurate beliefs about incoming 

information and information sources within an open MAS.  Equipped with the proposed 

algorithms, an agent is capable of (1) creating accurate and robust beliefs for quality 

decision-making despite of noise in the incoming information or source reputations, and 

(2) employing soft security to gradually isolate deceptive or incompetent agents within 

the system to minimize their impact on decision-making.  Although this research 

primarily focuses on supporting agents in multi-agent systems, it can be applicable to any 

decision-making system characterized by dynamism, uncertainty, insecurity, scalability, 

and distributed control. 



 viii

Table of Contents 

List of Tables ........................................................................................................ xii 

List of Figures ...................................................................................................... xiii 

Chapter 1  Introduction ........................................................................................... 1 
1.1  Motivation............................................................................................... 1 
1.2  Research Questions and Contributions ................................................... 3 

1.2.1  Multi-agent Belief Revision Process .......................................... 4 
1.2.2  Multi-agent Trust Revision Process............................................ 6 

1.3  Research Overview ................................................................................. 8 
1.4  Roadmap ............................................................................................... 10 

Chapter 2  Related Work....................................................................................... 11 
2.1  Belief Revision under Uncertainty........................................................ 11 

2.1.1  Symbolic Approaches ............................................................... 11 
2.1.2  Numerical Approaches.............................................................. 16 

2.1.2.1  Possibilistic Approaches ............................................... 17 
2.1.2.2  Belief Function Framework .......................................... 18 

2.2  Belief Revision in a Multi-agent Context ............................................. 21 
2.3  Trust Revision....................................................................................... 23 

2.3.1  Trust and Reputation................................................................. 24 
2.3.2  Reputation Building based on Direct Interactions (Direct Trust 

Revision) .................................................................................... 25 
2.3.3  Reputation Building based on Communicated Reputation 

Information (Indirect Trust Revision)........................................ 28 
2.3.4  Challenges for both Direct and Indirect Trust Revisions.......... 29 

2.3.4.1  Static Initial Reputation ................................................ 30 
2.3.4.2  Prior-derived Initial Reputation .................................... 31 

2.4  Soft Security.......................................................................................... 32 
2.5  Summary ............................................................................................... 33 



 ix

Chapter 3  Approach ............................................................................................. 37 
3.1  Research Question 1: Belief Representation......................................... 38 
3.2  Research Question 2: Multi-agent Belief Revision in Open, Real World 

Environment........................................................................................ 43 
3.2.1  Trust and Reputation................................................................. 52 
3.2.2  Belief Revision Process: Details............................................... 54 

3.2.2.1  Acquisition of Incoming Knowledge (Input/Output) ... 56 
3.2.2.2  Step 1: Generation of All Possible Worlds ................... 57 
3.2.2.3  Step 2: Belief Revision Process: Bayesian Network part   

........................................................................................... 58 
3.2.2.4  Step 3: Selection of Preferred Maximal Consistent 

Knowledge Base (K�) ....................................................... 64 
3.2.2.5  Creation of K*, the logical expansion of K� ................. 65 

3.2.3  Contributions............................................................................. 65 
3.3  Research Question 3: Learning Trust Information ............................... 67 

3.3.1  Direct Trust Revision................................................................ 68 
3.3.2  Indirect Trust Revision ............................................................. 71 
3.3.3  Hybrid Trust Revision: Combining Direct and Indirect Trust 

Revision ..................................................................................... 73 
3.4  Research Question 4: Isolating Fraudulent Information Sources ......... 77 
3.5  Summary ............................................................................................... 79 

Chapter 4  Implementation and Experiments........................................................ 83 
4.1  Target Tracking Domain....................................................................... 83 

4.1.1  Experimental Setup................................................................... 83 
4.1.2  Agents Operating in a Static Environment (RQ2) .................... 86 
4.1.3  Agents Operating in a Dynamic Environment (RQ2)............... 90 
4.1.4  Comparing Direct and Indirect Trust Revision (RQ3) ............. 92 
4.1.5 Proposed Belief Revision Algorithm in an Agent Architecture 95 
4.1.6  Summary ................................................................................... 96 

4.2  Bio-Surveillance Domain...................................................................... 97 
4.2.1  Domain Description .................................................................. 97 
4.2.2  Experiment with Exact Trust Models (RQ2 - Baseline)........... 99 



 x

4.2.2.1  Objectives ..................................................................... 99 
4.2.2.2  Assumptions.................................................................. 99 
4.2.2.3  Experimental Setup..................................................... 100 
4.2.2.4  Performance Metrics................................................... 102 
4.2.2.5  Results and Discussions.............................................. 103 

4.2.3  Comparison against a Dempster-Shafer belief function approach 
(RQ2) ....................................................................................... 105 
4.2.3.1  Objectives ................................................................... 105 
4.2.3.2  Assumptions................................................................ 106 
4.2.3.3  Experimental Setup..................................................... 106 
4.2.3.4  Results and Discussions.............................................. 108 

4.2.4  Measuring the performance of the Proposed Direct Trust Revision 
(RQ3) ....................................................................................... 109 
4.2.4.1  Objectives ................................................................... 109 
4.2.4.2  Assumptions................................................................ 110 
4.2.4.3  Experimental Setup..................................................... 110 
4.2.4.4  Results and Discussions.............................................. 112 

4.2.5  Measuring the performance of the Proposed Indirect Trust Revision 
(RQ3) ....................................................................................... 115 
4.2.5.1  Objectives ................................................................... 115 
4.2.5.2  Assumptions................................................................ 115 
4.2.5.3  Experimental Setup..................................................... 116 
4.2.5.4  Results and Discussions.............................................. 117 

4.2.6  Measuring the performance of the Proposed Hybrid Trust Revision 
(RQ3) ....................................................................................... 120 
4.2.6.1  Objectives ................................................................... 120 
4.2.6.2  Assumptions................................................................ 120 
4.2.6.3  Experimental Setup..................................................... 121 
4.2.6.4  Results and Discussions.............................................. 122 

4.2.7  Isolating unreliable information sources................................. 126 
4.2.7.1  Objectives ................................................................... 126 
4.2.7.2  Assumptions................................................................ 126 



 xi

4.2.7.3  Experimental Setup..................................................... 126 
4.2.7.4  Results and Discussions.............................................. 128 

Chapter 5  Conclusion......................................................................................... 129 

Bibliography ....................................................................................................... 134 

Vita��.............................................................................................................. 141 

 



 xii

List of Tables 

Table 1: Requisites for belief revision in open MAS�s ................................. 50 

Table 2: The approach of this research for satisfying all the asserted requisites 

.......................................................................................................... 66 

Table 3: Direct Trust Revision vs. Indirect Trust Revision .......................... 74 

Table 4: Overview of the experiments ........................................................... 83 

  



 xiii

List of Figures 

Figure 1: Belief representation in a typical symbolic belief revision process. 39 

Figure 2: Belief representation in a typical numerical belief revision process 40 

Figure 3: Proposed belief representation ........................................................ 41 

Figure 4: Two-layer Knowledge Spaces ......................................................... 46 

Figure 5: Two-layer Knowledge Spaces ......................................................... 54 

Figure 6: Overview of Proposed Belief Revision............................................ 55 

Figure 7: An example of inputs and outputs to the proposed belief revision 

algorithm.......................................................................................... 57 

Figure 8: The poly-tree with k information sources contributing to q with 

downward message π ....................................................................... 60 

Figure 9: Prior probabilities for example of Step 2......................................... 63 

Figure 10: Direct Trust Revision....................................................................... 68 

Figure 11: Typical Indirect Trust Revision ....................................................... 71 

Figure 12: Indirect Trust Revision .................................................................... 72 

Figure 13: Setup for Hybrid Trust Revision...................................................... 75 

Figure 14: A flow chart for a Hybrid Trust Revision mechanism to revise reputation 

of info source X ............................................................................... 76 

Figure 15: Agent 1�s perspective of beliefs on target locations ........................ 88 

Figure 16: Root Mean Square Error as Number of Agents increases ............... 89 

Figure 17: Step response of the perspective of Agent1�s belief changes .......... 91 

Figure 18: Mean delay time analysis of Direct and Indirect Trust Revision..... 93 

Figure 19: Normalized mean overshoot analysis of Direct and Indirect Trust 

Revision ........................................................................................... 94 



 xiv

Figure 20: Typical network of agents in Bio-surveillance domain ................... 97 

Figure 21: Setup for Experiment with Exact Trust Models ............................ 101 

Figure 22: Accuracy of the belief revision without trust information............. 102 

Figure 23: Accuracy of the belief revision with trust information.................. 103 

Figure 24: Miss Rate when the number of agents increases ........................... 104 

Figure 25: Miss Rate when the percentage of unreliable agents increases ..... 105 

Figure 26: Setup for Experiment versus a D-S belief function approach........ 107 

Figure 27: Miss Rate of the proposed belief revision v.s the multi-agent belief 

revision based on Dempster-Shafer belief function....................... 109 

Figure 28: Setup for Experiment for measuring the performance of the proposed 

Direct Trust Revision..................................................................... 111 

Figure 29: Accuracy of belief revision with Direct Trust revision ................. 112 

Figure 30: Responsiveness of Direct Trust Revision ...................................... 113 

Figure 31: Responsiveness of Direct Trust Revision as the percentage (or 

population) of unreliable agents increases..................................... 114 

Figure 32: Setup for Experiment for measuring the performance of the proposed 

Indirect Trust Revision .................................................................. 117 

Figure 33: Accuracy of belief revision with Indirect Trust revision ............... 117 

Figure 34: Frequency response as the number of unreliable agents increases 118 

Figure 35: Responsiveness as the number of unreliable agents increases....... 119 

Figure 36: Setup for Experiment for measuring the performance of the proposed 

Hybrid Trust Revision.................................................................... 122 

Figure 37: Responsiveness of each trust revision mode.................................. 124 

Figure 38: Accuracy of each trust revision mode............................................ 125 

Figure 39: Setup for experiment for the proposed Soft security ..................... 127 



 xv

Figure 40: Access rate of information sources ................................................ 128 

 



 1

Chapter 1 Introduction 

1.1 MOTIVATION 

Good (Accurate, timely, and relevant) information is a key ingredient for good 

decisions and actions (Marshall, 1993).  In the face of highly dynamic environment as 

well as distributed and autonomous system, this research seeks to find the best data from 

the best source to insure good decision making and action selection.  

Let us call an agent a distributed, autonomous processing resource.  A system 

composed of these agents will have the following characteristics: 

 

• Dynamic: New agents can enter or leave the system. 

• Uncertain: The global or ground truth is often unavailable to an individual 

agent due to unreliable communication channels, faulty sensors, or the 

complex and nonlinear nature of the environment. 

• Insecure: There may be malicious agents or information sources in the system 

an agent is unaware of. 

• Large: Too many players prohibit agents from having a complete and correct 

representation of each other and the environment 

• Distributed: Agents do not have access to centrally maintained ground truth. 

 

We call this kind of system an open multi-agent system (open MAS).  In an open 

MAS, agents belonging to the system can not be known a priori at design time (dynamic).  

Agents must use the information they have about each other in order to detect 

complementary expertise or collect necessary information.  Since these environments are 

highly dynamic and decentralized, it is highly improbable that agents will have a 
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representation of each other that is both complete and correct.  Therefore, they must be 

able to revise the beliefs they have about information they receive and sources providing 

that information.  

This dissertation will promote an agent�s ability to make good decisions or select 

good actions despite the challenges offered by open MAS�s. 

Each agent belonging to an open MAS needs cognitive capabilities that are (1) 

responsive (to work in a dynamic environment), (2) flexible and tolerant of faulty 

information (e.g. due to faulty sensors or operator input, equipment performance, and 

communication links), and (3) capable of avoiding fraudulent information from 

unreliable or even deceptive information sources1  to minimize risks associated with 

believing inaccurate information, and thus not accomplishing an intended goal, since the 

requesting agent cannot be guaranteed that the responding agent will be able to, or will 

even try to, fulfill the request.  Thus, an agent must have the ability to dynamically build 

its beliefs about incoming information � the quality of that information and 

trustworthiness of the sources providing information. 

The thesis of this work asserts that the performance and security of a multi-agent 

system can be greatly increased with the ability of individual agents performing belief 

revision under uncertainty not only using beliefs from information sources but also with 

knowledge about the trustworthiness of those information sources. 

This research proposes a computational model that combines belief revision and 

trust reasoning processes (1) to acquire better perspectives of the world and (2) to isolate 

deceptive or incompetent agents within the system in an effort to minimize their impact 

on the decision-making processes of other agents.   

                                                 
1  An information source is an agent who delivers information to other agents while an information 
recipient is an agent who collect the information from information sources. 
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Agents will utilize this computational model at run-time (1) to assist decision 

making and action selection, (2) to filter fraudulent information, and (3) to identify 

potential deceptive agents as a form of Social Control2, in which an individual member is 

responsible to take care of security, not some global or special authority.   This approach 

is categorized as �soft security� where an agent maintains the credibility information of 

its information sources to assist in the evaluation of incoming information quality (Barber 

and Kim, 2003; Rasmusson and Janson, 1996). 

This research asserts that modeling the quality of incoming information is useful 

regardless of the level and type of security in the system infrastructure.  Infrastructure 

level security will be referred to as �hard security�.  The hard security and soft security 

are not mutually exclusive.  An agent can employ both soft and hard security to enhance 

its level of security.  This research equips agents with the ability to learn the 

trustworthiness of other agents using (1) dissimilarity measures3 calculated from the 

previous belief revision processes (Direct Trust Revision), (2) communicated trust 

information from other agents (Indirect Trust Revision), and/or (3) combination of both 

(Hybrid Trust Revision). 

1.2 RESEARCH QUESTIONS AND CONTRIBUTIONS 

The research objectives of this dissertation focus on satisfying the above needs, 

namely, (1) to develop a multi-agent belief revision that utilizes the knowledge about the 

quality of information and the quality of information sources to acquire better perspective 

of the world or domain and thus (2) to isolate deceptive or incompetent agents within the 

system (or establish soft security) in an effort to minimize their impact on the decision-

                                                 
2   Social Control is the process within society which both formally, through law, and informally, through 
customs, norms, and mores; attempts to influence and order the actions of social groups and their members 
and thus create public order. 
3   The dissimilarity measure functions same as error in supervised learning algorithms.  The bigger the 
dissimilarity measure is, the poorer the previous interaction was. 
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making processes of other agents.  Specifically this research builds theories and 

implementations for an agent to maintain consistent knowledge in an open MAS to 

support quality decision making. 

In the face of challenges presented by open MAS�s, this research will faithfully 

model the quality (or expertise) of information sources allowing an agent to maintain the 

quality of necessary information (by selecting agents of good quality as information 

sources) for better decision making. 

To affirm the hypothesis of this research, the overriding question for the research 

approach becomes: 

 

How can an agent efficiently maintain its epistemic state in dynamic, 

uncertain, and insecure environments? 

 

This question is decomposed along two lines of investigation: 

 

• Multi-agent belief revision process: How does an agent perceive beliefs 

communicated from information sources of varying degree of trustworthiness? 

• Multi-agent trust revision process: How does an agent evaluate the 

trustworthiness of each information source? 

 

These supporting research questions are accompanied by associated research 

objectives. 

1.2.1 Multi-agent Belief Revision Process 

As an agent (or any intelligent entity) reasons in either a deliberative or reactive 

mode, the agent must rely on acquired knowledge/information reflecting its models about 
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itself, others, and environment to pursue its goals in open MAS�s.  Since an open MAS 

generally operates without a global perspective and each agent maintains its own view of 

the world, the potential for conflicting beliefs across agents is pervasive (Bond and 

Gasser, 1988; Josang, 2002).  An agent operating in such environment should be able to 

maintain a consistent perspective of the world (including itself, others, and environment) 

based on incoming information from variety of information sources.  The following 

research questions are addressed. 

 

Research Question 1: Belief Representation 

 How does an agent represent beliefs?  How does an agent identify 

the extent of uncertainty in beliefs? 

 

This research will provide a model to represent beliefs with certainty (or 

confidence) that an agent has on those beliefs.  The extent of uncertainty on a belief is 

represented probabilistically (certainty = probability of the belief is true).  The richness 

of the model allows each agent to be able to communicate not only its beliefs but also the 

confidence it has on each belief so that the evaluating agent can perform more 

sophisticated (accurate and robust) belief revision even in the face of noise that is 

introduced from uncertain nature of the environment.  Hence, the presented belief 

algorithm using this belief representation can generate more accurate knowledge space 

quickly. 
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Research Question 2: Multi-agent Belief Revision in Dynamic and Uncertain 

Environment 

 What will be a good belief revision mechanism for an agent in 

open MAS�s? 

 

This research provides a belief revision algorithm that satisfies issues for open 

MAS�s to insure a consistent knowledge space that is accurate and robust by combining 

symbolic and numerical operations and by utilizing information about the trustworthiness 

of other agents.  The presented computational models for the belief revision overcomes 

various limitations of other classic symbolic or numerical approaches (these limitations 

will be addressed in Chapter 2) and allows an agent to be able to maintain an accurate 

and robust knowledge in open MAS�s.  The unique contribution of this belief revision 

process is as follows:  

 

• The belief revision process is not as sensitive to reputation estimation as other 

multi-agent belief revision algorithms (Section 2.1).  This robustness results 

in improved accuracy in revised beliefs. 

• The result of the belief revision can be used explicitly for estimating the 

trustworthiness (or reputation) of corresponding information sources. 

• The proposed belief revision process satisfies all the requisites for belief 

revision in open MAS�s 

1.2.2 Multi-agent Trust Revision Process 

This research assumes that knowing how much the information source can be 

trusted will improve the ability of the agent to judge the quality of the incoming 

information.  In an insecure environment, an agent needs to model the trustworthiness of 
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other information sources to improve the method developed with respect to Research 

Question 1 and 2 issued in section 1.2.1.  To meet this goal, the following research 

questions will be answered in this research. 

 

Research Question 3: Trust Revision 

How does an agent maintain trust information about other 

information sources? 
 

The belief revision process presented in this research utilizes trust information of 

information sources to implement a robust and accurate mechanism.  Hence, a process 

that acquires and maintains those trust information is also necessary.  The system 

presented in this research supports different (direct, indirect, hybrid) explicit trust 

revision mechanisms to correctly estimate reputations of information sources.  The 

unique contributions of trust revision processes presented in this research are as follows: 

 

• The presented mechanism supports Direct Trust Revision that utilize the 

explicit results4 calculated from the previous belief revision processes 

• The presented mechanism supports Indirect Trust Revision that reuses 

presented belief revision mechanism that is robust and accurate. 

• The presented mechanism supports Hybrid Trust Revision that combines both 

Direct and Indirect Trust Revision and offers ability to dynamically select 

between direct, indirect, or both trust revision modes based on situation 

changes (dynamic) or design specifications (static). 

 

                                                 
4 Dissimilarity measure that will be further discussed in Section 3. 
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Research Question 4: Soft Security 

How are faulty and deceptive (fraudulent) information sources 

isolated for overall system security? 

 

The agent equipped with the presented belief revision and trust reasoning 

algorithms will discredit information from the source with lower trustworthiness (or 

lower reputation).  The unique contributions of soft security mechanism presented in this 

research are as follows: 

 

• The presented system accurately estimates the trustworthiness of each 

information source and makes sure beliefs (or ideas) from less reliable agents 

are less likely to be accepted by other agents in the system or society by 

putting less credit on information from less reliable sources, and/or 

• The presented system allows information from sources that are classified as 

unreliable to be filtered a priori to save computational and communicational 

cost. 

1.3 RESEARCH OVERVIEW 

This work contributes not only to the agent community, but other communities 

that study problems where at least one entity is gathering information from other entities; 

the environment is dynamic and uncertain;  and the information recipient�s decisions or 

actions rely on the quality of information provided, at least, its ability to filter against 

unreliable information.  

Agents in open MAS�s (open MAS) often collect partial, incomplete, uncertain, or 

even incorrect knowledge from diverse information sources.  Since agents in these 

systems do not have complete knowledge or the ground truth about the problem domain, 
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the agents often have different perspectives.  To reduce the risk of deception and fraud in 

such systems, there have been efforts to infuse security into the infrastructure of the 

multi-agent system.  However, even in a secure multi-agent system, it is frequently 

difficult, or even impossible, for an agent to know if an information source is unreliable 

due to maliciousness or just incompetence.  E-commerce is a good example domain.  

Modeling the quality of incoming information is useful regardless of the level and type of 

security in a given system.  Incorporating source reliability information into belief 

revision mechanisms is essential for agents in real world open MAS�s not only to resolve 

conflicts between incoming information, but also to model the reliability or 

trustworthiness of the sources of information.   

The presented approach to multi-agent belief revision utilizes this reliability 

information about sources of information and combines symbolic and numerical 

operations to handle issues introduced from the characteristics of open MAS�s.  

Particularly, we use operations in Assumption-based Truth Maintenance System style to 

treat the symbolic part of information, meaning processing logical dependencies or 

conflicts by generating all possible worlds to consider, and the Bayesian Network theory 

to treat their numerical part, meaning credibility ordering of information by assigning 

credibility values to all incoming and previously held beliefs and select the most probable 

possible world. 

An agent learns the trustworthiness (or reliability information) of other agents 

using (1) dissimilarity measures calculated from the previous belief revision processes 

(based on direct experiences, seen or experienced by the evaluating agent first hand; 

Direct Trust Revision), (2) communicated trust information that contains reputations 

(based on second-hand information gathered indirectly; Indirect Trust Revision), and (3) 

a combinations of both (Hybrid Trust Revision).  The Hybrid Trust Revision proposed in 
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this research allows an agent to use either or both of two modes (Direct & Indirect) 

depending on the situational changes (dynamic) or design specifications (static). 

The algorithm proposed in this research mandates that agents with consistently 

low reputations will eventually (gradually) be isolated from the agent society since other 

agents will rarely accept justifications or arguments from agents with relatively lower 

reputations.  This isolation of unreliable information sources from the system is called 

�soft security� (Barber and Kim, 2003; Rasmusson and Janson, 1996), in contrast to hard 

security (infrastructure level security such as secure communication with public keys or 

authenticated name services).  Also, by not accepting information from information 

sources whose reputations are lower than some threshold value, unreliable information 

sources can be filtered a priori to save computational and communicational cost.  The 

presented approach implements soft security as follows: 

 

(1) Putting less credit on information from less reliable sources and 

(2) Filtering potentially unreliable information from unreliable sources a priori 

1.4 ROAD MAP 

This first chapter summarizes the motivations for this research and has presented 

how it contributes to research communities.  Chapter 2 provides the background 

information about the goals and methods of other multi-agent belief maintenance and 

trust management research.  Chapter 3 presents approaches to answer the research 

questions posed in Chapter 1.  Chapter 4 describes and analyzes sets of experiments 

designed to evaluate the theory and implementation developed in this dissertation.  Final 

conclusions are presented in Section 5. 



 11

Chapter 2 Related Work 

This chapter will address related work associated with the theories and 

implementation of multi-agent belief revision and trust management. 

2.1 BELIEF REVISION UNDER UNCERTAINTY 

To any human or intelligent agent, beliefs5 are not static.  As time passes, a new 

body of information (facts or rules) is accumulated by the agent (or human) interacting 

other entities in the system, and beliefs evolve accordingly.  Belief revision is the 

process of changing one�s beliefs to reflect the new incoming information.  However, 

while some of the new incoming pieces of information can easily integrate and 

corroborate the previously held body of beliefs, other information may cause serious 

conflicts.  In this case, the eventual arrival of new evidence should initiate changing the 

credibility of the conflicting pieces of information. 

There are two primary types of belief revision techniques, (1) symbolic 

approaches and (2) numerical approaches.  In this section, we will survey the each type 

of belief revision, address limitations of each type, and extract useful properties for the 

belief revision this research employs for open MAS�s. 

2.1.1 Symbolic Approaches 

The best known symbolic approach is the AGM  theory originated  by 

Alchourrón, Gärdenfors, and Makinson (Alchourron et al., 1985) and developed further 

by Gärdenfors (Gardenfors, 1988; Gardenfors, 1992), Alchourrón and Makinson 
                                                 
5   In philosophy, cognitive psychology, and most ordinary contexts, belief means something "accept as 
true." (Analytic philosophers actually sometimes distinguish belief from acceptance, however.) Accounts of 
belief also depend on the object of belief. While usually propositions are taken to be the objects of belief, 
we sometimes also speak of "believing in" a deity (accepting that the deity exists), a person (trusting in the 
person's reliability), and a cause (supporting a particular value-laden, e.g., political, system of beliefs).  A 
belief is an internal thought or memory which exists in one's mind unlike Knowledge.  For a belief to be 
knowledge it must be, at least, true and justified. 
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(Alchourron and Makinson, 1985; Alchourron and Makinson, 1986), and many others 

(Antoniou, 1997; Katsuno and Mendelzon, 1991; Lehmann, 1995). 

The AGM theory begins by modeling a belief-state as a set of propositions (or 

sentences) closed under logical entailment.  Gärdenfors (Gardenfors, 1988) 

acknowledges that the beliefs of real epistemic agents are not closed under logical 

entailment (symbolized as ├), but proposes that belief states so construed be understood 

as �an idealization of the psychological concept � an idealization that is judged in relation 

to the rationality criteria for the epistemological theory.�  He continues, �a rational state 

of belief is one that is in equilibrium under all forces of internal criticism.�  Belief 

revision occurs in response to epistemic inputs, which �can be thought of as the 

deliverances of experience or as linguistic (or other symbolic) information provided by 

other individuals (or machines)� 

Much of the structure of the AGM theory results from distinguishing between 

three different cases of belief revision.  Given a belief set K and a new piece of 

information encoded by a proposition P, let K*P be the result of revising K by adding P 

and making whatever other changes that requires.   Roughly, K*P is K minimally 

changed to accommodate P.  One central tenet of the AGM theory is that we must 

distinguish between the case in which P is logically consistent with K and the case in 

which it is not.  It is claimed that when P is consistent with K, then we can simply add it 

to K and close the result under logical entailment.  It is defined as: 

{ | { } }K P Q K P Q+ = ∪ ! , where + is the expansion operator.  Thus the claim is 

If  then *P K K P K P∉ = +∼ . 

A different kind of belief change consists of withdrawing belief in P.  This is 

symbolized as K P− , where −  is the contraction operator.  Because belief sets are 

closed under logical entailment, we cannot just remove P from K.  P may be entailed by 
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other members of K.  For example, suppose ,Q R K∈  and ( & )Q R P! .  In addition to 

removing P, we must remove either Q or R (or both).  In this case, the main problem is 

to specify which beliefs should be removed along with P.  The second central tenet of 

the AGM theory is a principle of informational economy according to which no belief is 

to be given up unnecessarily - the set of beliefs removed from K along with P must be 

minimal.  This is captured by defining 

 

{ & & ( )(( & ) }K P K K P K Q Q K Q K K Q P′ ′ ′ ′ ′= ⊆ ∉ ∀ ∈ ∉ ⊃ ∪ !⊥  (2.1) 

 

That is, the members of K⊥P are maximal subsets K′ of K not containing P and 

such that no member of K not in K′ can be added without entailing P.  K-P might be a 

member of K⊥P.  Alternatively, several members of K⊥P might be tied as the best way 

to revise K by removing P, in which case K⊥P is the intersection of those several 

members of K⊥P. 

Contraction requires rejecting beliefs other than P, but there is a common 

conviction that in choosing which beliefs to reject, or equivalently, choosing which 

members of K⊥P to prefer, it is not logically determinate just how the change should be 

made.  Gärdenfors has explored the possibility  of  ordering  the  members  of K⊥P  

in  terms  of  a  relation  of  epistemic entrenchment.  Spohn (Spohn, 1987) has 

suggested an alternative ordering in terms of epistemic plausibility.  These orderings 

may be logically determinate, but they could also be taken to reflect personal preferences. 

The meat of the AGM theory results from the claim that K*P and K⊥P are inter-

definable. Alchourrón, Gärdenfors, and Makinson endorse the Harper Identity according 

to which: 
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( ~ )K P K P K− = ∗ ∩  (2.2) 

 

and the Levi Identity which states: 

 

( ~ )K P K P P∗ = − +  (2.3) 

 

The latter is core to the AGM theory, telling us that belief revision can be 

regarded as the composition of a contraction and expansion.  Alchourrón, Gärdenfors, 

and Makinson defend these two inter-definitions by proposing the following set of 

postulates (where a belief-set is any set of propositions closed under logical entailment): 

 

(K*1) If K is a belief-set, so is K*P. 

(K*2) P∈K*P. 

(K*3) K*P ⊆ K+P. 

(K*4) If ~P∉K then K+P ⊆ K*P. 

(K*5) K*P = K⊥ iff ├ ~P  (where K⊥ is the absurd belief-set�the set of all 

propositions). 

(K*6) If ├ (P ≡ Q) then K*P = K*Q. 

(K*7) K*(P&Q) ⊆ (K*P)+Q. 

(K*8) If ~Q∉(K*P) then (K*P)+Q ⊆ K*(P&Q). 

(K-1) If K is a belief-set, so is K-P. 

(K-2) K-P ⊆ K. 

(K-3) If P∉K then K-P = K. 

(K-4) If not ├ P then P∉(K-P). 

(K-5) If P∈K then K ⊆ (K-P)+P. 
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(K-6) If ├ (P ≡ Q) then K-P = K-Q. 

(K-7) (K-P) ∩ (K-Q) ⊆  Κ−(P&Q). 

(K-8) If P∉K-(P&Q) then K-(P&Q) ⊆ K-P. 

 

They then prove the following theorems: 

 

Theorem 1: If - satisfies (K-1) - (K-4) and (K-6) and * is defined by the Levi 

Identity, then it satisfies (K*1) - (K*6). 

Theorem 2: If the assumptions of theorem 1 are satisfied then (a) if (K-7) is 

satisfied, (K*7) is satisfied, and (b) if (K-8) is satisfied, (K*8) is 

satisfied. 

Theorem 3: If * satisfies (K*1) - (K*6), and - is defined by the Harper Identity, 

then it satisfies (K-1) - (K-6). 

Theorem 4: If the assumptions of theorem 3 are satisfied then (a) if (K*7) is 

satisfied, (K-7) is satisfied, and (b) if (K*8) is satisfied, (K-8) is 

satisfied. 

 

Alchourrón, Gärdenfors, and Makinson conclude that these theorems strongly 

support the inter-definitions. 

Many authors have found the AGM theory appealing, and it has formed the basis 

for an entire library of articles on belief revision.  However, from an implementation 

point of view, there are some problems with this AGM approach for belief revision: 

 

• Limitation-1: It is defined for infinite sets of sentences. 
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• Limitation-2: Transitives are defined on K, and thus it is difficult to iterate 

the revision since the ordering defined on K*P could be different from the one 

defined on K. 

• Limitation-3: The choice of a particular ordering satisfying the postulates is 

arbitrary as Gärdenfors mentioned (Gardenfors, 1992): �the postulates leave 

the main problem unsolved: What is a reasonable metric for comparing 

different epistemic states?� 
 

Regarding these problems, numerical approaches offer a more reasonable metric 

that is easier to implement.  

2.1.2 Numerical Approaches 

Numerical methods provide a method for representing beliefs that are not certain 

(or uncertain) but for which there may be some supporting (or contradictory) evidence.  

Numerical methods offer advantages over symbolic approaches in two broad scenarios: 

 

• Limitation-4: Genuine Randomness - Card games are a good example. We 

may not be able to predict any outcomes with certainty but we have 

knowledge about the likelihood of certain items (e.g. like being dealt an ace) 

and we can exploit this. 

• Limitation-5: Exceptions - Symbolic methods can represent exceptions. 

However if the number of exceptions is large, systems employing symbolic 

methods tend to break down (e.g. many common sense and expert reasoning 

tasks). Statistical techniques can summarize large exceptions without resorting 

enumeration. 
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Logics of uncertainty often represent the knowledge space K and the incoming 

information P in terms of their models, possible worlds.  The worlds in {K} are 

candidate world models and each of them is associated with a weight, f(w), or certainty 

that expresses its degree of reality.  Hence a knowledge space is represented not only by 

{K}, but also by the mapping ( ) : [0,1]f w Ω →  where ( ) 0f w =  for each { }w K∉ .  

In these approaches, numerical distribution of credibility plays the same role that 

transitives and epistemic relevance play in the symbolic frameworks, which is ordering of 

sentences.  Generally, numerical approaches do not guarantee logical dependencies 

among sentences6. 

2.1.2.1 Possibilistic approach 

In possibility theory (Dubois et al., 1994; Dubois and Prade, 1991; Lau et al., 

2000), the knowledge space is represented by a possibility distribution : [0,1]π Ω → .  

The world model with higher weight or certainty is more plausible than the one with a 

lower weight.  π(w)=0 means that w is an impossible world, while π(w)=1 does not 

necessarily mean that w is a real world but only nothing hampers it to be so.  It is 

possible that there is more than one world model or no world model with π(w)=1. 

Given a possibility distribution π, the possibility measure is defined as 

( ) max ( )w AA wπ∈Π = where { }A P= .  It satisfies the axiom, 

 

( ) max( ( ), ( ))A B A BΠ ∪ = Π Π .   

 

It measures the degree of consistency of A with the knowledge space represented 

by π.  Π(A)=0 means that A is impossible and Π(A)=1 means that A is totally consistent 

                                                 
6   However, in an open MAS, where more than one agent shares a situational picture of the system, there 
may exist logical dependencies across beliefs held by individual agents. 
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with π.  The certainty degree of A is measured by the necessity function N(A)=1- Π(A) 

whose characteristic axiom is ( ) min( ( ), ( ))N A B N A N B∩ = .  A is certain when 

N(A)=1.  The possibilistic approach captures the idea of total ignorance under the form 

of the vacuous knowledge space for which Π(A) = 1 for all A∈Ω . 

The revision is performed by 

 

( ) ( | ) * ( )A B B A AΠ ∩ = Π Π  (2.4) 

 

where * stands for the product of two terms, A ⊆ Ω , and B ⊆ Ω .  For ( | )B AΠ  

the least specific one is selected as 

 
( | ) 1 if ( ) ( ) 0

( ) otherwise
B A A B A

A B
Π = Π ∩ = Π >

= Π ∩
 (2.5) 

 

The limitation of this approach is that the revision is somewhat drastic since it 

rejects all the sentences with less certainty than a threshold even if they were not 

involved in the derivation of any inconsistencies. 

2.1.2.2 Belief function framework 

The Belief function approach (Dragoni and Giorgini, 1996; Haenni and Lehmann, 

2003; Shafer and Shenoy, 1990) assigns a basic probability directly to the subset of Ω, 

called frame of discernment, : 2 [0,1]m Ω → , with the constraints ( ) 0m ∅ = and 
( ) 1

A
m A

⊆Ω

=∑  where m is called a basic probability assignment.  If m(A)>0 then A is 

called a focal element. 

The belief function on the subsets of Ω is defined as 
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( ) ( )
B A

Bel A m B
⊆

= ∑  (2.6) 

 

and it measures the persuasion that the real world is inside A.  There may be no 

evidence directly supporting A, but A cannot be excluded since there is evidence in favor 

of some of its subsets.  The belief function is not additive.  The knowledge is 

 

• certain and precise if m(T) = 1 and T is singleton; 

• certain and imprecise if m(T) = 1 and T is not singleton; 

• consistent if all the focal elements are nested; 

• inconsistent if all the focal elements are disjoint; and 

• void if m(Ω) = 1 and, for all A ⊆ Ω , m(A) = 0. 

 

The incoming information A changes the values of credibility and plausibility of 

the subsets of Ω.  In terms of credibility, revision follows the following conditioning: 

 
( )( | )

( )
Bel A BBel B A

Bel A
∩

=  (2.7) 

 

The subsets disjointed from A will become unbelievable.  This rule is not 

applicable when Bel(A) = 0, i.e. when A is unbelievable. 

This framework also handles uncertain inputs.  Uncertain inputs are treated as 

new basic probability assignments on the elements of 2Ω .  The change will consist of 

merging the two pieces of evidence (the pre-existing and new) about the same real 

situation.  Given a frame of discernment Ω and the two new basic probability 



 20

assignments 1m  and 2m , the new combined basic probability assignment is defined by 

the following Dempster rule of combination (Dragoni and Giorgini, 1996): 

 

1 2

1 2

1 1 2 2

1 2
1 1 2 2

( ) ( )
( ) ( ) ( )

( ) ( )
A A B

A A

m A m A
m B m B m B

m A m A
∩ =

∩ ≠∅

= ⊕ =
∑
∑

 (2.8) 

 

This rule reinforces concordant evidence and weakens conflicting evidences.  It 

can be applied only if the evidence is independent and refers to the same frame of 

discernment.  Since this rule is independent from the order of incoming information, it 

violates the principle of priority for the incoming information.   

Despite its success as a well-founded and general model of human reasoning 

under uncertainty, belief functions are rarely used in concrete applications.  One of the 

most significant arguments raised against using belief functions in practice is their high 

computational complexity, especially in comparison with methods based on classical 

probability theory since this approach generates | |2 Ω  sentences.  In fact, combining 

belief functions using Dempster�s rule of combination is known to be NP-complete in the 

number of evidential sources (Orponen, 2000).  Furthermore, from a more practical 

perspective, the complexity of computing the marginal of multivariate belief functions 

depends exponentially on the size of the largest node in the underlying hyper-tree 

(Lehmann, 2001).  Thus, facing serious difficulties of complexity, the main challenge of 

making the Dempster-Shafer theory more applicable in practice is to develop appropriate 

computational methods. 

The popularity of the D-S approaches in spite of its computational burden stems 

from (1) its ability to admit partially specified models, (2) its convenience for formulating 

hierarchical refinement of hypothesis, and (3) its compatibility with proof-based styles of 
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inference.  The D-S approach�s ability to account for composite hypothesis in a 

hierarchy ameliorates the qualification problem by providing more precise and powerful 

places for accumulating evidence. 

2.2 BELIEF REVISION IN A MULTI-AGENT CONTEXT 

Several researchers have been working on theoretical models for multi-agent 

belief revision using multi-agent specific approaches (Dragoni and Giorgini, 2001; 

Dragoni et al., 1994; Lamma et al., 2001) or using distributed TMS (DTMS) (Huhns and 

Bridgeland, 1991; Malheiro and Oliveira, 1995; Mason and Johnson, 1989) approaches.  

We must recognize that a parallel conception of belief revision started, even 

before the AGM framework, from research investigating Truth Maintenance Systems 

(Doyle and Hayes-Roth, 1998) (see, for instance, Martins and Shapiro's modelization 

(Martin, 1992)).  Especially De Kleer's ATMS (de Kleer, 1986), overcoming some 

limitations of Doyle's TMS, was immediately regarded as a powerful reasoning tool to 

revise beliefs (and to perform the dual cognitive operation of diagnosis). Crucial to the 

ATMS architecture is the notion of assumption which designates a decision to believe 

something without any commitment as to what is assumed.  Assumptions are connected 

to assumed data via justifications and from the foundation to which every datum's support 

can be ultimately traced.  The same assumption may justify multiple data or one datum 

may be justified by multiple assumptions.  Taking the notion of logical consequence as 

justification, the ATMS appears as a mechanism to perform syntax dependent belief 

revision for a finite set of information and, hence, was considered as a feasible tool for 

belief revision for multi-agent systems. 

In (Huhns and Bridgeland, 1991; Mason and Johnson, 1989), agents are assumed 

to be benevolent by hypothesis.  Whenever an agent receives information from an agent 

who is responsible for it, it updates its belief base, choosing this last context. In (Malheiro 
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and Oliveira, 1995), this decision criterion is not so rigid: whenever an agent detects a 

contradiction between an internally and externally justified proposition, the agent sends a 

message to the user of the system to decide which context is to be maintained. Anyway, 

in both systems, every piece of information is related with its original source.  The 

problem with this approach using DTMS is that the attribution of responsibility to agents 

is usually done at design time, and not established autonomously by the agents 

themselves. In this way, we believe that these models are not convenient for the case of 

an open MAS, where one can never know a priori at design time the members of the 

agency.  Another limit of DTMS is that it presupposes the trustworthiness of all 

participants.  For cases in which the nodes may be mutually inconsistent, Mason 

proposed a Distributed Assumption-Based Truth Maintenance System (DATMS). 

What we need is a model where the agents themselves can dynamically attribute a 

measure of credibility to the information they gather, and to decide autonomously which 

context to be maintained if a contradiction is detected.   

A very interesting approach in this direction is presented in (Dragoni and 

Giorgini, 2001), where the authors model the credibility of information sources that an 

agent has, like reasoning, perception, and communication.  The internal credibility of a 

proposition is calculated by the product of the information source credibility and the 

external credibility of the proposition, which is also sent within the message's content.  

This model uses a quantitative approach, which enables an agent to calculate separately 

the credibility of a proposition and that of its negation.  Their approach to centralized 

belief revision combines symbolic and numerical operations. Particularly, they use 

operations in Assumption-based Truth Maintenance System style to treat the symbolic 

part of information, and the Dempster-Shafer theory (belief function framework) to treat 

their numerical part. 
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However, the application of Dragoni�s model to an open MAS 

 

• limits the communication protocol so that an agent in the system can only 

communicate its beliefs without any meta-information associated with those 

beliefs, 

• performs the reputation revision through a primitive ad-hoc scheme, and 

• is very sensitive to reputation estimation (Reputation estimation should be 

very close to the ground truth value.  Otherwise, the system will be unstable). 

 

This research leverages the idea of combining symbolic and numerical methods 

for the belief revision process in multi-agent systems.  To resolve issues introduced by 

open MAS�s, a Bayesian network approach has been employed for the numerical part so 

that agents can use more flexible belief representation.  This combination allows the 

presented algorithm to overcome various limitations of other classic symbolic or 

numerical approaches addressed above and allows an agent to be able to maintain 

accuracy in belief and trust revision and robustness in the face of noise in reputation 

estimation. 

2.3 TRUST REVISION 

Agents can exert autonomy when deciding whether or how to cooperate with 

other agents by maintaining contact lists, and deciding whom to contact.  In this manner, 

the agents can find the most helpful and reliable information sources.  The agents can 

build and manage these representations of how much the other parties can be trusted.  To 

do so, the agents not only take into account (1) the outcome of the previous interactions 

with those parties, but also (2) opinions of other agents about those interactions 

(communicated from other agents). 
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2.3.1 Trust and Reputation 

Trust is a subjective degree of belief about specific agents (McKnight et al., 1995; 

Misztal, 1996), not an objective property of an agent.  Within a specific context, trust 

ranges from complete distrust to complete trust (Gambetta, 2000).  A trusting action is 

taken despite uncertainty of outcome but in anticipation of a positive outcome (Baier et 

al., 1997; Misztal, 1996).  Nevertheless, that action may not follow the rules of rational 

choice theory (Gambetta, 2000) as an agent may have motivations other than risk and 

utility.  It is also non-monotonic and the degree of trust is appraised with additional 

experience and information.  Lastly, trust decisions are made based on the agent�s 

knowledge and experiences (Hardin, 1993; Josang, 2002). 

Reputation is the concept that is closely related to trust.  Zacharia and Maes 

(Zacharia and Maes, 1999) have suggested that reputation in an on-line community can 

be related to the ratings that an agent receives from others, and have pointed out several 

criteria for such rating systems.  Their mathematical formulation for the calculation of 

reputation can, at best, be described as intuitive � without justifications except the 

intuitive appeal of the resulting reputation dynamics.   

Abdul-Rahman, et al. (Abdul-Rahman and Hailes, 2000) and Barber and Kim 

(Barber and Kim, 2000) proposed that the trust concept can be divided into direct and 

recommender trust.  Barber and Kim presented algorithms that revises the 

trustworthiness (or reputation) of agents in open, dynamic environments (1) by using the 

result of each belief revision process (Direct Trust Revision) or (2) by collecting 

reputation information about a specific agent from other agents in the system and then 

performing the belief revision process on collected reputations (Indirect Trust Revision).  

The range of reputation is [0,1] inclusive.  Abdul-Rahman et al. represented direct trust 

as one of four agent-specified values about another agent (�very trustworthy�, 
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�trustworthy�, �untrustworthy�, and �very untrustworthy�).  Recommended trust can be 

derived from word-of-mouth recommendations, which they consider as �reputation�.  

The translation from recommendations to trust is performed through an ad-hoc scheme.  

Ad-hoc formulations plague several other proposals for reputation/trust systems such as 

those in Glass, et al. (Glass and Grosz, 2000), Yu and Singh (Yu and Maes, 2001), 

Esfandiari,  et al., (Esfandiari and Chandrasekharan, 2001), Rouchier, et al. (Rouchier et 

al., 2001), Sabater, et al., (Sabater and Sierra, 2001), among others.  These ad-hoc 

formulations do not have mathematical background formalization and may change across 

agents over time.  Nevertheless, reputation and trust have been found to provide useful 

intuition or services. 

2.3.2 Reputation Building based on Direct Interactions (Direct Trust Revision) 

Numerous algorithms exist for maintaining trust models based on direct 

interactions with the information source to be trusted.  Many researchers have been 

working on this issue to model the quality of other agents (mostly in e-commerce 

domain). 

Jonker and Treur (Jonker and Treur, 1999) propose both qualitative and 

quantitative trust metrics, which credit an agent�s reputation when it produces a positive 

outcome, and discredit the agent�s reputation when a negative outcome is produced.  

Unfortunately, interaction-based reputation building often exposes the reputation builder, 

or truster, to risk given the process of forming a trust model, since the truster is affected 

by the outcomes used in reputation measurement.  In these cases, interaction-based 

models must assume some initial default reputation value which, when inaccurate, can 

result in unfair losses to the truster (when initial reputation is too optimistic) or unfair 

losses to the trustee (when initial reputation is too pessimistic) (Dellarocas, 2000).  Risk 

exposure can be circumvented by subjecting trustees to a preliminary test period, during 
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which the use of knowledge acquired through direct interaction is deferred, until the base 

reputation is stabilized.  However, interaction-based reputation building still requires 

extensive time and computational overhead. 

Many online retail stores or auction sites such as eBay are important practical 

examples of reputation management based on the direct interactions.  In eBay, sellers 

receive feedback (+1, 0, +1) for their reliability in each auction and their reputation is 

calculated as the sum of those ratings over the last six months.  Newcomers start with 

zero feedback points. This kind of approach requires users to explicitly make and reveal 

their ratings of others, which is sometimes either difficult to assess or to disclose because 

usually a human user does not have an explicit algorithm to evaluate or quantify ratings 

of others. 

Reputation rating in systems such as eBay provides an example for both observed 

and encounter-derived reputation management.  These ratings require direct feedback 

from users about others with whom they have interacted directly.  After an encounter 

with a seller, a buyer can provide a rating feedback which can directly affect a seller�s 

reputation in the system � encounter-derived reputation management (Dewan and Hsu, 

2001).  Buyers who have not interacted with a seller need to rely on others� ratings as 

observations about a seller � thereby deriving observed reputation about the seller.  

This type of reputation revision plays an important role in reputation studies by 

evolutionary game theorists and biologists.  

Resnick and Zeckhauser (Resnick et al., 2000) have analyzed the feedback rating 

system used in eBay as a reputation system.  �Reputation� is taken to be a function of 

the cumulative positive and non-positive ratings for a seller or buyer.  Trust by one agent 

of another is inferred by an implicit mechanism.  They have found that the system does 

encourage transactions. 
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Houser and Wooders (Houser and Wooders, 2001) have studied auctions in eBay 

and describe reputation as the propensities to default � for a buyer, it is the probability 

that if the buyer wins, he will deliver the payment as promised before the close of the 

auction; for a seller, it is the probability that once payment is received, he will deliver the 

item auctioned.  Their economic analysis shows that reputation has a statistically 

significant effect on price.  Unfortunately, they did not model how reputation is built; 

nor how trust is derived from reputation. 

Pollock and Dugatkin (Pollock, 1992) have introduced observed tit-for-tat 

(OTFT) as an evolutionarily superior strategy compared to the classic tit-for-tat strategy 

in the iterated Prisoner�s Dilemma game.  OTFT agents observe the proportion of 

cooperation of other agents.  Based on whether a cooperation threshold is reached, an 

OTFT agent determines whether to cooperate or defect on an encounter with another 

agent.  Similarly, Nowak and Sigmund (Nowak, 1998) use observer agents to determine 

agent actions in their image-score based game.  

Yenta (Foner, 1997), Weaving a Web of Trust (Khare and Rifkin, 1997), and 

Kasbah (Chavez and Maes, 1996; Maes et al., 1999) require that users give a rating for 

themselves and either have a central agency (direct ratings) or other trusted users 

(collaborative ratings).  A central system keeps track of the users� explicit ratings of each 

other, and uses these ratings to compute a person's overall reputation or reputation with 

respect to a specific user.  These systems require preexisting social relationships among 

the users in their electronic community.  It is not clear how to establish such 

relationships and how the ratings propagate through this community.  

While diverse mechanisms have been proposed to build trust models, theses 

models frequently rely on subjective measures or perceptions.  For trust models built 
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from direct interactions, this research proposes to use objective �dissimilarity� measures 

that do not change from agent to agent or from time to time. 

2.3.3 Reputation Building based on Communicated Reputation Information 
(Indirect Trust Revision) 

When an agent does not have any previous interactions with other agents, the 

evaluating agent can still attempt to estimate the stranger�s reputation based on 

information garnered from others in the system.  When building the reputation based on 

communicated reputation information, the trusting agent forms a trust model of the 

trustee by asking other agents in the system about their interactions with the trustee.  

This method allows the truster to form a reputation of the trustee without being exposed 

to the risk of direct cooperative interaction.  However, the truster is still at risk when it 

decides to act on or believe the information it receives from others.  In addition, the 

system must contain a base of trusted recommender agents with beliefs about the trustee 

agent in order for the truster to form a stable model.   

As Abdul-Rahman and Hailes (Abdul-Rahman, 2000) have suggested, this type of 

reputation building is similar to the �word-of-mouth� propagation of information for 

human societies.  Reputation information can be passed from agent to agent. Schillo, et 

al., (Schillo et al, 2000), Mui, et al., (Mui et al, 2001) Sabater and Cierra, (Sabater, 2001), 

and Yu and Singh (Yu, 2001) have all used this notion that reputation values can be 

transmitted from one agent to another.  What differentiates these approaches is the care 

taken in combining the information gathered.  Yu and Singh (Yu, 2001) have tried to use 

Dempster-Shafer theory for this combination. Mui, et al., (Mui, 2001) have used 

Bayesian probability theory.  Jurca and Faltings (Jurca and Faltings, 2002) attempt to 

improve the trustworthiness of the recommender base by providing incentives for 

recommenders to tell the truth. 
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Recommendation-based reputation building still has difficulty in assigning initial 

reputations when the truster is new to the system (and therefore does not know which 

recommenders can be trusted) or when the trustee is new to the system (and no 

recommenders have formed opinions yet).  In other words, some interaction must take 

place for recommendation-based reputations to be built.  Nevertheless, this form of agent 

�gossip� is valuable because it provides a cheap, low-risk form of communicating 

knowledge. 

2.3.4 Challenges for both Direct and Indirect Trust Revisions 

Important challenges exist for any agent based approach for reputation 

management: 

 

(1) how to find trustworthy agents (veritable strangers) even without prior 

relationships; 

(2) how to assign a prior reputation to a new agent; and, 

(3) how to speed up the propagation of information through the social 

network. 

 

The proposed social mechanism seeks to address the above challenges. In 

particular, ratings are conveyed quickly among agents.  Therefore, undesirable agents 

can quickly be ruled out. 

The nature of the interaction dependency problem is this: how can a trust model 

be built with maximum efficiency before interaction has ever occurred?  Second, what 

benefits can be realized by using non-interaction-based reputation management to 

maintain that trust model, in addition to or in place of interaction-based strategies? 

Cooperation with, and therefore, trusting of, an unknown entity often exposes an agent to 
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risk.  Ideally, an agent should be able to avoid interaction with another agent until a 

satisfactory base reputation has been established and risk to the truster is minimal.  

When initial reputation assignments are arbitrary or default values, a stable base 

reputation has not yet been reached.  Therefore, it is worthwhile to examine all possible 

routes to achieving a sufficient reputation base before interaction occurs.  Since the 

information collection associated with these other routes (or possibilities) takes time, 

agents have to evaluate the time available for decision-making against the increased 

reputation base stability (decreased risk) gained as more reputation processing is 

performed.  To accommodate high-risk, fast decisions, strategies for building initial, 

base reputations must minimize overhead and time parameters. 

When an evaluating agent (or truster) encounters a stranger, there may be several 

ways of assigning initial reputation.  Several researchers have developed concepts that 

can be used to address this problem of initial reputation assignment.   

2.3.4.1 Static Initial Reputation 

When the evaluating agent does not have any prior information about strangers, it 

needs to assign static initial reputation values to those strangers.  The value should be 

carefully selected depending on (1) the problem domain where the agent operates, (2) the 

current characteristic of the system (e.g. ratio of unreliable agents), or (3) the problem 

specification given to the agents (e.g. minimum miss rate, mean delay time, etc).  If 

initial default reputation value is inaccurate, unfair losses can result to the truster when 

initial reputation is too optimistic or to the trustee when initial reputation is too 

pessimistic (Dellarocas, 2000).  Although using static initial reputation is more 

susceptive to noise, Dellarocas argues that a truster�s risk from arbitrary assignment can 

be minimized if trustees are motivated by punishment to tell the truth. 
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2.3.4.2 Prior-derived Initial Reputation 

In the simplest inference, agents bring with them prior beliefs about strangers.  In 

human societies, each of us probably has different prior beliefs about the trustworthiness 

of strangers we meet.  Gender or racial discrimination might be a consequence of such 

prior beliefs.  For agent systems, such discriminatory priors have not yet been modeled.  

Mui, et al.�s probabilistic model uses a uniform distribution for priori reputation 

equivalent to an ignorance assumption7 about all unknown agents (Mui et al, 2001).  

Zacharia and Maes�s system (Zacharia, 1999) gives new agents the lowest possible 

reputation value so that there is no incentive for an existing agent to leave and reenter the 

system when an agent�s reputation falls below a starting point to get higher reputation.  

In (Nowak and Sigmund, 1998), agents assume neither good nor bad reputation for 

unknown agents. 

Models for groups have been extended to provide prior reputation estimates for 

agents in social groups.  Tadelis�s study of the relation between firm reputation and 

employee reputation naturally suggests a prior estimate based on the firm that an 

economic agent belongs to (Tadelis, 2001). If the firm has a good reputation, the 

employee can benefit with being treated as if he or she has a good reputation, and vice 

versa.  In the computer science field, both Sabater and Sierra (Sabater, 2001), 

Halberstadt and Mui (Halberstadt, 2001) have postulated different mappings between the 

initial individual reputation of a stranger and the group from which he or she comes from.  

Since the reputation of a group can be different for different agents, individual 

reputations derived from group reputation are necessarily given the evaluating agent�s 

perception of the group.  They suggest classification by group membership and 

                                                 
7 When two completely strangers first meet, their estimate for each other�s reputation should be uniformly 
distributed across the reputation�s domain. 
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reputation assignment based on associated group reputations, but the implications of 

group prejudice on an individual agent should be examined. 

2.4 SOFT SECURITY 

The notion of soft security complements hard security 8 .  Hard security 

approaches help establish that the party you are dealing with is authenticated and 

authorized to take various actions.  Hard security does not ensure that that party is doing 

what you expect and delivering good service.  In other words, the hard security 

approaches simply place a low hurdle of legality that someone must cross in order to 

participate, whereas trust management makes people accountable for even the legal 

actions that they perform. 

In soft security, the agents are supposed to police themselves without ready 

recourse to a central authority.  Soft security mandates that agents with consistently low 

reputations will eventually be isolated from the system.  This isolation of unreliable 

information sources from the system is called soft security (Barber and Kim, 2003; 

Rasmusson and Janson, 1996), in contrast to hard security. 

Rasmusson & Janson implemented soft security based on social control through 

reputation (Rasmusson and Janson, 1996).  Marsh�s concept of trust (Marsh, 1994) 

considers only an agent's own experiences and does not involve any social mechanisms to 

select who the agent is supposed to interact with.  A more relevant computational 

method is from the Social Interaction Framework (SIF) (Schillo et al., 2000).  In SIF, an 

agent evaluates the reputation of another agent based on direct observations as well 

through other witnesses.  However, SIF does not describe how to find such witnesses. 

Soft security is especially attractive in open settings (such as in open MAS�s), and 

motivates this research.  The proposed system in this research will use trust information 
                                                 
8   Infrastructure level security which can be implemented by encryption, Public Key Interface (PKI), etc. 
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about other information sources in its belief system so that information from less reliable 

sources will have less credit.  This mechanism will implement soft security for 

information sources in the system not to communicate unreliable information. 

The algorithm proposed in this research achieves soft security (1) by putting less 

credit on information from less reliable sources and/or (2) filtering potentially unreliable 

information from unreliable sources a priori. 

2.5 SUMMARY 

This chapter has reviewed related belief revision research, trust revision research, 

and soft security approaches. 

One of the primary types of belief revision techniques is a symbolic belief 

revision mechanism.  However, direct application of the symbolic approach to open 

MAS�s is difficult since it is: 

 

• defined for infinite set of sentences. 

• hard to recover discarded information. 

• difficult to design a reasonable ordering metric for comparing different 

epistemic states. 

• difficult to handle uncertainties. 

• difficult to maintain a large number of exceptions. 

 

Numerical belief revision that is widely used for multi-agent systems has 

following limitations for open MAS�s: 

 

• The possibilistic belief revision (1) results in drastic changes since it rejects all 

sentences with less certainty even if those beliefs were not in conflict with any 
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other sentences and (2) does not represent  logical dependencies between 

sentences. 

• Despite its success as a well-founded and general model of human reasoning 

under uncertainty, the belief function approach (1) suffers from computational 

complexity and (2) does not represent logical dependencies between 

sentences. 

 

Some computational models for belief revision (Dragoni and Giorgini, 2001) 

combine the Assumption-based Truth Maintenance System (ATMS) style to treat the 

symbolic part of information (logical dependencies or conflicts) and the Dempster-Shafer 

theory (belief function framework) to treat the numerical part (credibility assignment to 

each beliefs that represents how believable each piece of information is).  Consequently, 

their approach overcomes various limitations of other classic symbolic and numerical 

approaches, in particular: 

 

• The revision can be iterated. 

• Inconsistent incoming information does not necessarily generate an 

inconsistent revised knowledge space. 

• The numerical revision is performed over a broader knowledge space (more 

domains). 

• The revision is more flexible in the sense that the incoming information could 

be rejected even if it is consistent with the current knowledge space. 

• The complete numerical ordering of knowledge (statements) should be as least 

drastic as possible. 
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However, the application of belief function approaches to an open MAS: 

 

• limits the communication protocol so that an agent in the system can only 

communicate its beliefs without any meta-information associated with those 

beliefs (e.g. confidence an information source has on the piece of information 

it is delivering), 

• performs the reputation revision through a primitive ad-hoc scheme9, and 

• is very sensitive to reputation estimation (Reputation estimation should be 

very close to the ground truth value.  Otherwise, the system will be unstable). 

 

The approach presented in this research to multi-agent belief revision combines 

symbolic and numerical operations to overcome limitations of each group (Limitation-1 

through Limitation-5 in Section 2.1.1 and 2.1.2).  Moreover, by employing a more 

expressive belief representation allowing an information source to express its confidence 

in the information it provides, the presented approach overcomes limitations of other 

approaches listed above and thus better suits the requirements of open MAS�s with 

improved robustness and accuracy.  Communicating certainty values associated with 

information has been studies in research areas such as robot navigations or data mining 

under uncertainty.  Likewise, this research allows information sources to deliver their 

confidence on information they provide to achieve improved belief and reputation 

estimation. 

This approach also supports explicit direct and indirect (or recommended) trust 

revision to accurately estimate reputations of information sources.  Moreover, a hybrid 

                                                 
9 One example is the reputation assignment that is same as credibility assignment (Dragoni, 2001).  Let 
alone inaccuracy introduced by this kind of simple reputation estimation, it also causes other problem such 
as �drastic changes in reputation values.� 
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approach offers the ability to dynamically select between direct, indirect, or both trust 

revision modes based on situational changes (dynamic) or design specifications (static).  

The resulting employment of both the proposed belief and trust revision algorithms not 

only allows an agent to put less credit on information from unreliable sources but also to 

filter potentially unreliable information a priori and thus implements soft security. 
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Chapter 3 Approach 

The research approach is challenged by a number of key assumptions describing 

agents, multi-agent systems, and the environment. 

 

(1) An agent only has local, subjective viewpoints.  It is not practical for 

agents to rely on access to global system information (Gasser, 1992; 

Gasser, 2001).  Constant and completely reliable communication is 

required to allow even one agent to obtain global information, and the 

computational costs required to create the global viewpoint often 

exceed any performance improvements (Corkill and Lesser, 1983).  

For any real-world multi-agent system, reliance on a local, subjective 

viewpoint is most appropriate. 

(2) An agent is able to communicate with other agents or information sources 

to collect information.  

(3) The system may be insecure.  In the system, there may be incompetent, 

unreliable, or even malicious agents.  Therefore, each agent is 

responsible to take care of security, and does not rely on some global 

or special authority. 

(4) The environment is open.  One or more agent can enter or leave the 

system any time. 

(5) The environment is dynamic.  The agent�s situation will change over time 

as the system operates.  For example, the price of an item the seller 

(agent) sells changes over time.  However, this change (say envΩ ) 

should be slower than the rate an agent perceives this change (say 
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agentΩ ).  When 2agent envΩ < Ω , the agent starts to lose information 

enough to track changes in the environment (aliasing).  In other 

words, an agent must satisfy Nyquist rate criteria (Nyquist, 1928; 

Shannon, 1949) in information acquisition. 

(6) The environment is uncertain.  Since this research assumes an agent 

cannot have global view of the world, as in (1), all available 

information sources for an agent include its own sensors and other 

agents. 

 

Based of these assumed definitions of agents maintaining beliefs as well as the 

system and environment in which the agent participates, the following sections 

summarize theoretical approaches to address the proposed research questions. 

3.1 RESEARCH QUESTION 1: BELIEF REPRESENTATION 

How does an agent represent beliefs?  How does an agent represent the 

extent of uncertainty in beliefs? 

 

Defined as a symbolic model-theoretical problem (Alchourron and Makinson, 

1985; Gardenfors, 1992; Williams and Roth, 2000), belief revision has been approached 

as a qualitative syntactic process (Nebel, 1994; Williams, 1997).  In this symbolic 

approach, beliefs are usually represented as propositional sentences assuming complete 

information certainty.  However, this representation of belief does not account for the 

source of information and thus is not suitable for an open MAS where different 

information sources have different credibility or trustworthiness.  Figure 1 shows a 

typical protocol scenario of this approach where the information recipient receives the 
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information and assumes the information is completely certain.  Information is often 

represented with a propositional language. 

For multi-agent systems (MAS), belief revision has usually been approached as a 

numerical mathematical issue (Dragoni et al., 2001; Falcone et al., 2003; Lamma et al., 

2001; Mui et al., 2002) because: 

 

• it is easier to implement compared to symbolic approaches (Epistemic 

entrenchment functions are difficult to implement.) and  

• it allows an information source to deliver information attached with its id.   

 

In this approach, both the cognitive state and the incoming information can be 

represented either as sets of weighted sentences or as sets of weighted possible worlds 

(the models of the sets of sentences) internally.  Weights can be either real numbers 

(normally between 0 and 1), representing explicitly the credibility of the 

sentences/models, or ordinals, representing implicitly the believability of the 

It�s clear. 

Figure 1: Belief representation in a typical symbolic belief revision process 

Belief = <information>

Info 
Source 

Info 
Recipient 

<Clear>

What do you think 
the weather is? 
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sentences/models with respect to the other ones.  Essentially, belief revision redefines 

these weights (or credibility) in the light of the incoming information.  When an 

information source communicates, it delivers its id and information so that receiver can 

use knowledge about the information source to assess the quality of information.  This 

approach represent beliefs (1) <information, credibility>, internally, and (2) <source-id, 

information>, externally when it communicates.  (See Figure 2).  

However, this representation does not enable information sources to express the 

strength of their beliefs, and thus impairs accurate estimation of the quality of 

information sources. 

To address this issue, this research defines belief as follows: 

 

Definition: Belief.  Let q be a statement (or information) that is true or false or 

that will be determined to be true or false in the future (undetermined) and 

S be the source of the statement, then belief is defined as: 

 , , ( )< >S q P q  (3.1) 

It�s clear. 

Figure 2: Belief representation in a typical numerical belief revision process 

Belief = <source-id, information>

Info 
Source0

Info 
Recipient 

<IS0,Clear>

What do you think 
the weather is? 



 41

where P(q) is the certainty, a degree of belief in q.  For example, when we 

say that we believe it will be raining with 0.8 certainty tomorrow, we do 

not mean 80% of rainfall such as hard or medium hard rainfall.  It will 

either rain or not.  The certainty refers to the degree to which we believe 

it will rain (q) versus the degree to which we believe it will not rain (¬q). 
 

Suppose an information source 1S  sends knowledge q to Agent X.  The certainty 

factor that 1S  has on q is α , which means that 1S  thinks q is true with probability α.  

This communication act can be represented as 1( , , , )send S X q α  where 1S  is sender, X  

is receiver, q is the knowledge transferred, and α is the certainty the sender 1S  has on q  

(the knowledge transferred).  By sending certainty informationα  along with information 

q , the communication acts become more expressive and the receiver agent can perform 

more sophisticated belief revision processes.  For example, the information source 0 can 

tell the information recipient that it thinks it is raining with certainty 0.9.  (See Figure 3). 

I think it�s 
clear with 60% 

confidence. 

Figure 3: Proposed belief representation 

Belief = <source-id, information, confidence>

Info 
Source0

Info 
Recipient 

<IS0,Clear, 0.6>

What do you think 
the weather is? 
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Although communicating certainty values along with information has been 

studied in domains such as robot soccer (Stone et al., 1999) or data mining (Koperski and 

Han, 1998) for the belief maintenance under uncertainty, considering this meta 

information (certainty or confidence on the piece of information that is communicated) 

has not been explored in belief revision with trust information or reputation estimation.  

This research studies how an agent accurate and robust belief space for quality decision 

making by estimating quality of information sources and confidence (or certainty) they 

express on information they are delivering.  

Dempster-Shafer (D-S) approaches like Dragoni�s (Dragoni et al., 2001) can be 

thought of as the special case of this, where 1α = .  Since D-S approaches implicitly 

assume that α  is always 1.0, an agent may not want to send information for which it has 

low certainty value.  Its reputation may diminish as it provides information for which it 

is less certain.  For instance, if Agent X believes it is raining with 0.1, it would not tell 

the other agents.  By sending its degree of confidence, an agent is able to explicitly 

convey/express its lack of confidence in this case. 

The representation employed in this research allows information sources to 

deliver not only information but confidence they have on the information they are 

delivering.  The richness of this representation allows each information source to be able 

to communicate not only its beliefs but also the confidence it has on each belief so that 

the evaluating agent can perform more sophisticated (accurate and robust) belief revision 

even in the face of noise.  Hence, the presented belief algorithm using this belief 

representation can generate more accurate knowledge space quickly. 
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3.2 RESEARCH QUESTION 2: MULTI-AGENT BELIEF REVISION IN OPEN, REAL-
WORLD ENVIRONMENT 

What will be a good belief revision mechanism for an agent in open 

MAS�s? 

 

In order to revise beliefs in an open MAS, where multiple information sources 

with varying degree of reliability are available, the framework should possess the 

following: 

 

• The belief revision should be easily implemented. 

In the symbolic approach, belief revision means �epistemic entrenchment 

revision.�  The new incoming information transmutes the old epistemic 

entrenchment into a new one, which yields a different contradiction and, 

hence, a new revised knowledge space.  However, defining and implementing 

epistemic entrenchment is often a very difficult problem (Williams, 1997). 

The belief revision proposed in this research assigns credibility to all 

sentences according to their degree of certainty in order to direct change 

imposed by the inconsistencies (numerical approach).  The numerical 

distribution of credibility over sentences or interpretations plays the same role 

that epistemic relevance play in the symbolic frameworks. 
 

• The belief revision should combine contradictory and concomitant evidences 

and create consistent knowledge space. 

All incoming information changes the cognitive state of the information 

recipient.  Rejecting the incoming information does not necessarily mean 

leaving the cognitive state unchanged since, in general, the new information 
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alters the distribution of the credibility weights (in numerical approaches) or 

epistemic entrenchment (in symbolic approaches).  Suppose that agent A is 

believing q while agent B says ¬q.  If agent B is not convincing (e.g. The 

reputation of agent B is very low.), then agent A will stay with its opinion 

regarding q, but, probably, she may be less sure about it.  Changes will 

probably propagate to other logically-related beliefs (Williams, 1995; 

Williams and Roth, 2000).  Things become more complex if we accept the 

principle that changes in the credibility of information affect the reliability of 

its source and vice-versa.  In this case, changes in the credibility of q 

provided by agent A yields corresponding changes in the reliability of agent 

A, which, in turn, provokes changes in the credibility of other pieces of 

information provided by the same source, agent A, even if they are not 

logically related with q. 

As a consequence of this alteration, a completely different selection of 

preferred sentences might result.  This new selection might reconsider some 

previously discarded beliefs, depending on whether the incoming information 

would be accepted or not.  Probably, new incoming information decreases the 

credibility of the beliefs with which it conflicts, even in the case that it has 

been rejected. 

Furthermore, there is no reason to limit the changes introduced by the new 

information into an insertion in a pre-established relative order with 

consequent rearrangement of the rankings to accomplish the logical relations 

between beliefs.  If it is true that new incoming information affects the old 

information, it is likewise true that the latter affects the former.  In fact, an 
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agent whose cognitive state is not determined by other agents judges the 

credibility of new information on the basis of its previous cognitive state. 

The belief revision proposed in this research uses probability measure to 

address this issue.  More specifically, Bayesian networks are used for 

credibility assignment on all incoming information. 

 

• The belief revision may reject incoming information. 

A belief revision system for a multi-source environment should drop the 

rationality principle of priority to the incoming information which is no more 

acceptable since there is no strict correlation between the chronology of the 

informative acts and the credibility of their contents (Dragoni and Giorgini, 

2001): It seems more reasonable to treat all the available pieces of information 

as they had been collected at the same time.  This principle implies that even 

an improbable piece of information could be part of the current cognitive state 

just because, therein, it is not contradicted by other beliefs.  Roughly 

speaking, we tend to distinguish credibility, which is a property of beliefs, 

from �consistency with �,� which is a relation between beliefs and cognitive 

states. 

This research resolves this issue by maintaining a two-layer knowledge 

space (See Figure 4), where bottom layer KB contains all incoming 

information (and thus may be inconsistent) and top layer K contains 

maximal10 consistent subset of the bottom layer. 

 

                                                 
10 Maximal in the number of sentences.  We want an agent to make its decision on the broadest (or 
maximal) consistent knowledge space so that the decision can be made based on the maximum amount of 
information. 
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• The belief revision should be able to recover previously discarded beliefs. 

Cognitive agents should be able to recover previously discarded pieces of 

knowledge after that new evidence redeems them.  This should be done not 

only when the new information r directly supports a previously rejected belief 

p, but also when r indirectly supports it by disclaiming the beliefs q that 
caused its ostracism. More formally, let us denote with *

qK  the cognitive state 

K revised in the light of q. The principle of recoverability (Dragoni et al., 

1997) says that for every K and every sentences p and q such that K p!  and 
*
qK p" , there can always be another piece of information r such that 

* *( )q rK p! , even if r p" .  An obvious case should be r p= ¬ . The rationale 

for this principle is that, if someone gave us a piece of information (sometime 

in the past) and currently there is no reason to discard this belief, then we 

should still accept (or reaccept) it. 

To satisfy this requirement, this research proposes layered knowledge 

space for the belief revision process (Figure 4).  The bottom (or background) 

Agent 

K 

KB 

Information sources 

Figure 4: Two-layer Knowledge Spaces 



 47

knowledge space layer, KB, is a collection all incoming information from 

other information sources.  The KB monotonically increases with respect to 

the incoming information (or sentences) and never loses old information.  

The goal of this belief revision process is to create maximally consistent 

knowledge space K from the background knowledge space KB where KB is 

often inconsistent.  Even if a sentence q does not enter K it will not be deleted 

and will stay in the background knowledge space KB; thus, q may enter K 

later when new incoming information supports q. 

 

• The belief revision should log the source of the incoming information. 

In a multi-agent system, credibility ordering 11  must be generated and 

revised to reflect the fact that beliefs come from different sources of 

information, since the reliability and the number of independent informants 

affect the credibility of the information and vice-versa (Dragoni, 1992). 

The belief representation of this research allows an information recipient 

to log the source of information. 

 

• The belief revision should be able to maintain and compare multiple candidate 

cognitive states. 

                                                 
11   Credibility ordering (epistemic entrenchment) can be used for automatic belief revision within an 
ATMS-style belief revision system if one assumption that underlies the contradiction has lower credibility 
than the other assumptions. The credibilities of propositions may be associated directly with them, or may 
derive from the credibilities of their sources, thus being applicable to higher-level data fusion.  If 
assumptions (including domain rules) that have different credibilities underlie a contradiction, one may 
choose to disbelieve the assumption with lower credibility, thus performing belief revision, or one may 
choose to disbelieve the contradictory implication, thus treating the lower credibility rule as a default rule. 
We are investigating how credibility ordering may be used for both belief revision and default reasoning in 
the same system. 
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This ability is a part of human intelligence which does not limit its action 

for comparing single pieces of information but goes on trying to reconstruct 

alternative cognitive scenarios as far as it is possible. 

When selecting a maximally consistent knowledge space K, the presented 

system will check all possible worlds from the bottom layer KB with new 

incoming information to find the most plausible one.  This awarding 

mechanism can be dynamic depending on the domain or situation. 

 

• The belief revision should minimize drastic change. 

The complete numerical ordering of knowledge (statements) should 

minimize drastic revision if possible so that the system is stable.  In this 

sense, belief revisions with possibilistic (or fuzzy) framework are not 

appropriate for a multi-agent system since it rejects all sentences ,α< >i iq  

(where iq  is information and αi  is credibility) with α i <Threshold, even if 

they are not involved in the derivation of any inconsistencies, and replaces 

them with ,1< >iq .  Belief revision processes based on epistemic 

entrenchment (symbolic approach) have the same limitation. 

The belief revision proposed in this research uses a probabilistic 

framework for credibility ordering and rejects only sentences that are 

inconsistent and thus result in less drastic revision. 

 

• The belief revision should allow information sources to communicate beliefs 

and strength of beliefs. 

Many belief revisions for multi-agent systems that model reliability of 

information sources are sensitive to the noise (Dragoni and Giorgini, 1997).  
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In other words, reputation estimation should be very close to the ground truth 

value.  Otherwise, the belief revision system will be unstable. 

The belief revision system proposed in this research allows information 

sources to express the strength of their beliefs (certainty information sources 

have on the information) to mitigate this issue. 

 

• The belief revision and reputation management should be coupled. 

Often, an information recipient grades past experience with a specific 

information source to assess the reliability (or reputation) of the source.  This 

reputation, in turn, will be used to assess the quality of information 

communicated from that specific information source later on. 

The belief revision proposed in this research gives information recipients 

tools to objectively measure the quality of the past experience.  This quality 

measure will be used in the trust revision method addressed in Section 3.3.   

Unlike ad-hoc reputation estimation in many other multi-agent belief revision 

(Dragoni and Giorgini, 2001; Esfandiari and Chandrasekharan, 2001; Glass 

and Grosz, 2000; Rouchier et al., 2001; Sabater and Sierra, 2001; Yu and 

Maes, 2001), this approach enhances the accuracy of reputation estimation 

and, hence, accuracy of belief revision.  

 

The literature review of the belief revision research in Chapter 2 shows that all of 

the above requisites cannot be satisfied by any of qualitative syntactic (or symbolic) 

processes or a numerical mathematical approach alone.  Table 1 summarizes this. 

 

 



 50

 

Requisite Benefit Covered by other 
work 

The belief revision should be easily 
implemented. Fast deployment Numerical framework 

The belief revision should combine 
contradictory and concomitant 
evidences and create consistent 

knowledge space. 

Consistent knowledge 
space All 

The belief revision may reject 
incoming information. 

Drop the priority to the 
incoming information (Dragoni et al., 1994) 

The belief revision should be able 
to recover previously discarded 

beliefs. 

Recovery of previously 
discarded beliefs 

(Dragoni and 
Giorgini, 1997) 

The belief revision should log the 
source of the incoming information.

Modeling reliability of 
information sources Numerical framework 

The belief revision should be able 
to maintain and compare multiple 

candidate cognitive states. 

Providing alternative 
scenario 

DTMS, (Dragoni and 
Giorgini, 1997) 

The belief revision should be as 
least drastic as possible. Stability 

{Numerical 
approaches} � 
Possibilistic 
approaches 

The belief revision should allow 
information sources to 

communicate beliefs and strength 
of beliefs. 

Accurate and robust 
belief revision 

Unique Contribution 
of this research 

The belief revision and reputation 
management should be coupled. 

Accurate belief revision 
and reputation 

estimation 

Unique Contribution 
of this research 

Table 1: Requisites for belief revision in open MAS�s 

However, a very interesting approach to achieve many of these requirements is 

presented in (Dragoni and Giorgini, 2001), where the authors use operations in 

Assumption-based Truth Maintenance System style to treat the symbolic part of 

information to treat logical dependencies among beliefs, and the Dempster-Shafer theory 

(belief function framework) to perform the credibility ordering.  An agent operates on 

two knowledge bases:  
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• The knowledge background, which is the set of all the pieces of knowledge 

(assumptions or evidences) available to the reasoning agent (since it is a set of 

all supporting assumptions or evidences, it can be inconsistent and thus cannot 

be used directly by reasoning and decision processes), and  

• the knowledge base, which is the maximally consistent, currently preferred 

piece of knowledge that should be used for reasoning and decision supporting. 

 

The incoming information, with its weight of evidence, is confronted not just with 

the current knowledge base, but with the overall knowledge background.  However, as 

shown in Chapter 2, the application of this model to an open MAS: 
 

(1) limits the communication protocol so that an agent in the system can only 

communicate its beliefs without an ability to communicate any meta-

information associated with those beliefs (e.g. its confidence in the 

information it provides), 

(2) performs the reputation revision through a primitive ad-hoc scheme (i. e., 

reputation revision mechanism is not their research focus), and 

(3) is very sensitive to reputation estimation (Reputation estimation should be 

very close to the ground truth value.  Otherwise, the system will be 

unstable). 

 

To overcome these limitations and satisfy all requisites in Table 1, this research 

proposes to combine the Assumption-based Truth Maintenance System style to treat the 

symbolic part of information (logical dependencies or conflicts) and the Bayesian (or 
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Belief) Network to treat numerical part (credibility assignment to each beliefs that 

represents how believable each piece of information is). 

The remainder of this section is organized as follows:  Section 3.2.1 introduces 

the definition of trust and reputation in this research, followed by Section 3.2.2 with 

details of the proposed belief revision algorithms with examples.  Section 3.2.3 

summarizes the contribution of this research. 

3.2.1 Trust and Reputation 

To model trustworthiness of information sources, the notion of trust needs to be 

introduced.  This term, trust, is increasingly used by many multi-agent researchers 

concerned with building real world multi-agent systems (MAS) that face partial, 

incomplete, uncertain, or even incorrect knowledge from diverse information sources.  

Since agents in these systems do not have complete knowledge or the ground truth about 

the problem domain, the agents often develop different perspectives.  To reduce the risk 

of deception and fraud in such systems, a number of efforts have focused on infusing 

security into the infrastructure of the MAS (He et al., 1998; Wong and Sycara, 1999).  

We will assume some level of security is already incorporated at the infrastructure level. 

However, even within a secure MAS, it is frequently difficult, or if not impossible, for an 

agent to know if an information source is unreliable because it is malicious or just 

incompetent or using unstable communication channels that can also introduce 

unreliability to the system.  Hence, in this research, we focus on modeling and 

maintaining knowledge about the credibility of respective information sources that agents 

utilize. 

Like many other terms in AI, many definitions for the term trust have been 

introduced.  Reagle (Reagle Jr., 1996) categorized trust into three groups (refer section 

2.3.1): 
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• �Trust as truth and belief�: trust as confidence on quality/attribute of an entity 

or a statement. 

• �Trust as expectation�: trust as the expectation of an assertion being true. 

• �Trust as commerce�: trust as �confidence in the ability and intention of a 

buyer to pay at a future time for goods supplied without present payment.� 

 

This research adopts but slightly modifies the last category and defines trust as the 

following. 

 

Definition: Trust reflects confidence in the ability and intention of an information 

source to deliver correct information. 

 

This dissertation defines reputation as the following. 

 

Definition: Reputation is the amount of trust an information source has created 

for itself through interactions with other agents. 

 

If an information source consistently meets the expectations of other agents by 

delivering trustworthy information, it will increase its reputation.  Likewise, if an agent 

does not satisfy expectations of other agents due to either incompetence or maliciousness, 

that respective agent will decrease its reputation among agents.  The reputation of an 

information source (S1) is represented as P(S1=Trustworthy).  It is a probability 

distribution where P(S1=Trustworthy) + P(S1=Untrustworthy)=1 or simply 

1 1P( ) P( ) 1+ =T US S . 
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3.2.2 Belief Revision Process: Details 

This sentence-based approach to the revision of a cognitive state envisages two 

knowledge repositories (Figure 5):  

 

• Knowledge Background KB is the set of all the propositions available to the 

reasoning agent.  It may contain all the information received by the agent 

during its cognitive life.  KB may be inconsistent; 

• Knowledge Base K ∈ KB , which is the maximal consistent subset of KB12, 

currently preferred pieces of knowledge that should be used for reasoning and 

decision supporting. 

 

Given incoming information q, computationally, the overall belief revision 

approach proposes following four steps (Figure 6): 

 

Agent 

K 

KB 

Information sources

Figure 5: Two-layer Knowledge Spaces 
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• Step 1: generation of all possible worlds (the maximal consistent subsets of 

KB) 

• Step 2: revision of the credibility weights of the sentences in KB (through 

forward message passing in the Bayesian network) and creation of KB� 

• Step 3: selection of a preferred maximal consistent subset of KB as the new 

revised base K� 

• Step 4: Creation of K*, the logical expansion of K� 

 

The incoming information q, with its weight of evidence, is confronted not just 

with the current base K, but with the overall knowledge background KB, so that the 

degrees of credibility of the sentences in KB ∪ {q} are reviewed on a broader and less 

prejudicial basis (Step 2).  The main advantage is that we can recover discarded 

sentences from KB for the maximal consistency of K� (Step 3).  If only K is revised by q 

then information cannot be recovered from KB. 
                                                                                                                                                 
12 Knowledge space W is maximal consistent subset of U if and only if for any q such that q∉W and q∈U, 
W∪{q} is inconsistent. 

KB 

K 

R 

Step 1 

Step 2

 

KB� 

Step 3 K� Step 4 

K*

Figure 6: Overview of Proposed Belief Revision

q 
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Step 3 might select a new base K� to be the same as the previous K (meaning that 

p has been rejected) but, in general, K� will have a different credibility distribution than 

that of K.  q might be rejected even if Step 3 chooses a base K� different from K, but still 

contains sentences incompatible with q. 

Even if q is consistent with K, K�= K ∪ {q} does not necessarily hold true, since 

Step 2 may yield a totally different choice at Step 3 due to different distributions of 

reputation or confidence values.  Previously rejected pieces of knowledge M (M ⊂ KB) 

can be rescued simply by determining some upsetting between the credibility of a set N 

(N ⊂ KB) and the credibility of M.  This may happen if q supports M against N. 

Step 1 13  and Step 4 14  deal with consistency and derivation, and act on the 

symbolic part of the information, while Step 2 and Step 3 deal with uncertainty and work 

with the numerical part of the information (credibility assignment to each beliefs that 

represents how believable each piece of information is). 

3.2.2.1 Acquisition of Incoming Knowledge (Input/Output) 

As described in Section 3.1, the communication act defined in this research is 

represented as 1( , , , )send S X q α  where 1S  is sender, X  is receiver, q is the knowledge 

transferred, and α is the certainty the sender 1S  has on q  (the knowledge transferred). 

By sending its certainty informationα  along with knowledge q , an agent is able to 

explicitly convey/express its degree of confidence in its information and thus possesses a 

robust belief revision capability. 

The belief revision process in this research has the following inputs and outputs 

(Barber and Kim, 2002): 

 
                                                 
13 Step 1 handles conflicts in acquired information by generating all possible worlds from KB using ATMS 
technique. 
14 Step 4 handles the logical expansion of the most probable possible world. 
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• INPUT list of tuples <source, information, certainty> 

list of tuples <source, a priori reliability (or reputation)> 

• OUTPUT list of tuples <information, credibility> 

list of tuples <source,a posteriori reliability(or revised reputation)> 

 

Figure 7 shows an example of inputs and outputs to the proposed belief revision 

system. 

3.2.2.2 Step 1: Generation of All Possible Worlds 

Step 1 deals with consistency and derivation, and acts on the symbolic part of the 

information.  Operations are in ATMS style (Assumption-based Truth Maintenance 

System) to find all possible worlds using a set-covering algorithm (Reggia et al., 1983). 

The set-covering is applied to find all possible worlds iK , which are maximally 

consistent subsets of KB.  While The Set Covering problem (SCP) is a well known 

combinatorial optimization problem, which is NP-hard, approximation algorithms for the 

SCP, including several greedy variants, fractional relaxations, randomized algorithms, 

Figure 7: An example of inputs and outputs to the proposed belief revision algorithm 

Belief Revision 

Info Source 1 Info Source 2 
<IS1,Clear,0.7>

<IS2,Clear,0.9> 

K <IS1,0.9>,<IS2,0.8>

<Clear,0.908>
<IS1,0.731>, <IS2,0.910> 
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genetic, and neural network algorithms give relatively good solutions (Grossman and 

Wool, 1997).  Among them, the Random Greedy Set-covering Algorithm has been 

chosen for its simplicity.  At each iteration, the variable that appears in the largest 

number of unsatisfied constraints is picked, ties being broken randomly.  When all 

constraints are satisfied, redundant variables are discarded one at a time, the order being 

chosen randomly. 
 

Example of Step 1: 

Suppose we have the following beliefs in KB: 

1 2 3 4, ,0.7 , , ,0.9 , , ,0.7 , , ,0.8< > < > < > < → ¬ >S q S q S p S q p  

The step 1 generates three maximal possible worlds: 

{ , },{ , },{ , }→ ¬ → ¬p q p q p q q p  

 

In the above example, we drop { },{ },{ },  and p q q p φ→ ¬  so that the resulting 

possible worlds are maximal.  A possible world is called maximal if and only if the 

insertion of any new information makes it inconsistent.  As state before, only maximal 

possible worlds are considered so that agent can reason on the largest numbers of 

consistent beliefs. 

3.2.2.3 Step 2: Belief Revision Process: Bayesian Network part 

In Step 2, an agent assigns revised credibilities on all sentences in KB based on 

singly-connected Bayesian networks. These networks are formed with incoming 

information and the current reputations of respective information sources.  The rest of 

this section describes the proposed methods in Step 2. 

Step 2 consists of the following sub-steps: 
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• (Sub-Step 2.1) Poly-tree Constructions based on Information Sources� 

Justification on Knowledge q 

The agent builds inference poly-trees, singly connected Directed Acrylic 

Graphs (DAG), for each sentence q in KB from the justifications accumulated 

for the given knowledge q. 

• (Sub-Step 2.2) Belief Revision on the Certainty of Knowledge q 

The agent revises certainty factors of the sentences (measures that present 

how believable a sentence is) in KB by combining evidence and updating 

belief nodes in the given poly-trees. 

3.2.2.3.1 Sub-Step 2.1: Poly-tree Constructions based on Information Sources� 

Justification on Knowledge q 

Suppose n information sources, S1, S2, �, Sn, have previously contributed to the 

current belief q and m information sources, Sn+1, Sn+2, �, Sn+m, assert q now.  The parent 

nodes of the poly-tree consist of the union of these information sources.  Figure 8 shows 

a resulting poly-tree where {S1, S2, �, Sk} = {S1, S2, �, Sn} ∪ {Sn+1, Sn+2, �, Sn+m}.  

P(Si) is the current reputation of an information source  

Si, which is equivalent to a downward message ( )T
iSπ .  An information source Si 

can be either reliable (Si = Trustworthy or T
iS ) or unreliable (Si = Untrustworthy or U

iS ) 

and knowledge q can be either true (qT) or false (qF).  This poly-tree represents 

information sources that participate to determine the current value of q. 

3.2.2.3.2 Sub-Step 2.2: Belief Revision on the Certainty of Knowledge q 

Once the poly-tree is built for belief q in Sub-Step 2.1, the certainty value Agent 

X has on q, P(q=true) or simply P(qT) can be calculated by propagating probabilities in 

the tree. 
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The numerical treatment here follows the algorithm developed by Neapolitan 

{Neapolitan, 1990 #1438}, polytree probability propagation.  The polytree probability 

propagation is an algorithm that updates probabilities incrementally as information 

becomes available.  Following Neapolitan (Neapolitan, 1990) and assuming that the 

reliability of information sources is conditionally independent, probability propagation 

downward from information sources to q is given by 

 
1 2 1 2

1

1 2 1 2

1

1 2 1 2

1 2 1 2
{ , } { , }

1 2 1 2
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1 2 1 2
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k
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S P S S

S S

P q S S

π

π π
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 = =


= −
 =

∑ ∑

 (3.2) 

S1 S2 Sk

q

P(Sk)

P(q)

P(S1) P(S2)

π  

values = {Reliable, Unreliable}
or { T

iS , U
iS } 

n k n m≤ ≤ +  

value = {True, Flase}
or {qT, qF} 

Figure 8: The poly-tree with k information sources contributing to q with 
downward message π 
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with 2k terms where qT ≡ (q = true), qF ≡ (qT = false), ST ≡ (S = Trustworthy), and 

SU ≡ (S = Untrustworthy). 

For instance, if there are two information sources, the equation for π becomes 

 
1 1 2 2 1 1 2 2

1 1 2 2 1 1 2 2

( ) ( | ) ( ) ( | ) ( ) ( | ) ( ) ( | ) ( )

( | ) ( ) ( | ) ( ) ( | ) ( ) ( | ) ( )

i i T T i T T i T T i U U

i U U i T T i U U i U U

q P q S S P q S S P q S S P q S S

P q S S P q S S P q S S P q S S

π π π π π

π π π π

= +

+ +
 (3.3) 

 

Equation (3.2) yields 

 

( ) ( ( ), ( ))T Fq q qπ π π=  (3.4) 

 

where ( )qπ  is 2-tuple of downward messages, ( ) and ( )T Fq qπ π . 

P�(qT), the revised certainty value for q that Agent X holds (revised value 

regarding how much Agent X believes q to be true) or the conditional probability of qT 

based on the variables instantiated so far, is given by 

 

( ) ( )T TP q qξπ′ =  (3.5) 

where ξ  is a normalizing constant so that | ( ) | 1P q′ = , or ( ) ( ) 1T FP q P q′ ′+ =  

through Bayesian conditioning. 

 

In Equation (3.2), ( )T
iSπ  is a reputation value of information source iS  and 

( ) ( ) 1T U
i iS Sπ π+ =  while the conditional probabilities can be assigned according to the 

following scenarios: 
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• Scenario 1 (Simplest case):  Trustworthy agents do not give false information 

and untrustworthy agents always give false information.  In this case, the 

conditional probabilities are: 

 

• Scenario 2 (Realistic case): However, due to the uncertainty in an Open MAS, 

information sources do not know if they are delivering correct (or incorrect) 

information.  Hence conditional probabilities becomes: 

where 
iSα  is the confidence value asserted by information source iS  while 

iSβ  can be estimated base on the assumption that untrustworthy agents are 

unbiased15.  Then,  

 

 

1

where number of values  can take

iS
q

q

n

n q

β =

=
 

 

For a binary random variable q, nq=2. If there is no conflicts in the steps forward, 

<q,P´(qT)> enters into the working memory K. 

The reputation for each information source and the certainty values they have on 

q come from the previous models, KB and K. 

                                                 
15 Unbiased untrustworthy agents do not give false information on purpose.  In other words, they are not 
sure if the information they give is false. 

P( | )
i

T T
i Sq S α=  P( | )

i

T U
i Sq S β=  

P( | ) 1
i

F T
i Sq S α= − P( | ) 1

i

F U
i Sq S β= −

P( | ) 1T T
iq S =  P( | ) 0T U

iq S =

P( | ) 0F T
iq S =  P( | ) 1F U

iq S =  
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Example of Step 2: 

Suppose Agent X just received send(S1, X, q, α) from an information source S1.  X 

already has q in KB and justification is retrieved as <S2, q, β> which means that 

information source S2 gave knowledge q with certainty β previously, from KB.  Figure 9 

shows the poly-tree built in Sub-Step 2.1 from the given problem description. 

 

For each information source iS , the downward messages from node iS , ( )iSπ , 

can be calculate as: 

 
1 1 1 1 1

2 2 2 2 2

( ) ( ( ), ( )) ( ( ), ( )) (0.9,0.1)

( ) ( ( ), ( )) ( ( ), ( )) (0.8,0.2)

T U T U

T U T U

S S S P S P S

S S S P S P S

π π π

π π π

= = =

= = =
 (3.6) 

 

By applying (3.6) for ( )qπ , we get 

 

S1 S2

q

1( ) 0.9TP S =

1

2

1

2

( | ) 0.7

( | ) 0.9

2

T T
S

T T
S

q

P q S

P q S

n

α

α

= =

= =

=

Figure 9: Prior probabilities for example of Step 2 

2( ) 0.8TP S =
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1 2 1 2 1 2 1 2

1 2 1 2 1 2 1 2

( ) ( | ) ( | ) ( ) ( ) ( | ) ( | ) ( ) ( )

( | ) ( | ) ( ) ( ) ( | ) ( | ) ( ) ( )
0.7 0.9 0.9 0.8 0.7 0.5 0.9 0.2
0.5 0.9 0.1 0.8 0.5 0.5 0.1 0.2
0.4635

T T T T T T T T T T U T U

T U T T U T T U T U U U

q P q S P q S P S P S P q S P q S P S P S

P q S P q S P S P S P q S P q S P S P S

π = +

+ +
= × × × + × × ×
+ × × × + × × ×

= 0.063 0.036 0.005 0.5675+ + + =

 (3.7) 

1 2 1 2 1 2 1 2

1 2 1 2 1 2 1 2

( ) ( | ) ( | ) ( ) ( ) ( | ) ( | ) ( ) ( )

( | ) ( | ) ( ) ( ) ( | ) ( | ) ( ) ( )
0.3 0.1 0.9 0.8 0.3 0.5 0.9 0.2
0.5 0.1 0.1 0.8 0.5 0.5 0.1 0.2
0.0216

F F T F T T T F T F U T U

F U F T U T F U F U U U

q P q S P q S P S P S P q S P q S P S P S

P q S P q S P S P S P q S P q S P S P S

π = +

+ +
= × × × + × × ×
+ × × × + × × ×
= 0.027 0.004 0.005 0.0576+ + + =

 (3.8) 

 

To find the normalizing factor ξ, 

 
1 1.600

0.5675 0.0576
ξ = =

+
 (3.9) 

 

The revised certainty factor for q in Agent X will be 

 

P ( ) ( ) 1.600 0.5675 0.908T Tq qξπ′ = = × =  (3.10) 

 

3.2.2.4 Step 3: Selection of Preferred Maximal Consistent Knowledge Base (K�) 

Once all beliefs in the KB are assigned revised credibility, one of possible worlds 

(Ki) generated in Step 1 is selected as a preferred maximally consistent knowledge base 

K�.  Among many possible worlds Ki, the one with the greatest average credibility (in 

other words, most probable in general) will be awarded as K�.  The algorithm is 

formulated as follows: 

 

For all sentences in a possible world Ki, 
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Find K� such that 

 

1

{ }

( )
arg max =

′∈

 =  
 
 
  

∑
i

N

c
c

K K

P q true

N
 

 

where N is total number of sentences in a Ki  and cq  is a sentence in the Ki. 

3.2.2.5 Creation of K*, the logical expansion of K� 

Step 4 is not particularly significant since, theoretically, it simply consists of 

applying classic logical entailment on the preferred sentences (sentences in K�) to deduce 

a plausible conclusion from it.  This last step selects from the derived sentences, all those 

whose origin set is a subset of the preferred sentences. 

3.2.3 Contributions 

The belief revision process proposed in this research overcomes limitations of 

other approaches and satisfies all requisites for belief revision in open MAS�s.  The 

unique contributions of this research are as follows: 
 

• The belief revision approach does not limit the communication protocol.  An 

information source in the system can communicate its beliefs and strength of 

them.  Since information sources can control the risk by adjusting their 

confidences on beliefs, it is more likely there are more information sources 

who are willing to exchange information. 

• The belief revision is not as sensitive to noise in reputation estimation as other 

multi-agent belief revision such as belief function or possibilistic approaches.  
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Reputation estimation does not have to be really very close to the ground truth 

value. 

 

Table 2 shows how this research satisfies requisites listed in Table 1. 

 
Requisite Benefit Approaches 

The belief revision should be 
easily implemented. Fast deployment Symbolic + 

Numerical framework 
The belief revision should 

combine contradictory and 
concomitant evidences and create 

consistent knowledge space. 

Consistent 
knowledge space 

Total numerical 
credibility ordering 

for all sentences in KB

The belief revision may reject 
incoming information. 

Drop the priority to 
the incoming 
information 

Evaluating 
multiple possible 

generated from KB 
The belief revision should be 

able to recover previously discarded 
beliefs. 

Recovery of 
previously discarded 

beliefs 

KB stores all 
incoming sentences 

(or beliefs) 

The belief revision should log 
the source of the incoming 

information. 

Modeling reliability 
of information sources 

Belief 
representation 

encompassing source 
id 

The belief revision should be 
able to maintain and compare 

multiple candidate cognitive states. 

Providing alternative 
scenario 

Generating all 
possible worlds based 

on KB 
The belief revision should 

minimize drastic change as 
possible. 

Stability 
Numerical 

credibility assignment 
by Bayesian net 

The belief revision should allow 
information sources to 

communicate beliefs and strength 
of beliefs. 

Accurate and robust 
belief revision 

The belief revision 
takes confidence of 
information sources. 

The belief revision and 
reputation management should be 

coupled. 

Accurate belief 
revision and reputation 

estimation 

The belief revision 
generates dissimilarity 
metrics for reputation 

management. 

Table 2:  The approach of this research for satisfying all the asserted requisites 
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3.3 RESEARCH QUESTION 3: LEARNING TRUST INFORMATION 

How does an agent maintain trust information about other information 

sources? 
 

Estimating the reputations of other agents is a challenging problem.  An agent 

can estimate reputations of other agents as to be derived either (1) from direct encounters 

or observations or (2) from inferences based on information gathered indirectly. 

This research proposes that an agent learns the reputations of other agents using: 

 

• dissimilarity measures calculated from the previous belief revision processes 

(based on direct experiences, seen or experienced by the evaluating agent first 

hand; Direct Trust Revision), 

• communicated trust information that contains reputations (based on second-

hand information gathered indirectly; Indirect Trust Revision), and  

• a combination of both; Hybrid Trust Revision.   

 

This approach allows an agent to learn the credibility information of information 

sources which are: 

 

• newly introduced to the system and there is no prior information about them, 

or 

• dynamic such that their credibility changes over time. 

 

The following sections will address the details of each process. 
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3.3.1 Direct Trust Revision 

Based on K, the beliefs developed in Section 3.2.2, the following approach for 

updating reputations of agents and information sources is proposed. 

As the result of the process in the previous belief revision process, Agent X can 

find an inconsistent set of knowledge (conflicting beliefs) with respect to incoming 

knowledge q, if any.  Among this set of conflicting beliefs, the one with the highest 

certainty value enters into K.  Using K as evidence, an agent can calculate dissimilarity 

measures and update posterior probabilities (reputations) of respective information 

sources Si, P ( )T
iS′  (or P ( )iS Trustworthy′ = ) and P ( )′ U

iS  (or P ( )iS Untrustworthy′ = ), 

by back-propagating beliefs and dissimilarity values in the poly-trees built in Sub-Step 

2.1 (Section 3.2.2.3.1), using message passing methods between nodes based on 

algorithm formulated by Perl in (Perl, 1988).  The dissimilarity measure indicates how 

much incorrect a piece of information from a particular information source is.  

Dissimilarity Measure, in this message passing method, is zero for the sentence that is 

Figure 10: Direct Trust Revision 

beliefs

Trust models

Dissimilarity metrics 

KB

KBelief Revision

Trust Revision

Other agents 
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perceived as truth.  It will be one, otherwise. 

 

Example of Direct Trust Revision process: 

Suppose we have conflicting knowledge p and q from information sources S1, S2, 

and S3.  S1 and S2 support q, while S3 supports p.  Assume that, after Step 4, the 

calculated beliefs are P( ) 0.9=Tq .and P( ) 0.5=Tp   Since P( )Tq  is greater than 

P( )Tp , q enters to K.  Hence evidences are P ( ) (1,0)′ =q  and P ( ) (0,1)′ =p  

 

The initial upward messages from the end node q and subsequent upward 

messages to each node Si are 

 

1 2 1 2
{ , } { , }

( ) P ( ) (1,0)
( ) ( )( P( | , ) ( ))r j k r j k

j T U k T F

q q
S S q S S q

λ

λ π λ
= =

′= =

= ∑ ∑  (3.11) 

 

In this example, the upward message to S1 is 

 

1 2 1 2 1 2

2 1 2 1 2

( ) ( ) P( | , ) ( ) P( | , ) ( )

( ) P( | , ) ( ) P( | , ) ( )

T T T T T T F T T F

F T T U T F T U F

S S q S S q q S S q

S q S S q q S S q

λ π λ λ

π λ λ

 = + 
 + + 

 (3.12) 

 

and can be calculated with the following equations. 

 
P( | , ) P( | ) P( | ) when 

P( | ) P( | ) 1

k n m k n k m
i j i j

k n k n
i i

q S S q S q S i j

q S q S

= ≠

+ =
 (3.13) 

 

where 
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{ , },   or { , }k T F n m T U= =  

 

Similarly we can compute 1 2 2 3( ), ( ), ( ), ( )U T U TS S S Sλ λ λ λ  and 3( )USλ .  In 

computing ( ),  1, 2,3 and { , }n
iS k n T Uλ = = , as in Sub-Step 2.2 (Section 3.2.2.3.2), Agent 

X knows all parameters but P( | )T U
iq S  and P( | )F U

iq S .  As in Sub-Step 2.2, the same 

estimate, min(1/ , P( ))T
qn S ,  is used instead. 

Finally, P ( )i
kS′ , the revised conditional probability about the reputation of the 

information source kS  based on the evidence so far is given by 

 

P ( ) ( ) ( )ξλ π′ =i i i
k k kS S S , where i={T,U} and k={1,2,3} (3.14) 

 

where ξ  is a normalizing constant assigned so that | ( ) | 1kP S′ = , or 

( ) ( ) 1T U
k kP S P S′ ′+ = . 

 

Unlike other Direct Trust Revision algorithms (Section 2.3.2) which have ad-hoc 

calculation to assess the quality of the previous interactions with information sources, 

Direct Trust Revision algorithm proposed in this research utilizes the results of previous 

belief revision (Section 3.2).  Hence, (1) it can be easily implemented for agents who 

already employ the proposed belief revision process and (2) the amount of reputation 

revision is the same across agents or time as long as they use the proposed belief and trust 

revision (which may not be true for some other direct trust revision such as (Schillo 

1999)).   

The amount of reputation revision is proportional to the confidence that 

information sources attached to their beliefs.  When an information source is not sure 

about information it has, it can still communicate the information with lower confidence 
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without risking its reputation too much (instead of not communicating).  This is a 

preferable behavior since collecting information from more sources, even with less 

confidence, results in better quality information. 

3.3.2 Indirect Trust Revision 

Direct Trust Revision requires access to other information sources that may be 

potentially unreliable and jeopardize internal knowledge space of the information 

recipient.  There are risks associated with this approach.  Also if the recipient has not 

interacted with the specific information source or not able to, then the direct trust revision 

is not a feasible solution to model the quality of an information source. 

In the proposed Indirect Trust Revision approach, as depicted in Figure 11 and 

Figure 12, an agent revises its belief on the reputation of another information source 

based on communicated beliefs from other information sources.  As shown in Figure 11, 

these communicated beliefs are information source�s beliefs on the reputation of the 

agent currently modeled (the trustee).  The agent treats this indirect reputation from 

other agents as yet another belief and calculates the most probable value using the belief 

Information sources

Figure 11: Typical Indirect Trust Revision 
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revision process addressed in Section 3.2.  There can be variety of configurations or 

protocols depending on when or whom to ask.  One example would be gathering 

recommendations among the agents in the same group.   

Although this research is not enforcing global consistency of beliefs across all 

agents in a system, if a set of agents is working on shared goals and they have an 

inconsistent set of knowledge supporting those goals, the overall performance of the 

group will be compromised. 

The group of agents working on a shared goal is called a team.  Precisely 

speaking, a team is a concept based on goals.  For example, in a complex agent system, 

agent X and Y can be teammates for goal A but adversaries for goal B.  To prevent this, 

forcing consistent perspective, Agent X may send its belief on the reputation about Agent 

Z to Agent Y.  This act can be represented as ( , , ,P( ))X X
Z X Zsend X Y R K R , where 

P( )T
XK q  is the certainty Agent X has on its belief q. 

Since Indirect Trust Revision process proposed in this research uses the same 

belief revision algorithm introduced in Section 3.2, it has the same characteristics 

Figure 12: Indirect Trust Revision
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addressed in Section 3.2.3.  Those are: 
 

• It does not limit the communication protocol.  An information source in the 

system can communicate its beliefs and strength of them.  Hence, an 

information recipient might have more information sources to choose from. 

• It is robust to noise in reputation estimation (Reputation estimation need not to 

be precise or extremely close to the ground truth value.). 

 

Like Direct Trust Revision, Indirect Trust Revision also has its limitations. 

 

• Indirect Trust Revision requires some time period to stabilize when the system 

starts and (2) when agent enters the system 

• To use Indirect Trust Revision, there must be at least one other agent who 

maintains reputations of other information sources 

• Indirect Trust Revision assumes objective measures to quantify reliability of 

information sources across agent.  When agent A reports the reputation of 

agent W as 0.8 and agent B reports the reputation of W as 0.8, we assume 

agent A and B rates agent W as having the same reliability.  (If agent A and 

B are equipped with the indirect trust revision algorithm proposed in this 

research, they do mean the same reputation and thus solve this issue.) 

3.3.3 Hybrid Trust Revision: Combining Direct and Indirect Trust Revision 

The analysis and experiments in (Barber and Kim, 2002) demonstrates that there 

exist differences between the performance of Direct and Indirect Trust Revisions and 

these differences should be considered during system design.  While Indirect Trust 

Revision shows shorter delay time (more responsive), it is quite susceptible to noise, 
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which is introduced by system perturbations such as an increase in the rate of new, 

unknown agent entries in the environment.  This means that the agent system equipped 

only with Indirect Trust Revision mechanism may not work as designed under high 

system noise or fluctuations unless additional filters (to reduce noise) or mechanisms (to 

let each agent work in the face of noise) are placed in the system.  On the other hand, 

Direct Trust Revision mechanism is not as susceptible to noise as Indirect Trust Revision, 

but it usually has longer delay time.  The agent system only equipped with Indirect Trust 

Revision may not be responsive enough to follow the changes in the environment. 

Also, as shown in Section 3.3.1 and 3.3.2, due to the requirements of each trust 

revision approach, one (or even both) of them may not be available at all.  See Table 3 

for the comparison. 

 
Direct Trust Revision Indirect Trust Revision 

Needs interaction with the info source 
(risky) 

Needs communication channel to other 
(reputation) info sources 

(communication cost) 

 Need other (reputation) info sources 
who model reputation info 

Less responsive More responsive with less delay time 
More robust Less robust (to noise) 

Table 3: Direct Trust Revision vs. Indirect Trust Revision 

 

Therefore, to take advantage of both approaches, we believe that Direct and 

Indirect Trust Revisions can be combined as in Figure 13.  The parameters of this hybrid 

mechanism (dissimilarity measures, protocols, etc) should be adjusted to meet the design 

criteria or the domain property.  Equipped with this hybrid process, an agent can perform 

more robust trust revision when situation changes.   
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The mechanism of the Hybrid Trust Revision should reflect the following 

parameters: 

 

• Situational changes:  The switching mechanism should allow truster a robust 

trust revision that does not fail when one of the two trust revisions (Direct and 

Indirect) fails.  For example, Indirect Trust Revision fails when no other 

agents in the system model the trustee.  This is not uncommon in an open 

MAS, where agents can enter the system any time.  In this case, the truster 

equipped with the Hybrid Trust Revision mechanism can still use Direct Trust 

Revision part. 

• Design specifications:  Any MAS solving assigned real-world problems 

should meet the design specifications, which are often given in terms of 

maximum delay time (specifies responsiveness), minimum steady-state error 

(specifies error), etc.  The switching mechanism can be used to satisfy these 

design specifications.  To build the reasoner for the switching algorithm, the 

Information sources

Figure 13: Setup for Hybrid Trust Revision 
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characteristics of the given domain needs to be explored a priori.  

Experiments in this thesis provide that explorations.   

 

Figure 14 shows a basic flow chart for a Hybrid Trust Revision mechanism to 

revise the reputation of an information source.  This mechanism uses both Direct and 

Indirect Trust Revision when the situation allows them to be used.  A Hybrid Trust 

Revision mechanism can also be devised to better satisfy the design specification as in 

Section 4.2.6.4.  

Figure 14: A flow chart for a Hybrid Trust Revision mechanism to revise reputation 
of info source X 
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No
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3.4 RESEARCH QUESTION 4: ISOLATING FRAUDULENT INFORMATION SOURCES 

How are faulty and deceptive (fraudulent) information sources isolated for 

overall system security? 

 

An agent can assume there must be an expected cost of recreating an equivalent 

reputation if it discards the current one.  In this sense, reputation could also be viewed as 

an asset, something that provides a monetary flow to its owner.  Cronk (Cronk, 1991) 

observes �communication more as a means to manipulate others than as a means to 

inform them.� In other words, most communication serves the purpose of social 

influence, defined as �change in one person�s beliefs, attitudes, behavior, or emotions 

brought about by some other person or persons.�  If we accept this premise then the 

reputation of an information source not only serves as a means of belief revision under 

uncertainty, but also serves as implicit social law that mandates staying trustworthy to 

other agents.  Although an agent can send unreliable information to other agents or even 

lie, the agent risks the reputation it has been building among other agents.   

Agents with consistently low reputations will eventually be isolated from the 

agent society since other agents will rarely accept their justifications or arguments and 

limit interaction with them due to low credibility on the information from those 

information sources.  The proposed approach can be categorized as �soft security 

(Rasmusson and Janson, 1996)� where an agent uses the reputation of its information 

sources to assist in the evaluation of incoming information quality while infrastructure 

level security such as (1) secure communication with public keys or authenticated name 

services (2) unforgeable ID services will be referred to as �hard security�. 

While the belief revision process introduced in Section 3.2 implements some level 

of soft security by discrediting information from less reliable information sources, a 
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stronger measure can be implemented by letting information recipient filter out 

information from unreliable information sources.   

Of course, information from untrustworthy information sources may be equally 

valuable as information from trustworthy information sources.  For example, let�s 

assume that we have a friend who always gives us bad recommendations about a car 

purchase.  When we buy a car we may still want to seek recommendation from him or 

her so that we can steer away from the model he or she recommends.  In the proposed 

belief revision mechanism in Section 3.2, information from untrustworthy information 

sources may be valuable since it creases the probability of the negation of the information 

(in the same way we humans do).  However, this is only true when agents with low 

reputation are just incompetent.  When they are deceptive16, an agent may not need 

information from them at all and saves cost and risks associated with interaction.  The 

interaction with deceptive agent may be potentially risky since deceptive agents may 

manipulate information they are delivering and deceive another agent to increase its gain 

(or benefit) unfairly. 

In this dissertation, we employed thresholds to explicitly isolate sources with low 

reputation based on the difficulty to differentiate between faulty and deceptive sources.  

The filtering process is straightforward and can certainly be modified to accommodate 

different filter evaluations.  For example, information from sources with low reputation 

(e.g. less than 0.3) and sources with high reputation (e.g. greater than 0.7) may be used.  

Of course, the information from low reputation sources would be negated as described 

above.  The filter would then only exclude sources with reputations between 0.3 and 0.7.  

Future work remains to optimize the filtering procedures. 

                                                 
16 An agent is deceptive when it distributes false information to its benefits. 
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Among many ways of identifying unreliable information sources, this research 

will use thresholds on the reputation values.  With this mechanism turned on, an 

information recipient rejects all information from information sources whose reputations 

are below threshold and thus isolates information sources that do not meet its 

expectations.  This is very strong method since once unreliable information sources are 

filtered out, it is very hard to reenter the system.  However, enforcing this policy will 

force information sources to deliver correct information so that they are not isolated in 

the system and minimize risk associated with interacting potentially deceptive 

information sources. 

3.5 SUMMARY 

This chapter describes the approach to address each research question: 

 

Research Question 1: How does an agent represent beliefs?  How does an agent 

represent the extent of uncertainty in beliefs? 

This research defines a belief as a tuple of , , ( )< >S q P q , where q is a statement 

(or information) that is true or false or that will be determined to be true or false in the 

future (undetermined), S is the source of the statement, and P(q) is the certainty which is 

a degree of belief in q.  With this representation, an information source can explicitly 

convey/express its degree of confidence (P(q)). 

 

Research Question 2: What will be a good belief revision mechanism for an agent 

in open MAS�s? 

The approach in this research for multi-agent belief revision combines symbolic 

and numerical operations.  Particularly, operations in Assumption-based Truth 

Maintenance System style treat the symbolic part of information (meaning handling 
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logical dependencies or conflicts by generating all possible worlds prior to credibility 

ordering), and the Bayesian Network theory treats their numerical part (meaning 

credibility assignment of information by assigning credibility values to all incoming and 

previously held beliefs and select the most probable possible world based on the ordering 

of those credibility values).  We distinguish two knowledge bases: the knowledge 

background (KB), which is the set of all the pieces of knowledge available to the 

reasoning agent (since it can be inconsistent, it cannot be used as a whole to support 

reasoning and decision processes); and, the knowledge base K, which is the maximal 

consistent, currently preferred piece of knowledge that should be used for reasoning and 

decision supporting (since it is maximally consistent, it can contain incredible pieces of 

knowledge).  The belief revision process can be defined as a mapping from KB to K. 

The unique contribution of this approach is as follows:  

• The belief revision process is not as sensitive to reputation estimation as other 

multi-agent belief revision such as belief function or possibilistic approaches.  

This robustness results in improved accuracy. 

• The result of the belief revision (the dissimilarity measure) can be explicitly 

used for estimating the reputation of corresponding information sources. 

• The proposed belief revision process satisfies all the requisites for belief 

revision in open MAS�s (Table 2) 

 

Research Question 3: How does an agent maintain trust information about other 

information sources? 

There are two modes of trust revision.  This research proposes that an agent 

learns the reputations of other agents using (1) dissimilarity measures calculated from the 

previous belief revision processes (based on direct experiences, seen or experienced by 
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the evaluating agent first hand; Direct Trust Revision) and/or (2) communicated trust 

information that contains reputations (based on second-hand information gathered 

indirectly; Indirect Trust Revision).  Since each mode has its own requirements (or 

dependencies) and strengths, this research proposes the Hybrid Trust Revision that allows 

an agent to use either or both of two modes depending on the situational changes. 

The unique contributions of trust revision processes presented in this research are 

as follows: 

 

• The presented mechanism supports Direct Trust Revision that utilize the 

explicit dissimilarity measures calculated from the previous belief revision 

processes unlike other mechanism that use implicit ad-hoc measures. 

• The presented mechanism supports Indirect Trust Revision that reuses 

presented belief revision mechanism that is robust and accurate. 

• The presented mechanism supports Hybrid Trust Revision that combines both 

Direct and Indirect Trust Revision and offers ability to dynamically select 

between direct, indirect, or both trust revision modes based on situation 

changes (dynamic) or design specifications (static). 

 

Research Question 4: How are faulty and deceptive (fraudulent) information 

sources isolated for overall system security? 

This research addresses two levels of Soft Security to filter unreliable 

information.  The unique contributions of soft security mechanism presented in this 

research are as follows: 
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• The presented system accurately estimates the reputation of each information 

source and makes sure beliefs (or ideas) from less reliable agents are less 

likely to be accepted by other agents in the system or society by putting less 

credit on information from less reliable sources, and/or 

• The presented system allows information from sources that are classified as 

unreliable to be filtered a priori to save computational and communicational 

cost. 

 

While discrediting information allows sophisticated Soft Security, filtering 

information sources reduces communication and computation costs. 
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Chapter 4 Implementation and Experiments 

This chapter describes a set of experiments designed to evaluate theory and 

implementation developed in this dissertation.  The objectives of these experiments are 

to validate performance and robustness of the developed algorithms.  To study the 

dynamics of the proposed algorithms in static (where agents� beliefs and reputations do 

not change over time) and dynamic (where agents� beliefs and reputations do change over 

time) environments, two domains are selected:  (1) Target Tracking domain and (2) Bio-

surveillance domain.  Both domains show the characteristics of an open MAS as 

follows: 

 

• Open: New agents may enter the system at any time step. 

• Dynamic: The ground truth value of beliefs or reputations of agents may 

change over time. 

• Uncertain: The ground truth is not revealed to any agents in the system. 

 

Table 4 captures the overview of the experiments in this chapter. 

 
Experiment Goal Related to Analysis 

(4.1.2)17 
Agents Operating in 
a Static Environment 

Shows the performance of 
the proposed BR18 in a 
static & uncertain 
environment (baseline) 

RQ2 Compares perceived 
beliefs to the ground truth 
and evaluates RMSE19 as 
the number of agents 
increases 

(4.1.3) 
Agents Operating in 
a Dynamic 

Shows the performance of 
the proposed BR in open, 
dynamic, and uncertain 

RQ2 Compares perceived 
beliefs to the ground truth 
over time 

                                                 
17 Section 4.1.2 
18 Belief Revision (BR) 
19 Root Mean Square Error (RMSE) 
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Environment environment  
(4.1.4) 
Comparing Direct 
and Indirect Trust 
Revision 

Shows the performance of 
the proposed TR20 in 
open, dynamic, and 
uncertain environment 

RQ3 Evaluates mean delay 
time and normalized 
mean overshoot as new 
agent entry rate increases 

(4.2.2) 
Experiment with 
Exact Trust Models 

Shows the proposed BR 
performs better than BR�s 
that do not utilize trust 
information (baseline) 

RQ2 Evaluates the miss rate as 
the number of agents or 
the population of 
unreliable agents 
increases 

(4.2.3) 
Comparison against 
a Dempster-Shafer 
Belief Function 
Approach 

Shows the proposed BR is 
more robust and accurate 
than BR with belief 
function approach 

RQ2 Evaluates the miss rate as 
the noise (or uncertainty) 
in reputation estimation 
increases 

(4.2.4) 
Measuring the 
Performance of the 
Proposed Direct 
Trust Revision 

Shows the performance 
(responsiveness and 
accuracy) of the proposed 
Direct Trust Revision 
process 

RQ3 Evaluates the miss rate 
and the mean delay time 
as the number of agents 
or the population of 
unreliable agents 
increases 

(4.2.5) 
Measuring the 
Performance of the 
Proposed Indirect 
Trust Revision 

Shows the performance 
(responsiveness and 
accuracy) of the proposed 
Indirect Trust Revision 
process 

RQ3 Evaluates the miss rate 
and the mean delay time 
as the number of agents 
or the population of 
unreliable agents 
increases 

(4.2.6) 
Measuring the 
Performance of the 
Proposed Hybrid 
Trust Revision 

Shows the performance 
(responsiveness and 
accuracy) of the proposed 
Hybrid Trust Revision 
process and compares it to 
other modes of trust 
revision 

RQ3 Evaluates RMS SSE21 
and the mean delay time 
as the number of agent 
increases 

(4.2.7) 
Isolating Unreliable 
Information sources 

Shows the proposed 
filtering mechanism 
responsively filters 
information from 
unreliable sources 

RQ4 Evaluates the access rate 
of unreliable information 
sources over time 

Table 4: Overview of the experiments 

                                                 
20 Trust Revision (TR) 
21 Root Mean Square Steady State Error (RMS SSE) 
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4.1 TARGET TRACKING DOMAIN 

This section shows motivational experiments that investigate the benefit of the 

proposed approach.  These experiments served to provide analysis of: (1) the 

performance (frequency, response, and correctness) of the proposed algorithm, and (2) 

operation of the proposed algorithm in a multi-agent system, Sensible Agents (Barber et 

al., 2001b). 

4.1.1 Experimental Setup 

The experiments presented in this section were performed in the problem domain 

of target tracking to evaluate the proposed mechanisms.  In this domain, a group of 

agents tracks the location of a target airplane.  To simplify the problem, each agent is 

assumed to have one sensor (one radar) and the location of the target is represented by a 

single number instead of actual three dimensional geographical location data.  Due to 

uncertainty in the environment, sensors may not perceive the correct location of the 

target.  Knowledge about the reliability of the sensors, which is the probability that the 

sensor reading is true, is unavailable to agents in the system.   

In the beginning of each experimental run, each agent is initialized with only 

models of itself and the environment.  This research defines the reputation (or reliability) 

as a probability measure and each information source is assigned a reputation value 

between 0 and 1.  The true reputation value is unknown to any agent but known and 

maintained by the simulation software.  For each experiment setup, agents are assigned a 

static initial reputation of 0.5.  It is static since an agent does not have any prior 

information about other agents (Section 2.3.4.1).  The value 0.5 is neutral, which is not 

optimistic (higher than 0.5) or pessimistic (lower than 0.5). 

For each time step, each agent estimates the location of the target using 

information from its sensor and the communicated beliefs from other agents.  After 
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executing the proposed belief revision process, each agent broadcasts its belief about the 

location of the target to all other agents.   

Since ground-truth reputation values of each agent are unknown to any other 

agent, each agent needs to learn reputations of other agents during its belief revision 

process.  This learning of reputations of other agents is performed by assessing the 

quality of the information the corresponding information source delivered (Direct Trust 

Revision).  Indirect Trust Revision, alone, is inappropriate since, in this scenario, every 

agent starts with incorrect reputation estimation. 

In the real-world environment, communication may take time to propagate.  This 

time can vary agent to agent or message to message.  In these experiments, it is assumed 

that every communication event takes one simulation time step. 

Two sets of experiments are conducted to examine the performance of the 

proposed belief and trust revision algorithm and are respectively referred to as: (1) agents 

operating in a static environment and (2) agents operating in a dynamic environment. 

All algorithms are written in MATLAB® and run on a PC with 1.8 GHz 

Thunderbird� AMD CPU. 

4.1.2 Agents Operating in a Static Environment (RQ2) 

For the experiments in which agents operate in a static environment, the location 

of the target does not change.  However, sensor readings of agents may vary because of 

uncertainty in the system (e.g. sensor noise). 

The goal of this set of experiments is to show the performance of the proposed 

belief revision process, which has been developed for dynamic and uncertain 

environments to answer Research Question 222, in a static and uncertain environment.  

To compare the presented algorithm against the one that does not utilize trust 
                                                 
22 What is a good belief revision mechanism for an agent in open MAS�s? 



 87

information, a simple belief revision algorithm that takes median value when agents 

report different target locations has been implemented.  The results will show the 

proposed belief revision process utilizing trust information performs better than belief 

revision processes that do not use trust information according to the metrics below. 

The performance measure in this experiment is steady-state error, which should 

be minimized.  We define the steady state error as difference between ground truth and 

revised belief when time approaches infinity or simply fluctuation in an agent�s belief 

revision process stabilizes.  Lower steady state error indicates more accurate and stable 

belief revision process. 

Figure 15b shows Agent 1�s perspective of the belief on the target location over 

time when there are five agents in the system.  This figure shows how Agent 1�s 

perceived truth about the target location tracks the ground truth value over time.  The 

perceived truth should converge to the ground truth value as fast as possible with 

minimum steady state error.   

While there is noise (or uncertainty) on the sensor readings, Agent 1, equipped 

with the presented belief revision mechanism successfully tracks the truth value that is 

100 (Figure 15a).  When Agent 1 is equipped with an algorithm that does not use the 

trust information, its belief suffers from fluctuations.  The implemented belief revision 

algorithm that does not utilize the trust information takes the median of acquired target 

location values as the perceived belief. 
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Figure 16 shows the average root mean square error (RMSE) of Agent 1�s belief 

for 20 simulation runs when the number of agents in the system grows from three to eight 

to show the performance (accuracy) of the proposed belief revision process with more 

information sources.  When the number of agents in the group increases, the error 

decreases since with more information sources, an agent can generate a better estimate of 

a belief at the cost of additional communication and computational expense.  This would 

help an agent system designer decide the number of agents to use in the system (if it is a 

control variable) when the RMSE is given as a specification.  For example, if an MAS 

with less than 5 RMSE is required, Figure 16 shows that at least 8 information sources 

are needed to meet the requirement. 

Results from these experiments show that the presented algorithm works better 

than the one that does not use trust information for agents working in a static 

environment.  The expressiveness in communication allows an agent to send not only 

knowledge (e.g. belief on the target location) but also meta-level knowledge (e.g. the 
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confidence an agent has on the belief), which results in more sophisticated Trust 

management.   

For example, assume that Agent 2 believes the target location is 90 with 

confidence 0.2, which is fairly low.  If Agent 2 can only send the knowledge, the 

location of the target, when it is asked by Agent 1 to send its belief on the target location, 

it would either decide to send 90 or not to send it at all.  Either of these choices would 

jeopardize its reputation modeled in Agent 1.  In contrast, by incorporating meta-level 

knowledge in the belief revision process, we allow Agent 2 to be able to tell Agent 1 that 

it believes the target location is 90 with very low confidence, 0.2.   

This prevents Agent 2 from damaging its reputation as modeled by Agent 1.  

Agent 2 may still falsify the confidence it has on the belief.  For example, Agent 2 may 

tell Agent 1 that its confidence on the target location is 0.9 not 0.2 to exercise more effect 

on Agent 1�s belief.  However, by inflating the confidence value, Agent 2 risks more 

reputation degradation if the target location that Agent 2 asserted turns out to be wrong. 
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4.1.3 Agents Operating in a Dynamic Environment (RQ2) 

For the experiments in which agents are operating in a dynamic environment, the 

location of the target changes over time.  The goal of this set of experiments is to show 

the performance of the presented belief revision that has been developed to answer 

Research Question 2 in a dynamic23 and uncertain24 environment. 

Performance measures for the belief revision process, which should be 

minimized, are as follows: 

 

(1) Delay time � The time required for the step response of an agent�s belief 

state to reach 50 percent of the ground truth value.  Lower delay time 

indicates more responsive algorithm. 

(2) Maximum overshoot � The largest deviation of the belief value over the 

ground truth value during the transient state.  Lower overshoot 

indicates more stable algorithm. 

(3) Steady-state error � The deviation of the belief value after the transient 

state.  Lower steady state error indicates more accurate algorithm. 

 

Figure 17 shows how the perspective of Agent 1�s belief changes over time when 

the actual target location changes from 95 to 105 at simulation time 6.  This figure shows 

how Agent 1�s perceived truth about the target location tracks the ground truth value that 

changes over time.  In this run, the delay is 2 time steps, the maximum overshoot is 0, 

and the steady-state error is 0.  The distribution of (i.e. variation among) sensor readings 

for the respective agents, including Agent 1, is shown in Figure 17a.  Additionally, the 

                                                 
23 The location of the target changes over time. 
24 Agents do not have access to the ground truth information. 
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corresponding belief changes in Agent 1�s perspectives are shown.  Figure 17b shows 

belief changes in Agent 1 and other agents collected from simulation engine (ground 

truth).  The performance index in this run is 

 

_ , , _ 1,0,0delay time max_overshoot ss error =  (4.1) 

 

The minimum delay is one time step because of the time taken in communication.  

However, a number of experimental runs displayed delay time larger than one.  This is 

because of the inertia in the proposed belief revision mechanism.  In other words, with 

the proposed algorithm, an agent tends to continue to believe what it has been believing 

(i.e. what it believed before), which is not unusual for humans either.  The dynamics of 

inertia can be controlled by agent designers utilizing different protocols.  For example, in 

a domain where less momentum is favorable, each agent may communicate the primary 

evidence (facts the agent used to come to the belief � its own sensor readings, 

communicated facts from other agents) as well as the belief (Barber and Kim, 2001).   
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This dynamic analysis also provides good insight for agent designers.  Figure 17 

tells an agent designer that he or she needs to design an agent capable of revising its 

beliefs twice at fast (at a minimum) as the rate at which the target location changes. 

4.1.4 Comparing Direct and Indirect Trust Revision (RQ3) 

To study behaviors and performance of the proposed trust revision mechanisms to 

answer Research Question 325, two sets of experiments were conducted. 

In the first set of experiments, agents employed only Direct Trust Revision 

(Section 3.3.1) relying on the reliability of each agent at time of measurement.  Direct 

Trust Revision process computes the trustworthiness of an agent based on acquired 

information from that agent and beliefs about the agent�s reputation based on previously 

received information from that agent and other agents.  The behavior of the system (i.e. 

the ability to track ground truth) is studied as a function of rate of system change � rate of 

new, unknown agents entering the system and level of uncertainty in the environment.  

Each time interval, N new agents are introduced in the system.  The environment is open 

and dynamic since the number of new agents entering the system changes.  It is assumed 

that the system is fully connected so that each agent can communicate with every other 

agent. 

In the second set of experiments, an agent only uses Indirect Trust Revision 

mechanism, in which the agent establishes its beliefs about the reputations of others 

based on the communicated reputation values received from other agents (e.g. Agent 1 

builds its reputation belief about Agent 2 based on the beliefs communicated by Agent 3 

and 4).  

For both set of experiments, we increase the number of new agents introduced 

into the system each time period from 1 to 8.  The higher the new agent entry rate is, the 
                                                 
25  How does an agent maintain trust information about other information sources? 
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more dynamic the environment is.  These new agents need employ some type of trust 

revision mechanism to learn reputations of other agents in the system and increase the 

accuracy of their beliefs. 

The result of these experiments are analyzed in terms of (1) mean delay time (the 

average of time taken for a belief value to reach 50% of its final value when it changes), 

and (2) the mean overshoot (the average of deviation between a belief an agent holds and 

the ground truth value).  These performance metrics are chosen to study the 

responsiveness and accuracy of the presented approach. 

In Figure 18, the performance metric is mean delay time, which is average delay 

time for a newly introduced agent to learn the reputation of another agent over twenty 

simulation runs.  Lower mean delay time indicates more responsive trust revision.  This 

result shows that Indirect Trust Revision results in shorter delay time and, thus, is more 

responsive than Direct Trust Revision (Region A).  As more agents are introduced, both 

approaches show shorter delay time (Region B) and the differences become less 

significant because: 

Figure 18: Mean delay time analysis of Direct and Indirect Trust Revision 
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• for Direct Trust Revision, a bigger community allows a truster to conduct 

more accurate belief revision within a shorter time period, and thus, reputation 

tracking becomes faster (more information sources) and,  

• for Indirect Trust Revision, in a bigger community a truster can gather more 

reputation information about a trustee (more referrers) and thus reputation 

tracking becomes faster. 

 

Figure 19 shows the results analyzed in terms of normalized mean overshoot for a 

new agent learning the reputation of an agent over 20 simulation runs.  Of course, 

different agents have different ground truth reputations so the average overshoot was 

normalized for comparison.  Lower overshoot indicates more stable and accurate trust 

revision.  Figure 19 depicts that Direct Trust Revision has lower overshoot and, thus, is 

more stable than Indirect Trust Revision (Region A).  However, the difference becomes 

  

Figure 19:  Normalized mean overshoot analysis of Direct and Indirect Trust 
Revision 
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less significant when new agent entry rate increases (Region B), since, in Indirect Trust 

Revision, having more referring agents results in increased stability and accuracy (lower 

mean overshoot). 

The results demonstrate a design tradeoff.  While Indirect Trust Revision shows 

shorter delay time and similar steady-state error to Direct Trust Revision, it is quite 

susceptible to noise, which is introduced with an increase in the rate of new, unknown 

agent entries in the environment.  This means that the agent system equipped only with 

Indirect Trust Revision mechanism may not work as designed under high system noise or 

fluctuations unless additional filters (to reduce noise) or mechanisms (to let each agent 

work in the face of noise) are placed in the system.  On the other hand, Direct Trust 

Revision mechanism is not as susceptible to noise as Indirect Trust Revision, but it 

usually has longer delay time.  The agent system only equipped with Direct Trust 

Revision may not be responsive enough to follow the changes in the environment.  

Therefore, to take advantage of both approaches, Direct and Indirect Trust Revisions can 

be combined together.  The parameters of this hybrid mechanism (dissimilarity 

measures, protocols, etc) should be adjusted to meet the design criteria.  The 

performance of the proposed hybrid will be tested in Section 4.2.5. 

4.1.5 Proposed Belief Revision Algorithm in an Agent Architecture 

The proposed belief revision and trust revision algorithms have been implemented 

and held in a self-contained computational module called the Perspective Modeler (PM).  

The PM is designed to support improved decision making in an intelligent agent while 

providing potential reactive solutions to achieve robustness in the face of a dynamic 

environment, hardware failures, lack of communication bandwidth, or the time delays 

introduced in end-to-end communication.  The Perspective Modeler has been initially 

developed in the context of Sensible Agent Architecture (Barber et al., 2001b), which is 
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an on-going project in Laboratory of Intelligent Processes and Systems (LIPS) at the 

University of Texas at Austin.   

The Perspective Modeler has been implemented in LOOM (Brill, 1993) and LISP 

as a CORBA (OMG, 1999) object on top of the Inter-Language Unification system 

(ILU) (Xerox, 1998).  The public interface for the module is defined in an IDL (Interface 

Definition Language), thus allowing other researchers easy access to the module.  The 

Sensible Agent System functionality, including the Perspective Modeler, has been 

successfully demonstrated in the Naval radar Interference management domain, proposed 

for supply chain management and agent-aided intelligent manufacturing (Barber et al., 

1999a; Barber et al., 2001a; Barber et al., 1999b; Barber et al., 1998). 

4.1.6 Summary 

This section shows the agent equipped with the proposed belief and trust revision 

algorithms successfully tracks targets in a target tracking domain with static and dynamic 

conditions.  The result also shows that Direct and Indirect Trust Revision algorithms 

have different characteristics.  While Direct Trust Revision shows more accurate trust 

revision (at the expense of risk associated with direct interaction), Indirect Trust Revision 

shows responsive trust revision (which requires other agents who model reputation of the 

corresponding information source).  This finding motivates a trust revision mechanism 

that combines both Direct and Indirect Trust Revision. 
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4.2 BIO-SURVEILLANCE DOMAIN 

A set of experiments was also conducted to investigate the benefit of the proposed 

approach in a different domain.  These experiments provide analysis of the performance 

of the proposed algorithms. 

4.2.1 Domain Description 

In Texas, bio-surveillance is conducted by the Texas Department of Health (TDH) 

in cooperation with local and federal authorities.  Resident epidemiologists gather 

patient symptom and diagnostic information from hospitals, clinics, and other treatment 

facilities from throughout the state.  TDH is a single point of contact, and has solicited 

approaches for other network configurations that allow them to reduce burden and 

provide more rapid response.  

Figure 20 depicts a typical configuration of agent roles in this domain.  This 
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Figure 20: Typical network of agents in Bio-surveillance domain 
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three-layer network includes an interim layer consisting of agents acting as �Disease 

Monitoring Agents,� which is dedicated to the analysis of a particular disease being 

monitored to assist the TDH agent (possibly a human epidemiologist).  Symptom and 

diagnosis data are sent from Case Agents (information sources such as hospitals and 

clinics) to Disease Monitoring Agents, who evaluate the information and send 

appropriate epidemiological assessments to a centralized TDH agent.  In making an 

assessment, Disease Monitoring Agents incorporate source reliability and the confidence 

values associated with information assigned by those sources.  Disease Monitoring 

Agents may also collaborate in acquiring and evaluating symptom and diagnosis data. 

The experiments described in the following sections were carried out for each 

different scenario, where Case Agents send patient case symptoms and diagnostic 

information to Disease Monitoring Agents.  It should be noted that Case Agents are 

simple reactive agents responsible for periodic reporting and are just passive information 

sources that are not endowed with trust evaluation capability.  A Disease Monitoring 

Agent assigns an initial reputation to Case Agents based on its knowledge of each Case 

Agent�s quality of facilities, available resources (e.g., equipment and staff expertise) and 

history for providing reliable/unreliable data.  Case Agents send patient symptoms and 

diagnoses with associated confidences to Disease Monitoring Agents.  Disease agents 

collect information on a given patient from multiple sources, generating a �net belief� 

about patient symptoms and diagnoses, qualified by confidence values on respective data 

and the reputations of sources (Case Agents or other Disease Monitoring Agents).  The 

number of patients with a given disease is tallied from net beliefs and compared to a 

series of threshold values associated with standard degrees of epidemiological alarms: 

None, Low, Guarded, Elevated, High, Severe.  Generated alarms are passed to the TDH 
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agent and reflected on a simulation visualization.  In these setups, the TDH agent is a 

passive agent who has only single action, triggering alarm. 

4.2.2 Experiment with Exact Trust Models (RQ2 - Baseline) 

4.2.2.1 Objectives 

The hypothesis to be proved in this set of experiments is as follows:   

 

Maintaining a memory of acquired knowledge quality and knowledge 

source reliability yields an improved belief maintenance process.   

 

It will be assumed that each agent knows precise (ground-truth) reputation values 

of all agents in the system.  Thus, there will be no trust revision in this case.  If an agent 

having correct models of reputations of other agents does not perform better than agents 

without it, there will be no need to estimate the reputations of others.  In other words, the 

goal of this set of experiments is to provide motivation for trust modeling by showing 

empirical data describing how an agent performs better with perfect reputation 

information versus the belief revision algorithm without trust modeling.   

Evaluation of the proposed algorithms introduced in this dissertation requires 

comparison against a known performance benchmark.  Since, as in all other experiment 

sets in this dissertation, agents do not have precise trust models but estimates of them, 

this experiment serves as the best case (baseline cases or upper boundary) scenario. 

4.2.2.2 Assumptions 

The following assumptions are used thorough out this set of experiments. 
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• The Disease Monitoring Agent knows accurate (ground-truth) reputation 

values of all Case Agents in the system 

• Each Case Agent sends diagnostics of individual patient to the Disease 

Monitoring Agent and is not aware of ground truth diagnostics. 

• Communication channel is always available and costs one time step. 

4.2.2.3 Experimental Setup 

For these experiments, the following table shows control variables and respective 

ranges.   

 

 
Parameters Range 

Number of Case Agents {1, 2, 3, 4, 5, 6, 7, 8, 9, 10} 

Ratio of unreliable Case Agents vs. total Case Agents {0, 0.1, 0.2, 0.3, �, 1.0} 

Number of diseases 10 

Number of runs per configuration 1000 (per configuration) 

Ground-truth reputation of an unreliable Case Agents NormRND(0.3,0.1) 

Ground-truth reputation of a reliable Case Agents NormRND(0.8,0.1) 

 

Figure 21 shows the setup for this set of experiments.  Since the number of Case 

Agents changes from one to ten and the percentage of unreliable Case Agents changes 

from 0% to 100%, the number of all possible configurations is 110 (=10×11).  Two 

parameters, the number of Case Agents and the percentage of unreliable Case Agents, are 

selected as control variable so that the performance of presented algorithms can be 

studies as (1) the number of information sources increases and (2) the uncertainty in the 
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system increases, respectively.  For each configuration, unreliable Case Agents are 

assigned NormRND(0.3,0.1) 26  as a reputation value while reliable Case Agents are 

assigned NormRND(0.8,0.1).  A Disease Monitoring Agent collects diagnostics of 

patients from a number of Case Agents for 1000 time steps.  For each time step, the 

simulation engine randomly assigns a disease (out of ten possible diseases) to a patient.  

This ground truth diagnostic is not revealed to any agent.  A Case Agent with higher 

reputation value has better chance to correctly perceive the ground truth diagnostic.  For 

example, a Case Agent with 0.8 reputation values has 80% chance to correctly estimate 

the disease of a patient. 

The goal the belief revision process is to correctly estimate the diagnostics of 

patients utilizing the reputations of the Case Agents.  The performance will be compared 

against a belief revision algorithm that does not use trust information and simply 

averages all incoming information. 

For the comparison, a belief revision algorithm that does not use the trust 

information has also been implemented.  This algorithm uses voting algorithm When a 

Disease Monitoring Agent equipped with this belief revision algorithm receives different 
                                                 
26 A random value with Normal distribution of mean 0.3 and variance 0.1 

A Disease Monitoring 
Agent who knows ground 

truth reputations of all Case 
Agents 

1~ 10 Case Agents
0 ~ 100% of these are unreliable 

Figure 21: Setup for Experiment with Exact Trust Models 
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diagnostics for a patient, it select the disease that has most vote as the correct diagnostics 

for the patient. 

4.2.2.4 Performance Metrics 

The performance measure is the Miss Rate.  The Miss Rate is the ratio of the 

number of incorrect diagnostics over the total number of diagnostics.  For example if the 

Disease Monitoring Agent correctly identifies a patient�s disease 6 times out of 10, the 

Miss Rate is 1 - 6/10 = 0.4.  The Miss Rate represents the accuracy.  Lower Miss Rate 

indicates more accurate algorithm. 
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4.2.2.5 Results and Discussions 

Figure 22 and Figure 23 exhibit the performance of the developed algorithm with 

respect to varying the number of total Case Agents (Scalability) and varying the number 

of unreliable Case Agents (Dynamics). 

While these figures allow us to overview the dynamics of both algorithms with 

different configurations, it is not easy to compare them in a single configuration.  To 

compare performance of the belief revision with and without trust information, we will 

dissect these figures along with x and y axis and create Figure 24 and Figure 25. 

Figure 24 shows both algorithms generate fewer errors as the number of agents 

increases from 1 to 10 when 70% of agents are unreliable.  The ground truth value of the 

reputation of an unreliable agent is around NormRND(0.3,0.1) stated in Section 4.2.2.3.  

This figure proves incorporating trust information into the belief revision process is a 

better choice since it displays: 

Figure 23: Accuracy of the belief revision with trust information 
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• Significantly lower miss rate (significant with 95% confidence) with the same 

number of agents and 

• Significantly lower number of agents is required to achieve the same Miss 

Rate (error). 

 

Figure 25 shows dynamics of both algorithms as the ratio of unreliable agent 

increases from zero percent to 100 percent.  The error increases due to incorrect 

information from unreliable agents.  Figure 25 depicts trust information results in 

improved accuracy (or lower Miss Rate) as the number of unreliable Case Agents 

increases (Region B).   

Figure 24: Miss Rate when the number of agents increases 
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However, as shown in this figure, there are not significant improvements when 

most of Case Agents are trust-worthy (meaning they are sending quality information, 

Region A) or every Case Agent are unreliable (Region C) . 

4.2.3 Comparison against a Dempster-Shafer belief function approach (RQ2) 

4.2.3.1 Objectives 

The hypothesis to be proved in this set of experiments is as follows:   

 

The proposed Belief Revision mechanism using trust information is robust 

with respect to reputation estimation.  This robustness will result in 

improved accuracy. 

 

Figure 25: Miss Rate when the percentage of unreliable agents increases 

0 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1.0
0

0.05

0.1

0.15

0.2

0.25

% of unreliable agents

M
is

s 
R

at
e 

(E
rro

r)

BR with Trust Info
BR without Trust Info

Number of agents = 10 

Region C 

Region B

Region A 



 106

Among many belief revision algorithms for open MAS�s, a belief function 

approach with Dempster-Shafer (D-S) evidence combining (Dragoni, 2001) looks most 

promising since it satisfies seven out of the nine requisites (See Table 1).  The goal of 

this set of experiments is to compare the performance of the presented belief revision 

process that has been developed to answer Research Question 2 against the belief 

function approach.  The experiments will show the presented belief revision process is 

not as sensitive to reputation estimation as other multi-agent belief revision approaches 

such as belief function or possibilistic approaches (Section 3.2.3). 

4.2.3.2 Assumptions 

The following assumptions are used throughout this set of experiments. 

 

• The Disease Monitoring Agent does not know about ground-truth reputation 

values of all Case Agents in the system.   

• Each Case Agent sends diagnostics of individual patient to Disease 

Monitoring Agent and is not aware of ground truth diagnostics. 

• Communication is always available and costs one time step. 

4.2.3.3 Experimental Setup 

For these experiments, the following table shows control variables and respective 

ranges. 
 

Parameters Range 

Number of Case Agents 5 

Number of unreliable Case Agents vs. total Case Agents 2 

Number of diseases 10 
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Number of runs per configuration 1000 (per configuration) 

Ground-truth reputation of unreliable agents NormRND(0.3,0.1) 

Ground-truth reputation of reliable agents NormRND(0.7,0.1) 

Reputation known to the Disease Monitoring Agents 

(noise in reputation perception) 

norm(ground-truth 

reputation, [0,0.3] 

 

Figure 26 shows the setup for this set of experiments where two unreliable Case 

Agents and three reliable Case Agents report diagnostics of patients to a Disease 

Monitoring Agent to assess correct diagnostics. 

Since there is only one control variable, noise in reputation perception, that 

changes from 0 to 0.3 with 0.05 steps, the number of total configurations is seven.  For 

each configuration, two unreliable Case Agents are assigned NormRND(0.3,0.1) (a 

random value with Normal distribution of mean 0.3 and variance 0.1) as their reputation 

values while three reliable Case Agents are assigned NormRND(0.7,0.1) as their 

reputation values.  Normal distribution is assumes that there are ground truth reputation 

A Disease Monitoring 
Agent who does not knows 
ground truth reputations of 

all Case Agents 

Figure 26: Setup for Experiment versus a D-S belief function approach 

Unreliable Case Agents 
with NormRND(0.3,0.1) 

Reliable Case Agents 
with NormRND(0.7,0.1) 
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values which are not accessible to individual agent.  An agent can only estimate them 

with noisy sensors or algorithms.  In many real world domains, these estimates are 

known to have Gaussian or Normal distribution.  These reputation values are not known 

to the Disease Monitoring Agent.  It only can estimate the ground truth reputations of 

Case Agents probabilistically with normal distribution of certain standard deviation.  A 

Disease Monitoring Agent collects diagnostics of patients from five Case Agents for 

1000 time steps.  For each time step, the simulation engine randomly assigns a disease to 

a patient.  This ground truth diagnostic is not revealed to Case Agents as in Section 

4.2.2. 

To prove the hypothesis of this set of experiments (Section 4.2.3.1), a multi-agent 

belief revision mechanism that uses the Dempster-Shafer (D-S) belief function (Dragoni, 

2001) has been implemented to be compared with the belief revision process herein.  

The performance of each process will be compared with varying degree of noise (or 

uncertainty) in the reputation values each belief revision process uses. 

4.2.3.4 Results and Discussions 

From Figure 27, we can observe that while the Miss Rate generally increases as 

the noise (or error) in the reputation estimation increases, the agent equipped with the 

proposed belief revision has less Miss Rate than the one with D-S belief function 

approaches.  The noise level in the reputation estimation indicates inaccuracy of 

reputation values held by an evaluating Disease Monitoring Agent (information 

recipient).  Suppose the noise level is 0.1 and the ground truth reputation value of a Case 

Agent (information source) is 0.7, then the Disease Monitoring Agent currently believes 

that the reputation the Case Agent is NormRND(0.7,0.1), where NormRND(a,b) means 

random value with Normal distribution of mean a and variance b. 
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The results show the presented algorithm performs better when there is noise in 

the reputation estimation.  The improvement is more visible when the magnitude of 

noise becomes greater.  In fact, it is often difficult for an agent to have accurate 

reputations of other information sources and this property, robustness to noise in 

reputation estimation, is a very important features for a belief revision process for open 

MAS�s. 

4.2.4 Measuring the performance of the Proposed Direct Trust Revision (RQ3) 

4.2.4.1 Objectives 

In this set of experiments, each agent employs only Direct Trust Revision, relying 

on the reliability of each agent to date (i.e. at time of measurement).  Direct Trust 

Revision process computes the trustworthiness of an agent based on acquired information 

Figure 27: Miss Rate of the proposed belief revision v.s the multi-agent belief revision 
based on Dempster-Shafer belief function
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from that agent and beliefs about the agent�s reputation based on previously received 

information from that agent and other agents.   

The goal of this set of experiments is to study the dynamics of Direct Trust 

Revision that has been developed to answer Research Question 3 as a function of given 

control variables so that it can be compared with other trust revision algorithms. 

4.2.4.2 Assumptions 

The following assumptions are used thorough out this set of experiments. 

 

• Each Disease Monitoring Agent does not have precise (ground-truth) 

reputation values of all other agents (including itself) in the system. 

• Each Case or Disease Monitoring Agent sends diagnostics of individual 

patient to other Disease Monitoring Agent and is not aware of ground truth 

diagnostics. 

• Communication is always available. 

• An agent does not seek advice from other agents to access the reputation of 

another agent.  In other words, agents do not disseminate trust information. 

4.2.4.3 Experimental Setup 

For these experiments, the following table shows control variables and respective 

ranges. 

 
Parameters Range 

Number of Case Agents {1, 2, 3, 4, 5, 6, 7, 8, 9, 10} 

Ratio of unreliable Case Agents vs. total Case Agents {0, 0.1, 0.2, 0.3, �, 1.0} 

Number of diseases 10 
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Number of runs per configuration 1000 (per configuration) 

Ground-truth reputation of unreliable agents NormRND(0.3,0.1) 

Ground-truth reputation of reliable agents NormRND(0.8,0.1) 

 

Figure 28 shows the setup for this set of experiments where 1 ~ 10 Case Agents 

report diagnostics of patients to a Disease Monitoring Agent to estimate the reputation of 

each Case Agent.  Again, Two parameters, the number of Case Agents and the 

percentage of unreliable Case Agents, are selected as control variable so that the 

performance of presented algorithms can be studies as (1) the number of information 

sources increases and (2) the uncertainty in the system increases, respectively. 

 

4.2.4.4 Results and Discussions 

Figure 29 shows the accuracy of the belief revision algorithm using Direct Trust 

Revision with respect to varying numbers of agents and varying numbers of unreliable 

agents.  The number of agents in the system varies from one to ten and the percentage of 

A Disease Monitoring 
Agent  

1~ 10 Case Agents
0 ~ 100% of these are unreliable 

Figure 28: Setup for Experiment for measuring the performance of the proposed 
Direct Trust Revision 
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unreliable agents varies from 0% to 100%.  The Miss Rate decreases (or accuracy of the 

belief revision increases) as the number of total agents increases or the percentage of 

reliable agents increases.  In this set of experiments the agent needs to estimate (or to 

learn) not only the most likely beliefs but also the reputations of information sources.  

As the percentage of unreliable sources (Case Agents) increases, it is difficult for the 

evaluating Disease Monitoring Agent to know what the correct belief is. 

Figure 30 shows how responsive Direct Trust Revision algorithm is when 30% of 

total Case Agents are unreliable.  The ground-truth reputation values of unreliable Case 

Agents is NormRND(0.3,0.1) and initial value the Disease Monitoring Agent uses to 

model reputations of other Case Agents is 0.5.  The number of total Case Agents 

increases from one to ten and, for each configuration, the algorithm has been run 1000 

times.  The number of total Case Agents (or total information sources) is selected as the 

control variable to show the responsiveness of the algorithm as the number of 

Figure 29: Accuracy of belief revision with Direct Trust revision 

0 
0.5 

1.0
2

4
6

8
10

0

0.1

0.2

0.3

0.4

Number of agents% of unreliable agents

M
is

s 
R

at
e 

(E
rro

r)

0

0.05

0.1

0.15

0.2

0.25

0.3

0.35

0.4

0.45



 113

information sources grows.  Mean delay time 10 means it takes 10 time-steps to track the 

ground truth reputation value.  Lower mean delay time indicates more responsive 

algorithm.  Although we assumed the evaluating Disease Monitoring Agent interacts 

with an information source (Case Agent) once per time-step, more information sources 

do help since they increase accuracy in the belief revision process and thus help to 

estimate more accurate dissimilarity measures. 
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Figure 31 shows the responsiveness of Direct Trust Revision algorithm as the 

percentage of unreliable Case Agents increases.  The percentage of unreliable agents is 

selected as a control variable to show the performance of the algorithm as the uncertainty 

in the system grows.  The total number of Case Agents in the system is ten and initial 

reputation the Disease Monitoring Agent uses is 0.5.  For each percentage of unreliable 

Case Agents, [0%, 100%] inclusive with 10% steps, the algorithm has been run 1000 

times.  This figure shows the algorithm becomes less responsive as the uncertainty in the 

system increases since the greater the uncertainty is, the less accurate the dissimilarity 

measure is.  With less accurate dissimilarity measures, Direct Trust Revision process 

requires more time steps to estimate reputations of information sources. 

Figure 31: Responsiveness of Direct Trust Revision as the percentage (or population) 
of unreliable agents increases 
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The results gathered in this set of experiments will be compared and further 

analyzed with the results evaluating Indirect Trust revision in the next section. 

4.2.5 Measuring the performance of the Proposed Indirect Trust Revision (RQ3) 

4.2.5.1 Objectives 

The goal of this set of experiments is to study the dynamics of Indirect Trust 

Revision that has been developed to answer Research Question 3 as a function of given 

control variables and to compare with other trust revision algorithms.  

In this set of experiments, the evaluating Disease Monitoring Agent only uses 

Indirect Trust Revision mechanism where the Disease Monitoring Agent establishes its 

beliefs about the reputations of another Disease Monitoring Agent based on the 

communicated reputation values received from other Disease Monitoring Agent (e.g. 

Agent 1 builds its reputation belief about Agent 2 based on the beliefs communicated by 

Agent 3).  All other Disease Monitoring Agents use Direct Trust revision. 

4.2.5.2 Assumptions 

The following assumptions are used in this set of experiments. 

 

• Each Disease Monitoring Agent does not have precise (ground-truth) 

reputation values of all other agents (including itself) in the system. 

• Each Disease Monitoring Agent sends diagnostics of individual patient and is 

not aware of ground truth diagnostics. 

• Communication is always available. 

• The evaluating Disease Monitoring Agent seeks advice from other Disease 

Monitoring Agents to assess the reputation of another Disease Monitoring 

agent without risking direct transaction with the agent. 
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• All other agents except the evaluating Disease Monitoring Agent are running 

Direct Trust revision. 

4.2.5.3 Experimental Setup 

For these experiments, the following table shows control variables and respective 

ranges. 

 
Paramters Range 

Number of Disease Monitoring Agents {1, 2, 3, 4, 5, 6, 7, 8, 9, 10} 

Ratio of unreliable Disease Monitoring Agents vs. 

total Disease Agent 

{0, 0.1, 0.2, 0.3, �, 1.0} 

Number of diseases 10 

Number of runs per configuration 1000 (per configuration) 

Ground-truth reputation of unreliable agents NormRND(0.3,0.1) 

Ground-truth reputation of reliable agents NormRND(0.8,0.1) 

 

Parameters and their ranges are same as in Section 4.2.4 (Measuring the 

performance of the proposed Direct Trust Revision) so that the performance of both 

algorithms can be easily compared. 

Figure 32 shows the setup for this set of experiments where 1 ~ 10 Disease 

Monitoring Agents report their beliefs on the reputation of a Case Agent to a Disease 

Monitoring Agent to estimate the reputation of each Case Agent. 
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4.2.5.4 Results and Discussions 

Figure 33 shows the accuracy of the belief revision algorithm using Indirect Trust 

Figure 33: Accuracy of belief revision with Indirect Trust revision 
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Revision with respect to varying the number of agents and varying the number of 

unreliable agents.  Again, the number of agents in the system varies from one to ten and 

the ratio of unreliable agents varies only from 0% to 100%.  As in Direct Trust Revision, 

Miss Rate decreases (or accuracy of the belief revision increases) as the number of total 

agents increases (more information sources) or the percentage of reliable agents increases 

(less uncertainty). 

The overall Miss Rate of Indirect Trust Revision is greater than that of Direct 

Trust Revision.  The evaluating Disease Monitoring Agent that performs Indirect Trust 

Revision estimates the reputation of another agent based on the beliefs communicated 

from other agents who perform Direct Trust revision.  Since Indirect Trust Revision 

operates on those communicated beliefs, not dissimilarity measures as in Direct Trust 

Figure 34: Frequency response as the number of unreliable agents increases 
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Revision, the overall error is greater than that of Direct Trust Revision.  

Figure 34 displays the responsiveness of the presented algorithms in terms of the 

mean delay time in learning reputations for Direct and Indirect Trust revisions, 

respectively.  Figure 34 indicates Indirect Trust revision is more responsive (or faster) in 

learning reputations of information sources.   

Generally, Direct Trust revision requires more time-steps to collect the same 

amount of information.  For example, in a system with 10 agents, Direct Trust revision 

needs ten time-steps to collect ten pieces of transaction information (one per time step) 

while Indirect Trust revision can collect 80 piece (eight 27  per time step) of trust 

                                                 
27 10 -2 (one truster and one trustee) 
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information (although less accurate shown as in Figure 33). 

Indirect Trust revision generally exhibits significantly lower delay time due to 

more information sources.  However, it is not always the case.  Figure 35 shows the 

responsiveness of Direct and Indirect Trust Revision when the number of agents are 

reduced from 20 to 4.  These results assert that when the percentage of unreliable agent 

is less than around 47% (Region A), Indirect Trust Revision process is still more 

responsive than Direct Trust Revision process.  However, when the percentage of 

unreliable agent is greater than around 47% (Region B), Direct Trust revision behaves 

more responsively.  That is because Indirect Trust Revision process relies on the 

communicated beliefs from other agents and thus more susceptible to uncertainty in the 

system.  In this case, the uncertainty of the system increases as the number of unreliable 

agents increases.  For Indirect Trust revision to behave more responsively, the evaluating 

Disease Monitoring Agent needs more Disease Monitoring Agents who model 

reputations of other agents or less unreliable information sources. 

4.2.6 Measuring the performance of the Proposed Hybrid Trust Revision (RQ3) 

4.2.6.1 Objectives 

In this set of experiments, the evaluating agent uses either single trust revision 

mechanism (Direct & Indirect) or Hybrid Trust Revision that has been developed to 

answer Research Question 3.  The goal of this set of experiments is to visualize different 

modes of trust revision (Direct, Indirect, and Hybrid Trust Revision) and show the hybrid 

trust revision mechanism can result in performance improvement compared to either 

single mechanism. 

4.2.6.2 Assumptions 

The following assumptions are used in this set of experiments. 
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• Each Disease Monitoring Agent does not have precise (ground-truth) 

reputation values of all other agents (including itself) in the system. 

• Each Case or Disease Monitoring Agent sends diagnostics of individual 

patients to the evaluating Disease Monitoring Agent and is not aware of 

ground truth diagnostics. 

• Communication is always available. 

• The evaluating Disease Monitoring Agent seeks advice from other Disease 

Monitoring Agents to assess the reputation of another agent without risking 

direct transaction with the agent. 

• All other Disease Monitoring Agents except the evaluating Disease 

Monitoring Agent run Direct Trust revision. 

4.2.6.3 Experimental Setup 

For these experiments, the following table shows control variables and respective 

ranges. 

 
Control variable Range 

Number of Disease Monitoring Agents {3, 4, 5, �, 19, 20} 

Ratio of unreliable Disease Monitoring Agents vs. 

total Disease Agent 

{0, 0.1, 0.2, 0.3, �, 1.0} 

Number of diseases 10 

Number of runs per configuration 1000 (per configuration) 

Ground-truth reputation of unreliable agents NormRND(0.3,0.1) 

Ground-truth reputation of reliable agents NormRND(0.8,0.1) 
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Two parameters, the number of Case Agents and the percentage of unreliable 

Case Agents, are selected as control variable so that the performance of presented 

algorithms can be studies as (1) the number of information sources increases and (2) the 

uncertainty in the system increases, respectively. 

Figure 36 shows the setup for this set of experiments.  In this setup, the 

evaluating Disease Monitoring agent assesses the reputation of the Case Agent using 

combinations (Hybrid) of both Direct and Indirect Trust Revision. 

4.2.6.4 Results and Discussions 

Results from previous experiments (Section 4.1.4, 4.2.4, and 4.2.5) demonstrate 

that there exist differences between the performance of Direct and Indirect Trust 

Revision.  These differences should be considered during system design to meet the 

design specifications.  While Indirect Trust Revision shows shorter delay time and 

A Disease Monitoring 
Agent  

1~ 18 Disease Monitoring Agents
0 ~ 100% of these are unreliable 

Figure 36: Setup for Experiment for measuring the performance of the proposed 
Hybrid Trust Revision 
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almost as small steady-state error as Direct Trust Revision, it is quite susceptible to noise 

or uncertainty in the system(as shown in Section 4.2.5.4). 

Good examples of sources of noise (or uncertainty) includes: 

 

• an increase in the rate of new, unknown agent entries into the system,  

• an increase in the rate of changes in beliefs, and 

• an increase in the number of unreliable information sources, 

 

This susceptibility indicates that the agent system equipped only with Indirect 

Trust Revision mechanism may not work as designed under high system noise or 

fluctuations unless additional filters (to reduce noise) or mechanisms (to let each agent 

work in the face of noise) are placed in the system.  On the other hand, Direct Trust 

Revision mechanism is not as susceptible to noise as Indirect Trust Revision, but it 

usually has longer delay time.  The agent system only equipped with Indirect Trust 

Revision may not be responsive enough to follow the changes in the environment.   

Therefore, to take advantage of both approaches, we believe that Direct and 

Indirect Trust Revisions can be used together.  The parameters of this hybrid mechanism 

(dissimilarity measures, protocols, etc) should be adjusted to meet the design criteria.  

Figure 37 shows the responsiveness of each Direct, Indirect, and Hybrid Trust 

Revision algorithms as the number of information sources increases.  In this case, 

Hybrid Trust Revision uses both Direct and Indirect Trust Revision processes.   
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When the evaluating agent has relatively large number of information sources (in 

Region B), Hybrid Trust Revision outperforms other trust revision modes.  However, 

when the number of information sources is fairly small (less than five, Region A), the 

responsiveness of Hybrid Trust Revision is impaired by Direct Trust Revision.  When 

there is a large number of information sources (Region C), the differences become less 

significant. 

Figure 38 shows the accuracy of each Direct, Indirect, and Hybrid Trust Revision 

algorithms in terms of the root mean square steady state error as the number of 

information sources increases.  Lower root mean square steady state error indicates more 

accurate process. 

Similarly as in Figure 37, when the evaluating agent has relatively large number 

of information sources (in Region B), Hybrid Trust Revision shows lower error than 

Figure 37:  Responsiveness of each trust revision mode 
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other trust revision modes.  However, when the number of information sources is fairly 

small (less than five, Region A), the accuracy of Hybrid Trust Revision is impaired by 

Indirect Trust Revision.  When there is a large number of information sources (Region 

C), the differences, again, become less significant. 

Once behaviors of each trust revision modes in this domain are captured, the 

switching mechanism of Hybrid Trust Revision process can be optimized to better suit 

design requirements.  For example, if the accuracy is the most important design metric, 

then the switching mechanism can be designed so that Direct Trust Revision alone is used 

when the number of information sources is less than five. Otherwise, both Direct and 

Indirect Trust Revision can be used.   

This switching mechanism of Hybrid Trust Revision approach will allow more 

robust and accurate trust revision that can be optimized according to design specification. 

Figure 38: Accuracy of each trust revision mode
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4.2.7 Isolating unreliable information sources 

4.2.7.1 Objectives 

In this set of experiments, the evaluating Disease Monitoring Agent performs 

Direct Trust Revision and uses those estimated reputation values of other information 

sources to filter out potentially unreliable information.  The goal of this set of 

experiments is to visualize how this filtering mechanism implements Soft Security by 

limiting information flows from unreliable information sources. 

4.2.7.2 Assumptions 

The following assumptions are used in this set of experiments. 

 

• A Disease Monitoring Agent does not have precise (ground-truth) reputation 

values of all other agents (including itself) in the system. 

• Each Case Agent sends diagnostics of individual patients to the evaluating 

Disease Monitoring Agent and is not aware of ground truth diagnostics. 

• Communication is always available. 

• The evaluating Disease Monitoring Agent runs Hybrid Trust revision  

4.2.7.3 Experimental Setup 

For these experiments, the following table shows control variables and respective 

ranges. 

 
Control variable Range 

Number of Disease Monitoring Agents 10 

Number of unreliable Disease Monitoring Agents 3 
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Number of diseases 10 

Number of runs per configuration 1000 (per configuration) 

Ground-truth reputation of unreliable agents NormRND(0.3,0.1) 

Ground-truth reputation of reliable agents NormRND(0.8,0.1) 

Reputation threshold 0.4 

 

Figure 39 shows the setup for this set of experiments.  In this setup, the 

evaluating Disease Monitoring agent assesses the reputation of other Disease Monitoring 

Agents using Hybrid Trust Revision.  If the reputation of an information source (Disease 

Monitoring Agent) is lower than 0.4, the evaluating Disease Monitoring Agent stops 

asking for information from the source. 

The performance measure is the access rate.  The access rate of an information 

source represents the percentage of agents who do not filter out information from the 

information source.  Lower access rate for an information source indicates that the 

information source is more unreliable. 

 

A Disease Monitoring 
Agent  

10 Disease Monitoring Agents 
30% of these are unreliable 

Figure 39: Setup for experiment for the proposed Soft security 
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4.2.7.4 Results and Discussions 

Figure 40 shows the access rate of each information source over time.  While 

access rate of reliable agents stays 100%, the access rate of unreliable agents rapidly drop 

to 0%, which means no other agents in the system is going to accept information from the 

information sources.   

While discrediting information allows sophisticated Soft Security, this simple 

efficient and responsive filtering mechanism ensures information sources that are 

consistently untrustworthy eventually become isolated from the agent society and reduces 

communication and computation costs. 
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Chapter 5 Conclusion 

This research seeks to prove that the performance and security of a multi-agent 

system can be greatly increased with the ability of individual agents performing belief 

revision under uncertainty not only with beliefs from information sources but also with 

knowledge about trustworthiness of those information sources.  To prove this 

hypothesis, the research presented in this dissertation provides a computational model 

and algorithms that combine belief revision and trust reasoning processes.  The 

following conclusions summarize the research contributions.  To conclude this 

dissertation, this section revisits the research questions proposed in Chapter 1 and 

provides a summary to each question. 

 

Research Question #1: How does an agent represent beliefs?  How does 

an agent represent the extent of uncertainty in beliefs? 

In order to answer these questions, this research defines a belief as a tuple of 

, , ( )< >S q P q , where q is a statement (or information) that is true or false or that will be 

determined to be true or false in the future (undetermined), S is the source of the 

statement, and P(q) is the certainty which is a degree of belief in q.  With this 

representation, an information source can explicitly convey or express its degree of 

confidence (P(q)).   

The presented research provides a model to represent beliefs with certainty (or 

confidence) an agent has on those beliefs.  The extent of uncertainty on a belief is 

represented probabilistically (certainty = probability that the belief is true).  The richness 

of the model also allows each agent to be able to communicate not only its beliefs but 

also the confidence it has on each belief so that the evaluating agent can perform more 
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sophisticated belief and trust revision.  Hence, the presented belief algorithm using this 

belief representation can generate a more accurate knowledge space quickly. 

 

Research Question #2: What will be a good belief revision mechanism for 

an agent in open MAS�s? 

The presented research provides a belief revision algorithm that satisfies all issues 

posed in Section 3.2 to insure a consistent knowledge space for open MAS�s.  The 

presented approach to multi-agent belief revision combines symbolic and numerical 

operations.  Particularly, the proposed belief revision process uses operations in 

Assumption-based Truth Maintenance System style to treat the symbolic part of 

information (to handle logical dependencies or conflicts by generating all possible worlds 

to consider in ATMS style), and the Bayesian Network theory to treat their numerical 

part (to assign credibility to each belief that represents how believable each piece of 

information is) so that it can select the most probable possible world.  We distinguish 

between two knowledge bases: the knowledge background (KB), which is the set of all 

the pieces of knowledge available to the reasoning agent (since it can be inconsistent, it 

cannot be used as a whole to support reasoning and decision processes); and, the 

knowledge base K, which is the maximal consistent, currently preferred piece of 

knowledge that should be used for reasoning and decision support (since it is maximally 

consistent, it can contain incredible pieces of knowledge).  The belief revision process 

can be defined as a mapping from KB to K. 

The presented numerical computational models for the belief revision overcomes 

various limitations of other classic symbolic approaches addressed in Section 2.1 and 

allows an agent to be able to maintain a robust, accurate, and consistent working 

knowledge space.  The unique contribution of this approach is as follows:  
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• The belief revision process is not as sensitive to reputation estimation as other 

multi-agent belief revision such as belief function or possibilistic approaches: 

This robustness results in improved accuracy.  Unlike other existing 

numerical belief revision algorithms that use trustworthiness of information 

sources, the proposed algorithm allows the sources to place their confidence 

on the communicating information (communicating not only information but 

also confidence the source has on the information). 

• The result of the belief revision (credibility values of sentences in K) can be 

used explicitly for estimating the reputation of corresponding information 

sources. 

• The proposed belief revision process satisfies all the requisites for belief 

revision in open MAS�s (Table 2) 

 

Research Question #3:  How does an agent acquire and maintain trust 

information about other information sources? 

This dissertation presents a model of trust and reputation and three algorithms 

(Direct, Indirect, and Hybrid Trust Revision) to acquire and maintain that trust 

information.  These algorithms allow an agent to learn the trustworthiness of other 

agents using (1) dissimilarity measures (measures that show how much incorrect 

information from a particular information source) calculated from the proposed belief 

revision processes (Direct Trust Revision), (2) communicated trust information from 

other agents (Indirect Trust Revision), or (3) combinations of (1) and (2) (Hybrid Trust 

Revision).  Since each mode has its own requirements (or dependencies) and strengths, 
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this research proposes the Hybrid Trust Revision that allows an agent to use either or 

both of the two modes depending on the situational changes.   

The unique contributions of trust revision processes presented in this research are 

as follows: 

 

• The presented mechanism supports Direct Trust Revision that utilize the 

explicit dissimilarity measures calculated from the previous belief revision 

processes unlike other mechanism that use implicit ad-hoc measures. 

• The presented mechanism supports Indirect Trust Revision that reuses 

presented belief revision mechanism that is robust and accurate. 

• The presented mechanism supports Hybrid Trust Revision that combines both 

Direct and Indirect Trust Revision and offers ability to dynamically select 

between direct, indirect, or both trust revision modes based on situation 

changes (dynamic) or design specifications (static). 

 

Research Question #4:  How does an agent isolate fraudulent 

information sources? 

The agent equipped with presented belief revision and trust reasoning algorithms 

will discredit information from the source with lower trustworthiness (or lower 

reputation).  Hence, beliefs or ideas from unreliable agents are less likely to be accepted 

by other agents in the system or society.  The approach presented herein implements the 

Social Control at the agent level and allows an agent to isolate information sources that 

do not meet its expectations. 

The unique contributions of soft security mechanism presented in this research are 

as follows: 
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• The presented system accurately estimates the reputation of each information 

source and makes sure beliefs (or ideas) from less reliable agents are less 

likely to be accepted by other agents in the system or society by putting less 

credit on information from less reliable sources, and/or 

• The presented system allows information from sources that are classified as 

unreliable (or potentially unreliable) can be filtered completely a priori to 

reduce computational and communicational cost. 

 

While discrediting information allows sophisticated Soft Security, filtering 

information sources reduces communication and computation costs. 

 

 

The proposed research investigates a distributed belief revision and trust 

management algorithms for agents in real world multi-agent systems based on the 

reputation of related information sources.  These algorithms allow agents to work in a 

real world environment where information sources with various levels of reliability are 

present.  Equipped with the proposed algorithms, an agent is capable of employing soft 

security to gradually isolate unreliable information sources or agents from the system, so 

that an agent excludes fraudulent knowledge from those information sources.  Although 

this research primarily focuses on supporting agents in multi-agent systems, it can be 

applicable to any decision-making systems challenged the characteristics of dynamics, 

uncertainty, insecurity, scalability, and distribution of control. 
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