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Foreword 

The Lyndon B. Johnson School of Public Affairs has established interdisciplinary research on 
policy problems as the core of its educational program. A major element of this program is the 
nine-month policy research project, in the course of which one or more faculty members direct 
the research of ten to twenty graduate students of diverse disciplines and academic backgrounds 
on a policy issue of concern to a government or nonprofit agency. This “client orientation” 
brings the students face to face with administrators, legislators, and other officials active in the 
policy process and demonstrates that research in a policy environment demands special 
knowledge and skill sets. It exposes students to challenges they will face in relating academic 
research, and complex data, to those responsible for the development and implementation of 
policy and how to overcome those challenges. 

The curriculum of the LBJ School is intended not only to develop effective public servants, but 
also to produce research that will enlighten and inform those already engaged in the policy 
process. The project that resulted in this report has helped to accomplish the first task; it is our 
hope that the report itself will contribute to the second. 

Finally, it should be noted that neither the LBJ School nor The University of Texas at Austin 
necessarily endorses the views or findings of this report. 

Angela Evans 
Dean 
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Executive Summary 

Few of the changes and innovations that improved interagency integration and unity of effort 
across agencies after 9/11 have been transferred to the cyber domain. Fewer still have been 
applied to deterring, defending against, or retaliating for concerted information campaigns 
directed against the United States. Modest progress in bending interagency cooperation toward 
integration would tangibly improve U.S. capabilities and security and give the president more 
options for addressing these threats. Because we are unlikely to experience a 9/11-like event in 
the gray zone, we will continue to underachieve in developing unity of effort unless we develop 
the capacity to use lesser challenges and events below the level of a full-blown crisis to 
overcome resistance to changing the way we operate. 

Our project examined integration and cooperation between the intelligence community and 
special operations forces in the years leading up to and after the terrorist attacks on September 
11, 2001. Our research confirmed our original assumption that a close examination of the 
partnerships that emerged in this mission area would yield important truths and applicable 
lessons for interagency cooperation on other national security challenges, especially those found 
in the area between war and peace referred to as the “gray zone.” 

We began our project by focusing on intelligence and special operations integration as the 
dependent variable, but soon realized that integration was an enabler to what really mattered: 
overall performance in executing counterterrorism (CT) policy and creating more policy options 
for the president. The methodology involved a series of mutually reinforcing components that 
included a comprehensive literature review; a review of applicable organizational theory; and a 
series of unclassified interviews with leaders, experts, and practitioners from across both 
communities. Interviewees included recent Directors of National Intelligence and the Central 
Intelligence Agency (CIA), recent Deputy Directors of the Defense Intelligence Agency (DIA), 
senior special operators with extensive experience, and senior officers from the intelligence 
community (IC) who worked closely with Special Operations Forces (SOF), including fusion 
cell leaders and Station Chiefs. 

We agree with the judgment of the National Security Strategy that state actors represent a 
growing threat to U.S. national security, which makes it more important to apply as many lessons 
as possible from the realm of CT to our capacity to confront these state threats. We also assess 
that conflict with state actors, particularly Russia, Iran, and China, will mainly occur in the gray 
zone and be characterized by several attributes: an adversarial approach to inter-state 
competition; the use of incremental campaigns across multiple domains (rather than decisive 
campaigns that might spark armed conflict); the use of misattribution, denial, proxies, and 
strategic exploitation of existing cleavages within a society or among allies; and exploitation of 
ambiguities in the legal frameworks that apply. 

Constraints in Applying Lessons from Counterterrorism to the Gray Zone 

Our research shows that the conflicts of the early 21st century forged more than cooperation 
between SOF and the IC. In some areas it created whole new enterprises and sub-enterprises, 
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such as the counterterrorism enterprise and the manhunting sub-enterprise. The post 9/11 period 
was also characterized by the relentless adaptation of the SOF and IC elements engaged. Indeed, 
the challenge identified in our research is not whether units can adapt, but whether the 
adaptations translate into doctrinal permanence for the organization. 

We assess that applying important interagency adaptations, procedures, and principles developed 
during CT operations in the early 21st century would make a significant difference in improving 
U.S. posture and agility in the gray zone in mobilizing interagency efforts to take on complex 
problems, which, by their nature, do not lend themselves to single-agency solutions. This 
dexterity—the ability to combine and harness the strengths of key agencies, thereby deploying 
the power of a true whole-of-government approach—will be critical when it comes to taking on 
the evolving threats of the future. 

Two considerations, however, lead us to caution against attempting a one-for-one transfer of the 
approaches developed. The first is the necessity to be intentional about whether particular 
examples of progress in integration between the IC and SOF clustered around questions that can 
be characterized by clear cause-and-effect problems, or complex, non-linear problems, requiring 
broad and deep understanding of context. The second factor bounding the transfer of lessons is 
that the relentless adaptation noted above and the great strides in integration that occurred around 
the CT mission did not happen until after 9/11. By definition, our adversaries in the gray zone 
actively avoid sparking a crisis that would prompt a response like that of the United States after 
9/11. We assess the U.S. will continue to underachieve in developing unity of effort unless we 
develop the capacity to use events below the level of a crisis to overcome resistance to change. 

Throughout the course of our study, we became increasingly mindful of the second consideration 
limiting the transfer of lessons. Avoiding a U.S. reaction like the one after 9/11 is a primary 
reason our competitors choose to operate in the gray zone. While many parts of the U.S. 
government were focused on CT issues before 9/11, the CT enterprise did not really emerge until 
after the attacks. As a result of this understanding, we grew increasingly interested in the period 
before 9/11. Despite the first World Trade Center bombing in 1993, the Khobar Tower bombing 
in 1996, the East Africa embassy bombings in 1998, the U.S.S. Cole bombing in 2000, and 
countless plots, no single attack was powerful enough to mobilize significant change between the 
SOF/IC communities until 9/11. These events drove measured and uneven evolutionary change 
in the U.S. approach to CT. Rapid and transformational change came only after the catastrophic 
attacks. 

The environment that existed after 9/11 to support and drive CT execution is simply not present 
for competition in the gray zone, nor is the “war zone” mentality that played such a significant 
role in forging interagency teams and mutual dependence. Although the dramatic flow of 
resources and the unblinking attention of the NSC that characterized the CT campaigns may not 
be possible, we judge that many actions we could take now would greatly enhance performance 
in the gray zone. One point emphasized by many of the experts we interviewed seems 
particularly relevant: the unprecedented interagency cooperation that occurred after 9/11 was 
built on a foundation of smaller episodes of interagency cooperation such as SOF/IC 
collaboration in the Balkans before 9/11.  
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Counterterrorism 

Before offering recommendations for the gray zone, it is important to state that we do not take 
for granted that the lessons identified between the IC and SOF are fully learned or 
institutionalized for the long-term CT effort. Despite a recent emphasis in military doctrine on 
the importance of the interagency or whole-of-government approaches, the most effective 
procedures and relationships were forged in the crucibles of the war zone. The U.S. interagency 
cannot stay at that peak of integration on all issues all of the time. 

Throughout our research, interviewees and the literature described ways in which representatives 
and leaders in various organizations recognized specific barriers to integration and launched 
initiatives to reduce or eliminate them. These initiatives ranged from systematic to highly 
idiosyncratic and from bottom-up to top-down. We judge that being intentional about these 
principles can transform lessons identified into permanent lessons learned for CT, and this list 
represents a starting point for transferring these lessons to other challenges. Achieving 
integration, in our view, requires the following: 

1. Intentionality in acknowledging and addressing barriers to integration; 
2. The liberal and intentional use of credible liaison officers between organizations (or 

“hostages,” as they were often called); 
3. Development of a “shared consciousness” across organizational boundaries; 
4. Decentralized authority and execution, including exercising authority in working closely 

with other organizations; 
5. The creation of tailored fusion cells and a corollary expectation of close interaction 

between analysts and operators; 
6. Exploitation of available commercial technology to facilitate collaboration; 
7. Development of close personal relationships at all levels across organizational 

boundaries; and 
8. “Enterprise” leadership at every level. 

Regarding the last point, beyond wide recognition of a need for change, leadership was the 
critical ingredient in overcoming obstacles such as interagency tensions or bureaucratic inertia. 
Improving performance on other national security challenges will require development of similar 
networks integrating the capabilities of many organizations in the same mission space. 
Achieving this requires leaders who possess not only extreme competence in their specialty, but 
the ability to work across organizational boundaries. 

Leaders must specifically understand the institutional, organizational, and individual actors that 
comprise that mission space, including their cultures, authorities, and capabilities. They must 
view them not as an untidy set of organizations and people, but as the components for a new 
network tailored to the task. They must then lead—first in building and then in leveraging those 
networks to achieve the objectives of the broader national security enterprise. 

Cyber 

With full knowledge of the recent focus on cyber vulnerabilities, the development of offensive 
and defensive cyber capabilities, and the creation of new organizations and initiatives to harden 
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potential targets, our interviews with senior officials were striking in their unanimous view that 
significant shortfalls remain in the state of interagency integration on cyber, including a lack of 
clarity about the roles and missions of key organizations. Just as in the realm of CT on 
September 10th, 2001, each of the three previous administrations could point to initiatives 
undertaken to improve the U.S. posture in the cyber domain. Each administration could argue 
that cyber has been routinely described as a major threat and given a high priority in national 
security strategies. Similarly, each administration could further argue that we have already 
experienced major cyber events that did significant economic harm to individuals, corporations 
and government agencies, with corrective steps taken after each. The Obama Administration 
created a Cyber Security National Action Plan in 2016 and as we conclude our study the Trump 
Administration is planning to release its National Cyber Strategy. 

We assess that the absence of interagency integration and agility represents the most significant 
vulnerability, and improving it offers the highest return on investment for performance and 
national security on these issues. This is consistent with the section on cyber in the Trump 
Administration’s December 2017 National Security Strategy, which states, “Improve Integration 
and Agility: We will improve the integration of authorities and procedures across the U.S. 
Government so that cyber operations against adversaries can be conducted as required. We will 
work with the Congress to address the challenges that continue to hinder timely intelligence and 
information sharing, planning and operations, and the development of necessary cyber tools.”1 

The following recommendations are not aimed at every aspect of cyber security, which is the 
business of every government agency, private organization, and individual user. Nor are we 
addressing the military’s protection of its command and control systems, or use of offensive 
cyber tools to degrade or destroy an adversary’s systems during military operations, which is the 
purview of the Department of Defense. Our focus is on “significant cyber events,” which we 
define as events that represent a clear and present threat to national security or constitute a crisis. 
Examples might include an orchestrated chemical release to cause casualties, a breach of 
transportation systems to cause major disruptions or casualties, large or sustained power outages, 
or economic coercion on a large scale. 

Cyber Recommendations 

Recommendation 1: The National Security Adviser should direct the creation of a planning cell 
on the staff of the NSC to develop an enduring approach for integrating all elements of 
government and national power in executing a robust cyber strategy. This cell would be a 
temporary entity with a charter no longer than a year. It would not participate directly in crisis 
management or operations oversight, although this group might recommend the creation of new 
elements with these responsibilities. The planning cell should include representatives from 
relevant agencies across the government authorized to speak for and coordinate with their 
respective agencies. The planning cell would be authorized upon its establishment to also form 
an external group of advisors from the private sector and former senior officials. The planning 
cell would be tasked with the following: 

                                                
1 Office of the President of the United States, “National Security Strategy of the United States of America” (Dec. 
2017), https://www.whitehouse.gov/wp-content/uploads/2017/12/NSS-Final-12-18-2017-0905.pdf. 
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• Evaluating the effectiveness of current inter-agency coordination; 
• Assessing the “bandwidth” of the NSC to manage operations that do not lend themselves 

to a single agency lead; 
• Proposing clearer roles and missions for various agencies; 
• Highlighting shortfalls or gaps in capabilities and responsibilities; and 
• Identifying where additional resource investments are needed to achieve effective 

interagency coordination, and proposing new legislation if deemed necessary. 

Recommendation 2: To inform its work, the planning body above should charter and oversee a 
series of exercises to serve as structured “premortems” for varied significant cyber event 
scenarios. These scenarios would be created by red teams to emphasize large-scale events, 
particularly those that created issues at inter-agency seams. (A premortem is the hypothetical 
opposite of a postmortem. Participants would be asked to generate plausible reasons for a 
system’s failure in order to improve, not autopsy, organizational response.2) The objective of 
these premortems would not be fine-tuning U.S. crisis management, nor would they be war 
games (which we also view as beneficial, but which already occur). The operative questions for 
the premortems would be: 

• What could have been done to prevent this event? 
• What capabilities, authorities, or resources did we lack to prevent such an event? 
• What coordinating mechanisms are needed to enhance prevention, deterrence, 

countermeasures, or retaliation? 
• What interagency issues must be resolved to prevent such an event? 

The exercises would try to anticipate what the president, key agency heads, Congress, and the 
public would want to change immediately after such an event, and then try to move as far as 
possible in that direction before a crisis. While it would be instructive for senior leaders from 
across government to participate in such an endeavor, trying to set aside the time for these senior 
actors would most likely doom the idea. Accordingly, while the agencies would be represented 
by expert officials in these premortem exercises, participants representing sub-cabinet level 
officials and above would be represented by former senior officials. We envision the scenarios as 
being run at war colleges or research universities, and not by contractors. 

Information Operations in the Gray Zone 

The U.S. is even less prepared to conduct integrated information warfare or to execute a targeted 
strategic communication campaign against a sophisticated adversary than it is to deal with a 
significant cyber security event. Although manipulation of U.S. information has created a crisis 
of trust in institutions and in one another, the U.S. has not yet begun to act as if we collectively 
see this as a national security issue. Disinformation campaigns are no longer solely conducted in 
conflict zones overseas. Even photographic or video evidence isn’t reliable as it may be easily 
manipulated using alternative images. The broader question of how democracy will adapt to an 
era when it is increasingly difficult to determine what is real and what is fabricated is critical in 
our view, but it is also beyond the scope of this project. 
                                                
2 Gary Klein, “Performing a Project Premortem,” Harvard Business Review (Aug. 1, 2014), 
https://hbr.org/2007/09/performing-a-project-premortem. 
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The NSS points out that rival actors use propaganda and other means to discredit democracy, 
spread false information, and create divisions among ourselves, allies, and partners. Info 
dominance is complex, but adversaries will use it because it is cheap, stays in the gray zone, and 
in a polarized environment, is effective. Relative to our efforts in the cyber domain, we are 
essentially not even on the playing field in addressing information warfare. Ignoring information 
operations as a top priority threatens the fourth pillar of the National Security Strategy, which is 
to advance American influence. Our findings focus on inter-agency cooperation to deter, detect, 
counter, or retaliate against state or non-state actors who threaten our national security. 

Despite clear recognition of the problem, monies allocated to the State Department to compete in 
the information operations realm and combat adversarial information operations have gone 
unspent and officials charged with leading the effort have stated there is nothing much to be 
done. The U.S. has relied almost exclusively on economic retaliation. While sanctions can be 
effective, the U.S. must also develop a broad set of information and strategic communications 
capabilities to deter or limit hostile information actions and a robust set of retaliatory tools. This 
does not mean we avoid the use of sanctions or that we must retaliate in kind or with the same 
type of misinformation. We should, however, aggressively develop inter-agency capabilities and 
coordinating mechanisms to exploit a common attribute of Russia, China, Iran, and North Korea: 
their extreme sensitivity to the information that reaches their own populations. 

While the U.S. should not feel compelled to respond to every act of information operations by 
state or non-state actors, we agree with Senator Lindsey Graham’s comment that “they have been 
throwing rocks and we have been throwing pebbles.” The president must have on hand the 
capability to launch operations that create domestic political pain for these regimes when that is 
appropriate and the most effective means of deterrence. For North Korea, a simple example of 
this might mean making more South Korean soap operas available to the populace, whereas for 
Russia, a simple example might mean publicizing events like Russia’s recent casualties in Syria 
and explicitly laying the blame at the Kremlin’s feet. 

This strategic capability cannot be developed in the absence of a major, well-resourced, 
integrated effort. Developing this capacity would require a deep understanding of the target 
countries, new technologies, possibly new coordinating mechanisms, coordination with allies, 
new resources, and possibly new authorities to conduct covert action. 

Information Operations Recommendations 

Recommendation 1: Create a National Information Task Force with accompanying and co-
located IC representatives. The Task Force’s mission would be to detect, deter, counter, disrupt, 
or retaliate for hostile information operations directed against the U.S. or its allies. The center 
would, at minimum, include representatives from the Department of State, Department of 
Defense, the Joint Staff, and relevant commands [especially Cyber Command, various 
Combatant commands (PACOM, CENTCOM and EUCOM), Treasury, FBI, and others]. Senior 
intelligence representatives should be co-located with full connectivity to their agency’s 
communications systems. 

Recommendation 2: Set about expanding, energizing, and evaluating the performance of key 
organizations to measurably improve U.S. ability to compete and execute operations in this 
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mission space, including public diplomacy. For instance, energize the Department of State’s 
Global Engagement Center. In particular, State must begin spending the money allocated for 
these purposes. Assign the Open Source Enterprise to provide direct support to the Task Force. 
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Chapter 1. 
Introduction 

For the national security enterprise of the United States—those agencies charged with 
safeguarding the nation—the morning of September 11, 2001, changed everything. In less than 
90 minutes, an audacious group of just 19 terrorists executed the deadliest surprise attack ever 
launched against the United States, shattering the country’s sense of security and ushering in a 
period of profound uncertainty. Even as newscasters struggled to make sense of the scenes of 
rescue workers battling flames and smoke in New York and Virginia, news broke that a fourth 
hijacked plane had slammed into a field in rural Pennsylvania, killing everyone onboard. For 
certain key U.S. agencies and communities, the day’s events signaled the start of a mobilization 
unlike anything witnessed since the beginning of World War II. 

The psychological dislocation caused by the surprise and the unprecedented success of the 
attacks was deepened by a profound dread that they were only the first wave. This fear was 
reinforced by ample intelligence indicating many more credible plots and plotters. In this 
context, an urgent set of three imperatives quickly emerged across the national security 
enterprise—even before they were formally outlined as policy. Protect the homeland. Disrupt 
attack plotting by taking the fight to the enemy. Deny sanctuary anywhere on Earth to groups 
bent on doing harm to the United States. One intelligence officer recalled watching the collapse 
of the first World Trade Center tower and saying, “I’ve spent my career preparing for the balloon 
to go up. It just went up.”3 

There was also widespread recognition that, while the success of the plots represented a massive 
intelligence failure, intelligence would be essential to achieving all three of these strategic tenets. 
“Protecting the homeland” required much better domestic intelligence and intelligence 
integration at all levels of government. This imperative would lead to wholesale governmental 
reforms, including the creation of the Department of Homeland Security and the Transportation 
Safety Administration, an unprecedented reorganization of the intelligence community, and a 
fundamental shift in the core mission of the Federal Bureau of Investigations to focus on 
prevention as well as investigation. 

Developing the “away game” to take the fight to an elusive enemy and denying them sanctuary 
would also depend on exquisite intelligence. To this end, every intelligence agency rewrote its 
mission priorities and pivoted resources to counterterror tasks—uncovering plots, identifying 
terrorist operators, and precisely geolocating them. For its part, Congress dramatically modified 
both the resource picture for the Intelligence Community (IC) and the set of authorities under 
which it operated. The operative question from Congress to the IC could be summarized simply: 
“What do you need?” 

For the Central Intelligence Agency (CIA), the dramatic increase in demand for collection and 
analysis on counterterrorism to support all three key imperatives was also accompanied by new 

                                                
3 Interview with Former Senior Intelligence Officer, September 2017. 
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taskings and authorities. Taken together, these responsibilities would rapidly propel the agency 
into kinetic covert operations against al Qaeda. But the CIA would fight as part of a team. In less 
than a few weeks, CIA and U.S. Special Operations Forces (SOF) elements were united in the 
direct hunt for terrorist operatives in Afghanistan and in the overthrow of the terrorist sanctuary. 
In short order, SOF and the IC, supported by U.S. air power, emerged as the “tip of the spear” in 
an effort that became known as the Global War on Terror (GWOT). This dynamic conflict would 
soon grow to include conventional U.S. forces as well and would eventually envelope vast 
swaths of South Asia, the Middle East, and Africa. 

The threat required the United States to require its SOF and IC to demonstrate the agility, 
information-gathering powers, analytical faculties, and advanced tactical capabilities necessary 
to succeed against the unorthodox challenges of the burgeoning conflict. These communities had 
many of the required capabilities, but capabilities alone do not spell success—both communities 
would have to learn to effectively work together to handle the profound responsibilities they 
were assigned. To do so required overcoming a host of obstacles, including profound differences 
in organizational culture and operational procedures, and forging new institutional bonds, 
structural mechanisms, and personal relationships that spanned organizational boundaries. 

This evolution in collaboration and integration, a years-long effort, was largely forged on the 
battlefield, where hard-earned lessons were learned and often relearned. Notably, the Global War 
on Terror certainly wasn’t the first area of collaboration between intelligence officers and SOF 
operators—joint operations in Bosnia in the mid-1990s had already “sown the seeds of that 
enlightenment,” according to one former senior CIA and DIA officer.4 However, what took place 
in the non-permissive environments of Afghanistan and Iraq helped crystallize the partnership, 
fueling levels of integration and collaboration previously unseen. What gradually emerged was 
the rise of a stunningly effective SOF-IC manhunting enterprise, an innovative and flexible 
machine that did not exist in form or function prior to the September 11th attacks. 

More than a decade and a half later, the SOF-IC enterprise forged on the rocky Afghan steppe 
and sharpened in the alleys of Baghdad and Ramadi now enjoys near-global operational reach to 
target individuals engaged in planning attacks against the U.S. or its allies. This team has chalked 
up a long list of achievements, highlighted by the 2011 raid that killed Osama Bin Laden. 
Though Al Qaeda has proven to be a resourceful and resilient foe, which is still spreading to new 
regions, its senior leadership has been greatly degraded by this campaign and lost much of its 
ability to provide central guidance or exercise direct command and control of its various 
branches. The SOF/IC team, along with conventional military units (especially air power), also 
had significant success against the Islamic State in Iraq and Syria (ISIS) using a punishing 
combination of intelligence to feed precision strikes, targeted raids, and sustained information 
and cyber warfare operations. While these groups are less capable of centralized attack-planning 
than they once were, it is an open question whether or not the U.S. and its allies have used the 
time purchased by these operations to employ other elements of national power to address the 
root causes of terrorism and to slow the spread of the appeal of the Jihadist groups. 

                                                
4 Doug Wise, former CIA officer and Deputy Director of the Defense Intelligence Agency, interview with team, 
December 2017. 
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The evolution of the SOF- IC enterprise also raises important questions. Have the hard-fought 
lessons learned in the crucible of two enduring wars actually been captured, or will they prove to 
be as ephemeral as those from previous conflicts? Can such lessons ever truly be absorbed, given 
the vastly different circumstances under which wars are fought? What were the most significant 
barriers to integration and how were they overcome, if they were at all? How applicable are these 
advances to threats outside the realm of counterterrorism? What have we learned about 
mobilizing the interagency to handle complex national security challenges? Finally, and perhaps 
most importantly, how can we deploy what we have learned against the emergent threats of 
adaptive adversaries—including the shadowy challenges of the gray zone—that the future will 
bring? 
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Chapter 2. 
Methodology, Background, and Current Strategic Challenges 

in the Gray Zone 

Methodology 

This project was founded on a simple premise: the integration, collaboration and organizational 
learning that drove improvements in counterterrorism performance between Special Operations 
Forces and the Intelligence Community in the years after the September 11th attacks hold 
meaningful lessons for future interagency efforts. In undertaking this case study, we believed 
cataloguing and studying these processes would unearth knowledge that could be deployed 
against future threats, particularly those of the gray zone, the area between peace and war. We 
wanted, however, to be careful to understand which lessons apply and which might not because 
of differing conditions. To gain a deeper and more nuanced understanding of the underlying 
drivers of the advances in interagency performance, the research team focused on three main 
tasks as part of its qualitative research: executing a far-reaching literature review on the two 
communities and their evolving relationship in the years after September 11, 2001; researching 
and applying relevant organizational theory to interpret and analyze these changes; and 
conducting interviews with experts and practitioners from across both communities. 

Conducting research in the realm of national security presents certain understandable challenges; 
the Department of Defense and the various intelligence agencies charged with keeping our nation 
safe are compelled to keep their secrets secure. Because we carried out all of our work in the 
unclassified domain, we concluded that quantitative methods would not be applicable to our 
project. We lacked the clearance and access to the type of information that would lend itself to 
the granularity required for a quantitative study. 

We chose instead to devote considerable time to meeting with key individuals from across the 
SOF and intelligence communities, men and women who witnessed first-hand—and often 
sparked—the progress and innovations that emerged in the years after the 9/11 attacks. These 
conversations, which took the form of semi-structured interviews, provided the team a crucial 
window into many of the critical breakthroughs in technology, internal and interagency 
processes, and cultural and institutional reform that forged the SOF-IC enterprise. We wanted to 
know exactly how these changes came about and to understand the enabling conditions that led 
to these adjustments. Moreover, we wanted to know what did not change and what specific 
obstacles were barriers to change. The semi-structured format fit our purposes well, allowing 
researchers to ask interview subjects many of the same questions while still providing flexibility 
to explore interesting and relevant topics as they arose and to zero in on the specific expertise 
and experience of the interview subjects. 

We built an initial interview list based on the team’s extensive literature review and insight from 
former practitioners in the Intelligence Studies Project at The University of Texas. We reviewed 
the list for relevance to the topic and then we contacted individuals. Each individual was 
informed of the research topic and its unclassified nature. At the end of each interview, we asked 
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individuals if they could suggest additional candidates, which yielded a broader collection of 
sources from which to select. This process continued through the interview phase, giving us a 
total of 25 interviews (see Appendix A). Interviews were conducted via phone, video, and in 
person, either in Austin, Texas, or Washington, D.C. Physical locations were in a variety of 
environments, from congressional offices to the National Security Council. 

All three components of our team’s research proved critical to the project. The literature review 
played a vital role in cross-leveling the collective knowledge base of the team, building a 
common understanding of the missions, structures, authorities, cultures, traditions, and processes 
of the SOF and intelligence communities. Identifying and applying relevant organizational 
theory—concepts like Punctuated Equilibrium Theory5 and David Snowden’s Cynefin 
framework6—helped us conceptualize and compile our findings. These steps were critical in 
preparing us for the interview process, which provided essential insight into the efforts of the two 
communities: what worked, what did not, and the relevance of these lessons for challenges 
beyond counterterrorism, especially the gray zone. 

Background and Current Strategic Challenges 

This study focuses on integration between Special Operations Forces and the Intelligence 
Community in the years directly leading up to and following the attacks of September 11, 2001. 
It traces key breakthroughs in techniques, organizational structure, and technologies that have led 
to dramatic increases in the performance of their respective missions. Advances were highlighted 
in interviews with dozens of experts from across what we have called the SOF-IC enterprise. 
While it is largely a success story and a testament to the capabilities, ingenuity, and flexibility of 
the leaders, managers, and field operators of both communities, there was significant resistance 
to some changes. Advances were not achieved uniformly. Nevertheless, the combined efforts led 
to critical innovations and dramatically increased effectiveness in U.S. counterterrorism 
execution. 

We chose to conduct this detailed examination of interactions between SOF and intelligence 
communities because we hoped that the results of the project would hold profound lessons for 
dealing with other pressing national security challenges. Chief among these is the importance of 
agility in mobilizing interagency efforts to take on complex problems, which, by their nature, do 
not lend themselves to single-agency solutions. This dexterity—the ability to combine and 
harness the strengths of key agencies, thereby deploying the power of a true whole-of-
government approach—will be critical when it comes to taking on the evolving threats of the 
future. The significance of necessity as a motivating factor for change is another critical lesson. 
Despite their shared lineage, the SOF and intelligence communities were not a natural fit—it was 
the need to act rapidly and decisively after 9/11 that drove integration between them and 
ultimately raised their performance in the ensuing years. 

                                                
5 B.D. Jones and F.R. Baumgartner, “From There to Here: Punctuated Equilibrium to the General Punctuation 
Thesis to a Theory of Government Information Processing,” Policy Studies Journal 40: 1-20 (2012),  
doi:10.1111/j.1541-0072.2011.00431.x. 
6 David J. Boone, Mary E. Snowden, “A Leader’s Framework for Decision Making,” Harvard Business Review 
(Dec. 7, 2015), https://hbr.org/2007/11/a-leaders-framework-for-decision-making.  
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Of the many pressing issues standing before the U.S. National Security community, the most 
troublesome may be the nebulous area between war and peace often referred to as the gray zone. 
In this murky domain, which encompasses everything from information warfare to cyber 
operations, the lessons of the SOF-IC Enterprise can prove valuable. One of the most distinct 
features of the gray zone is that there is no “bang”—no catastrophic attack that would create the 
impetus for the type of mobilization and changes that proved so critical in addressing terrorism 
after 9/11. For those concerned with the perils of the gray zone, this creates a confounding 
conundrum: how to create the impetus for a whole-of-government approach without a 
devastating attack or existential crisis? It is here that we believe the value of our study lies. In 
examining integration between Special Operations Forces and the Intelligence Community, and 
highlighting the innovations and advances in performance this integration sparked, we hope to 
underline the importance of employing an interagency approach now to take on the increasingly 
complex challenges of today and the future.  

Overview of the Intelligence Community and U.S. Special Operations Forces 

Intelligence Community 

The Intelligence Community (IC) is made up of 17 organizations that focus on different aspects 
of their collective mission to collect, analyze, and provide intelligence, as well as 
counterintelligence, to leaders and policy-makers across the U.S. government (see Appendix B). 
Despite their diverse and disparate functions, the various agencies collaborate regularly to 
produce key intelligence products and briefings to include in the President’s Daily Brief (PDB). 
The IC has four mission objectives that form the basis for their topical missions: intelligence, 
counterintelligence, counterterrorism, and counterproliferation.7 In order to carry out those 
missions the IC uses six collection sources: Signals Intelligence, Human Intelligence, Geospatial 
Intelligence, Imagery Intelligence, Open-Source Intelligence, and Measurement and Signature 
Intelligence. With over 100,000 employees, a corresponding number of contractors, and an 
annual budget exceeding $70 billion, the IC is larger than the Departments of State, Justice, and 
Commerce combined. 

The IC has an expansive bureaucracy that was forged and purposed during the Cold War, and it 
still retains much of its original design. Celebrated for its potency and foresight, the 1947 
National Security Act was a prescient piece of legislation that established the institutional 
structure that served the nation well throughout the remainder of the 20th century, and still 
retains salience today. However, despite its success formalizing the structure of the fledgling IC, 
it was not without flaws, many of which have since been addressed in a series of subsequent 
reform efforts highlighted by the Church and Pike Committees in the 1970s. 

After the attacks on September 11, 2001, the IC went through extensive organizational reform 
including the 2004 Intelligence Reform and Terrorism Prevention Act (IRTPA), the most 
extensive overhaul of the IC since its inception. Today, the Office of the Director of National 
Intelligence (ODNI), which was created by IRTPA and is led by the Director of National 
Intelligence (DNI), administers and coordinates the overall efforts of the IC. Under the DNI the 
                                                
7 Office of the Director of National Intelligence, “What Is Intelligence,” https://www.odni.gov/index.php/what-we-
do/what-is-intelligence. 
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other members are split into three groups: Program Managers, who advise and assist the ODNI in 
identifying requirements, developing budgets, managing finances, and evaluating the IC’s 
performance; Departments, which are components of the IC within government departments, 
except for the DOD, that focus on serving their parent department’s intelligence needs; and 
Services, which encompasses all intelligence personnel in the armed forces, with these personnel 
primarily supporting their own service’s needs.8 (See the following diagram.) 

 
Special Operations Forces 

Similar to the Central Intelligence Agency, Special Operations Forces trace their origins back to 
World War II and the Office of Strategic Services (OSS), even sharing a common emblem. 
While many former OSS members went on to serve in the CIA and across the IC, some officers 
helped form and lead the fledgling U.S. Army Special Forces, which were officially formed in 
1952. The rise of Low-Intensity Conflict throughout the Cold War, especially in the 1970s and 
1980s, coupled with the failure of the military services to adequately integrate their operations, 
led to Congressional action to reform the Department of Defense in the Goldwater-Nichols 
Defense Reorganization Act of 1986. In an amendment to the act, Senators Sam Nunn and 
William Cohen pushed for significant reforms of SOF that produced several key changes. These 
included a new unified combatant command led by a four-star general in the form of U.S. 
Special Operations Command (SOCOM), a separate SOF-specific funding program (MFP-11), 

                                                
8 Office of the Director of National Intelligence, “U.S. National Intelligence, An Overview” (2011), 
https://www.dni.gov/files/documents/IC_Consumers_Guide_2011.pdf. 
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an Assistant Secretary of Defense for Special Operations and Low-Intensity Conflict (ASD 
SO/LIC), and a coordinating board for Low-Intensity Conflict on the National Security Council.9 

The attacks of 9/11 and the subsequent GWOT propelled SOF, with its core counterterrorism 
mission, to the fore as the principal instrument for combating terrorist threats abroad. In response 
to the demands of the GWOT, Congress oversaw the unprecedented growth of SOF, which more 
than doubled in size to 70,000 personnel. Meanwhile, its baseline budget tripled to over $10 
billion.10,11 Today, SOCOM possesses four service component commands that serve as force 
providers. It also encompasses eight sub-unified commands consisting of seven Theater Special 
Operations Commands (TSOC) operating under the control of their respective Geographic 
Combatant Commands (GCC) and one functional command, Joint Special Operations Command 
(JSOC). 

Despite its rapid growth, SOCOM still constitutes only about two percent of the Department of 
Defense personnel and budget. Nevertheless, SOCOM is now the principal coordination 
authority responsible for synchronizing department-wide planning for global operations against 
terrorist networks under the Unified Command Plan, as well the Department of Defense 
proponent for both Security Force Assistance and Countering Weapons of Mass Destruction.12 
On any given day over 8,000 SOF personnel are deployed to over 80 countries. As demands for 
SOF continue to grow, there is increasing concern within policy planning, legislative, and 
military circles about overstressing this essential command. Even the current SOCOM 
commander, General Raymond A. Thomas III, has expressed these sentiments, saying that 
though “business is good” his command is straining under the pressure of more than 16 years of 
combat operations and unrelenting global demands. Senior Pentagon officials have also voiced 
concern, cautioning that SOF is not a panacea and must be employed judiciously and in line with 
their purpose. 

The Gray Zone 

In November 2016, the Joint Chiefs of Staff published their assessment of the near-future as a 
chaotic, contested, and complex environment of pervasive disorder.13 The 2017 National Security 
Strategy (NSS) foretells of growing competition across all domains, with particular focus on 
great power rivalries with Russia and China.14 Finally, the 2018 National Defense Strategy 
(NDS) warns that the United States has suffered from “strategic atrophy” and faces an 

                                                
9 United States Special Forces Command, “History” (2007), https://fas.org/irp/agency/dod/socom/2007history.pdf. 
10 Nick Turse, “The Startling Size of US Special Forces” (Jan. 8, 2014), Mother Jones, 
http://www.motherjones.com/politics/2014/01/map-startling-size-us-special-forces/. 
11 Nick Turse, “American Special Ops Forces Have Deployed to 70 Percent of the World’s Countries in 2017” The 
Nation (June 26, 2017), https://www.thenation.com/article/american-special-ops-forces-have-deployed-to-70-
percent-of-the-worlds-countries-in-2017/. 
12 Andrew Feickert, “U.S. Special Operations Forces (SOF): Background and Issues for Congress” (April 20, 2018), 
https://fas.org/sgp/crs/natsec/RS21048.pdf. 
13 United States Joint Chiefs of Staff, “Joint Operating Environment 2035: The Joint Force in a Contested and 
Disordered World” (last modified Nov. 28, 2016), https://publicintelligence.net/jcs-joe-2035/.  
14 Office of the President of the United States, “National Security Strategy of the United States of America” (Dec. 
2017), 2, https://www.whitehouse.gov/wp-content/uploads/2017/12/NSS-Final-12-18-2017-0905.pdf. 
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increasingly anarchic global environment marked by a receding liberal, rules-based international 
order.15 In a major departure in U.S. policy since September 11, 2001, the 2018 NDS 
unequivocally states that “inter-state strategic competition, not terrorism, is now the primary 
concern of U.S. national security.”16 One of the central trends in this evolving environment of 
rising challenges to U.S. dominance and international norms is the increasing exploitation of the 
ambiguous realm between war and peace, commonly known as the gray zone. 

The gray zone is an important new construct for understanding the contemporary strategic 
landscape and the methods being employed by our principal competitors. Although many of the 
tools and techniques being employed in the gray zone are not inherently new, their deliberate 
application in a concerted manner to challenge U.S. national interests and exploit seams in the 
U.S. strategic paradigm are cause for serious concern. Great power rivals China and Russia have 
honed their strategic approaches to counter U.S. conventional dominance through decades of 
observing how the United States operates in conflicts around the world. Both countries 
deliberately developed non-military means and strategies to determine outcomes that negate U.S. 
advantages in conventional conflicts. These gray zone strategies have yielded startling changes 
to the world map. Russia has nominally acquired Abkhazia, South Ossetia, Crimea, and the 
Donbas, while China has exerted de facto control of large swathes of the South China Sea and its 
vast natural resources. A subtler but greater danger is the erosion of U.S. credibility and the 
subversion of the liberal international order. It is crucial to understand the evolving gray zone 
strategies being employed by our adversaries and develop appropriate counter-measures to 
prevent the continued debilitation of U.S. national interests. 

The Gray Zone Defined 

Although it was first conceptualized in the 2010 Quadrennial Defense Review, General Joseph 
Votel, current commander of CENTCOM and former SOCOM commander, formally introduced 
the term “gray zone” on March 18, 2015, in a statement to the House Armed Services 
Committee’s Subcommittee on Emerging Threats.17 A white paper prepared by Navy Captain 
Philip Kapusta at SOCOM later in 2015 formally defined gray zone challenges as “Competitive 
interactions among and within state and non-state actors that fall between the traditional war and 
peace duality… characterized by ambiguity about the nature of conflict, opacity of the parties 
involved or uncertainty about the relevant policy and legal frameworks.”18 

A burgeoning literature on the gray zone has since added to this original definition. Michael 
Mazarr, author of a comprehensive report on the gray zone for the Strategic Studies Institute of 
the U.S. Army War College and a Senior Political Scientist for RAND, offers a four-point 
definition that further elucidates gray zone characteristics: (1) cohesive, integrated campaigns; 

                                                
15 Jim Mattis, National Defense Strategy (Washington, D.C.: Pentagon, 2018), 1. 
16 Ibid. 
17 “National Defense Authorization Act for Fiscal Year 2016: Special Operations Forces in Uncertain Threat 
Environment,” Hearing before the Subcommittee on Emerging Threats and Capabilities, House Armed Services 
Committee, House of Representatives, 114th Congress (March 18, 2015), 
https://fas.org/irp/congress/2015_hr/031815votel.pdf. 
18 Philip Kapusta, “The Gray Zone,” White Paper prepared for United States Special Operations Command (Sept. 9, 
2015), https://info.publicintelligence.net/USSOCOM-GrayZones.pdf. 
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(2) employing unconventional tools; (3) that deliberately avoid escalation to outright 
conventional conflict; and (4) are strategically gradual in nature.19 Mazarr also describes the 
revisionist intent of contemporary powers employing gray zone strategies to modify the 
international order to serve their own interests.20  

Combining the definitions of Kapusta and Mazarr offers a comprehensive composite that more 
clearly delineates what constitutes the gray zone:  

• Aggressive, coercive competition among or within state or non-state actors; 
• Ambiguity about the nature of the conflict; 
• Opacity of the parties involved; 
• Uncertainty about the legal frameworks; 
• Integrated campaigns across multiple domains; 
• The use of mostly non-kinetic, unconventional tools; 
• Deliberately avoiding escalation to avoid conventional conflict, or interstate war; and  
• Strategically gradual. 

In addition to defining the characteristics of the gray zone, there is need to address the larger 
constitution of the nebulous concept. Scholars differ on the degree that the gray zone constitutes 
a type of strategy, conflict, or set of conditions.21 While all three characterizations are useful, the 
gray zone is principally a description of conditions that include certain forms of adversarial 
competition below the threshold of war, as defined above. In this way, the gray zone is a 
classification of a specific form of conflict, but also to a lesser extent, the set of conditions that 
define the environment in which that conflict exists. As a description of strategy, the gray zone is 
useful for depicting the intentional exploitation of such conditions and methods to accomplish 
objectives without provoking war. Just as a strategy of attrition in World War I broadly describes 
the means to achieve an end, so our adversaries can broadly be characterized as employing gray 
zone strategies to achieve their respective revisionist goals. 

The Gray Zone Debate 

It is important to acknowledge that the gray zone concept is not without detractors. As an 
emergent theory to describe contemporary activities by revisionist actors, the gray zone is 
criticized as being an ill-defined and incoherent concept that deranges strategic understanding. 
Critics claim the gray zone supplants established terms of art such as compellence, subversion, 
and irregular warfare, ignoring the extensive research and knowledge amassed on such long-
standing concepts in favor of the development of “new and exotic terminology” of dubious 
utility.22 Others, maintain that the gray zone concept is counterproductive, and that Russian 
actions in Ukraine and China in the South China Sea represent black-and-white cases of unlawful 

                                                
19 Michael Mazarr, “Mastering the Gray Zone: Understanding a Changing Era of Conflict,” Strategic Studies 
Institute (Dec. 2015), 57, http://ssi.armywarcollege.edu/pdffiles/PUB1303.pdf. 
20 Ibid., 4. 
21 Sean Coffman, Rob Shumaker, and Jeff Givens, “Perception is Reality: Special Operations Forces in the Gray 
Zone,” Master Thesis, Naval Postgraduate School (2016), 8, http://www.dtic.mil/dtic/tr/fulltext/u2/1026159.pdf. 
22 Adam Elkus, “50 Shades of Gray: Why the Gray War Concept Lacks Strategic Sense,” War on the Rocks (Dec. 
15, 2015), https://warontherocks.com/2015/12/50-shades-of-gray-why-the-gray-wars-concept-lacks-strategic-sense/. 



12 

state aggression that violate national sovereignty.23 However, a majority of scholars agree with 
Hal Brands, who argues that the gray zone concept, properly defined, is falsifiable, distinct, and 
holds merit as a construct for greater understanding of the contemporary strategic environment 
and the deliberate approaches being employed by our adversaries in our present age.24 Much like 
terms of art such as Gun-Boat Diplomacy or Cold War had their place in constructively 
conceptualizing conflict in the context of their time and specific conditions, so the gray zone 
represents a useful convention for encapsulating the present character of conflict. 

Another common critique is that the gray zone has become a catch-all concept, too unwieldy to 
have any real meaning. Indeed, some have haphazardly applied the term gray zone to Boko 
Haram, the Islamic State, and the civil wars in Yemen and Syria.25 However, such instances do 
not fall within the prominently accepted definitional framework for the gray zone and were cited 
in error. Terrorism, insurgencies, and civil wars, which encompass the examples above, are 
distinct, established forms of conflict that the gray zone does not subsume or supplant. The gray 
zone does, however, span the spectrum of conflict short of war and the many instruments of 
power. By virtue of its pervasiveness it is broad in concept and application, serving as an 
umbrella term under which many established conventions of conflict reside (see following 
diagram). The gray zone can include a dizzying array of sub-categorizations of conflict, and the 
list of “warfares” alone is extensive—irregular warfare, political warfare, information warfare, 
hybrid warfare, etc.—but the scope of the gray zone should not be cause for undervaluing its 
place in the strategic lexicon. In fact, the failure to conceptualize a broader concept for conflict is 
part of why the U.S. is failing to understand and adequately respond to emerging threats. 

 

The rule of law is central to American society and we tend to see war and peace in discrete 
binary terms—black or white—while the idea of the gray zone engenders a shadowy third space 
that is outside the normative and legal confines of the international order. In fact, a common 
criticism of the gray zone is its penchant for muddling what is otherwise clearly established by 
historical precedent and legal frameworks.26 But the world is neither binary nor discrete. As 

                                                
23 Ben Lowsen, “China’s Maritime Operation: The ‘Gray Zone’ in Black and White,” The Diplomat (May 18, 2017), 
https://thediplomat.com/2017/05/chinas-maritime-operation-the-gray-zone-in-black-and-white/. 
24 Hals Brands, “Paradoxes of the Gray Zone,” Foreign Policy Research Institute (Feb. 5, 2016), 
https://www.fpri.org/article/2016/02/paradoxes-gray-zone/  
25 David Barno and Nora Bensahel, “Fighting and Winning in the ‘Gray Zone’,” War on the Rocks (May 19, 2015), 
https://warontherocks.com/2015/05/fighting-and-winning-in-the-gray-zone/. 
26 Adam Elkus, “50 Shades of Gray: Why the Gray War Concept Lacks Strategic Sense,” War on the Rocks (Dec. 
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defense analyst Nadia Schadlow describes it, “the space between peace and war is not an empty 
one—but a landscape churning with political, economic, and security competitions that require 
constant attention.”27 In this understanding, competition in the international arena exists on a 
continuous spectrum of conflict with infinite derivatives of war and peace mixing and morphing 
in dynamic interplay. As national security expert Frank Hoffman contends, many of the actors 
excelling in the gray zone possess strategic cultures that “envision a more complex continuum of 
cooperation, competition, collaboration, and conflict.”28 

Not only does the United States struggle with conceptualizing such a continuum of interaction, 
we also tend to think in terms of definitive outcomes. The curse of the American way of war, our 
history, and our long-standing dominance is an expectation of total victory. Our strategic culture 
favors decisive end-states, quantifiable outcomes, and the conceptualization of conflict as 
something that we can systematically deconstruct into a series of components or phases.29 
Americans are uncomfortable with hazy spectrums of conflict or complex problems that are not 
easily disentangled, and the unsatisfying results of our involvement in such past conflicts has 
been repugnance and a desire to never engage in such conflict again. But recent history and those 
divining the near-future find that the emerging character of conflict is messy, ill-defined, and 
unsatisfying in outcome.30 If the United States is to succeed in such an environment, we must 
adapt our expectations. 

Adversaries in The Gray Zone 

The cast of actors operating in the gray zone is inherently difficult to discern and ever-changing; 
however, all the adversaries in what the Department of Defense calls the “4+1,” or China, 
Russia, Iran, North Korea, and transnational Violent Extremist Organizations (VEOs), are 
operating in the gray zone. Of these, the most successful and aggressive are China and Russia. 
By virtue of resources and capabilities, they also represent the greatest threat to U.S. national 
security. Both seek to reclaim former glories, dominate their regions, and modify the 
international order to suit their interests. Russia is currently the more dangerous and active threat, 
but a rising and increasingly assertive China presents the greater long-term challenge. Nuclear 
deterrence precludes the likelihood of large-scale conventional war with either China or Russia, 
making the gray zone a principal means for competition. 

Under President Xi Jinping, China is more aggressively seeking global influence, subverting 
uncooperative neighbors, and incrementally changing the reality on the ground in places like the 
South China Sea while still maintaining the thinnest veil of magnanimity. China’s growing 
economic might and ambitious global investments are expanding its political leverage in other 
                                                
27 Nadia Schadlow, “Peace and War: The Space Between,” War on the Rocks (Aug. 18, 2014), 
https://warontherocks.com/2014/08/peace-and-war-the-space-between/. 
28 Frank Hoffman, “The Contemporary Spectrum of Conflict: Protracted, Gray Zone, Ambiguous, and Hybrid 
Modes of War,” The Heritage Foundation (2016), http://index.heritage.org/military/2016/essays/contemporary-
spectrum-of-conflict/#fn46-1381. 
29 Paul Scharre, “American Strategy and the Six Phases of Grief,” War on the Rocks (Oct. 6, 2016), 
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30 Frank Hoffman, “The Contemporary Spectrum of Conflict: Protracted, Gray Zone, Ambiguous, and Hybrid 
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countries as it seeks to undermine the U.S. presence in East Asia. China is also actively 
employing information and cyber warfare capabilities to support its rise to global prominence. 

Russia under Putin’s autocratic rule long ago cast off the prospects of rapprochement with the 
West, embarking instead on a quest to realize Russia’s lost greatness by looking to the past and 
challenging the U.S.-led world order. Although less sophisticated and powerful than China, 
Russia is more brazen and opportunistic. Whether invading neighboring countries like Georgia 
and Ukraine, leveraging energy resources for economic coercion, or weaponizing information to 
undermine Western democracies, Russia is increasingly impudent in how far it is willing to go in 
provoking the United States and its allies. 

Not to be dismissed, Iran’s Islamic Revolutionary Guard Corps (IRGC) is also heavily active in 
the gray zone, employing a global network designed to subvert its adversaries and export its 
Islamic revolution. Adept at information and proxy warfare, Iran is fueling sectarian conflict and 
exploiting the ensuing chaos. The IRGC is deft in employing subversion and avoiding attribution 
despite being directly responsible for countless American deaths and destabilizing a region 
racked with war and crises. Isolated from the international community, unpredictable, and 
seemingly impossible to deter, North Korea poses the most dangerous nuclear threat to the 
United States. Finally, transnational VEOs like the Islamic State, Al Qaeda, and others represent 
a persistent and direct threat to the United States. 

Cyber 

The cyber realm may be the most apt example of the tensions, provocation, and escalation 
inherent in the gray zone. A cyberattack has the advantages of difficult attribution, low costs, and 
potentially significant rewards. Cyber defense, on the other hand, is burdensome and imperfect. 
The digitalization of systems and the adoption of emerging technologies creates a kaleidoscope 
of new and unprecedented vulnerabilities. 

The cyber realm has key strategic consequences. Cyber upends deterrence, since it fails in low-
intensity and non-violent disputes. In the offense-defense balance, the scales are tipped 
significantly in the former’s favor. It has an attribution problem, meaning the identity of the 
perpetrator is not always clear. It takes time to identify a cyberattack and perpetrators can 
conceal their tracks. Attribution can be made more difficult through sophisticated rerouting, thus 
making cyber a key vector for covert action. The identity of the attacker can be concealed, which 
means that those under attack may be uncertain who is attacking. Cyber actors can and do 
conduct false flag operations, which obscure the tracks of the attacker. This uncertainty 
compounds the difficulties of planning and executing a response. In addition, the risks of 
miscalculation are amplified. 

Using cyber tools in the gray zone, adversaries can reap gains without crossing red lines that 
would trigger conflict, enabling revisionist powers to provoke and disrupt with minimal risk of 
escalation and retribution. These gray zone challengers can aggressively and coercively poke and 
prod the United States, often without a trace. Even if the United States is able to attribute an 
attack, the perpetrators anticipate that their provocation will not trigger a full-scale response. 
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As recently as 2007, the IC’s Annual Threat Assessment did not mention the word “cyber.” A 
decade later, cyber threats were the first topic mentioned. “Despite improving cyber defenses, 
nearly all information, communication networks, and systems will be at risk for years,” said DNI 
Coats in 2017. At risk, he stated, was U.S. critical infrastructure, the ecosystem of U.S. 
connected devices, U.S. military and commercial advantages, and America’s internal cohesion. 

U.S. Readiness in the Cyber World 

Unlike other domains, in cyberspace, the United States sits at a unique juncture. It is the most 
powerful and capable cyber actor but also the most vulnerable. This is because the United States 
has the most sophisticated offensive cyber capabilities and a digitally connected, increasingly 
Internet-reliant society. The U.S. has massive vulnerabilities in civilian, commercial, and 
military sectors. Any Internet-connected device is potentially vulnerable. In 2011, the number of 
cellphones in the U.S. exceeded its population. “The attack surface in cyberspace is huge and 
getting bigger all the time,” said Amy Zegart, a professor at Stanford.31 

The U.S. military is critically reliant on digital networks, information systems, and space-based 
platforms for command, control, communications, intelligence, surveillance, and reconnaissance 
(C3ISR) that remain highly vulnerable to cyberattack. Malicious actors, taking advantage of 
vulnerabilities and exploits, could knock these systems offline. The consequences could be 
potentially devastating. In 2013, the Defense Science Board warned the Pentagon, “The benefits 
to an attacker using cyber exploits are potentially spectacular. Should the United States find itself 
in a full-scale conflict with a peer adversary, attacks would be expected to include denial of 
service, data corruption, supply-chain corruption, traitorous insiders, kinetic and related non-
kinetic attacks at all altitudes from under water to space. U.S. guns, missiles and bombs may not 
fire, or may be directed against our own troops. Resupply, including food, water, ammunition 
and fuel, may not arrive when or where needed.”32 

Cyber disruption or destruction of critical infrastructure in the United States is a major risk. 
Electric power grids, financial systems, and numerous other key utilities and services are at risk. 
The U.S. government does not have wide control over U.S. critical infrastructure since 85 
percent is owned and operated by the private sector. Given this fact, an enormous amount of 
coordination, information-sharing, and cooperation is necessary between the public and private 
sectors. 

Cybersecurity readiness must be a key concern for the Pentagon in the 21st century. The 
cybersecurity of nuclear weapons systems is one key example of how the U.S. cannot take its eye 
off the ball. Command-and-control systems are at risk; nuclear weapons were developed when 
computers were early or nonexistent. Contrary to popular belief, many aspects of the nuclear 
command-and-control system are not air-gapped—that is, one or more computers physically 
isolated from less-secure networks. The system “responds to policy that requires assured, 

                                                
31 Presentation by Amy Zegart, March 27, 2018, at The University of Texas at Austin. 
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unbroken, redundant, survivable, secure, and enduring connectivity.”33 Any sort of connectivity 
issues, critical node malfunctioning, or supply-chain vulnerabilities would be devastating. 

U.S. adversaries have invested heavily in cyber capabilities, an area in which they may expect 
significant return. Compared to a dollar spent on nuclear weapons, conventional forces, or 
alliances, a dollar spent on cyber capabilities will yield a much better return. 

Russia 

Russia, a prolific cyber actor, has brought its offensive cyber capabilities to bear around the 
world. An increasingly aggressive Russia targeted the United States in an effort to influence the 
2016 presidential election. In Ukraine, Moscow has relied on cyberattacks as just one part of its 
multifaceted hybrid warfare campaign. On December 23, 2015, a cyberattack on a western 
Ukraine power grid cut the power for a quarter of a million Ukrainians. This was one of 6,500 
cyberattacks on 36 Ukrainian targets in just two months. Ukrainian President Petro Poroshenko 
pointed to the “direct or indirect involvement of secret services of Russia, which have unleashed 
a cyberwar against our country.”34 

More recently, Moscow directly targeted the U.S. power grid, DHS and FBI announced on 
March 15, 2018. Government-affiliated hackers sought unauthorized access to numerous U.S. 
critical infrastructure sectors—energy, nuclear, commercial facilities, water, aviation, and 
manufacturing. DHS and FBI deemed the campaign “a multi-stage intrusion campaign by 
Russian government cyber actors who targeted small commercial facilities’ networks,” via 
malware, spear phishing, and remote access tools.35 Russia’s cyber capabilities are formidable, 
the cyber threat from Moscow looms large, and these trends doesn’t show any signs of letting up. 
In 2018, the IC expects disruptive, aggressive Russian operations to continue. 

China 

China, while less brazen than Russia in flouting its cyber activity, has comparable capabilities. 
The country has wielded its cyber weapons against the U.S. for industrial espionage time and 
again. It is also shoring up cyber capabilities to disrupt U.S. military targets, communications 
networks, and computer systems. Unit 61398 of the People’s Liberation Army—an elite Chinese 
hacking unit—is thought to be behind the exfiltration of hundreds of terabytes of data from U.S. 
public and private actors in sectors including energy, transportation, technology, finance, and 
more.36 
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North Korea 

North Korea, leveraging its asymmetrical relationship with the U.S., has developed highly 
sophisticated cyber capabilities. With a rudimentary economy and primitive infrastructure, the 
hermetic and authoritarian country has the tiniest of attack surfaces. Pyongyang uses its cyber 
operations to steal money, spy, and attack targets in adversarial countries. Last year alone, North 
Korea released the WannaCry ransomware that affected over 200,000 computers across 150 
countries and penetrated South Korean military networks, stealing war plans that included a 
potential decapitation strike against Kim Jong-un. North Korea has also directly attacked U.S. 
targets, including Sony Pictures Entertainment in 2014. 

Iran 

Iran has proven itself capable of penetrating U.S. networks for espionage and exfiltration, 
although the IC determined that Iranian military and intelligence services are primarily focused 
on Saudi Arabia and Israel. Iran launched formidable cyberattacks against the former in 2016 
and 2017. One attack, launched against a Saudi petrochemical plant, was intended “to sabotage 
the firm’s operations and trigger an explosion.”37 

Looking Forward 

Due to its digitalized society and reliance on highly sophisticated computer systems, the United 
States has a sizable attack surface. There are countless points of entry and vectors through which 
attackers can strike. In a society and world that is increasingly digitized, warfare will be no 
different. A war today between great powers would almost certainly be multidimensional—land, 
air, sea, space—with offensive cyber measures figuring in prominently. China and Russia are 
building their digital capabilities. Their most effective cyber measures are presumably unknown, 
given the “use them, lose them” nature of these weapons. 

The United States has shown restraint in the cyber arena largely due to its asymmetrical 
vulnerabilities. The dynamics of escalation are not in America’s favor. If the United States uses 
an offensive cyber capability, a victim might be inclined to respond in-kind or escalate. In such a 
situation, the U.S. might have to resort to a cross-domain attack, at which point a conflict could 
spiral out of control. “Concern and uncertainty about escalation in cyberspace are one factor 
inducing restraint,” said Amy Zegart.38 

While looking forward at the terrain for offensive measures in the cyber domain, there are 
takeaways from the CT fight that can be adapted and applied to the gray zone, which we discuss 
in a later section of this report. 
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Chapter 3. “Never Waste a Crisis”: 
Two Decades of Episodic Change 

Introduction 

In our discussion with former Director of National Intelligence James Clapper on SOF-IC 
integration, DNI Clapper said it was important to “never waste a crisis.”39 In other words, the 
intelligence community and government writ large should seize “teachable moments” and 
opportunities for change whenever they occur. We came to realize during our discussions with 
experts that the SOF/IC relationship had been evolving for some time, and that the roots of post-
9/11 SOF-IC integration could be traced to smaller national security events and interagency 
efforts in the 1980s and 1990s. These smaller crises prompted incremental policy and 
organizational changes. It was these episodic changes that laid the foundation for SOF-IC 
integration and enterprise-level collaboration after 9/11. This discovery shifted the initial focus 
of our project from asking “what are the relevant post-9/11 lessons that can be applied to future 
national security threats?” to “what steps can be taken in advance of a national security threat to 
foster integration and optimally position the interagency effort to address important security 
challenges?” 

Three seminal events in the 1980s and 1990s highlighted inadequate coordination across the 
military services and between the military and IC. First, Operation Eagle Claw, the failed 
mission to rescue American hostages in Iran, resulted in eight service members killed and an 
aborted mission. Service parochialism and a lack of jointness were cited as reasons for the 
failure. Second, in October 1983 a truck bomb targeted the Marine Barracks in Beirut, Lebanon, 
killing 241 people. The investigating commission concluded that intelligence analysis provided 
to the U.S. military was inadequate to enable defense against the terrorism threat. Third, despite 
the battlefield success, Operation Desert Storm in 1991 was impeded by a lack of integrated 
intelligence provided to military forces. This resulted in a lack of common understanding of the 
operational conditions in Iraq. In his testimony before Congress, General H. Norman 
Schwarzkopf complained that the intelligence analysis he was provided was “caveated, 
footnoted, and watered down” so much that it was of little use.40 

Alone, each of these incidents highlighted the impact failures in interagency collaboration have 
on military performance. Taken together, these incidents exposed a strategic vulnerability for the 
United States. If the U.S. planned to maintain its military might, reform was necessary. As 
military strategist and scholar LTC David Oakley (PhD) notes, four policy and organizational 
decisions were made in the 1980s and 1990s that created the conditions necessary for a closer 
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bond between the DOD and CIA.41 The following sections explore each of these seminal events 
and the policy and organizational changes that resulted. 

Catalysts for Change 

Operation Eagle Claw 

The 1979 Iranian Revolution developed from a smattering of localized protests in 1978 to a 
nationwide movement protesting the government of the Shah. On January 16, 1979, the Shah, 
amid the growing unrest, fled the country. Two weeks later, the once-exiled Ayatollah Khomeini 
returned to Iran and by mid-February the US-supported monarchy dissolved and Ayatollah 
Khomeini was granted supreme power. Against this backdrop of growing unrest, hundreds of 
students belonging to the Muslim Student Followers of the Imam’s Line attacked the U.S. 
Embassy in Tehran on November 4, 1979, storming the compound and taking 66 employees 
hostage. While some of these hostages were released later that month, 52 remained captive. 
When diplomatic efforts to resolve the crisis failed, then-President Jimmy Carter ordered a 
military operation to rescue the hostages. 

From November 1979 to March 1980, a plan dubbed Operation Eagle Claw was drafted to 
extricate the U.S. hostages from Iran. Under the direction of the National Security Advisor and 
Secretary of Defense, a joint task force comprising all four services and thousands of military 
personnel was established. The plan called for SOF operators to be transported into Iran on Air 
Force C-130s before being inserted just outside of Tehran by helicopter. Once on the ground, 
they would extricate the hostages via helicopter and fly to the safety of a neighboring country. 
Mission failure was set in motion when mechanical failure struck and Marine helicopter pilots 
encountered unforeseen weather conditions. Ultimately, the failed mission resulted in the death 
of eight U.S. service members and one Iranian civilian, the loss of two U.S. helicopters and a C-
130, and the failure to rescue the U.S. hostages. The hostages lingered in captivity until early 
1981. Mission failure resulted from service-centric training, a lack of equipment interoperability, 
and ineffective command and control.42 Put simply, the problem was a lack of jointness. The 
military services lacked the ability to truly integrate operations. 

The investigative committee chaired by James Holloway concluded that the “ad hoc nature of the 
organization and planning” and a lack of military service interoperability due to stovepiped 
information contributed to mission failure. As John Valleire noted, “compartmentalization… led 
some people to have information that simply didn’t get passed to the operators that needed it.”43 
Two recommendations were given by the investigative committee to reduce the likelihood of 
similar failures occurring. First, that “a Counterterrorist Joint Task Force (CTJTF) be established 
as a field agency of the Joint Chiefs of Staff with permanently assigned staff personnel and 
certain assigned forces.”44 Second, that “the Joint Chiefs of Staff give careful consideration to the 
establishment of a Special Operations Advisory Panel, comprised of a group of carefully selected 
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high-ranking officers (active and/or retired) who have career backgrounds in special operations 
or who have served at the combatant command JCS levels and who have maintained a current 
interest in special operations or defense policy matters.”45 The Holloway report highlighted 
compartmented information and a lack of interoperability between the military services. 

Marine Barracks Bombing 1983 

Lebanon’s civil war erupted in 1975, igniting 15 years of internecine conflict divided along 
factional and sectarian lines. Militias fought pitched turf battles to gain control across the 
country, including on the streets of the capital city of Beirut. In 1983, the United States 
Multinational Force (USMNF) inserted into Lebanon to assist the Lebanese government in 
establishing order and helping the Lebanese Armed Forces (LAF) expel foreign military forces 
and institute “sovereignty and authority over the Beirut area.” However, the security situation 
rapidly deteriorated after U.S. forces arrived. The U.S. Embassy was destroyed by a truck bomb 
on April 18, 1983. By August, the LAF were in direct contact with several militia factions and 
the USMNF, stationed at Beirut International Airport, were receiving hostile fire. 

The IC was charged with providing support to the USMNF on suspected attacks from hostile 
militia groups. In total, the IC delivered over 100 intelligence reports to the USMNF from May 
to October 1983 on suspected terrorist and car bomb attacks. This reporting, however, failed to 
avert a tragic attack in late October 1983. On October 23, a truck outfitted with an explosive 
device equivalent to 12,000 pounds of TNT slammed into the Marine barracks compound, 
penetrating the perimeter of the Battalion Landing Team Headquarters and killing 241 people. Of 
those killed, 220 were Marines and the remaining were other service personnel. Across Beirut, a 
second suicide attacker behind the wheel of an explosive-laden truck barreled into a building of 
French paratroopers, killing 58 French soldiers.46 The attack was later linked to Hezbollah. 

Questions quickly arose in the wake of the attack on the Marine barracks concerning what had 
taken place and why it had been allowed to happen. The postmortem review, titled the “Report of 
the DOD Commission On Beirut International Airport (BIA) Terrorist Act, October 23, 1983,”47 
found that the Department of Defense was “inadequately prepared” to deal with terrorist attacks 
and that “much needs to be done, on an urgent basis, to prepare U.S. military forces to defend 
against and counter terrorist warfare.” The report identified the criticality of intelligence support 
to U.S. military forces in defending against the threat of terrorist attacks. 

The commission report found that, despite the number of intelligence reports provided to the 
USMNF Commander, the intelligence analysis was inadequate “to defend against the broad 
spectrum of threats” the commander faced. Two recommendations were provided by the 
commission to address the intelligence failures. The first was for the Department of Defense to 
“establish an all-source fusion center, which would focus all-source intelligence support to U.S. 
military commanders in areas of high threat, conflict or crisis.” The second was for “the 
                                                
45 Joint Chiefs of Staff, Special Rescue Mission Report (Washington, D.C., Aug. 1980). 
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Secretary of Defense take steps to establish a joint CIA/DOD examination of policy and resource 
alternatives to immediately improve HUMINT support” in Beirut and other areas of conflict 
where U.S. forces were involved.48 

The final recommendation made by the commission was for the Secretary of Defense to develop 
“the doctrine, planning, organization, force structure, education and training necessary to defend 
against and counter terrorism.” This recommendation makes clear that the commission 
considered terrorism to be an enduring national security challenge, and that the most effective 
way to address this threat was through interagency efforts. 

Desert Storm 

Operation Desert Storm is often considered the high-water mark for post-Cold War U.S. military 
effectiveness because it was the first engagement where the new concept of “jointness” was 
implemented. The rapid land invasion, combined with overwhelming air superiority and 
operational intelligence support, resulted in a decisive defeat of the Iraqi military. Less known 
are the tensions between DOD and CIA that underpinned that success. 

To improve intelligence support to combatant commanders, the DOD established Joint 
Intelligence Centers (JIC). The JICs integrated the different national intelligence organizations to 
provide a unified organization for IC support to warfighters. During the planning phase for the 
invasion, the CIA sent Joint Intelligence Liaison Elements (JILE) teams to Central Command 
headquarters in Saudi Arabia to provide operational intelligence to the deployed DOD element.49 
However, CIA “refused to join the Joint Intelligence Center in the Pentagon, sending only liaison 
officers.” Two factors account for CIA’s refusal to join the DOD’s JIC: inadequate personnel 
resources and the need “to remain outside the JIC so they could provide independent assessments 
for senior policymakers.”50 

The Intelligence Successes and Failures in Operations Desert Storm/Shield report found that 
intelligence collection was “generally very good and deserving of praise” but intelligence 
distribution was “very poor.” Intelligence analysis was “mixed.” The report found two central 
issues hindering intelligence support to military commanders. First, “some national intelligence 
organizations appeared unfamiliar or unresponsive to the intelligence needs of the wartime 
commander.” Second, there was a lack of appreciation by combatant commanders for the 
“capabilities and limitations of U.S. intelligence systems.”51 Together, this meant that 
interagency operations had improved since the 1980s, but room for improvement remained. 

Desert Storm was the catalyst for change inside the DOD and IC. Realizing the importance of 
adequate intelligence support to combatant commanders, then Secretary of Defense Richard 
Cheney directed that JICs be permanently established at combatant commands. At the same time, 
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the IC established National Intelligence Support Teams (NIST) to provide intelligence support to 
military commanders. Unlike JICs, NISTs were not permanent but were organized on an ad hoc 
basis to support Joint Task Force operations.52 

These events in the 1980s and 1990s were significant in that they precipitated changes within 
and between the military and IC. In the section that follows, we explore the organizational and 
policy changes that paved the way for a stronger SOF-IC relationship. 

Incremental Organizational and Policy Changes  

Goldwater Nichols Act 

The Goldwater-Nichols Department of Defense Reorganization Act, signed into law on October 
1, 1986, by President Ronald Reagan, constituted the biggest reform of the Department of 
Defense after World War II.53 Passed three years after the 1983 Beirut bombing and six years 
after the failed Operation Eagle Claw, the Goldwater-Nichols Act aimed to eliminate interservice 
rivalry and compartmented operations through comprehensive reform of the DOD. Goldwater-
Nichols granted operational authority to combatant commanders who reported to the Secretary of 
Defense. Under Goldwater-Nichols, the military services functioned as “force providers” to 
combatant commanders.54 

Goldwater-Nichols centralized military advice to the president in the Chairman of the Joint 
Chiefs, eliminating the ability of each of the service chiefs—Chief of the Army, Chief of the 
Navy, Commandant of the Marine Corps, etc.—to independently advise the president. More 
importantly, Goldwater-Nichols changed the way the military services interacted with one 
another. Where services once acted independently of one another operationally, they now 
reported and operated jointly under established combatant commanders. This unity of command 
allowed combatant commanders to utilize all available assets from the Department of Defense 
and supported interagency organizations under their charge including the Department of State 
and various intelligence agencies. 

In the wake of Operation Eagle Claw in 1980 and the Marine Barracks Bombing in 1983, the 
goal of Goldwater-Nichols was to “improve joint officer management policies” and more 
broadly to “enhance the effectiveness of military operations.”55 In effect, Goldwater-Nichols 
countered interservice rivalry and served as a foundation for future interagency efforts.  
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53 Public Law 99-433-OCT. 1, 1986, The Goldwater-Nichols Department of Defense Reorganization Act of 1986. 
54 Christopher G., Marquis, Denton Dye, and Ross S. Kinkead, “The Advent of Jointness During the Gulf War: A 25 
Year Retrospective,” Joint Forces Quarterly 85 (April 1, 2017), http://ndupress.ndu.edu/Media/News/News-Article-
View/Article/1130670/the-advent-of-jointness-during-the-gulf-war-a-25-year-retrospective/. 
55 Public Law 99-433-OCT. 1, 1986, The Goldwater-Nichols Department of Defense Reorganization Act of 1986. 
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The DOD Establishes Special Operations Command 

In April 1987, the DOD activated the United States Special Operations Command (SOCOM) as 
a functional combatant command “to provide command, control and training for all special 
operations forces (SOF) in the United States.”56 Resource management and interoperability were 
improved under the new centralized command of all SOF. As David Oakley notes, “establishing 
a joint SOF command also enabled future collaboration with CIA paramilitary elements 
following 9/11.”57 

Changes in the Intelligence Community 

Important Adjustments at the CIA 

In February 1986, the CIA established the Counter Terrorism Center (CTC) under the 
Directorate of Operations (DO). The CTC was staffed largely by personnel from the Directorate 
of Operations, the Directorate of Analysis, and the Directorate of Science and Technology. The 
newly-formed CTC was designed to span traditional region-based entities at CIA to more 
effectively address terrorism, a transnational threat not bound by national or regional borders. 

In the wake of the Gulf War, the CIA created the Office of Military Affairs (OMA) in 1992. The 
OMA serves as the single point of contact for CIA support to military forces and is staffed by 
both CIA and military personnel. The OMA “negotiates coordinates, manages, and monitors all 
aspects of agency support for military operations.”58 The OMA’s central purpose is to “enhance 
flow and increase cooperation” with the DOD.59 Additionally, the OMA provides Combatant 
Commanders with permanent DCI representatives and coordinates CIA participation in joint 
exercises. At the time of its creation, this was seen by some as a departure from the CIA’s 
traditional role of providing intelligence assessments to policymakers and a shift to supporting 
operational military forces. 

In addition to the creation of OMA, the Associate Deputy Director of Operations for Military 
Affairs (ADDO/MA), a senior military advisor position, was established within the CIA’s 
Directorate of Operations.60 The ADDO/MOA was later moved out of the Directorate of 
Operations and the new Associate Director of Central Intelligence for Military Support 
(ADCI/MS) position was created. 

                                                
56 Federation of American Scientists, “Special Operations Command (SOCOM)” (accessed March 23, 2018), 
https://fas.org/irp/agency/dod/socom/. 
57 David P. Oakley, “Partners or Competitors? The Evolution of the DOD/CIA Relationship Since Desert Storm and 
Its Prospects for the Future,” (2013), 6, http://www.dtic.mil/dtic/tr/fulltext/u2/a587324.pdf.. 
58 Joint Chiefs of Staff (JSC), “Joint and National Intelligence Support to Military Operations” (Oct. 7, 2004), 166,  
http://www.dtic.mil/get-tr-doc/pdf?AD=ADA508665. 
59 Persian Gulf War Illness Task Force, CIA Support to the US Military During the Persian Gulf War (Washington, 
D.C.: Central Intelligence Agency, June 16, 1997), 7. 
60 Central Intelligence Agency, “History” (Nov. 30, 2016), https://www.cia.gov/offices-of-cia/military-
affairs/history.html.  



25 

In the early 1990s, National Intelligence Support Teams (NIST) were created to support Joint 
Task Force commanders with a dynamic flow of operational intelligence.61 The CIA, the 
National Security Agency (NSA), the Defense Intelligence Agency (DIA), and the then-National 
Imagery and Mapping Agency (NIMA)—now known as the National Geospatial-Intelligence 
Agency—all support National Intelligence Support Teams. This was done in an effort to 
overcome the compartmented or redundant intelligence support during the first Gulf War. 

Because NIST support requires approval by all four intelligence agencies, often a difficult task, 
the CIA established Crisis Operations Liaison Teams (COLT). These teams are ready to deploy 
in 48 hours to provide intelligence support to deploying military forces. The fact that COLTs 
operate outside the NIST process makes them an ideal solution in situations where NIST 
approval is unattainable due to time or bureaucratic constraints. 

Defense Intelligence Agency—Human Intelligence 

Increasing regional conflicts combined with reductions in defense spending prompted changes 
within the Defense Intelligence Agency. These changes were designed to provide better, more 
efficient, intelligence support to tactical and theater-level military commanders. One change was 
the establishment of the Central America Joint Intelligence Team (CAJIT), an interagency 
organization charged with providing intelligence analysis of the Central American insurgency to 
military commanders. Additionally, the DIA adopted “standard intelligence communications 
architecture to improve DOD’s ability to disseminate national-level intelligence to tactical 
commanders during contingency situations.”62 Taken together, these changes indicate a clear 
understanding at DIA that timely intelligence is most valuable in the hands of battlefield 
commanders. 

Changes to organizational structure and resource allocation within DIA paralleled that of other 
intelligence agencies outside DOD. Increased demand for operational intelligence support 
combined with resource constraints shaped changes. In 1995, the Defense Human Intelligence 
Service (DHIS) was established to consolidate “the HUMINT [human intelligence] activities of 
all the Services under the umbrella of DIA.”63 The structural changes within the DIA led to “an 
unprecedented level of integration among DIA, the Military Services, and the Combatant 
Commands.”64 Improved intelligence support to military commanders now came from 
organizations within and external to the DOD. 

Organizational and policy changes made within the IC led to better operational intelligence 
support to the warfighter. George Tenet, who served as Director of Central Intelligence from 
1996 to 2004, exemplified this shift, saying “I will never let a man or woman in uniform deploy 
to a crisis or conflict without the best information our country can provide. I would never tolerate 

                                                
61 James Lose, “National Intelligence Support Teams: Fulfilling a Crucial Role” (Jun 27, 2008),   
https://www.cia.gov/library/center-for-the-study-of-intelligence/csi-publications/csi-studies/studies/winter99-
00/art8.html.  
62 Federation of American Scientists, “Defense Intelligence Agency, A Brief History: Committed to Excellence in 
Defense of fhe Nation” (accessed Mar. 21, 2018), 14, https://fas.org/irp/dia/dia_history.pdf.  
63 Ibid., 23. 
64 Ibid. 
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the loss of a single man or woman because some bureaucrat in Washington wants to have a 
philosophical debate about requirements.”65 The SOF-IC relationship was growing. 

“Beta-Testing” Innovations in the Balkans and Somalia 

The Balkans served as a testing ground for the new, closer-working relationship between the 
DOD and intelligence agencies. In 1996, the CIA, NSA, and DIA all assigned intelligence 
personnel to support the Department of Defense in NATO’s Operation Joint Endeavor in Bosnia. 
Analysts, communications specialists, and managers made up the teams assigned to the DOD. 
Military commanders benefited from having regional experts from each of the agencies brought 
on or lent to their staff. These experts provided valuable intelligence analysis in the form of near-
real-time imagery and video teleconferencing, which was used to expedite chain-of-command 
communications. This was a foreshadowing of technological breakthroughs that proved critical 
in post-9/11 counterrorism operations. The CIA and the Defense Human Intelligence Service 
even deployed a joint team to Bosnia to gather intelligence on regional actors to provide better 
intelligence and analysis to military commanders.66 This demonstrated closer cooperation 
between the military intelligence and intelligence agencies. 

In Somalia, counterintelligence (CI) and HUMINT personnel provided intelligence analysis on 
Mogadishu’s system of government and the local culture to Joint Forces Command during 
Operation Restore Hope in Somalia. This intelligence provided the Joint Forces Command with 
greater “situational understanding necessary to accomplish the mission.”67 This was a clear 
departure from the intelligence failures during Desert Storm that led General Schwarzkopf’s 
disparaging intelligence support during Desert Storm.68 The tide was turning in the relationship 
between the warfighter and intelligence support. 

In the after-action review of Joint Task Force Ranger’s actions in Somalia, the integration of 
intelligence support to the Department of Defense was deemed “more than adequate.” Major 
General Garrison, the JTF Ranger Commander, said, “I was totally satisfied with the intelligence 
effort.” General Downing, the SOCOM Commander stated, “Technically, intelligence support 
was outstanding,” though HUMINT had remained “the long pole in the tent.”69 Other military 
officers similarly complained of HUMINT issues, though their complaints pertained to issues of 
source credibility more than operational intelligence support and integration. 

                                                
65 Michael W. Pick, “What The Joint Force Commander Needs To Know About CI and HUMINT Operations” (May 
13, 2002), 7, http://www.dtic.mil/dtic/tr/fulltext/u2/a405644.pdf.  [Original source cited as “OMA At a Glance” 
(May 2001), http://www.odci.gov/oma/oma.html/.] 
66 Linda D. Kozaryn, “Interagency Intelligence Teams Support Bosnia Mission,” American Forces Press Service 
(Jan. 23, 1996), http://archive.defense.gov/news/newsarticle.aspx?id=42277.  
67 Michael W. Pick, “What The Joint Force Commander Needs To Know About CI and HUMINT Operations” (May 
13, 2002), 7, http://www.dtic.mil/dtic/tr/fulltext/u2/a405644.pdf.  
68 Michael Wines, “Gulf Intelligence Draws Complaint by Schwarzkopf” New York Times (June 13, 1991), 
https://www.nytimes.com/1991/06/13/world/gulf-intelligence-draws-complaint-by-schwarzkopf.html.  
69 U.S. Congress, Senate, Committee on Armed Services, Memorandum for Chairman Strom Thurmond from 
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The Balkans and Somalia showed that operational intelligence support to SOF was improving. 
Public criticism of intelligence agencies gave way to increased accolades. Organizations across 
the IC no longer considered intelligence support to military commanders shadowed by providing 
objective analysis to policymakers. 

Skepticism Fades as the SOF-IC Relationship Strengthens 

By many indicators, agencies learned from the deficiencies that were exposed by events in the 
1980s and 1990s and changes were implemented. Organizations across the IC grew to recognize 
the outsized role intelligence support plays in military effectiveness. Military commanders better 
understood the contribution the intelligence community offered. Taken together, these 
developments signaled a mutually supportive relationship between the military and IC which 
extended to the SOF-IC relationship. 

The trepidation over information-sharing and cooperation that plagued the 1980s and early 1990s 
started to give way to improved relations between the military and intelligence community. 
Intelligence support to the military increased during the U.S. missions in the Balkans and 
Somalia. Military commanders relied on this intelligence support to be effective. This improved 
collaboration set the stage for further expansion of the SOF-IC relationship in the years that 
followed. The policy and organizational changes in the 1980s and 1990s made post-9/11 SOF-IC 
integration possible. The crises were not wasted, but leveraged and learned from. 
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Chapter 4. 
Evolutionary and Revolutionary Change 

Introduction 

Our study of the written history and our interviews with experts regarding the integration of SOF 
and the IC after 9/11 led us to both positive and negative conclusions. On the positive side, the 
post-9/11 period represents an inspiring story of Americans demonstrating courage, cleverness, 
and drive working across organizational boundaries for a common and noble purpose: protecting 
Americans from an enemy actively trying to bring them harm. We found a treasure trove of 
specific steps that were important in achieving better unity of effort, which we describe in other 
chapters. On the other hand, the more we studied the actions taken after 9/11, the more 
dysfunctional the interagency appeared before the attacks. 

This dysfunction is hardly a revelation, and requires no further documentation by this project as 
it has been amply addressed in many studies, most especially in the “The 9/11 Commission 
Report.” The purpose of these postmortems, however, was to ensure the U.S. did what was 
necessary to prevent future large-scale domestic attacks by terrorists, an effort that has, 
thankfully, been a success. Our motivation, in contrast, was to identify lessons that could be 
transferred to other national security challenges, and we began with a focus on the rapid, 
transformational change that came after the catastrophic attacks. The list of positive changes is 
long and ranges from tactical-level innovation to historical restructuring, including: 

• Passage of legislation addressing long-unresolved issues on governmental organization; 
• New authorities granted by both Congress and the president; 
• Creation of a new cabinet agency (DHS); 
• The largest overhaul of the IC since its inception, including the creation of the position of 

Director of National Intelligence; 
• A vast flow of new resources from Congress to the CT issue, doubling the budget of the 

IC and expanding authorities and doubling the size of U.S. Special Operations Forces; 
and 

• The unblinking attention and demand for interagency performance in defending against 
terrorism. 

In practice, our study became less and less about documenting the period after 9/11 and more 
about understanding the differences in the “before and after” picture. We began to ask whether 
we should conceive of SOF and IC integration that occurred post-9/11 as something akin to “best 
practices” that could be transferred, or was this an idiosyncratic period that is unlikely to be 
replicated in the absence of severe national trauma? This question is critical because avoiding a 
U.S. reaction like the one after 9/11 is a primary reason our competitors choose to operate in the 
gray zone in the first place. As we balanced these two paradigms, what we now view as the 
central question to this study began: how able is the U.S. to make interagency changes in the 
absence of a massive disaster with casualties, and what can be done to make it more agile in 
implementing change? In answering this question, unfortunately, we see disturbing similarities 
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between the U.S. approach to CT in the period before 9/11 and the current approach to cyber and 
information warfare. Drawing from the particular case of terrorism and 9/11, at least, it appears 
presidential administrations, Congress, executive branch agencies, the military, and the informed 
public can confuse widespread recognition and attention to a threat with having done the needful 
to prepare for the threat. 

With this dilemma in mind, we became progressively more interested in examining the “before 
and after” picture to understand what it took to foster change, not just the change itself. In this 
regard, we borrowed an idea, Punctuated Equilibrium Theory (PET), from evolutionary biology 
because we found it particularly useful in conceptualizing what we were finding. (See the box on 
PET. We are not the first to apply this theory to the social sciences.70) The idea, in simplest form, 
is that evolution is less about prolonged gradual change than disruptive change driven by a rapid 
change in the environment. We found it useful, for example, to use PET to think about of the 
SOF-IC manhunting enterprise that emerged after 9/11 as analogous to a new interagency sub-
species rather than just a tweeking of old capabilities. 

Punctuated Equilibrium Theory: A Useful Analogy 

Punctuated equilibrium theory (PET) was originally used to augment and modify Darwin’s 
description of evolutionary processes. We found it a useful framework in thinking about how 
change occurred before and after 9/11.  

PET proposes that evolution is not a clean or steady process, but happens sporadically, with 
change rapidly accelerating under intense pressure. When researchers examine fossil records to 
determine what life was like at a certain point in time, and what environmental conditions influenced 
observed patterns of life, the record is typically consistent with inertia (or stasis). In this state, 
groups of species exist for long periods of time with no observable change (or adaptation). When 
stasis is interrupted by a sudden period of rapid change referred to by some evolutionary scientists 
as a punctuated equilibrium. Change often looks more like a right angle followed by a long period 
of horizontal stability than a gradual curve. (See image below.) Change, within the framework of 
this analogy, originates externally and to the demand of chaos, isolation, or sudden rapid change in 
environment.* 

Bryan Jones and Frank Baumgartner applied Punctuated Equilibrium Theory (PET) to the social 
sciences to illustrate the process of domestic policy change. Jones and Baumgartner argue that 
policymaking is “a continual struggle between the forces of balance and equilibrium, dominated by 
negative feedback processes, and the forces of destabilization and contagion, governed by positive 
feedback processes. In the former, a disturbance is met with countervailing actions, in a 
thermostatic-type process. In the latter, change begets change, generating a far more powerful 
push for change than might have been expected.”** Put simply, policy change occurs incrementally 
over time until external factors bring about abrupt change followed by increased performance. 

                                                
70 Bryan D. Jones and Frank R. Baumgartner, “From There to Here: Punctuated Equilibrium to the General 
Punctuation Thesis to a Theory of Government Information Processing,” Policy Studies Journal 40, no. 1 (2012):  
1-20. doi:10.1111/j.1541-0072.2011.00431.x. 
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                                   Source: Elisabeth Raes, Team’s Anatomy Exploring Change in Teams (2015). 

Sources: * Elisabeth Raes, “Team’s Anatomy Exploring Change in Teams” (2015), 
https://www.researchgate.net/publication/282979703_Team%27s_Anatomy_exploring_change_in_teams.  
** Bryan D. Jones and Frank R. Baumgartner, “From There to Here: Punctuated Equilibrium to the General Punctuation 
Thesis to a Theory of Government Information Processing,” Policy Studies Journal 40, no. 1 (2012): 1-20, 
doi:10.1111/j.1541-0072.2011.00431.x. 

 

From Stasis to Trauma and Urgency  

Despite the deep concern before 9/11, substantial appreciation of the growing threat from 
terrorism prior caused only measured, uneven, and evolutionary change in the U.S. approach to 
CT. Attacks and plots included the first World Trade Center bombing in 1993, the Landmarks 
Plot in 1993, the Manila Airlines plot in 1995, the Khobar Tower bombing in 1996, the East 
Africa embassy bombings in 1998, the millennium plot in 1999, and the U.S.S. Cole bombing in 
2000. No single attack, however, was sufficiently traumatic to mobilize significant change within 
the IC or between SOF and the IC. Driven by an urgency to prevent another attack, the relative 
stasis that prevailed before 9/11 was replaced by a transformational overhaul in the complex 
social systems comprising SOF and the IC after 9/11. 

The urgency that followed the 9/11 terror attacks also drove higher tolerances for risk across the 
nation, translating into higher risk tolerance within SOF and the IC. This tolerance for risk 
included risk of casualties, financial risk, diplomatic risk, domestic political risk, and 
technological (acquisition) risk. This sense of urgency became a hallmark of a new culture 
developing within the national security enterprise. The presence of a sign hanging in the hallway 
at CIA headquarters that read “Today’s date is September 12” illustrates this point.71 

While this intense focus has waned, even today, there is a demand and an expectation of zero 
domestic terrorist attacks that still drives those officials charged with preventing them. The 
                                                
71 Remarks by Michael V. Hayden at the Council of Foreign Relations, New York, NY (Sept. 7, 2007),  
https://www.cfr.org/event/conversation-michael-v-hayden-0. 
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intensity of this expectation has been reflected in various ways over the last decade and a half, 
from public reaction to the anthrax scare of 2001 and the D.C. sniper attacks of 2002 to the 
public reaction to the Boston Marathon bombing, which was especially notable for near-100-
percent public compliance with the citywide cordon and search on April 18-19, 2013. The 
public’s attitude does not reflect what we see in some societies in which a certain level of terror 
seems to have become “the new normal.” The sense of urgency and motivation to deny and 
disrupt terrorists plots was not just organizational, but found at the individual level as seen in 
greatly increased applications to both SOF and the IC and an inspiring willingness to accept 
personal risk to complete the mission and to delegate greater decision-making authority to 
subordinates.72 

Unique changes in the availability of resources was a critical factor in the change. To enable the 
various intelligence and defense organizations to pursue the wide-ranging operations necessary 
for a focused, unified national response, U.S. leaders approved exponential increases in budgets. 
Immediately after 9/11, various agency managers were asked to rapidly list all the possible 
acquisitions and operations they could imagine necessary for the next year to collect intelligence 
and pursue those responsible for the attacks. In order to account for unexpected needs they could 
not yet predict or imagine, the managers came up with everything they could think of and then 
doubled the number. The resulting funding request was rapidly approved and even “plussed-up” 
by Congress. The agency not only got what it requested in a matter of days, but spent at a rate 
that required more funding within a few months, which was also quickly approved.73 The FBI 
also received dramatic increases in resources devoted to counterterrorism. According to the 9/11 
Commission Report just a few years after 9/11, “the FBI has received large increases in funding 
since 2001. Appropriations to the FBI’s National Security program have nearly doubled between 
September 11 and today. The FBI reports that the number of counterterrorism agents has 
increased from about 1,350 on 9/11 to nearly 2,400 today.”74  

From Trauma and Urgency to Adaptation  

The shared sense of urgency and sense of mission had a profound effect on the permeability of 
“organizational stovepipes” as interagency competition gave way to cooperation and 
collaboration described more in other chapters. There was a new willingness to depend on one 
another’s unique capacities and differing authorities. One current senior U.S. official said, “Over 
time, more and more individual leaders saw the value of other organizations. I may not have the 
capabilities or authorities, but her authorities would allow us to accomplish the mission.”75 

                                                
72 Duane Evans, “Foxtrot in Kandahar: A Memoir of a CIA Officer in Afghanistan at the Inception of America’s 
Longest War” (El Dorado Hills: Savas Beatie, 2017). 
73 Former official speaking off the record. 
74 The National Commission on Terrorist Attacks Upon the United States, Hearing on Reforming Law Enforcement, 
Counterterrorism, and Intelligence Collection in the United States, “Staff Statement No. 12” (2004),  
https://govinfo.library.unt.edu/911/staff_statements/staff_statement_12.pdf. 
75 Interview with a current U.S. official. 
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Summary  

The combination of shock, fear, and tragedy after 9/11 had a marked “social” impact upon the 
U.S. intelligence sector and the Defense Department, but especially between SOF and the IC 
where shock galvanized a willingness to pursue a single, common mission. While the various 
agencies and service branches retained their overall unique mission sets, they all pursued the 
objective of counterterrorism with a remarkable sense of urgency that necessitated cooperation 
and even interdependency. This unification of wills and sense of urgency coalesced into the U.S. 
war on terrorism, facilitated by a mobilization of personnel and national capabilities, an 
exponential increase in agency budgets, and new authorities and willingness to accept risk is an 
extremely unique case. It is unlikely to have occurred with such speed, if at all, absent such an 
event as traumatic as the 9/11 attacks.  

As our project advanced, we shifted focus to understanding the “before and after” picture rather 
than merely capturing “lessons learned.” We considered the threshold for revolutionary vs. 
evolutionary change. This led us to three broad conclusions relevant to other chapters of this 
study and to the overall findings and conclusions of the project. 

1. The positive changes that occurred in the integration the SOF and IC communities on the 
CT are precisely the kinds of changes required to bring the full range of U.S. capabilities 
to bear on the challenges in the gray zone. 

2. The fact that this level of integration did not occur in counterterrorism until after a 
disaster with casualties in the thousands is sobering. Our conclusion from internalizing 
this reality, however, is not that the lessons are not relevant or transferrable, only that 
they do not automatically transfer to other strategic challenges (like cyber or information 
warfare or stabilization operations). They require great intentionality to implement. 

3. All steps to enhance cooperation before a crisis, such as fostering personal relationships 
or developing better connectivity and joint experience (whether it be exercises, joint 
operations, or the exchange of liaison officers) become a foundation for more rapid 
adaptation when circumstances change. 
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Chapter 5. 
Relentless Adaptation and Extraordinary Innovation 

Introduction: “It Takes a Network” 

As noted previously, the 1990s were not a lost decade, but neither was the interagency 
sufficiently integrated to detect and defeat the 9/11 attacks. Even with the sense of purpose the 
events of 9/11 provided, it still took months and even years of adaptation and innovation to 
create a mutually interdependent SOF-IC network focused on the shared mission. But once 
formed, it was a network that brought, and still brings, enormous capability to our counter-terror 
campaigns in Afghanistan, Iraq, and elsewhere. 

It became evident in our research that the SOF-IC enterprise after 9/11 was engaged in 
“relentless, persistent adaptation and [the] search for improved performance, at every level of 
activity.”76 The transformation required integrating hyper-specialized skills, a deep commitment 
to a broad mission that cut across the interagency, a collective willingness to adapt old 
procedures and adopt new ones, and embracing all technological tools that could enhance 
capabilities. 

This chapter summarizes several examples of network adaptation that occurred primarily, though 
not exclusively, amongst SOF and the IC between 2001-2010. The character of these adaptations 
are instructive and ought to inform interagency approaches to other national security problems. 
Following the historical examples, this chapter discusses two theories or frameworks which can 
help us better understand both the context and what occurred amongst SOF and the IC. The first 
theory, developed by Aaron Jackson, discusses recent trends in U.S. military doctrine77 which 
propose creative frameworks for problem-solving rather than prescribing fixed solutions.78 
Jackson call this “anti-positivist” doctrine.79 The second theory, the Cynefin framework of 
knowledge management, organizes knowledge-related problems into four categories. When 
applied to national security, the Cynefin categories clarify the nature of problems and suggests 
reasonable starting points and approaches for solving them, depending on how much of the 
problem is known and knowable.  

                                                
76 For further information regarding the ability of the U.S. military to adapt, please review the research of scholar 
Jonathan Askonas, whose work explores how modern militaries’ organizational structures and processes shape how 
they adapt to wartime pressure and whether adaptations are made permanent or forgotten. Jonathan Askonas, 
Research Project Prospectus. 
77 Department of Defense, “Dictionary of Military and Associated Terms” (March 2018), 
http://www.jcs.mil/Portals/36/Documents/Doctrine/pubs/dictionary.pdf.  
78 Aaron P. Jackson, “The Nature of Military Doctrine: A Decade of Study in 1500 Words.” RealClearDefense (Nov. 
15, 2017.), https://www.realcleardefense.com/articles/2017/11/15/the_nature_of_military_doctrine_a_decade_ 
of_study_in_1500_words_112638.html.  
79 Ibid.; and Aaron P. Jackson, The Roots of Military Doctrine: Change and Continuity in Understanding The 
Practice of Warfare (Fort Leavenworth, KS: Combat Studies Institute Press, 2013). 
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How to Create a Network  

As commander of JSOC at the height of the Iraq War, then-Lieutenant General Stanley 
McChrystal found his elite force struggling to defeat AQI. With pressure to turn the situation 
around steadily building, McChrystal realized the problem was neither his highly trained 
operators nor their hi-tech equipment, but a failure in JSOC’s organizational design. As he and 
his staff wrestled with how AQI continued to endure despite being immensely overmatched by 
JSOC’s capabilities, they came to understand that the adaptability and resilience of the terrorist 
group lay in its dispersed network model. 

Though not very efficient, AQI’s network model proved flexible, effective, and difficult to 
eradicate. With multiple coordinated but independent cells, there was simply no centralized 
institutional structure to destroy. AQI’s network structure was also ideally suited to the world’s 
rapidly changing social environment—the group successfully harnessed the burgeoning 
information technologies and social networking services of the time. Doing so enabled its 
operations and significantly magnified their effects. 

Throughout our research, interviewees and the literature described ways in which representatives 
and leaders in various organizations recognized specific barriers to integration and launched 
initiatives to reduce or eliminate them. These initiatives ranged from systematic to highly 
idiosyncratic. A number of factors and themes emerged as important in successful cases of 
adaptation and innovation to facilitate integration: 

1. Intentionality in acknowledging and addressing barriers to integration; 
2. The liberal and intentional use of credible liaison officers between organizations (or 

“hostages,” as they were often called); 
3. Development of a “shared consciousness” across organizational boundaries; 
4. Decentralized authority and execution, including exercising authority in working closely 

with other organizations; 
5. The creation of tailored fusion cells and a corollary expectation of close interaction 

between analysts and operators; 
6. Exploitation of available commercial technology to facilitate collaboration; 
7. Development of close personal relationships (at all levels) across organizational 

boundaries; and 
8. “Enterprise” leadership at every level. 

Acknowledging Barriers to Integration 

Refined over 16 years of continuous operations, the exquisite counterterrorism capability that 
exists today has become a model of integration. But this was not always the case. According to 
Colonel Matt Gill, a career Army intelligence officer who spent time in JSOC, the CIA, and the 
White House, “In the early days of Afghanistan the IC was like Walmart, you knew they had 
what you wanted, but nothing was where you thought it was, you had towels in the hunting 
section. Nobody knew where to go for the right intelligence.”80 

                                                
80 COL Matt Gill, interview by Meagan Bennett and Cole Spitzack, December 7, 2017. 
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Part of the explanation for this was that agencies sometimes feared that fully empowering 
another organization to access their intelligence would take away control of their own products 
and processes. For example, NSA was initially hesitant to provide raw signals intelligence 
(SIGINT) intercepts to TF 714 fusion centers for immediate exploitation.81 NSA felt that in doing 
this, they would be allowing TF 714 to encroach on NSA’s core competency of SIGINT 
analysis—as well as a legitimate concern that a Joint Special Operations Command (JSOC) 
fusion center could misinterpret SIGINT. In response to the Cold War threat of Soviet 
penetrations within the agency, the CIA’s organizational structure emphasized highly 
compartmentalized information so that a single person would not be able to compromise large 
amounts of information, minimizing the damage from a single penetration. GEN McChrystal 
realized that this “compartmentalized information” structure and mentality would not serve TF 
714 as well in the counterterror fight, where the sharing and synthesis of information was key to 
success—and where the risk of a penetration was relatively low. 

Using Liaison Officers to Create Networks  

Our research showed almost universal agreement that “hostage exchanges” were critical to the 
development of a network, but it proceeded unevenly. Sometimes these exchanges were “one-
offs” of a few individuals and at other times they were major top-down initiatives. The actions of 
CENTCOM Commander General John Abizaid provides one example. In 2003, GEN Abizaid 
held an interagency meeting at CENTCOM headquarters in Tampa, Florida, to form a 
counterterrorism Joint Interagency Task Force (JIATF) in order to “free the war on terror from 
the pettiness of D.C.”82 Similarly, McChrystal’s top-down emphasis on restructuring the rigid, 
hierarchical organizations to build SOF-IC integration at the lowest tactical level facilitated the 
success of the team-enabled, network model that came to define the SOF-IC enterprise. 

Some agencies were initially reluctant to send liaisons to rival organizations, and as a result, 
some agencies sent high performers while others did not. This web of liaisons gradually created 
value for individual agencies by providing key relationships and insights that aided in the 
conduct of their missions and provided a common operating picture of friendly and enemy 
activities. Performance effectiveness and integration went hand-in-hand in a self-reinforcing 
relationship—as effectiveness improved, so did the quality and quantity of liaisons that 
individual agencies sent.83 

Forming a Shared Consciousness on the Team  

GEN McChrystal required all major players to attend a daily Operations and Intelligence (O&I) 
meeting, where each major player assigned to JSOC would update the team on their current 
operations and new intelligence insights. As participation in the O&I briefings increased, so did 
information-sharing across teams. While the concept of an O&I meeting is not new, GEN 
McChrystal used it to facilitate a “shared consciousness.”84 The daily O&I briefing gave the 
opportunity for task force leadership, operators, analysts, and agency representatives to share 
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82 Ibid., 116. 
83 Ibid., 175. 
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with every member of the team their current operations and intelligence insights. The O&I 
briefing served as a venue for operational and analytic units to share new information and even 
debate with one another when two units came to very different conclusions while working on the 
same target. The meeting also served as a means for McChrystal to direct his network towards a 
common goal. McChrystal writes, “Critically, the O&I fostered decentralized initiative and free 
thinking while maintaining control of the organization and keeping the energy at the lowest 
levels directed towards a common strategy.”85 

 
Spectrum of Integration 

 

Delegated Authorities 

As McChrystal implemented his other changes, he also embarked on a quest to remove 
traditional hierarchical decision-making, empowering leaders at the lowest levels to operate with 
great autonomy, and championed the integration of as many relevant entities in his campaign as 
possible, a process that Clapper later described as “engage everybody.”86 From his position as 
commander, McChrystal maintained oversight in what he called “eyes-on, hands-off” or 
“empowered execution.” The ability to execute a raid or an airstrike on a terrorist is usually a 
fleeting opportunity—members of AQI leadership rose through the ranks by being a “moving 
target” and making their behavior unpredictable to reduce their chances of being killed in such a 
strike. A highly bureaucratic organization will be forced to go through several iterations of 
decision briefs before gaining the authority to conduct a strike, possibly resulting in a lost 
opportunity. 

GEN McChrystal delegated decision-making authority on raids and lethal strikes down to the 
lowest practical level possible so that if a fleeting opportunity to engage a high-value target 
arose, individual team members could take initiative and act upon their given intelligence, 
dubbing this initiative and delegated authority “empowered execution.”87 Note that the ideas of 
shared consciousness and empowered execution are symbiotic—as a result of the shared 
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consciousness gained from the O&I brief, JSOC team leaders and analysts could now exhibit 
empowered execution to act upon new intelligence. 

Although the establishment of the ODNI created the appearance of centralized authority, in 
practice the Intelligence Community remains a confederation more than a single entity under the 
command of the Director of National Intelligence. According to former DNI Jim Clapper, who 
served in the position from 2010 to 2017, the DNI’s most crucial tool is his ability to “provide 
the dancehall,” for coordination and integration, creating the space for joint meetings and laying 
and reinforcing the robust communication channels that have become so critical.88 The DNI’s 
true value added, Clapper said, derives not from his management authorities, but from three main 
“enablers” that allow him to make the Intelligence Enterprise work better: budgetary authority, 
the facilitation of joint duty assignments, and the creation and strengthening of an efficient 
“architectural framework for information technology” across the IC. Clapper also understood 
that a strong foundation for integration must exist. To this end, he established the position of 
Deputy Director of National Intelligence for Intelligence Integration at the outset of his career. 
The position was designed to facilitate greater synergy of intelligence operations, collection, and 
dissemination. 

The CIA Chief of Station serves as the forward intelligence coordinator in an embassy and is 
almost always the Director of National Intelligence Representative overseas. Established by DNI 
Dennis Blair in 2009, DNI Representatives serve in a wide variety of locations, from U.S. 
diplomatic missions to military and international organizations.89 As the direct link between the 
DNI and key U.S. installations worldwide, DNI Representatives play an important role in 
bringing together and facilitating coordination and integration among the various IC and military 
elements within their areas of operation. Like the DNI, they derive much of their influence not 
from the authority to give orders, but from the ability to convene groups—both during crisis 
situations and as part of more regular gatherings. These huddles help establish crucial 
professional and personal connections between members of the SOF and IC communities. They 
also have a host of additional duties, including advising the Chief of Mission or senior 
commanders on IC-related issues. Their ability to reach back to the ODNI and the IC and their 
authority to facilitate cooperation among the various agency and military representatives 
operating in their country—a phenomenon analogous to Clapper’s “dancehall”—makes them an 
increasingly important component of both interagency and SOF-IC integration and collaboration. 

Analysts, Operators, and Fusion Cells 

The period after 9/11 saw much greater collaboration between operators and analysts—two 
groups with vastly different cultures and identities. Operators came to value the power of 
intelligence—without good intelligence, they didn’t know where or who to strike—and they 
came to view the analysts as valued teammates. In turn, analysts came to understand that when 
the operators understood what we know and what we need to know, they could conduct 
operations aimed specifically at capturing people or seizing devices for intelligence purposes. 
Operators became much more skilled at Sensitive Site Exploitation that produced more and 
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better information for the analysts to exploit. Operators and analysts began to meet regularly and 
be co-located with one another to discuss and debate intelligence gathered from recent raids and 
how they applied to new potential targets.90 The operators and analysts developed a symbiotic 
relationship in which each party worked to help the other in order to generate more actionable 
intelligence—and therefore more “jackpots” on raids. 

The various fusion centers are a prime example of grassroots innovation driven by field 
requirements that have since become almost institutionalized. The coupling of intelligence and 
operations in a self-sustaining cycle appears intuitive, and certainly the concept of intelligence 
driving operations which yield more intelligence is nothing new. The manner in which the cycle 
was operationalized and systematized, however, as well as the degree of integration from 
national intelligence down to tactical operations, was revolutionary. McChrystal writes “we 
needed small nodes, tightly linked together and with an unprecedented ability to act locally.”91 
To accomplish this, he recognized he had to make the following organizational changes, which 
ultimately served as a framework for the “fusion cell” concept: 

1. Rapidly increase bandwidth to and from forward teams in order to connect them with rear 
headquarters; 

2. Redistribute intelligence personnel to forward operating nodes to balance workload; and 
3. Tie forward and rear teams into a single fight. 

McChrystal’s leadership fostered the collaboration. “The change was McChrystal’s 
establishment of a HQ in Bagram. He was the first person to physically bring all the players 
together.” This was a seminal moment for the IC. They didn’t know it, but in Afghanistan this 
was the start of intelligence fusion.92 

Technology-driven Collaboration 

Video teleconferences allowed leaders, analysts, and officers arrayed across the globe to convene 
in the same digital space in real time, often bringing together thousands of people located in 
dozens of countries on the same channel. Effectively disseminating data and intelligence among 
the SOF-IC enterprise was essential as well. To this end, a shared classification system at the 
top-secret secure compartmentalized level ensured intelligence was both secure and accessible to 
those that needed it, when they needed it. 

Personal Relationships 

Many of our interviewees emphasized the deep relationships that were formed across 
organizational boundaries during this periods and emphasized the role of these personal 
relationships in overcoming inertia and resistance to interagency unity. Colonel Gill said, 
“relationships matter!” The sheer turnover in tasks in D.C. requires constant relationship 
cultivation. “No one becomes friends on VTC, you make friends at Ruth’s Chris in D.C.”93 
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While not everyone zeroed-in on steak houses, our research showed that leaders at all levels were 
intentional about getting to know their counterparts on a personal level. While some bemoaned 
the fact that personal relationships were necessary to make things work, we heard repeatedly 
about personal relationships “smoothing out the bumps” or “clearing the brush.” We see these 
personal relationships as essential at creating the level of trust required for high-end integration. 

Doctrine: The Old Man’s Playbook or a License for Creativity? 

The term “doctrine” often conjures thoughts of inflexible solutions for discrete problems, but 
terrorism clearly constituted a problem that needed thoughtful, creative solutions. In his book 
The Roots of Military Doctrine: Change and Continuity in Understanding the Practice of 
Warfare, Dr. Aaron P. Jackson examines military doctrine from its roots in the 17th century to 
the 21st century. Jackson argues that military doctrine can be divided into two schools, 
contending that one school of doctrine emphasizes objectivity and rationality, which he describes 
using the epistemological term “positivist.” From the earliest known history of doctrine until the 
late 20th century, doctrine was intended to be applicable to all circumstances and environments 
in which a military force found itself.94 Conversely, Jackson uses the term “anti-positivist” to 
argue that the operational and military strategic levels of war require far less prescription and 
must emphasize subjectivity and situational understanding.  

According to Jackson, the Vietnam War made clear that the U.S. military could no longer 
operate without broader understanding of their environment. In 1982, the U.S. Army published 
Field Manual 100-5 Operations, which articulated the operational level of warfare, emphasizing 
different levels of warfare (strategic, operational, and tactical) and decrying a “strategy of 
tactics.” FM 100-5 makes a succinct but profound statement regarding the limitations of military 
power and national political objectives. It recognized that: 

There is no simple formula for winning wars. Defeating enemy forces in battle 
will not always insure victory. Other national instruments of power and 
persuasion will influence or even determine the results of wars. Wars cannot be 
won, however, without a national will and military forces equal to the task. 
Although successful military operations do not guarantee victory, they are an 
indispensable part of winning. Winning campaigns and battles is the focus of this 
manual.95 

This statement indicates that the authors of U.S. military doctrine were rediscovering the crucial 
influence of circumstances and environment, a recognition that led to an institutionalized sub-
culture, especially in the Army and the Marine Corps, that emphasized creative problem solving, 
or anti-positivist doctrine. The anti-positivist approach is fully developed, according to Jackson, 
when manuals do not prescribe how military forces should engage the enemy or offer rigid 
guidance to senior commanders. Rather, military strategic school doctrine establishes 
“fundamental principles or a core conceptual framework that is intended to describe, categorize, 
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and justify military activities as much as guide the application of military force in pursuit of 
national strategic goals.”96 

The Intelligence Community does not have a formal overarching doctrine as the U.S. military 
does and the degree of formal or informal doctrine varies among individual agencies. Yet, each 
of these agencies has an approach to their core missions that looks a great deal like doctrine, 
which is passed on in their schools and apprenticeships. According to a retired CIA officer, for 
example, the CIA “doesn’t have (a formalized) doctrine or (strict) DOD-like structure – (it) lives 
(more) like a medieval guild.”97 He added that much of the learning came from higher-ups 
through institutional memory or through the stories passed down. While the CIA’s Directorate of 
Operations has actively resisted even the term “doctrine” because of the rigidity it implies in this 
culture, the motto engrained in new operations officer during their rigorous training is “it 
depends.”98 By extrapolation of Jackson’s dichotomy, this is a form of doctrine and the shortest 
possible expression of what Jackson means by “anti-positivist doctrine,” which can be 
summarized as finding the solution through better understanding of the problem, not standing 
doctrine. 

Positivist Doctrine Can Lead to Negative Results  

Jackson’s distinction between positivist and anti-positivist thinking showcases methods of 
understanding and problem-solving that are reflected in doctrine. Positivist doctrine is 
prescriptive and gives military leaders a “playbook” for problem-solving. In essence, leaders are 
given a template to follow without the need to fully understanding the problem—the solution is 
already given. In a military context, positivism emphasizes structure and order, applying 
empiricism and positive cause-and-effect relationships to predetermined variables of combat.99 
Positivist doctrine may work well in a conventional “force-on-force” war like WWI or WWII, 
but the variable relationships begin to fray when applied to unconventional wars. 

Secretary of Defense Robert McNamara was introduced to warfare as an Army Air Corps 
statistician during WWII. McNamara embraced positivist doctrine by seeking to quantify every 
aspect of the Vietnam War. He attempted to determine the independent variables that had to be 
manipulated to cause a change in the dependent variable—a successful outcome in Vietnam. Ken 
Burns’ Vietnam War documentary provides a succinct example of the pitfalls of positivist 
doctrine: 

There’s the old apocryphal story that in 1967, they went to the basement of the 
Pentagon, when the mainframe computers took up the whole basement, and they 
put on the old punch cards everything you could quantify. Numbers of ships, 
numbers of tanks, numbers of helicopters, artillery, machine gun, ammo – They 
put it in the hopper…They went away on Friday and the thing ground away all 
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weekend. [They] came back on Monday and there was one card in the output tray. 
And it said, You won in 1965.100 

Discerning the differences between positivist and anti-positivist doctrine, as identified by 
Jackson, is crucial to understanding the evolution of U.S. military doctrine. Anti-positivist 
doctrine, according to Jackson, is a function of the more complex understanding of international 
and local affairs—how the situational balances are in flux, making warfighting inherently 
chaotic. In essence, the late 1990s were filled with attempts to shift prescriptional doctrine to one 
that reflects the chaotic nature of the environment. Anti-positivist doctrine emphasizes that 
modern warfare cannot be understood by reducing the battlefield to linear relationships, relative 
firepower, and logistics because the relationships between the dense and overlapping layers of 
technologies, ideologies, ethnicities, state actors, and non-state actors are far too complex. The 
anti-positivist asserts that it is not really possible to develop a universal doctrine to be applied in 
all contexts, but rather that the situation must be fully understood before a solution can be 
applied. Albert Einstein summarizes a similar approach, saying, “If I were given one hour to 
solve a problem, I would spend 55 minutes thinking about the problem and five minutes thinking 
about solutions.”101 

Both types of doctrine have their place in modern fighting, however, it is crucial to assess the 
operating environment in order to decide which one is applicable for a given problem. We have 
found that the Cynefin framework for knowledge management reliably suggests which approach 
may be appropriate for particular problems. 

Framing Problems using Cynefin 

For the purpose of our project, the Cynefin framework is salient when considering current and 
future challenges. Jackson’s identification of positivist and anti-positivist doctrine, coupled with 
the Cynefin model, provides a lens through which current challenges can be analyzed and 
appropriate doctrine can be applied. Developed by David Snowden at IBM in the late 1990s, 
Cynefin is a knowledge management strategy that separates problems into four distinct areas: 
simple, complicated, complex, and chaotic. The framework is often depicted as a two-by-two 
matrix (see figure below). 

Simple problems are characterized by stability and clear cause-and-effect relationships, and 
demonstrably correct answers are possible.102 Complicated problems may have several right 
answers, and discerning the relationship between cause and effect can be difficult, thus requiring 
the need for subject matter experts. However, there is always a tradeoff between finding the right 
answer and making a decision. Challenges that fall within the “simple” and “complicated” 
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realms are characterized as “ordered” problems; these types of problems have specific answers 
that can be deduced through efforts to categorize and analyze the crisis. 

 

Moving counterclockwise, issues found in the complex and chaotic realms are characterized as 
“unordered” problems, which are significantly more difficult to comprehend and address. 
Complex problems, according to Snowden, introduce unpredictability and flux; in this domain, 
we can understand why things happen only in retrospect.103 Many of the national security issues 
that the U.S. faces today fall into this category, such as countering the appeal of terrorist 
ideology, counterinsurgency, or stabilization operations in complex socio-political environments. 

Snowden makes a key observation about complex problems, noting there is always a temptation 
to fall back into traditional command-and-control management styles. A complex domain, 
however, requires a more experimental mode of management. This observation aligns with 
several of our research findings regarding the adaptation and innovation of the SOF and IC in the 
post-9/11 era. 

Applying the Cynefin Framework 

Asymmetric warfare is not a simple problem. The conduct of warfare evolved over the course of 
the 20th century from primarily symmetric—WWI trench warfare being the most lurid and tragic 
example—to asymmetric. Symmetric warfare lends itself to postivism. Anti-positivism, as the 
name suggests, was born from a rejection of the positivist doctrine that pervaded military thought 
for much of the 20th century. Cynefin “complicated” or “complex” problems such as counter-
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terrorism, stabilization operations or counterinsurgency coexist nicely with the ideas that led 
Jackson to describe anti-positivist doctrine. 

GEN McChrystal’s comments that counterinsurgency in Afghanistan required acquiring a “rich, 
contextual understanding” is anti-positivist. Similarly, when asked in an interview for PRISM 
about what lessons we should have learned in Afghanistan, GEN McChrystal said that, in 
retrospect, if he were in charge of the war effort, he would have spent a full year understanding 
the country before conducting any military action.104 

Conclusion 

Tactical strike teams coupled with intelligence fusion centers achieved unparalleled speed and 
effectiveness by exploiting intelligence from a target, driving operations against credible follow-
on targets before the enemy could react. Previously, compartmentalization of operators and 
intelligence analysts meant that intelligence gained from a target was often not processed for 
days. When it finally was, the intelligence was likely stale and potential follow-on targets had 
reacted to the original strike and gone to ground. Operators and analysts had existed in separate 
spheres, both physically and organizationally. GEN McChrystal changed the game, bringing both 
into the same physical and organizational sphere. Over time, operators and analysts came to not 
only respect one another, but to mutually depend on one another to accomplish their respective 
mission functions as a “team of teams.” This metamorphosis, the result of creatively 
restructuring the rigid, hierarchical JSOC of the pre-9/11 years, was the deciding factor in 
defeating AQI. 

Recent U.S. efforts to counter gray zone operations are analogous to Colonel Gill’s experience 
during the initial campaign in Afghanistan. The lines of support and integration are disjointed 
and ill-defined. Integration between appropriate elements of the intelligence and SOF 
communities, not to mention the broader interagency landscape, is rudimentary at best. Further, 
there is a dearth of clearly purposed organizations, authorities, and strategy. Given the legitimate 
increasing concern over activities in the gray zone, current efforts are neither optimal nor 
sustainable if we hope to be reasonably prepared. 
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Chapter 6. 
Technological Acceleration and Out-Adapting the Enemy 

Introduction 

Many of the innovations and changes in coordination and collaboration procedures within, 
between, and among the many organizations constituting the SOF/IC CT enterprise could not 
have occurred without the embrace of new technologies that enabled communication and 
information-sharing across communities, time zones, and distance. This direct application of 
technology to facilitate collaboration was not the only way that technological change drove 
integration, however.  

As described in previous chapters, in the realm of manhunting operations, special operators and 
intelligence officers exploited the enemy’s own embrace of technology to find, fix, and finish, 
especially their use of mobile telephony and the Internet. Technological advances created vast 
potential for improvements in areas such as surveillance and reconnaissance, geolocation, and 
other mission areas. These changes required both intelligence integration and intense ops/intel 
fusion to be agile enough to exploit the product of the effort while the intelligence was still 
actionable. Proliferation in the use of magnetic media by terrorist groups in the form of personal 
communication devices and laptops drove the evolution of interagency networks to exploit 
previously unfathomably volumes of data, creating subsets of expertise and cooperation in the 
area of data recovery and forensics to link analysis within “big data.” Meanwhile, advances in 
signals intelligence, geospatial intelligence (GEOINT), and biometrics were used for 
geolocation, tracking and verification and for increasingly sophisticated social mapping of 
terrorist networks. 

The counterterrorism fight of the 2000s saw the IC and SOF at the forefront of technological 
innovation as manned and unmanned surveillance aircraft trolled the skies above Al Qaeda and 
Taliban-controlled turf, functioning as “multi-INT” dragnets monitoring cell phone traffic, 
eavesdropping on hand-held radios, and recording imagery footage from multiple sensors. 
Meanwhile, reconnaissance satellites circled the earth, collecting geospatial intelligence. The 
petabytes of communication and information data gathered from these efforts fed the 
dramatically expanding number of servers owned by NSA NGA, CIA, and DIA. The IC learned 
to manage and exploit this data to conduct near real-time analysis that facilitated operations to 
take the fight to the enemy to disrupt attack planning and eliminate sanctuaries. 

As the U.S. got better, however, the enemy learned and altered techniques. We heard a variety of 
comments in our interviews on the theme, “the dumb ones died, and the smart ones learned.” The 
challenge for the United States in CT was and is to stay ahead of adversaries by out-adapting and 
out-innovating them. Interagency collaboration was a critical part of this adaptation and there are 
relevant lessons for the interagency as it attempts to embrace, adapt, and harness technology for 
new adversaries in different battlespaces. 
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Using Technology to Collaborate 

Changes in information technology created new possibilities for not only collaboration between 
organizations, but the possibility to flexibly create teams and interest groups from across the 
government focused on common issues, such as analysts from many agencies tracking a 
particular threat stream. Embracing these opportunities required more than merely understanding 
the technologies and fielding new systems; it also required adjusting long-held concepts of 
command and control, establishing mutual trust, and hammering out common procedures and 
rules of the road. Much of this effort was trial and error and “bottom-up,” according to a number 
of interviewees. Two tools were particularly important to the development of the SOF/IC CT 
enterprise, according to our experts: Video Teleconference Conferencing (VTC) and other IT 
collaboration tools. 

Video Teleconference Conferencing 

In describing interagency collaboration in the days just after 9/11, Robert Grenier, who was 
Chief of Station in Islamabad, writes in his book 88 Days to Kandahar: “The usefulness of the 
VTC in this whole scheme was inestimable, particularly in an environment that demanded 
information on an ever more immediate basis.”105 This technology enabled disparate elements of 
the SOF and IC to convene quickly and efficiently and to communicate in real time. VTC 
participants could dial in from all over the world, reducing lag and response delays associated 
with prior forms of communication, collaboration, and brainstorming. VTCs could not substitute 
for personal relationships or create perfect harmony and understanding, but they allowed for 
speedy and effective dissemination of information and the establishment of common 
understanding of the current intelligence and operational pictures and the immediate needs of the 
operators. It was not all peace and tranquility on the VTCs, of course. Often, these sessions 
surfaced significant differences between agencies on how to interpret the current situation or 
what to do about it. 

Once these differences were made apparent, however, the same VTC tool made it easier than in 
previous eras to understand alternative positions and why another agency had a different 
viewpoint. Beyond decision-making, in working through these issues VTCs played a key role 
bridging barriers of geography, culture, and mission. One recurring VTC session became a focal 
point for DOD’s CT effort. General McChrystal instituted a daily 90-minute video 
teleconference that brought together participants from Tampa, Florida; Washington, D.C.; Iraq; 
Afghanistan; and elsewhere.106 Open to nearly every interested organization, including agencies 
outside DOD, the daily sessions grew in popularity, eventually expanding to 7,500 participants 
across 70 locations. In the end, the VTC created connections between teams that otherwise 
wouldn’t have interacted. In the process, participants forged relationships. “We knew cultural 
barriers were breaking down because military and CIA people were hanging out together side-
by-side in VTCs,” according to one interviewee.107 
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Information Technology 

The job of information technology (IT) professionals is to tailor their organization’s networks to 
optimize its mission, structure, and security requirements. This optimization, ironically, creates 
challenges in integrating across the SOF-IC communities, a reality that is greatly exacerbated by 
the sensitivity of these organizations’ information. Developments in IT technology theoretically 
allow for easier dissemination of critical information, the means to coordinate sensitive 
operations, to share sensitive information in real time, and to access data stored across the 
enterprise. The reality, however, is that this has proven a constant challenge. 

Our interviewees see the development of common systems and shareable data as key to fostering 
interagency integration. They also believe this will always be a challenge requiring intentionality 
to address because it first requires answering critical, non-technical questions. When a foreign 
terrorist interacts with an American, for example, which terrorism analysts have access to 
sensitive law enforcement information on American citizens? Who decides who gets this access? 
What oversight is placed on that process to maintain integrity? When a foreign service officer 
describes a contentious meeting with an ally, how many of the roughly 5.1 million Americans 
with a clearance should she assume can access her report? Technology makes it possible to 
disseminate or provide access to all of them. Is that wise? How many individuals at a Combatant 
Command can access the most sensitive NSA or CIA information? How is that managed? 

In the wake of 9/11, commentators and interest groups in Congress and elsewhere often brushed 
aside these questions as delaying tactics to protect turf, resistance to new technology, or with the 
catch-all criticism that sharing “is just not in the “culture.” The pendulum has swung back in the 
wake of multiple successful hacks and the massive leaks by Snowden and Manning. Concern 
about data security and broad suspicion of governmental surveillance has created wider 
understanding that systems and procedures must balance the responsibility to share with the 
responsibility to protect valuable or sensitive information, whether it is intelligence-gathering 
sources and methods or the private information of government employees.108 

Many IT networks exist in the national security sphere. Some understanding of how the presence 
of so many systems and classification levels affected mission success is helpful when 
considering the integration and collaboration that took place after 9/11. In DOD alone the 
networks include SIPRNET (Secret Internet Protocol Network), NIPRNET (Non-Secure Internet 
Protocol Network), and JWICS (Joint Worldwide Intelligence Communication System), as 
illustrated in the following image of the multi-net capable room. Each of these three networks 
operates at a different classification level. SIPRNET, for example, is the network the military 
uses for sharing information classified at the Secret level. SIPRNET is the main network used for 
coordinating most conventional military operations. NIPRNET, meanwhile, is used for sharing 
information that unclassified but may be sensitive or proprietary. 

 

                                                
108 This analysis is a synthesis based on a number of interviews and a review of the literature. 



50 

Source: Wikimedia Commons, “Behind the Green Door” (2007), https://commons.wikimedia.org/ 
wiki/File:Intel_GreenDoor.jpg. 

The ability to share information at the same level of classification is more than a practical 
matter—it is the building block for establishing trust between organizations conducting sensitive 
operations. For example, JWICS  can carry traffic classified at the TS-SCI (Top Secret- Secure 
Compartmentalized Information) level. Special operations headquarters often operate at this 
level. While JWICS is not the primary operating network for CIA, its classification level matches 
that of CIA’s, and makes full sharing and an open dialogue easier. Specifically, it allowed CIA 
and SOF units to more easily overcome difficulties the agency experienced when trying to 
coordinate on SIPR with conventional military forces or military intelligence attachments. (This 
is less a problem for DOD intelligence agencies, which also operate at the TS-SCI level, but are 
well-equipped with SIPR to facilitate communication with supported units.) Being able to 
operate on JWCS allowed both sides of the partnership to share information of the highest 
sensitivity and, crucially, to have confidence that it would remain secure. 

One way to think of SOF-IC integration is the ability to make your mission and my mission our 
mission, and what was previously my secrets or your secrets, our secrets.109 This cannot happen 
without supporting IT systems and rules that foster it. 

Terror Tech: The Enemy Learns, Too 

For all its vast technical abilities, the United States often found itself reacting to the enemy’s 
embrace of new technology. The enemy leveraged new technologies to coordinate attacks, case 
targets, recruit new members, provide instructions to far flung organizations, move money, raise 
money, design new weapons and attack vectors, and evade detection. “It goes without saying that 
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the United States has an enormous technological advantage with cyber and shoot-in-the-face 
stuff,” one interviewee told us, referring to U.S. kinetic capabilities.110 This is an widely-held 
conclusion of many interviewees that is also reflected by many who have written on the subject. 
The United States is routinely effective against less technologically sophisticated adversaries. 
“That’s why, this morning, 21 known terrorists were killed in Somalia by an airstrike,” he added. 
Yet technology is also a sword that cuts both ways. Terrorists’ ability to leverage off-the-shelf 
technology “gives important capabilities to those who would otherwise be irritants.”111 

By the late 1990s the world had “flattened” technologically. Terrorists could envision tradecraft 
to hide in the noise to create a worldwide communications network using readily available 
commercial options. As the U.S. intelligence effort against them became better understood, Al 
Qaeda members went to more elaborate lengths to hide their footsteps, including routinely 
encrypting communications. Beyond communication to members, technology was employed for 
communication with the public and to attract and recruit new members. Al Qaeda in the Arabian 
Peninsula (AQAP), for example, published Inspire, an online English magazine to build its brand 
among followers and sympathizers in the west. Inspire also influenced terrorists plotters and 
attackers. The magazine’s second issue, for example, contained instructions on “The Ultimate 
Mowing Machine,” inspiring Irfan Naseer, Irfan Khalid, and Ashik Ali to hatch an unsuccessful 
attack plot in which they would affix butcher knives to a truck and drive it through a large 
crowd. The first issue of Inspire included an article, “Make A Bomb in the Kitchen of Your 
Mom,” which analysts believe inspired Boston Marathon bombers Dzhokhar and Tamerlan 
Tsarnaev.112 The use of publishing tools to share easy-to-adopt tactics was itself a response to the 
U.S.’s demonstrated manhunting expertise and ability to find and then conduct devastating 
strikes on trained operatives. The new tactic, enabled by technology, was to encourage 
decentralized attacks around the world by individuals with no previous affiliation with terrorist 
groups. 

The Taliban initially ruled Afghanistan like Luddites. They rejected all technology and Taliban 
lieutenants dispatched “secret police to smash TVs.”113 Over time, however, the Taliban 
embraced technology as they realized its potential to propagate information. “They’ve created a 
pretty dynamic media capability,” said Arturo Munoz.114 As their technological savvy has grown, 
the Taliban has consolidated its online presence. Like other terrorist organizations, the Taliban 
now circulates its international magazine, produces and publishes videos, and uses the Internet to 
recruit from afar and shape its narrative. They have also embraced new weapons systems and 
techniques pioneered elsewhere such as remotely triggered Improvised Explosive Devices and 
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suicide bombers. Recently, the New York Times reported that the Taliban has started using night-
vision goggles.115 

Despite its anachronistic aims, the Islamic State demonstrated sophisticated and dynamic 
technological acumen. They used the encrypted messaging app Telegram to coordinate with one 
another, publicize information, and spread propaganda. The A’maq Agency, an ISIS-affiliated 
media organization, built its own jihadi Android mobile app. Social media and video-sharing 
have figured prominently into ISIS recruitment strategies. ISIS has even developed a mini air 
force with off-the-shelf, HD video-equipped quadcopter drones, which it uses for intelligence, 
surveillance, and reconnaissance (ISR). The drones, which can be rigged to carry and drop 
improvised bombs or grenades, also provide the group with a crude form of close-air support. 

Working Together to Out-Adapt the Enemy 

Though technological collaboration between the SOF and IC communities went back decades, 
both were structured for a different fight. General Michael Hayden summed it up when 
explaining the fundamental difference between the Cold War and the CT fight. The specter of 
massive land and sea battles with an adversary during the Cold War had us facing an enemy who 
was “easy to find, yet hard to kill.”116 Now, the U.S. faces a nimble, agile, and decentralized 
enemy, the fight had the opposite dynamic: the enemy was “hard to find, but easy to kill.”117 

In the Cold War era, technological change occurred at a slower pace and the U.S. had a principal 
adversary around which it organized defense policy. Government or government-funded research 
and development drove the pace of technical change. In the CT fight, in contrast, the U.S. had 
many potential adversaries and commercially available technology set the pace of change. As 
DCI-designate James “Jim” Woolsey put it in his confirmation hearing in 1993: “We have slain a 
large dragon. But we live now in a jungle filled with a bewildering variety of poisonous snakes. 
And in many ways, the dragon was easier to keep track of.”118 Although U.S. CT operations post-
9/11 required an unprecedented emphasis on new forms of intelligence-gathering and 
warfighting, closer collaboration did not begin on 9/11. 

The decade between the collapse of the Soviet Union and Al Qaeda’s attacks on American soil 
saw the IC and SOF develop technical cooperation and lay a foundation of personal relationships 
and trust that paid big dividends after 9/11. Once SOF and the IC found themselves in the throes 
of the CT fight, they continued efforts to enable cooperation through new relationships, leading 
to integration that aided the manhunting mission. Exploiting encrypted networks, seizing on 
material picked up in raids, and tracking down the enemy with multi-INT analysis were 
technological trademarks of the SOF-IC enterprise and a substantial interagency effort. Sharing 
timely information across agency boundaries and uniting the various capabilities of the IC, along 
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with addressing how communication and information-sharing was conducted, illuminates how 
SOF-IC collaboration led to CT success. 

Unmanned Aerial Vehicles 

Unmanned Aerial Vehicles (UAVs ) or drones, with their “light footprint” (relatively little basing 
and support requirements), remote pilot, and low overhead would become critical both in the CT 
fight and in SOF-IC collaboration, but UAVs also represent significant cooperation and 
technology transfer and sharing well before 9/11. Collaboration between the two communities on 
these platforms was extensive. CIA, working with the Defense Advanced Research Projects 
Agency (DARPA), developed the Predator drone in the 1990s, a period of fiscal austerity, as a 
means to cheaply and effectively gather intelligence from overhead. Only later did drones take 
on a dual-hatted role of intelligence-gathering and strike operations. UAVs greatly enlarged the 
portfolio of possible options available to the United States, while guided missiles on an ISR 
platform offered accurate and consistent delivery of the payload. 

Data Forensics and Site Exploitation  

In 1999, the U.S. netted an information jackpot from a technical operation. Seven computers 
were seized, and the data from the hard drives was a motherload for the time—49 gigabytes. The 
IC and U.S. military had never seen anything like this before, a former IC member recalled. 
Working around the clock, IC forensics expert pored through the data. Despite the manpower 
and expertise, it still took three and a half months to go through all the data. A former senior 
leader in the CIA realized, “There is no way of doing things scales for the information age.” As 
the IC began to better understand that large volumes of digital media would proliferate even to 
non-state adversaries, it began develop methods to filter and sift through large tranches of data 
and automated forensic capabilities for exploiting data quickly, along with systems to manage 
storage and retrieval.119 

The CIA and SOF began actively working together on these capabilities well before 9/11. A 
senior official recalled CIA forensic experts holding classes with the special operators whose 
duties might find them in a position to capture media. Because the class began with, “please 
bring back the computers without damaging them,” the classes came to be called: “Please Don’t 
Shoot the Computer.” The official recalled that when the CIA developed specialized Pelican 
cases (durable cases used for transporting sensitive, valuable equipment) as “fly away” 
exploitation kits, they provided several, along with training, to JSOC. The dialogue that started 
with a few Pelican cases and classes became standard operating procedure across the SOF-IC 
community. This boundary-spanning effort, initiated as a means to make the IC’s job easier, 
made everyone’s job easier. In the post 9/11, operators came to understood fully that seizing and 
cataloguing sensitive digital information on-site drove the F3EAD cycle (Find, Fix, Finish, 
Exploit, Analyze, Disseminate).120 
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Geospatial Intelligence and Signals Intelligence 

The enemy’s widespread use of the Internet and cellular technology created important 
opportunities around which IC elements innovated—both technically and socially. NSA, for 
example, created a joint NSA/NGA organization known as Geocell at Fort Meade, Maryland. 
The Geocell combined information acquired globally by national systems with tactical ISR from 
the theater to support operators in the field. 121 Their unofficial motto, “We track ‘em, you whack 
‘em,” was an important example of integration between SOF and IC in agencies relaying 
information back to SOF teams to create mission success.122 VTCs (discussed previously) and 
common systems were also critical to this success. 

A Template for Future Challenges 

A clear and urgent mission and continual adaptation on the part of the enemy was the main 
driver of IC-SOF cooperation throughout the CT fight. Necessity drove collaboration and 
innovation, but it took senior leaders to institutionalize the new approaches. Accelerating 
innovation and flexibility in exploiting technology and countering our adversaries is even more 
critical in the gray zone, where the U.S. does not enjoy the same one-sided advantage in 
technology. 
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Chapter 7. 
Leadership: Fostering Innovation Across the Enterprise 

Again and again during our project, we found that leadership was the critical ingredient in 
overcoming interagency tension to foster collaboration and solve operational problems. Our 
findings highlighted two aspects of leadership that were particularly critical: 1) enterprise 
leadership, and 2) an ability to foster an environment of technical and social innovation among 
subordinates. While many specific innovations and “societal changes” that facilitated the rise of 
interagency networks were developed by individuals at the working level, we found that senior 
leaders set the conditions for this innovation and especially set the tone for their organization’s 
openness to engaging other organizations. 

In the counterterrorism mission arena after 9/11, leaders realized their organizations had to 
change. Specifically, they had to become more agile than their ever-evolving enemy, which had 
just demonstrated its capacity to innovate to devastating effect. The clash of cultures between 
and among SOF and IC organizations affected their effectiveness in counterterrorism. Despite a 
long history, there was baggage and tension to overcome. The result, initially, was a failure to 
keep pace with the dispersed operations and agility of the AQI network. Integration and 
cooperation between the SOF and IC in the first years after the 9/11 attacks was stunted by the 
cultural biases each organization held. According to a former Navy SEAL interviewed for the 
project: “In the early days after 9/11, everybody defaulted to biases in dealing with other 
organizations.”123 

The best of the senior leaders in CT understood that achieving change at the organizational level 
meant they had to change. Using JSOC as an example, GEN McChrystal realized significant 
adjustments were in order. He embarked on a quest to decrease hierarchical decision-making and 
empower leaders at the lowest levels to operate with greater autonomy, and he championed the 
integration of as many relevant external organizations in his campaign as possible, a process that 
DNI Clapper later described as “engage everybody.”124 This delegated decision-making 
empowered by an integrated intelligence effort, which included national agencies having 
representatives at forward headquarters, was essential to developing the accelerated targeting 
cycle now known as F3EAD. The changes were a breakthrough. Enabled by organizational 
transformation, the cycle produced a 17-fold increase in strikes while simultaneously raising the 
success rate of the operations themselves.125 

Enterprise Leadership 

Accomplishing this required “enterprise leaders” at all levels. Enterprise leaders possess not only 
extreme competence in their specialty, but the ability to work across organizational boundaries 
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and across functional areas.126 These men and women must understand the institutional, 
organizational, and individual actors within the mission space, be fluent with their organizational 
cultures, view those actors as a single network, and build and leverage that network to achieve 
the collective objectives of the national security enterprise. They foster innovation within the 
organizations over which they have direct authority and adapt to a rapidly changing operating 
environment by emphasizing interagency cooperation and cultivating this network. They also 
serve as catalysts for “creative disruption”—a management concept that emphasizes innovation 
and emerging technologies to help organizations adapt to new environments.127 

Organizational culture is often raised as an obstacle to integration in the context of resistance to 
needed change. We found that enterprise leaders work to understand, not change, the culture of 
the organizations they engage with. As some of our interviewees noted, the impulse is often to 
propose a top-down attempt to “change the culture.” The first problem with this idea is that 
doing so requires a huge investment in effort over an extended time and results in a mission-
distracting disruption. 

The second problem with the idea of destroying the stovepipes, according to a number of 
officials interviewed, is that the most effective leaders in this space were the ones who saw the 
different cultural norms as not a weakness but a strength, and envisioned harnessing these 
different cultures across organizational boundaries as a building block for a stronger network or 
enterprise. In an interview with Director James Clapper, he argued that the unique ethos of the 
cultures within IC were part of its strength. He noted that congressional critics and other 
commentators demanding greater integration of the IC and the broader USG decried its 
“stovepipes.” Clapper noted that these critics seem to forget that “those stovepipes are also the 
home of tradecraft.” One cannot break them and expect to produce the same specialized 
capabilities. Enterprise leaders recognize that cultures are molded by the values and expertise of 
particular groups and are a living reflection of their identities.128 

Although interagency tensions and obstacles to integration remained after the 9/11 attacks, the 
trauma of that event, the strong sense of a common mission, and the shared hardships and 
dangers of the war zones created a special environment that enterprise leaders could use to 
facilitate integration. As an example, Thomas Henriksen mentions in Eyes, Ears, and Daggers 
how SOF operators were skeptical of CIA officers who did not have military backgrounds. That 
changed, however, once the two organizations started working closely together and the officers 
“proved themselves under fire.”129 Enterprise leaders can champion the pride and commitment of 
their own organizations while explicitly and publicly honoring the ethos and skills of their 
partners. A former Special Forces operator who later became a CIA officer wrote on a Special 
Forces blog how the shared mission can create mutual respect even in the face of rivalry and 
competition: 
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Yes, these units compete and aim to outshine each other. Yes, they would gladly 
steal each other’s missions any day of the week. Yes, they will tell you that each 
one of them is the best at what they do, hands down. Yes, they will claim that they 
are the true experts at their particular specialties. And no, they will never, ever 
admit that they are not as good as a rival unit. But will Rangers march miles 
through the mountains of eastern Afghanistan to rescue a gravely wounded Navy 
SEAL? Will a CIA paramilitary unit respond instantly to a troops-in-contact call 
from a nearby Special Forces A-team? Will a SEAL officer detailed to a British 
SAS platoon risk life and limb to recover the body of a mortally wounded CIA 
ground branch officer in the middle of a firefight? You’re damn right they will.130 

Nurturing Innovation 

The temptation to lead as a chess master, controlling each move of the 
organization, must give way to an approach as a gardener, enabling rather than 
directing. A gardening approach to leadership is anything but passive. The leader 
acts as an “Eyes-On, Hands-Off” enabler who creates and maintains an ecosystem 
in which the organization operates.131  
   - General Stanley McChrystal in Team of Teams 

Innovation comes in two main forms: disruptive and sustaining. A disruptive innovation 
fundamentally changes the business model and creates a new industry, whereas a sustaining 
innovation improves performance within the industry but doesn’t necessarily cause a 
fundamental change to the business model or the industry.132 The Netflix model, for example, is a 
disruptive innovation because it completely changed the way movies were rented and watched, 
providing a subscription service and online streaming model that replaced brick-and-mortar 
stores.133 Uber, on the other hand, is a sustaining innovation. Though it completely upended the 
taxi industry, the innovation itself (connecting taxi riders and drivers via a smartphone platform) 
represented an embrace of available technology to improve the way business was done.134 The 
common thread that ties these innovations together is that they provided a superior product that 
took advantage of rapidly changing conditions in the operating environment, namely the 
proliferation of Internet streaming and smartphone technology. 

The evolution of JSOC from a hierarchical structure into a decentralized network was a 
disruptive innovation. The decentralized network model served as a new collaboration platform 
that enabled JSOC to conduct targeting at unprecedented scale and efficacy. Meanwhile, GEN 
McChrystal’s O&I briefings conducted via VTC were a sustaining innovation because they 
provided incremental changes that helped build a more robust and interconnected network. Like 
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their counterparts in private industry, leaders in counterterrorism set the conditions for mission 
success by building a new “business model” that reflected changes—both technological and 
societal—in the new operating environment. This involved both disruptive and sustaining 
innovations. 

Upon taking command of TF 714, one of the first operational challenges GEN McChrystal 
identified was that his organization lacked a common operating picture of enemy activities. This 
was largely a function of an insufficient and delayed flow of information between forward 
stations and higher headquarters. This lack of a shared understanding caused forward and rear 
elements to conduct parallel efforts in the same battlespace rather than mutually supportive 
action. The problem was caused by a lack of “technical and human bandwidth.” As a result, 
forward elements at a remote outstation tended to “hoard” captured information, forcing their 
one assigned analyst (a human “bandwidth” choke-point) to pore through vast amounts of 
information—far more than the person could possibly absorb—before passing it on to higher 
headquarters or the rear element. Meanwhile, rear operational nodes received raw information 
from outstations with little to no context and therefore could not provide sufficient actionable 
intelligence to their forward operational elements. McChrystal conceptualized this dynamic in 
the following “hourglass drawing”:135 

 

One particular caution for leaders in the information age emerged from our research. As 
technological capabilities evolve, it is easier and easier for a higher headquarters to involve itself 
in tactical decisions. In Vietnam, the image of battalion and brigade commanders circling over a 
firefight came to be known as the “big platoon leader in the sky” phenomenon. Today, the same 
technology that can connect disparate and far-flung organizations can also be used to try to run 
an organization from the top down and to micromanage the decisions of subordinates. Striking 
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the right balance of using technology to create a common operating picture, exercise appropriate 
command and control, and decentralize execution requires extraordinary discipline on the part of 
senior leaders. Leaders must be deliberate about integrating their processes and delegation of 
authority with the reality of technology’s ability to push real time images and “the operating 
picture” anywhere—including the White House situation room. 

Leaders in the decentralized network model allowed subordinates appropriate leeway to 
innovate. These leaders had the humility to acknowledge that their “signing authority” was not 
essential for every decision, but did not abdicate their decision-making role in setting the overall 
direction of their organization. They also had the vision and self-actualization to use their 
organization’s capabilities to empower other organizations—even long-time rivals—to 
accomplish the greater mission. 

Enterprise Leadership in Action 

The following section examines the experiences of four outstanding examples of senior 
enterprise leaders. There are many other examples at intermediate and working levels. 

General Stanley McChrystal 

As discussed in previous sections, GEN McChrystal successfully built a robust and resilient 
network capable of understanding and adapting to changing conditions and missions with 
minimal guidance from senior leaders. As noted above, McChrystal began to envision senior 
leaders as “gardeners” more than “chess masters.” They prune and shape the network, facilitate 
interagency collaboration by empowering mid-level managers, and if necessary, prod them to 
work with other organizations to accomplish the mission.136 In creating and cultivating this 
network, “gardeners” facilitate unity of effort by providing a common direction to their 
organizations while simultaneously communicating the importance of collaboration both 
between and within their organizations. McChrystal was both reflective and humble enough to 
realize that neither he nor his headquarters staff could control every move of his organization in 
such a fast-paced operating environment. In response, he exploited collaboration technologies to 
build what he termed “shared consciousness” throughout his organization and “align interests” of 
disparate subordinate commands.137 He then empowered his subordinates by giving them the 
authority to act upon new information. 

Glenn Gaffney 

Glenn Gaffney, the former director of the CIA’s Directorate of Science and Technology 
(DS&T), Deputy DNI for Collection, and Director of CIA’s Information Operations Center, 
demonstrated enterprise leadership in the technological domain by sharing technical innovations 
to enable other organizations to succeed in their missions. In the early days (even before 9/11) 
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this sometimes involved technical instruction, like the class entitled “Don’t Shoot the Computer” 
that emphasized the value of gathering, rather than destroying, technical intelligence on the 
objective and direct transfer of technology and processes, as when IOC flew Pelican cases filled 
with technical equipment to JSOC operators.138 These were not obvious steps to take in the pre-
9/11 context, and subordinate leaders objected to giving away their innovations and business 
lines. Gaffney not only stuck by these decisions, he fostered this mindset in subordinate leaders. 
An entire generation of rising CIA leaders at the interface between technology and human 
operations were developed in this context.139 

Director James Clapper 

Lieutenant General (Ret.) James Clapper became the fourth Director of National Intelligence in 
five years when he was sworn in on August 9, 2010. Many had come to view the position as too 
weak to overcome bureaucratic resistance to change and the job of director as impossible. But 
Clapper, who had previously served as Under Secretary of Defense for Intelligence and as 
Director of both the Defense Intelligence Agency and the National Geospatial-Intelligence 
Agency, was aptly suited for the task. He would exhibit extraordinary leadership during his six 
years as DNI, helping save the organizational concept and fostering closer interagency 
cooperation throughout his term. As previously noted, Clapper realized that the real power of the 
DNI lay in harnessing its ability to “provide the dancehall for collaboration,” whereby he 
provided the venue and impetus for greater interaction and the establishment of partnerships and 
understanding.140 One of the keys to his success was recognizing that the DNI could act as an 
independent broker between the web of agencies within the IC. Though Clapper himself felt that 
the position of DNI needed to be strengthened, he chose to emphasize integration and 
collaboration vs. command and control.141 

Director Leon Panetta 

Operation Neptune Spear, the raid that killed Osama bin Laden on May 2, 2011, was a joint CIA-
JSOC operation that provides a succinct example of enterprise leadership. The mission has come 
to epitomize the best of SOF-IC integration, spearheaded by the leadership of Panetta and JSOC 
commander Admiral William McRaven. Panetta delegated the raid’s execution to JSOC even 
though CIA had a force that could have conducted the mission because he felt that JSOC’s years 
of experience were best suited to execute the mission. So, when ordered to devise operational 
plans, he turned to an elite SOF partner. The mission was planned and executed under CIA’s 
Title 50 authorities, but carried out by JSOC elements subordinated officially to CIA for the 
mission. As a former general counsel at the CIA remarked of the raid, it was “a complete 
incorporation of JSOC into a CIA operation,” which was only made possible by Director 
Panetta’s leadership.142 
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Toxic Leaders in the Collaborative Environment 

Our research and interviews also showed that just as senior leaders can advance the creation of 
networks and an enterprise approach, parochial leadership can be a barrier to interagency 
performance and integration. Several former officials of various ranks mentioned Secretary of 
Defense Donald Rumsfeld’s well-known criticisms of special operations in the period after 9/11 
as an example. In the wake of 9/11, Secretary Rumsfeld was “angry at the DOD’s inability to go 
into Afghanistan.”143 Rumsfeld “viewed the matter from a competitive perspective: How was the 
CIA paramilitary beating the DOD?”144 In framing CIA as a competitive interloper on DOD 
space to his subordinates, whether that was his intention or not, he set back cooperation and 
integration in many theaters of operations and even created tensions with the Department of State 
by claiming exemption from the need to coordinate certain “preparation of the battlefield” 
activities in countries outside the war zones.145,146 

Often the tension had operational consequences. In 2005, the rivalry between DOD and CIA led 
to cancellation of a cross-border raid into Pakistan.147 Henriksen states: 

In Washington, the two security organizations locked horns over which entity 
should take the lead in combating global terrorism. In their competition, they were 
taking over each other’s functions. The Pentagon stepped up its intelligence 
collection and evaluation. The CIA’s paramilitary branch was in the ascendency 
with its accelerating killer-drone campaign. Gradually, changes in leadership 
brought about improved relations.148 

The animosity between senior leaders festered as the Iraq invasion turned sour, and once again 
Secretary Rumsfeld’s competitive leadership style was a barrier to interagency cooperation. This 
time, it wasn’t with the covert operators at CIA, but collectors and analysts in the broader 
intelligence community who came under his attack. As Thomas Henriksen recounts in Eyes, 
Ears, and Daggers: 

Disenchantment with the intelligence community surfaced within the Pentagon’s 
top civilian leadership. The unexpected insurgency during the Iraq War prompted 
the Defense Secretary Donald Rumsfeld to express his frustration at the CIA and 
DIA. He opined that the Agency “failed to assess correctly the threat posed by the 
Fedayeen”—the irregular Iraqi resistance to the U.S. and allied intervention in the 
early weeks of the conflict. Broadening his criticism, the secretary continued: 
“The intelligence agencies failed to warn of the possibility” for “the attraction of 
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foreign jihadists to the conflict in Iraq.” He also took issue with the intelligence 
community for “the failure to highlight the dangers of an insurgency.”149 

Virtually all intelligence officers of the period were quick to recall that there was not much of a 
market for intelligence analyzing the prospects for civil war or a U.S. invasion in the period 
before the launch of Iraqi Freedom.150 

Enterprise Leadership, Integration, and Innovation are Easier in the Field 

Michael Barry, Director for Intelligence Programs on the NSC staff, emphasized, “The closer 
you are to the mission the easier it is to cooperate.”151 As Henriksen points out in Eyes, Ears, and 
Daggers, “In the lofty corridors of power, the game could be less harmonious.” This tension is 
often labeled as the Title 10 (military authorities) vs. Title 50 (CIA authorities) issue, but this 
tension has little to do with authorities in our view. According to a senior SOF operator we 
interviewed, “Title 10 and Title 50 is like Shakespeare, often quoted, never read.”152 Henriksen 
notes that, “According to Michael Hayden, a U.S. Air Force general (retired) who once headed 
both the NSA and the CIA, the potential feuding over the application of the Title 10 or Title 50 
authorities never really materialized as an operational factor after the 9/11 attacks.”153 

Based on our review of the literature and interviews, one reason we are bullish on the U.S.’s 
ability to develop senior enterprise leaders in the CT arena is because of this shared war zone 
experience. As noted elsewhere in the paper, “exchanging hostages” was critical to the level of 
coordination required for the enterprise (or networked) approach to CT. This intense interaction 
between organizations, especially in the war zones, means that a whole generation of rising 
intelligence officers and special operators have grown up working closely with other agencies, 
often serving in them. Even though this duty exposed them to bureaucratic infighting and 
situations in which differing missions, different cultures, or different authorities created tensions, 
almost all the experts we interviewed believed that these men and women will be more likely to 
see the necessity to work through these kinds of issues and that they will view this as an 
important part of the job. 

Enterprise Leadership in the Gray Zone 

Unity of effort in 21st century warfare will be a challenge, but it is essential because every form 
of warfare—conventional, low-intensity conflict, or gray zone—will require a bespoke blend of 
agencies, capabilities, and authorities to effectively engage the problem; every threat requires a 
different configuration for optimal engagement. An ideal configuration to address one threat will 
likely be a mismatch for another. Director Clapper emphasized this point in our interview: 
“Don’t be too quick to change the org chart to solve a problem. Adjusting for the latest problem 
often creates new problems. The value of the change must exceed the disruptions and distraction 
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of the reorganization. I led three major changes and I spent a lot of time undoing the damage we 
did with two of them. Consider the second and third order effects.”154 To be clear, Clapper was 
not advocating resistance to change, but equating reorganization with real change. 

Unity of effort will require leaders who take the time to understand other organizations’ priorities 
and “personalities,” and their “aligning incentives,” which will knit them into a coherent network 
that can address a complex problem.155,156 Further, they need to be capable of doing this without 
reorganizing the government for every new challenge. Enterprise leadership will be absolutely 
necessary to bring all government and allied capabilities to bear on 21st century national security 
problems, such as those in the gray zone. 
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Chapter 8. 
Applying History’s Lessons (And Knowing When Not To) 

When planning and executing strategy and operations in the murky space of the gray zone, 
military and intelligence officers can look to the innovations and principles of integration that 
came out of counterterrorism efforts by what we have called the SOF-IC enterprise in the post-
9/11 years. There they can find lessons that can be directly applied for better whole-of-
government performance against threats such as cyberattacks and information warfare 
operations. Other lessons must be approached with caution. Recognizing the difference between 
the two will be critical to successfully navigating the nebulous and evolving threatscape that 
stands before the United States. 

Our research on the execution of the counterterrorism mission reveals many lessons that we 
believe are applicable to the current array of security challenges. Politicians, statesmen, and 
military commanders are often criticized for ignoring the experiences of those who preceded 
them. Indeed, the idea that “those who fail to learn from history are doomed to repeat it” has 
become a cliché in American discourse. Seeking to properly apply the lessons of history is 
difficult, however, and must be approached with humility in our view. We are as concerned 
about misapplying lessons or “straight lining” into the future as we are about forgetting lessons. 
What works in one experience won’t necessarily apply to future challenges, and attempting to 
employ an inappropriate or unsuitable method can be unproductive and even harmful. 

History is replete with examples of leaders and organizations misapplying lessons in a way that 
creates the opposite problem, a phenomenon known as the “opposite mistake.” An example 
could be policymakers in the 1960s seeing the big lesson from World War II to be “never 
appease an aggressor.” But if that lesson is applied in such a way that it leads to a 
misinterpretation of the very nature of a conflict, the misapplication can have massive 
consequences in blood and treasure. Applied at the doctrinal level, a Naval officer might observe 
that World War II taught us that “battleships are dead and the aircraft carrier and naval aviation 
are the keys to sea power.” Another officer might counter by arguing that the lesson of World 
War II is “don’t enter the next war expecting it to be fought like the last one.” We believe the 
latter interpretation is more profound. 

For national security leaders and policymakers attempting to build upon past progress, there is no 
substitute for acquiring a deep and nuanced understanding of the nature of a particular conflict, 
the adversary, the political and cultural context, our own domestic landscape, and other complex 
factors. Effective development of strategy hinges on not only this understanding of individual 
challenges, but a similar understanding and prioritization of other critical threats. 
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Framing Problems: Applying The Cynefin Framework 

When considering how to approach the diverse threats of the gray zone, it is helpful to refer to 
the Cynefin framework mentioned previously. Recall that Snowden’s model is often depicted as 
a two-by-two matrix divided into “simple,” “complicated,” “complex,” and “chaotic” realms. 

 

To be able to effectively address the challenges they confront, leaders and teams must 
understand the nature of the problems they are facing. Are they “ordered” problems with actual 
answers, the sort that reside in “simple” and “complicated” operating environments? Or are they 
the kind of “unordered” problems that are found in “complex” and “chaotic” environments, 
issues that are far more nuanced and layered? What is the best possible outcome one can hope 
for when navigating a “complex” environment, and how is this different than in a “complicated” 
one? Making this distinction allows decision-makers and their teams to appropriately frame their 
problem sets, providing a critical foundation for addressing the challenges moving forward. 
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Manhunting: Knowable Answers, Repeatable Processes 

A large part of U.S. counterterrorism efforts focuses on identifying, locating, and capturing, 
killing, or disrupting individuals who constitute an active threat to the U.S. or its allies, a process 
we refer to in this study as “manhunting.” Although this find, fix, finish portion of F3EAD 
resides within a chaotic international environment, manhunting itself is not complex. It’s just 
hard. Manhunting involves questions that we know have identifiable answers. For example, who 
is the terrorist and where is he located? These are simple questions that reside in the “simple” 
quadrant. But actually executing the task brings many more factors to bear and qualifies as 
“complicated” in the Cynefin framework. As former CIA Director Brennan quipped, “it is 
finding a needle in a stack of needles.”157 But, as the process of systemizing counterterrorism has 
revealed, manhunting is a reasonably “ordered” endeavor, a reality that enabled the construction 
of the impressive machinery of the contemporary SOF-IC counterterrorism enterprise. 

In considering the applicability of lessons gleaned from the development of this manhunting 
machine to other national security problems such as the gray zone, it is important that we are 
intentional in defining the nature of the problems and the context in which both the problems and 
the solutions exist. As addressed above, the central focus of counterterrorism constitutes a 
“complicated” problem. The gray zone, meanwhile, is much more “complex,” a reality which 
will be explored later in the chapter. Another important distinction is the context under which the 
solution to the counterterrorism problem was constructed. The SOF-IC counterterrorism 
enterprise developed in a context of national crisis. The terrorist attacks of 9/11 galvanized 
unprecedented national attention, support, and resources not seen since the Japanese surprise 
attack on Pearl Harbor in 1941. To date, gray zone challenges have not garnered this same 
impetus. 

Since 2001, terrorism remained a top priority for both the Bush and Obama Administrations, 
their National Security Councils, and broad swaths of the federal, state, and local governments. 
Senior leaders and the NSC staff allocated a significant percentage of their time and focus to the 
issue. More than 16 years later, terrorism remains a leading concern for the American public. 
This broad national focus and support led to immense, unrelenting pressure to develop an 
adequate response to secure the homeland by combating terrorism abroad. The result was major 
executive and legislative actions that produced sweeping changes to national security authorities, 
organization, and budgets. Not only did several new departments and agencies join the 
counterterrorism mission, the IC saw its budget double.158 Similarly, the SOF gained greater 
authorities to pursue terrorists globally, while nearly doubling in size and tripling in budget.159 
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In contrast to the overwhelming support and attention given to developing counterterrorism 
capabilities, the gray zone not only remains relatively unknown in the public psyche, but in 
national policy and attention as well. Outside of episodic cyberattacks, flashpoints in places like 
Ukraine and the South China Sea, or even Russian election-meddling, gray zone threats remain 
below the threshold of a crisis akin to 9/11. By nature, gray zone actors seek to avoid attention, 
attribution, and escalation that could galvanize their opponents. Because of this, solutions to 
address gray zone threats will not share the national focus and support that counterterrorism 
enjoyed over the past 16 years. It will be incumbent on policymakers to recognize the additional 
barriers to change and adaptation this difference will make when considering how to apply 
lessons from SOF-IC counterterrorism efforts. 

From Manhunting to Other Missions 

There are certain advances in tactics, techniques, and procedures that came out of manhunting 
efforts that can be applied to issues that fall within the nebulous bounds of the gray zone, as well 
as to other areas of conventional conflict. These lessons can be applied most readily to the kinds 
of answerable questions found in the “simple” and “complex” environments of the Cynefin 
framework. Experts interviewed for this study and former leaders who have written on the 
subject have repeatedly cited breakthroughs in geolocation capabilities as one such example. 
According to Gen. Michael V. Hayden, who led both the CIA and the NSA in the years after the 
September 11 attacks, 

In pursuit of terrorists, we also mastered geolocation and metadata, a bit different 
from traditional reporting on the content of targeted terrorist, diplomatic, or even 
military communications. If you had enough metadata—the pattern of how a 
communications device was used (whom did it call, who called it, when, for how 
long)—you could pretty much determine what the owner of the device was up 
to... then, using all the tools available, we could precisely fix where the phone 
was.160 

In Playing to the Edge, Hayden describes the creation of the Geocell, which harnessed the 
collective powers of the NSA and National Geospatial Intelligence Agency and “wired them 
directly to tactical units in the field.”161 According to Hayden, the “Geocell developed its 
intelligence in dialogue with those who would use it.”162 The former director goes on to provide 
several real-world examples of the Geocell in action, including a time when the cell “was in live 
chat with an AC-130 gunship on-station, allowing those on board to fuse SIGINT with what they 
were seeing and their local Predator UAV feed.”163 

The sophisticated methods developed by intelligence and special operations officers in the field – 
including McChrystal’s F3EAD – to map and track the movements of suspected terrorists in 
theaters across the Middle East and, indeed, the world writ large, can be implemented against a 
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number of other critical security threats. Among other challenges, these “multi-INT” approaches 
can be applied to tracking proliferators, sanctions busters, and smugglers in denied areas such as 
North Korea.164,165 Interagency and fusion techniques that led to breakthroughs in geolocation can 
also be applied in the cyber realm, where they can help provide much-need clarity in attribution, 
according to comments made by Director Clapper. For, as the former director of national 
intelligence pointed out, “Everything and everybody’s got to be someplace.”166 

This is certainly not an exhaustive list. Moving forward, it will be important to continue to mine 
the record of SOF-IC integration to identify and catalogue other key breakthroughs in 
manhunting and wider counterterrorism collaboration that can be deployed against both gray 
zone and more conventional security challenges. 

Complicated vs. Complex: Following McChrystal’s Approach 

Because most gray zone threats reside in the “complex” realm of the Cynefin framework, 
understanding the difference between “complicated” and “complex” challenges is central to 
formulating and executing appropriate responses to future threats. Here it is useful to once again 
turn to the experience of GEN McChrystal, who provides critical insight about the importance of 
understanding the dynamics of the environment in which one is operating.167,168 

According to GEN McChrystal, the U.S. military has traditionally been most comfortable in 
“complicated” environments, where it finds itself dealing with conventional enemies. But this 
traditional approach fell short when facing the dynamic challenges of the War on Terror—the 
SOF and intelligence organizations, and the teams housed within, were too “siloed” to 
adequately address the fast-moving threats posed by 21st century terrorism. According to GEN 
McChrystal, the U.S. military had “built systems that were very good at doing things right, but 
too inflexible to do the right thing.”169 That approach may have been effective in “complicated” 
environments, but it was not suited to the “complex” environment in which GEN McChrystal’s 
team found itself operating. 

Complexity, by McChrystal’s definition, occurs when the number of interactions between 
components increases dramatically, meaning that even a relatively small number of elements can 
quickly defy prediction.170,171 This significantly increases the difficulty of planning, since 
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predicting the outcome of events is almost impossible when working against a “complex” 
enemy. As McChrystal notes, “in the Task Force, as in most large organizations, our actions 
were the product of our planning, and our planning was predicated on our ability to predict.”172 
The complexity of 21st century terrorism networks, however, greatly inhibited this ability to 
predict, lowering the task force’s effectiveness in the early years in Iraq and Afghanistan. 

In Team of Teams, McChrystal describes the task force’s initial growing pains: “Our Task 
Force’s structure and culture of disciplined, stratified reductionism had its roots deep in military 
organizational history … a system that is excellent for achieving highly efficient execution of 
known, repeatable processes at scale.”173 However, when faced with a “complex” problem, the 
normal “complicated” problem-solving approach was no longer the most efficient. The teams 
were not sharing their intelligence, and, as a result, they were collecting intelligence and 
conducting operations on the same targets without knowledge of their counterparts’ efforts. 

Al Qaeda, meanwhile, largely found success in its unpredictability. “AQI appeared to achieve 
this adaptability by way of their networked structure,” McChrystal writes, “which could 
organically reconfigure with surprising agility and resilience.”174 According to McChrystal, “this 
unpredictability is fundamentally incompatible with reductionist managerial models based 
around planning and prediction,” precisely the type of models the U.S. military traditionally 
relied on in “complicated” environments.175 

The task force had to evolve to be successful in the “complex” environment in which it found 
itself operating. This learning involved a series of meaningful steps: McChrystal and his team 
had to first acknowledge that their approach was not working, then deploy the appropriate 
methods to develop a nuanced understanding of the “networked structure” of al Qaeda in Iraq. 
Only then could they build a similarly flat and flexible structure of their own, a breakthrough that 
allowed the task force to operate with the same speed and agility as the terrorists it was hunting. 
In essence, their ability to address many of the difficult questions that arose in a “complex” 
environment, including mapping out the intricacies of terrorist networks and patterns of life for 
suspected enemy combatants, allowed them to shift their operating environment back into the 
realm of the “complicated.” With this knowledge at hand, they were able to answer simple 
questions about potential targets—where do they live? who do they communicate with?—that 
enabled them to greatly increase the number and success rate of raids to capture and kill 
terrorists.176 

This same logic can be applied to the evolving threats of the gray zone. Only by truly 
comprehending the nature of threats before us, including where they live within the Cynefin 
model, will the U.S. national security apparatus be able to properly plan for and execute against 
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them. As McChrystal writes in Team of Teams, “understanding and adapting...isn’t optional; it 
will be what differentiates success from failure in the years ahead.”177 

 

 

Managing Overlap: Counterinsurgency vs. Counterterrorism 

Given the overlap in mission sets that inevitably accompanies operations in “complex” 
environments, possessing a deep understanding of the contours and nuances of a particular 
situation is essential to successful execution, a necessity that has been referred to as having “rich, 
contextual understanding.” While attaining this sort of comprehension is invariably difficult, 
especially in 21st century battlespaces, this examination of the SOF-IC enterprise has revealed 
the importance of deploying multi-agency and multidisciplinary teams to developing such a level 
of understanding. Two areas home to significant overlap are counterterrorism and 
counterinsurgency missions; conflating these two operations sets can have serious consequences 
for how we think about, plan, and ultimately judge the success of military actions abroad. 

In the time since the United States invaded Afghanistan in 2001 and Iraq two years later, U.S. 
forces have faced both terrorists and insurgent actors in both countries. While the two types of 
opponents share commonalities—avoiding identifying uniforms and a disregard for the widely 
accepted rules of war, for example—they are driven by different goals and motivations. One 
notable distinction between insurgent groups and terrorist organizations is geographical: 
insurgencies tend to be isolated within the specific boundaries of a state, though this is not 
always true. Insurgent groups also often claim grievances that they perceive to be impossible to 
address through their state’s governing system. One example includes Taliban complaints over 
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widespread corruption, historical predatory governance, and a lack of justice, issues the U.S. 
State Department has called “legitimate grievances.”178 

But there are also easily discernible differences between terrorists and insurgents. Terrorism is 
usually employed by non-state actors, with little consideration to political boundaries. And 
solutions to their grievances—which can include religious and ideological goals, among others—
require their opponent to fully concede. Insurgents are also often regarded as non-belligerents, 
and therefore not extended the same legal protections given to a state actor, including the ability 
to enter into official talks. However, they usually desire the ability to influence their governing 
systems legitimately and from within, much like an officially recognized opponent would 
negotiate grievances with a neighboring state. 

Despite the major differences that exist between terrorist organizations and standing 
insurgencies, the two groups are prone to using similar tactics. An insurgency will often attack 
legitimate military targets, referred to as “hard” targets, using the same techniques a terror 
organization might use against a civilian, or “soft,” target. When the two exist in parallel and in 
the same battlespace, there is an even greater possibility for this overlap. The Taliban’s growing 
use of suicide bombers is one example. While Afghanistan is no stranger to internal conflict, 
suicide attacks were largely non-existent in the country until U.S. forces invaded after 9/11. 
However, suicide attacks in the country increased significantly during the first decade of the war, 
from around three dozen in the years between 2001 to 2005 to more than 100 in every year from 
2006 through 2010.179 Many explanations have been posited for this rise, including the Taliban’s 
connection to al Qaeda, but the increase in suicide attacks is startling, whatever the reason.180 It is 
also illustrative of the ambiguities that accompany this sort of complex fight, including the 
difficulties in classifying attacks and, on a larger scale, differentiating between an insurgency 
and a terror organization. 

All of this confusion, though perhaps understandable, can lead to a critical error, one fraught 
with real-world implications: despite the differences in terrorist groups and bonafide 
insurgencies, we often apply a similar strategic approach to defeating these two types of 
organizations. This approach usually relies heavily on manhunting operations designed to target 
the command and control of these organizations. But as U.S. efforts in Iraq and Afghanistan have 
shown, these tactics are far better suited to counterterrorism operations than counterinsurgency, 
where dialog can be a critical alternative or supporting tactic to a kinetic approach. 

More importantly, past experience indicates that it is easier to successfully deploy an interagency 
approach in the realm of counterterrorism than in more complex areas like counterinsurgency. 
This may seem an obvious conclusion – adequately addressing an insurgent group’s deeply 
rooted grievances over land rights, for example, is clearly a more complex task than finding and 
killing terrorist planners, no matter how robust the interagency effort that is mustered. But this 
increased difficulty for complex problems makes deploying a strong interagency approach all the 
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more important. If the U.S. government hopes to effectively address the complex challenges of 
the gray zone, it must achieve levels of interagency integration comparable, if not higher, than 
those attained by the SOF-IC enterprise in counterterrorism operations. 

Inherent Issues: Different Mindsets and Conflicting Objectives 

It is important to acknowledge that various arms of the U.S. national security apparatus are often 
driven by manifestly different, and often conflicting, missions and priorities, even when they are 
operating on the same problem set. While this study has unearthed many of the positive 
outcomes of SOF-IC integration, it has also laid bare some of the hard truths about the difficulty 
of effectively and efficiently wielding the capabilities of the interagency against the same enemy 
on the same battlefield. One of these rings particularly true: organizations fail to collaborate 
effectively when their mindsets, missions, and performance measures do not align. 
Understanding this reality and its consequences for formulating an interagency approach to 
future threats will be critical to ensuring the highest levels of performance possible. The 
following examples highlight the real-life impact that different mindsets and objectives can have. 

Kinetic vs. Non-Kinetic Mindsets 

A recently retired CIA operations officer provided the study team with a telling vignette of the 
effects of having kinetic and non-kinetic mindsets involved in the same mission space. It is also 
an illustration of how working together fosters joint understanding:  

Paired with a small JSOC element during the initial campaign in Afghanistan, the 
CIA officer brokered a meeting with an ambivalent but powerful Afghan warlord 
he hoped to co-opt in the fight against Al Qaeda. The CIA officer, though armed 
and trained to use force if necessary, approached the meeting with emphasis on 
creating an ally and focused on the longer term ramifications of the meeting. His 
JSOC partner force, meanwhile, was operating under a kinetic mindset. In this 
case, higher military HQS directed the JSOC element to capture the warlord if the 
meeting did not go well. The CIA officer was sure this would yield little value in 
the hunt for Al Qaeda. In fact, he believed, it would negatively affect the ability of 
U.S. forces in that region of Afghanistan. Allowing the warlord to leave without 
his explicit pledge to cooperate still provided increased familiarity and 
understanding, while avoided creating a powerful enemy in the region. In this 
case, the warlord remained ambivalent, but the local SOF operator agreed with his 
counterpart that the potential short-term intelligence value by his capture was not 
worth the cost to the long-term fight against Al Qaeda in this region.181 

This example illustrates a difference that often surfaces when intelligence agencies are partnered 
with military forces: the inherent trade-off between the short-term gains brought by kinetic 
action at the expense of pursuing longer-term strategic objectives. Squaring these two often-
contradictory mindsets continues to be a critical part of interagency and intelligence-military 
execution against a wide range of threats, including those that fall within the gray zone.  

                                                
181 A former Special Forces operator. 



74 

Weighing the Costs: Intelligence Gain/Loss 

As previously stated, when operating in the same battlespace and against the same enemy, 
organizations often find themselves facing competing incentives. Perhaps nowhere is this 
phenomenon more apparent than in the inherent tension that exists between leaders tasked with 
carrying out counterinsurgency, who are concerned with stability operations, and those who 
operate in the realm of counterterrorism, who are focused on manhunting. As the “battlespace 
owner,” the conventional military commander responsible for counterinsurgency operations 
often wrongfully assumes that a counterterror mission in his battlespace is nested within his 
directives, when in reality these are two related, but distinct missions. 

But the issue is even more complicated than differing missions: even within the realm of 
counterterrorism competing incentives exists, particularly in the human intelligence and cyber 
domains. Intelligence community leadership is incentivized to develop long-term penetrations of 
terror networks. Common ways to accomplish this include developing personal relationships 
with active terrorists or monitoring jihadist websites. SOF, on the other hand, can become a 
kill/capture machine against these same individuals to destroy their networks by attacking 
various nodes. This exposes a powerful dilemma: destroying these nodes can cause “information 
fratricide/intel gain/loss,” removing an intelligence collection channel from the battlespace.182 
Leaving them intact to continue exploitation in pursuit of long-term intelligence-gathering 
objectives, however, requires passing on the chance to target and neutralize an enemy, whether 
from the cyber domain or the actual battlefield. 

The “intel gain/loss” predicament is illustrative of the types of larger, more vexing dilemmas that 
emerge when attempting to coordinate an effective interagency approach to the “complicated” 
and “complex” problems of today and the future, such as cyber operations. These threats evade 
responses that are solely military or executed by a single agency. Only through effective 
coordination and integration will our national security apparatus be as capable and equipped as 
possible for addressing them.  
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Reforms, in discussion with team, December 2017. 
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Chapter 9. 
Findings and Recommendations 

Few of the changes and innovations that improved interagency integration and unity of effort 
across agencies after 9/11 have been transferred to the cyber domain. Fewer still have been 
applied to deterring, defending against, or retaliating for concerted information campaigns 
directed against the United States. Modest progress in bending interagency cooperation toward 
integration would tangibly improve U.S. capabilities and security and give the president more 
options for addressing these threats. Because we are unlikely to experience a 9/11-like event in 
the gray zone, we will continue to underachieve in developing unity of effort unless we develop 
the capacity to use lesser challenges and events below the level of a full-blown crisis to 
overcome resistance to changing the way we operate. 

For our study, the gray zone was defined as aggressive competition in the space between war and 
peace. We agree with the National Security Strategy that state actors represent a growing threat 
to U.S. national security and that we must prepare for the threat they represent. We also assess 
that conflict with these state actors will mainly occur in this zone. The four state actors who pose 
the greatest threat are Russia, Iran, China, and North Korea. Competition in the gray zone will 
continue to be characterized by several attributes: 

• An adversarial approach to inter-state competition; 
• The use of incremental campaigns across multiple domains to weaken the adversary, 

rather than decisive campaigns that might spark armed conflict between state actors; 
• The use of misattribution, denial, proxies, and strategic exploitation of existing cleavages 

within a society or among allies; and  
• An exploitation of ambiguities in the legal frameworks that apply. 

Competition in the gray zone encompasses a host of non-conventional forms of conflict that have 
long had their own labels: irregular warfare, information operations (including Black, Gray and 
White propaganda), political warfare, economic coercion, and cyber warfare, among others. 
None of these are new, but the flattening of the world, the socio-political polarization within 
many countries, and the range of tools available in the information age make these tactics more 
powerful and attractive. 

Each of the four rivals cited above exploit the gray zone, but each approach is unique. Russia is 
the most active and aggressive and the most willing to accept risk in exploiting the gray zone to 
assert its power. China is patient and strategic as it builds its conventional power but is also 
increasingly assertive in the gray zone and in making massive investments to increase its 
leverage. Iran has mastered the use of proxies. All are actively attempting to erode U.S. power 
and influence and each is helping redraw the world map—from Georgia, to Ukraine, to the South 
China Sea, to Syria and Yemen.  
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Constraints in Transferring Lessons from CT to the Gray Zone 

Our research shows that the conflicts of the early 21st century forged more than cooperation 
between SOF and the IC. In some areas, these conflicts spawned new national security 
enterprises and sub-enterprises, such as the counterterrorism enterprise and the global 
manhunting sub-enterprise. The post-9/11 period can be characterized by the relentless 
adaptation of SOF units and engaged elements of the IC, along with wide acceptance of the need 
to work closely with other actors in their mission space. The problems identified in our research 
are not whether individual units can adapt, but whether the adaptations translate into doctrinal 
change. 

We assess that applying important interagency adaptations, procedures, and principles developed 
during CT operations in the early 21st century would make a significant difference in improving 
U.S. posture in the gray zone. Two considerations, however, make us cautious about attempting 
a wholesale or one-for-one transfer of these approaches. The first consideration is the necessity 
to be intentional about whether particular examples of progress in integration between the IC and 
SOF clustered around questions that were obvious, or characterized by clear cause-and-effect 
problems, or complex, or non-linear and requiring broader contextual understanding. The second 
factor limiting the transfer of lessons is that the relentless adaptation noted above and the great 
strides in integration that occurred around the CT mission did not happen until after 9/11. By 
definition, our adversaries in the gray zone actively avoid sparking a crisis that would prompt a 
response like that of the United States after 9/11. We assess the United States will continue to 
underachieve in developing unity of effort unless we develop the capacity to use events below 
the level of a crisis to overcome resistance to change. 

The first cautionary note has to do with understanding that is easier to organize intelligence 
support to operations around obvious questions than complex ones. This consideration was an 
outgrowth of our study of relevant organizational behavior and decision-making theory. In the 
manhunting arena where SOF-IC collaboration became a well-oiled enterprise, effective leaders 
viewed intelligence as a critical line of operation, not a support function to kinetic operations. 
Manhunting questions are secrets, not mysteries. They beg obvious questions such as: where is 
this guy? Obvious does not imply that the question is easy to answer. The OPS/INTEL fusion in 
this area was profound and manifested itself in many ways, such as the degree to which operators 
accepted intelligence-gathering as an essential function of their own jobs. The unity of effort 
achieved in this mission space was not achieved by top-down organizational change alone. It was 
largely forged by the intense cooperation required in the “war zone.” The key components of the 
task-force organizations that were created were representatives with the authority and technical 
connectivity to “reach back” to bring their agency’s range of capabilities to bear on the problem. 
A systematic effort to use similar task force structures and processes for competing in the gray 
zone could pay extraordinary dividends, in our view. 

We caution, however, that expecting the kind of benefits that accrued from greater SOF-IC 
integration in the manhunting arena requires that the relevant intelligence questions be similarly 
answerable, but there are many analogous problems for which we think this model is applicable. 
These include attribution of a cyberattack, geolocation of North Korean mobile missiles, or 
identification and collection of information on individuals inside networks conducting hostile 
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disinformation operations. In other areas of cooperation between SOF and the IC after 9/11, 
however, such as counterinsurgency, unconventional warfare, stability operations, and internal 
defense, the record of integration was more mixed than in manhunting. When the IC is being 
asked why questions vs. who and where questions, the SOF/IC integration may be even more 
important, but it is harder to build unity of effort around these softer questions that produce less 
satisfying answers. 

Throughout the course of our study, we also became increasingly mindful of the second 
consideration limiting the transfer of lessons. Avoiding a U.S. reaction like the one after 9/11 is a 
primary reason our competitors choose to operate in the gray zone. While many parts of the U.S. 
government were focused on CT issues before 9/11, the CT enterprise did not really emerge until 
after the attacks. As a result of this understanding, we grew increasingly interested in the period 
before 9/11. Despite the first World Trade Center bombing in 1993, the Khobar Tower bombing 
in 1996, the East Africa embassy bombings in 1998, the U.S.S. Cole bombing in 2000, and 
countless plots, no single attack was powerful enough to mobilize significant change between the 
SOF-IC communities until 9/11. These events drove measured and uneven evolutionary change 
in the U.S. approach to CT. Rapid, transformational change came only after the catastrophic 
attacks, which prompted the following: 

• Passage of legislation addressing a number of unresolved issues and granting new 
authorities to a variety of agencies; 

• Creation of a new cabinet agency; 
• The largest overhaul of the IC since its inception; and  
• A vast flow of new resources from Congress to the CT issue, doubling the budget of the 

IC and expanding authorities and doubling the size of U.S. Special Operations Forces. 

In our judgment, the unblinking attention and demand for near-perfect performance in CT by the 
NSC after 9/11 was also critical to driving changes in interagency integration. 

The environment that existed after 9/11 to support and drive CT execution is simply not present 
for competition in the gray zone; nor is the war zone mentality that played such a significant role 
in forging interagency teams and mutual dependence. Although the dramatic flow of resources 
and the unblinking attention of the NSC may not be possible, we judge that many actions we 
could take now would greatly enhance performance in the gray zone. One point emphasized by 
many of the experts we interviewed seems particularly relevant: the unprecedented interagency 
cooperation that occurred after 9/11 was built on a foundation of smaller episodes of interagency 
cooperation such as SOF-IC collaboration in the Balkans before 9/11. 

The Essential Role of Leadership in Achieving Unity of Effort 

Improved CT performance required enhanced interagency cooperation. In our analysis, 
leadership was the critical ingredient in overcoming obstacles such as interagency tensions or 
bureaucratic inertia. Improving performance on other national security challenges will require 
development of similar networks integrating the capabilities of many organizations in the same 
mission space. Achieving this requires leaders who possess not only extreme competence in their 
specialty, but the ability to work across organizational boundaries. Leaders must specifically 
understand the institutional, organizational, and individual actors that comprise that mission 
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space, including their cultures, authorities, and capabilities. They must view them not as an 
untidy set of organizations and people, but as the components for a tailored network. They must 
then lead—first in building and then in leveraging those networks to achieve the objectives of the 
broader national security enterprise. In CT, effective enterprise leaders especially modelled for 
their subordinates the idea of “assuming noble intent” while working through conflicts with other 
organizations. Joint-duty assignments also facilitated an enterprise leadership mindset. 

Counterterrorism 

Before offering recommendations for the gray zone, it is important to state that we do not take 
for granted that the lessons identified between the IC and SOF are fully learned or 
institutionalized for the long-term CT effort, which must remain an important part of U.S. 
national security strategy for the foreseeable future. Despite a recent emphasis in military 
doctrine on the importance of the interagency or whole of government approaches, the most 
effective procedures and relationships were forged in the crucibles of the war zone. The U.S. 
interagency cannot stay at that peak of integration on all issues all the time. 

Throughout our research, interviewees and the literature described ways in which representatives 
and leaders in various organizations recognized specific barriers to integration and launched 
initiatives to reduce or eliminate them. These initiatives ranged from systematic to highly 
idiosyncratic and from bottom-up to top-down. We judge that being intentional about these 
principles can transform lessons identified into permanent lessons learned for CT, and this list 
represents a starting point for transferring these lessons to other challenges. Achieving 
integration in any sphere, in our view, requires: 

1. Intentionality in acknowledging and addressing barriers to integration; 
2. The liberal and intentional use of liaison officers or “hostages,” as they were often called; 
3. Development of a “shared consciousness” across organizational boundaries; 
4. Decentralized authority and execution; 
5. The creation of fusion cells and close interaction between analysts and operators; 
6. Integration enabled by the joint use of new technologies to facilitate collaboration; 
7. Development of close personal relationships across organizational boundaries; and 
8. Enterprise leadership at every level. 

Cyber 

Despite a high level of attention to cyber, the current approach to integration on this threat bears 
an ominous resemblance to the U.S. counterterrorism posture in the period before 9/11. Senior 
leaders and multiple organizations were focused on Al Qaeda and terrorism before 9/11. On 
September 12th, however, the inadequacy of our defenses, the scarcity of certain key resources, 
the unclear lines of responsibility, the inadequacy of agency authorities, and the absence of 
offensive options to deny, disrupt, or destroy the threat were clear, and clearly unacceptable, to 
all parties. In particular, there was zero tolerance for placing the bureaucratic concerns of 
individual agencies above the imperative of the overall mission to protect America and her allies 
from future attacks. We judge that the public and security enterprise of the U.S. would reach 
similar conclusions after a significant cyber event that claimed lives. 
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With full knowledge of the recent focus on cyber vulnerabilities, the development of offensive 
and defensive cyber capabilities, and the creation of new organizations and initiatives to harden 
potential targets, our interviews with senior officials were striking in their unanimous view that 
significant shortfalls remain in the state of interagency cooperation. These even include a lack of 
clarity about the roles and missions of key organizations. Just as in CT, each of the three 
previous administrations could point to initiatives undertaken to improve the U.S. posture in the 
cyber domain. Each administration could argue that cyber has been routinely described as a 
major threat and given a high priority in national security strategies. Similarly, each 
administration could further argue that we have already experienced major cyber events that did 
significant economic harm to individuals, corporations and government agencies, with corrective 
steps taken after each. The Obama Administration created a Cyber Security National Action Plan 
in 2016 and as we conclude our study, the Trump Administration is planning to release its 
National Cyber Strategy. 

We assess that the absence of interagency integration and agility represents the most significant 
vulnerability, and improving it offers the highest return on investment for performance and 
national security on these issues. This is consistent with the section on cyber in the 
administration’s December 2017 National Security Strategy, which identifies the need to 
“Improve Integration and Agility: We will improve the integration of authorities and procedures 
across the U.S. Government so that cyber operations against adversaries can be conducted as 
required. We will work with the Congress to address the challenges that continue to hinder 
timely intelligence and information sharing, planning and operations, and the development of 
necessary cyber tools.”183 

A final note on the scope of the recommendations on cyber: these recommendations are not 
aimed at every aspect of cyber security. Cyber security is the business of every government 
agency, private organization, and individual user. Nor are we addressing the military’s protection 
of its command and control systems, or its ability to use offensive cyber tools to degrade or 
destroy an adversary’s systems during military operations, which is the purview of the 
Department of Defense. Our focus is on Significant Cyber Events, which we define as individual 
cyber events that represent a clear and present threat to national security or constitute a crisis. 
Examples of significant cyber events include an orchestrated chemical release to cause 
casualties; a breach of transportation systems to cause major disruptions or casualties; large or 
sustained power outages; and economic coercion on a large scale. Our recommendations are also 
not focused on crisis management but deterrence, disruption, targeting, and coercive operations 
employing all elements of national power. 

Cyber Recommendations 

Recommendation 1: The National Security Adviser should direct the creation of a planning cell 
on the staff of the NSC to develop an enduring approach for integrating all elements of 
government and national power in executing a robust cyber strategy. This cell would be a 
temporary entity with a charter no longer than a year. It would not participate directly in crisis 
management or operations oversight, although this group might recommend the creation of new 
                                                
183 United States, Office of the President of the United States, National Security Strategy of the United States of 
America (Dec. 2017), https://www.whitehouse.gov/wp-content/uploads/2017/12/NSS-Final-12-18-2017-0905.pdf.  
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elements with these responsibilities. The planning cell should include representatives from 
relevant agencies across the government authorized to speak for and coordinate with their 
respective agencies. The planning cell would be authorized upon its establishment to also form 
an external group of advisors from the private sector and former senior officials. The planning 
cell would be tasked with the following: 

• Evaluating the effectiveness of current inter-agency coordination; 
• Assessing the “bandwidth” of the NSC to manage operations that do not lend themselves 

to a single agency lead; 
• Proposing clearer roles and missions for various agencies; 
• Highlighting shortfalls or gaps in capabilities and responsibilities; and 
• Identifying where additional resource investments are needed to achieve effective 

interagency coordination, and proposing new legislation, if needed. 

Recommendation 2: To inform its work, the planning body above should charter and oversee a 
series of exercises to serve as structured premortems for varied significant cyber event scenarios. 
These scenarios would be created by red teams to emphasize large-scale events, particularly 
those that created issues at inter-agency seams. (A“premortem” is the hypothetical opposite of a 
postmortem. Participants would be asked to generate plausible reasons for a system’s failure in 
order to improve, not autopsy, organizational response.)184 The objective of these premortems 
would not be fine-tuning U.S. crisis management, nor would they be war games. The operative 
questions for the premortems would be: 

• What could have been done to prevent this event?  
• What capabilities, authorities, or resources did we lack to prevent such an event? 
• What coordinating mechanisms are needed to enhance prevention, deterrence, 

countermeasures, or retaliation? 
• What interagency issues must be resolved to prevent such an event? 

The exercises would try to anticipate what the president, key agency heads, the Congress, and the 
public would want to change immediately after such an event. 

While it would be instructive for senior leaders from across government to participate in such an 
endeavor, trying to set aside the time for these senior actors would most likely doom the idea. 
Accordingly, while the agencies would be represented by expert officials in these premortem 
exercises, participants representing sub-cabinet level officials and above would be represented by 
former senior officials. We envision the scenarios as being run at war colleges or research 
universities, not by for-profit companies. 

Information Operations in the Gray Zone 

The U.S. is even less prepared to conduct integrated information warfare or to execute a targeted 
strategic communication campaign against a sophisticated adversary than it is to deal with a 
significant cyber security event. Although manipulation of U.S. information has created a crisis 

                                                
184 Gary Klein, “Performing a Project Premortem,” Harvard Business Review (Aug. 1, 2014), 
https://hbr.org/2007/09/performing-a-project-premortem.  
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of trust in institutions and in one another, the U.S. has not yet begun to act as if we see this as a 
national security issue. Disinformation campaigns are no longer solely conducted in conflict 
zones overseas. Even photographic or video evidence isn’t reliable as it may be easily 
manipulated using alternative images. The broader question of how democracy will adapt to an 
era when it is increasingly difficult to determine what is real and what is fabricated is critical in 
our view, but it is also beyond the scope of this project.  

The NSS points out that rival actors use propaganda and other means to discredit democracy, 
spread false information, and create divisions among ourselves, allies, and partners. Info 
dominance is complex, but adversaries will use it because it is cheap, stays in the gray zone, and 
in a polarized environment, is effective. Relative to our efforts in the cyber domain, we are 
essentially not even on the playing field in addressing information warfare. Ignoring information 
operations as a top priority threatens the fourth pillar of the National Security Strategy, which is 
to advance American influence. Our findings focus on inter-agency cooperation to deter, detect, 
counter, or retaliate against state or non-state actors who threaten our national security. 

Despite clear recognition of the problem, monies allocated to the State Department to compete in 
the information operations realm and combat adversarial information operations have gone 
unspent and officials charged with leading the effort have stated there is nothing much to be 
done. The U.S. has relied almost exclusively on economic retaliation. While sanctions can be 
effective, the U.S. must also develop a broad set of information and strategic communications 
capabilities to deter or limit hostile information actions and a robust set of retaliatory tools. This 
does not mean we avoid the use of sanctions or that we must retaliate in kind or with the same 
type of misinformation. We should, however, aggressively develop inter-agency capabilities and 
coordinating mechanisms to exploit a common attribute of Russia, China, Iran, and North Korea: 
their extreme sensitivity to the information that reaches their own populations. 

While the U.S. should not feel compelled to respond to every act of information operations by 
state or non-state actors, we agree with Senator Lindsey Graham’s comment that “they have been 
throwing rocks and we have been throwing pebbles.” The president must have on hand the 
capability to launch operations that create domestic political pain for these regimes when that is 
appropriate and the most effective means of deterrence. For North Korea, this might mean more 
South Korean soap operas, whereas for Russia, this might be publicizing events like recent 
casualties in Syria and explicitly laying the blame at the Kremlin’s feet. 

This strategic capability cannot be developed in the absence of a major, well-resourced, 
integrated effort. Developing this capacity would require a deep understanding of the target 
countries, new technologies, possibly new coordinating mechanisms, coordination with allies, 
new resources, and possibly new authorities. 

Information Operations Recommendations 

Recommendation 1: Create a National Information Task Force with accompanying and co-
located IC representatives. The Task Force’s mission would be to detect, deter, counter, disrupt, 
or retaliate for hostile information operations directed against the U.S. or its allies. The center 
would, at minimum, include representatives from the Department of State, Department of 
Defense, the Joint Staff, relevant commands (especially Cyber Command), various Combatant 
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commands (PACOM, CENTCOM, and EUCOM), Treasury, and FBI, to name a few. Senior 
intelligence representatives should be co-located with full connectivity to their agency’s 
communications systems. 

Recommendation 2: Set about expanding, energizing, and evaluating the performance of key 
organizations to measurably improve U.S. ability to compete and execute operations in this 
mission space, including public diplomacy. For instance, energize the Department of State’s 
Global Engagement Center. In particular, State must begin spending the money allocated for 
these purposes. Assign the Open Source Enterprise to provide direct support to the Task Force. 
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Appendix A. 
List of Interviewees 

Christine Abizaid 
Former Deputy Assistant Secretary of Defense for Afghanistan, Pakistan and Central Asia 
Staff member on Counterterrorism, National Security Council 
Senior Intelligence Analyst with Joint Intelligence Task Force Combating Terrorism 
 
Stu Blanchard 
Former Special Operator 
 
COL (Ret) Stu Bradin 
U.S. Army Special Forces 
President of the Global SOF Foundation 
 
John Brennan 
Former Director, Central Intelligence Agency 
Former Director, National Counterterrorism Center 
Former Deputy National Security Advisor 
 
James Clapper 
Former Director of National Intelligence 
Former Under Secretary of Defense for Intelligence 
Former Director, National Geospatial Agency 
 
Colonel (Ret) Christopher Costa  
Former Special Advisor to the President on Counterterrorism, National Security Council 
Former Special Operator 
 
Glenn Gaffney 
Former Deputy Director for Science and Technology, Central Intelligence Agency 
Former Director Information Operations Center 
 
COL Matthew Gill 
U.S. Army intelligence officer 
 
Raffi Gregorian 
Acting Deputy Coordinator for Regional and Multilateral Affairs, Bureau of Counterterrorism, 
Department of State 
 
Kevin Hulbert 
Former Operations Officer, Central Intelligence Agency 
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William Inboden 
Senior Director for Strategic Planning and Institutional Reform, National Security Council 
 
ADM (Ret.) Bobby Inman 
Lyndon Baines Johnson Centennial Chair in National Policy 
Former Director, National Security Agency 
Former Deputy Director, Central Intelligence Agency 
 
Dr. Seth Jones 
Director of Transnational Threats Project, Center for Strategic and International Studies 
Director of the International Security and Defense Policy Center, RAND Corporation 
Former representative for the commander, U.S. Special Operations Command, to the assistant 
secretary of defense for special operations 
Former plans officer and adviser to the commanding general, U.S. Special Operations Forces, in 
Afghanistan 
 
Commander David Kauffman, USN Retired 
 
Thomas A. Marks, PhD 
Department Head and Professor Department of War and Conflict Studies, National Defense 
University 
 
Ambassador David Miller 
Ambassador and Staff Member, National Security Council Staff under President George H. W. 
Bush 
 
Paul Norwood 
Former Army Intelligence Officer 
 
LTC David Oakley (PhD) 
Professor, College of International Security Affairs, National Defense University 
 
Aaron O’Connell 
Former Staff Officer, National Security Council 
Retired Marine Officer 
 
Keith Pelligrini 
Senior USSOCOM Representative to CIA 
Special Forces ODA Team Leader 
 
Jason Schmid 
Majority Staff Member, House Armed Services Committee 
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David Shedd 
Former Deputy Director, Defense Intelligence Agency 
Former Deputy DNI for Strategy and Plans 
Former Senior Director for Intelligence on the National Security Council staff. 
 
J.R. Seeger 
Retired Officer, Central Intelligence Agency 
 
Stephen Slick 
Former Officer, Central Intelligence Agency 
Former Senior Director for Intelligence on the National Security Council staff. 
 
Doug Wise 
Former Deputy Director, Defense Intelligence Agency 
Former Special Operator 
Former Officer, Central Intelligence Agency 
 
 

Notes: None of our interviewees shared classified information. This list does not reflect everyone 
interviewed as some interviewees preferred to remain anonymous. 
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Appendix B. 
Components of the Intelligence Community 

The Office of the Director of National Intelligence (ODNI), established in 2004 with the 
passing of IRTPA, manages the extensive efforts of the intelligence community (IC). The 
Director of National Intelligence (DNI) serves as the head of the U.S. IC, overseeing and 
directing the implementation of the National Intelligence Program (NIP). The DNI also acts as 
the principal advisor to the president, the National Security Council, and the Homeland Security 
Council for intelligence matters related to national security. 

The Central Intelligence Agency (CIA) was established in 1947 with the passing of the 
National Security Act of 1947 and is the only independent agency within the IC. The CIA is 
headed by the Director of the CIA and provides national security intelligence to senior 
policymakers by collecting and analyzing intelligence. The CIA also conducts covert action as 
directed by the president. 

The Federal Bureau of Investigation (FBI) was established in 1908 and operates under the 
Department of Justice. The FBI gathers, shares, and analyzes intelligence, both to support its 
own investigations and those of its partners, to better understand and combat security threats 
facing the U.S. It has the responsibility to penetrate national and transnational networks that wish 
to harm the U.S. 

The Defense Intelligence Agency (DIA) was established in 1961 and is housed under the DOD. 
The DIA provides military intelligence to warfighters, defense policymakers, and force planners 
in the DOD and the IC in support of U.S. military planning and operations and weapon systems 
acquisition. Its workforce is skilled in military history and doctrine, economics, physics, 
chemistry, world history, political science, biosciences, computer sciences, and more. DIA 
officers meet and work closely with professionals from foreign countries. 

The Bureau of Intelligence and Research (INR) was created in 1945 and is the State 
Department’s intelligence branch. The primary mission of the INR is to harness intelligence to 
serve U.S. diplomacy. The INR draws on all-source intelligence to provide independent analysis 
of events to State Department policymakers, ensures that intelligence activities support foreign 
policy and national security purposes, and serves as the focal point in the State Department for 
ensuring policy review of sensitive counterintelligence and law enforcement activities around the 
world. 

The Office of Terrorism and Financial Intelligence (TFI) was established in 2004 and is 
housed under the Department of Treasury. The TFI is responsible for the receipt, analysis, 
collation, and dissemination of foreign intelligence and counterintelligence information related to 
the operation and responsibilities of the Treasury Department. The aims of TFI are to safeguard 
the financial system against illicit use and combat rogue nations, terrorist facilitators, weapons of 
mass destruction proliferators, money launderers, drug kingpins, and other national security 
threats. 
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The National Geospatial-Intelligence Agency (NGA) is under the DOD and was created in 
1996. The NGA delivers geospatial intelligence—the exploitation and analysis of imagery and 
geospatial information that describes, assesses, and visually depicts physical features and 
geographically referenced activities. The NGA provides support to both civilians and the 
military, as well as contributes to humanitarian efforts such as tracking floods and fires. The 
National Reconnaissance Office (NRO) is a DOD agency created in 1961 that is in charge of 
designing, building, launching, and maintaining U.S. intelligence satellites. NRO systems play a 
crucial role in providing global communications, precision navigation, early warnings, signals 
intelligence, and near real-time imagery to U.S. forces. 

The Office of Intelligence and Counterintelligence (OICI) was established in 1977 within the 
Department of Energy. The OICI protects vital national security information and technologies. 
Its contribution to national security and the IC is the ability to leverage the DOE’s scientific and 
technological expertise in support of policymakers as well as missions in defense, homeland 
security, cyber, intelligence, and energy security. 

The Office of Intelligence and Analysis (I&A) was recently created in 2007 under the 
Department of Homeland Security. I&A equips the Homeland Security Enterprise with 
intelligence and information it needs to protect the homeland. I&A is the only IC element 
statutorily charged with delivering intelligence to state, local, tribal, territorial, and private-sector 
partners, as well as developing intelligence from those partners for the Department and the IC. 

The Office of National Security Intelligence (ONSI), created in 2006, is the IC branch of the 
Drug Enforcement Agency under the Department of Justice. The ONSI helps initiate new 
investigations of major drug organizations, strengthens ongoing investigations and provides 
policymakers with drug trend information. It seeks to enhance U.S. efforts to reduce the supply 
of drugs, protect national security, and combat global terrorism. 

The National Security Agency (NSA) was established in 1952 under the DOD and is the 
leading U.S. government agency in cryptology encompassing Signals Intelligence (SIGINT). 
The NSA coordinates, directs, and performs specialized activities that protect U.S. information 
systems. The Central Security Service (CSS), which is part of the NSA, provides cryptologic 
support, knowledge, and assistance to the military cryptologic community. CSS coordinates and 
develops policy and guidance on SIGINT missions of NSA/CSS to ensure military integration. 

Air Force Intelligence, Surveillance, and Reconnaissance (AF ISR) was created in 1948 and 
is the leading U.S. provider of intelligence derived from airborne, space, and cyberspace sensors. 
It also provides cyber and geospatial forces and expertise. 

Army Intelligence provides intelligence and electronic warfare support to commanders through 
Imagery Intelligence (IMINT), Human Intelligence (HUMINT), Measurement and Signature 
Intelligence (MASINT), Counterintelligence (CI), and SIGINT. It supports the Army, Joint, and 
Coalition commands as well as the IC.  

The Coast Guard, which became a member of the IC in December 2001, supports the IC, 
Department of Homeland Security, and federal, state, local, tribal, and foreign partner agencies 
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by providing intelligence about the maritime domain, potential threats, and adversaries’ 
capabilities, limitations, and intentions. 

Marine Corps Intelligence produces tactical and operational intelligence for battlefield support. 
Its IC component provides Geospatial Intelligence (GEOINT), SIGINT, HUMINT, and CI. 

Navy Intelligence collects, analyzes, and produces maritime intelligence on naval weapons and 
technology proliferation, transnational threats in civil maritime counterproliferation, 
counternarcotics, the global maritime environment, and more to support the U.S. Navy, joint 
warfighters, decision-makers, and other agencies. 
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