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ABSTRACT 

 

Social Security Numbers (SSNs) are an integral part of modern-day American life.  The 

use of the SSN has expanded far beyond the original intent. This expansion has led to 

significant unintended consequences.  This paper examines critical aspects of the Social 

Security Number: history and construction, expansion of use cases and the unintended 

consequences thereof, a review of federal studies and reports that outline the ongoing risk 

and describe efforts to reduce use of SSNs in federal programs.  

 

Additionally, the paper will compare the Social Security Number as a de-facto national 

identifier to other national identifying schemas and discuss why these other systems do 

not seem to pose the same risk to personal identity as the Social Security Number.    
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Finally, the paper discusses a set of guiding principles for future use of the SSN, or if the 

SSN is replaced; operating principles for whatever future central identity system replaces 

it, in order to reduce the risk of fraud and misappropriation of identities that impact 

citizens, enterprises and the government.   
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INTRODUCTION 

 

In 1935, as part of the Roosevelt Administration’s New Deal, Congress passed and The President 

signed the Social Security Act.  The Act has had many effects on modern American life but 

arguably, the Social Security Number has the most pervasive day-to-day impact. The Social 

Security Number (SSN), is a simple 9-digit identifier originally envisioned solely as a way to 

link a person to their pension and disability benefits account.   Use of the Social Security 

Number has expanded far beyond the original intent and by the late twentieth century, it was the 

de-facto identifier for almost all citizen interactions with government agencies, financial services 

companies, employers, schools, and healthcare providers.    In many ways, it has become 

impossible to interact in modern American society without providing your SSN.    

 

Ubiquity has consequences and risks, though. The SSN was ‘both public and secret’- public in 

that it was issued by the government and freely used as an identifier, and secret in that it is 

presumed to be known only to the legitimate owner and difficult to verify or refute when 

asserted.  It was used as both an identifier and as an authenticator (and as I will discuss later, 

those two uses are at odds with each other).   Because it was created for a limited purpose and 

before a time when digital communication was commonplace, the format and construction had 

minimal safeguards now built into modern common numbering schemas. In fact, its 

predictability made it easy to decipher and counterfeit. 

 

In this paper, I will provide a definitive history of how this basic benefits account number 

became central to modern American society; how governments, institutions and citizens began to 

understand the risks associated with expanded use of the SSN and the steps that have recently 
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been taken to reduce our reliance on it.   Additionally, I will examine how other nations 

implement national identifying schemes without the risks seen in the use of Social Security 

Numbers.   Finally, I will present some potential guidelines for development of a solution to 

mitigate these risks.   
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THE SOCIAL SECURITY ACT AND REGISTRATION 

 

As a consequence of the Great Depression in 1929 and the rise of Franklin Roosevelt’s New 

Deal, a significant amount of policy attention began to focus on the idea of creating a pension 

system for the elderly.   According to Dewitt “fewer than 10 percent of American workers had 

any kind of private pension” (DeWitt, 2010, p3).  President Roosevelt directed then Secretary of 

Labor Frances Perkins to devise a sustainable old-age insurance system (Altmeyer, 1966, p7) 

 

Secretary Perkins and the Department of Labor’s Committee on Economic Security created a 

plan and enabling legislation that was submitted to Congress on January 17, 1935 (Dewitt, 2010, 

p4).   The Social Security Act was signed by President Roosevelt August 14, 1935. The act was 

not without controversy; funding formulas, the idea of socialized pensions and forced employer 

payroll deductions as well as the concept of mandatory registration of all working citizens were 

fiercely debated during the 1936 Presidential and Congressional campaign season.   (Altmeyer, 

1966, p69) 

 

Shortly before election day, the New York Journal American and other Hearst Newspapers 

published an editorial cartoon and a front-page article attacking the plan.  The cartoon shows a 

masked man, with his shirt removed, suggesting enslavement and wearing a numbered dog tag. 

(Smith, 2003, p205).   The opposition to national registration and the Social Security Act itself 

was not only from Republicans and conservative quarters, organized labor had concerns that the 

SSN could be used by employers to suppress union organization by identifying and blacklisting 

organizers (Parenti, 2003, p85). Many on the left also saw parallels to citizen registration 



 4 

programs taking place in Fascist Italy, Spain and in Nazi Germany. (Hearing- Use of SSN as a 

National Identifier, 1991) 

 

Even with a 1937 program go-live date, the newly-established Social Security Board delayed 

initial registration until November 16, 1936, just under two weeks after the 1936 election was 

complete and less than 50 days before the program was to go live.  Social Security Board 

Chairman Arthur Altemeyer also directed that the term “Assignment of Social Security 

Numbers” be used in all official communication in lieu of the politically-charged term 

“registration” (Altemeyer, 1966, p70)   Furthermore, Altemeyer sought assistance from the 

Postal Service, which at the time was the most-trusted government entity (Smith, 2003, p205) 

and had the necessary local footprint of over 45,000 post offices (Puckett, 2009, p60) to issue 

and collect the required forms. 

 

Treasury Decision 4704 was the enabling regulation directing the “assignment” of SSNs and 

Employer Identification Numbers and was formally published November 6, 1936, just a few 

days after the election (Title 26, CFR, 401{G}, 1936). The Post Office and Social Security 

Administration distributed the new SSA form SS-5 Application for a SSN to employers in late 

November, 1936 (Puckett, 2009, p60) with directions to employees to complete and return the 

forms back to the employer, to their labor organization, or their local post office.  (Wyatt and 

Wandel, 1937, p54).  Amazingly, 4 weeks after the first SS-5 forms were distributed to 

employers; the Post Office reported over 22 million completed applications had been received, 

which was 85% of the expected initial volume.  (Wyatt and Wandel, 1970, p62) By August 31, 

1937 the SSA had logged over 33.4 million applications. 
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The original SS-5 collected only a few fields of data: employee name, address, employer name 

and address, age, date of birth, place of birth, sex and color (Puckett, 2009, p58).   The current 

form, last revised in 2011, adds additional fields for prior names, citizenship, ethnicity, phone 

number as well as parental names and SSNs.  (SSA Form SS-5, 2011) During the original SSA 

application period many employers attempted to distribute additional forms requesting 

information regarding nationality, union affiliation, religion, and educational data. The practice 

was apparently common enough that in January 1937 the SSA was forced to issue public 

warning to employers and employees about this unauthorized practice. (Wyatt and Wandel, 

1937, p57) 

Even before the first SSN was issued, there was clear demonstration of the value and sensitivity 

associated with data collection and systemic citizen registration that continue to the present day.  

The Social Security Board needed an enumeration scheme to effectively administer the social 

welfare programs, but the registration process enabled foes of the Social Security Act to use fear 

tactics to raise concerns over the entire program. Employers used the enumeration process to 

gather additional, non-authorized data and regulators were forced to respond with assurances to 

citizens and sanctions to employers.  The pattern of data collection and common indexing 

schemes foreshadow debates still underway.  
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THE SOCIAL SECURITY NUMBER FORMAT 

 

With an estimated 405 million SSNs issued, most Americans are likely familiar with the form of 

a Social Security Number:  3 digits, a dash, two digits, another dash and then four more digits: 

(123-45-6789).  Many citizens are likely unaware that the format was originally created to 

support regional issuance of numbers and that until recently, the number format indicated both 

the state associated with the postal address of the applicant and a date range of issuance.     

 

In 1935 and 1936, the newly formed Social Security Board considered many schemas for 

identifying account holders, one original draft plan suggested an 8-digit alphanumeric with 3 

alphabetic characters representing geography and 5 digits to represent the person to whom the 

card was assigned.  (Puckett, 2009, p3) This plan was cancelled almost immediately based on 

feedback from other government agencies such as the Census Bureau and the Bureau of Labor 

Statistics (BLS) whose data processing equipment was not capable of processing alphanumerics.  

(Puckett, 2009, p3) Additionally, the Social Security Board was notified that the two 

manufacturers of tabulating equipment capable of processing alphanumeric data in 1936 were 

being sued by the Department of Justice for violations of the Sherman Anti-Trust Act. (Cronin, 

1985) The Social Security Administration official history drily notes that this might be “the first 

inkling that the embryonic agency was given of the tremendous impact machines would have on 

the way it would do business” (Cronin, 1985) 

 

 Bearing in mind these objections and leveraging the expertise of agencies with more experience, 

the SSA formed an interdepartmental subcommittee with representation from the BLS, Census, 
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the Labor Board and the Central Statistical Agency.  The committee established three alternative 

schemas for consideration.  (Puckett, 2009, p4) 

• Eight numeric digits, with a three-digit geographic indicator and a 5-digit serial number 

• Seven alphanumerics with three alpha characters and four digits. 

• A nine-digit number made up of three parts: A four-digit sequence number, a two-digit 

birth year indictor and a three-digit geographic identifier. 

 In February of 1936, the committee agreed to use a variation of the nine-digit option replacing 

the age component with a year-of-issuance indicator in the two-digit segment.  (Puckett, 2009, 

p7) Later in 1936 a final format change was proposed: the year-of-issuance indicator in the two-

digit segment was replaced with a group number that could proxy year of issuance and would 

allow the SSA to expand the possible SSN combinations to nearly one billion unique identifiers. 

(McKinley and Frase, 1970, 342-344) This format continues today but the geographic and 

issuance time indicators were disestablished in the June 2011 SSN randomization changes which 

will be discussed later in this paper. In this adopted numbering scheme, the format was 

established using the following rules:  

• The first three digits were referred to as the Area Number 

• The fourth and fifth digits were designated as the Group Number 

• Digits six through nine were labelled as the Serial Number 

Given these basic guidelines, further rules and procedures to determine how Area, Group and 

Serial numbers were assigned to applicants were established by the Social Security Board.  

Area Numbers 
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Ranges of Area numbers were assigned to individual states based on the current population and 

expected population growth. Each state was assigned to one of 12 regional SSA offices. These 

locations were:    

I. Boston 

II. New York  

III. Philadelphia 

IV. Washington  

V. Cleveland  

VI. Chicago 

VII. Birmingham 

VIII. Minneapolis  

IX. Kansas City  

X. San Antonio  

XI. Denver  

XII. San Francisco   

(SSA Circular No 9, 1936). 
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SSNs issued before late 1972 were issued by one or more local offices, which were 

subordinate to the regional office and located the state of issuance.  (SSA POMS, 1989)   

 

Area numbers assigned to states were assigned in numerical order, generally running 

from east to west.  Under this method, northeastern states have the lowest Area Numbers 

and numbers generally increase as assignment moves west and south.   The Social 

Security Administration indicates that Group 001 was assigned to New Hampshire, even 

though Maine is more easterly and extends to the north of New Hampshire.   This is 

because former New Hampshire Governor John Winant had been named the original 

director of the Social Security Board and was slated to be the first-recipient of a Social 

Security Number. The SSA wanted that number to be the lowest possible number (001-

01-0001).   Governor Winant declined the honor and this number was assigned to another 

New Hampshire resident (Long, 1993, p83).     

Table 1 provides the states assigned to specific Area Numbers as of June 2011 when this 

geographic assignment was phased out. Table 2 provides a list of assigned area Numbers 

by State 

  



 10 

Table 1- Assignment by SSA Area Number  

Area 

Number 

State 

Assignment

Area 

Number

State  

Assignment

Area 

Number   

State 

Assignment 

000 INVALID 429-432 AR 586 GU

001-003 NH 433-439 LA 587-588 MS

004-007 ME 440-448 OK 589-595 FL

008-009 VT 449- 467 TX 596-599 PR

010-034 MA 468-477 MN 600-601 AZ

035-039 RI 478-485 IA 602-626 CA

040-049 CT 486-500 MO 627-645 TX

050-134 NY 501 - 502 ND 646-647 UT

135-158 NJ 503-504 SD 648-649 NM

159-211 PA 505-508 NE 650-653 CO

212-220 MD 509-515 KS 654-658 SC

221-222 DE 516-527 MT 659-665 LA

223-231 VA 518-519 ID 666 INVALID

232 WV* NC 520 WY 667-675 GA

233-236 WV 521-524 CO 676-679 AR

240-246 NC 525 NM 680-690 NV

247-251 SC 526-527 AZ 691-699 VA

252-260 GA 528-529 UT 700-728 RAILROAD

261-267 FL 530 NV 729-733 ENUMERATI

ON AT 

ENTRY

268-302 OH 531-539 WA 734-749 UNASSIGNED

303-317 IN 540-544 OR 750-751 HI

318-361 IL 545-573 CA 752-755 MS

362-386 MI 574 AK 756-763 TN

387-399 WI 575-576 HI 764-765 AZ

400-407 KY 577-579 DC 766-772 FL

408-415 TN 580 # USVI/PR 773-899 UNASSIGNED

416-424 AL 581-584 PR 900-999 IRS ITIN ^

425-428 MS 585 NM

*-   Group 30 assigned to NC

^- 70 or 88 in the positions 4 and 5 prior to April 11 2011. After April 11, 2011, 70-

88, 90-92 and 94-99 (inclusive)  

Source:https://www.irs.gov/individuals/international-taxpayers/general-itin-

Assignment by SSA Area Number
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Table 2- Assigned Ranges By State  
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An examination of these tables indicates the Social Security Administration was required 

to assign additional Area Number ranges to high growth states. For example; Texas, 

originally assigned 19 Area Numbers (449-467) which supported 18,808,119 unique SSN 

assignments (19 x 99 x 9,999) ran out of numbers and was assigned an additional set of 

19 Area Numbers (627-645) which began to be used in 1998 (SSA POMS, 1989) 

Group Numbers 

 

The fourth and fifth digit of a Social Security represent a block, or group of SSNS issued 

within a given Area Number. There are 99 available groups within each Area Number 

because Group 00 is never assigned. (SSA POMS, 1989) Originally designed as a 

mechanism to facilitate simultaneous but unduplicated issuance by multiple offices 

within an assigned SSN area, the groups provide insight, but not absolute reference to the 

time frame in which the given SSN was issued.   Regardless of the assigned Area 

Number, the Group number issuance order follows a common pattern. (SSA POMS, 

1989)   This pattern is not strictly sequential, it follows the order below: 

• First, Odd-Numbered groups from 01 to 09 

• Second, Even-numbered groups from 10-98 

• Third, Even-numbered groups from 02-08 

• Finally, Odd-numbered groups from 11-99  

Thus, the prescribed order of Group Number issuance for a given area would be as 

depicted in Table 3.  
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Table 3- Group Order Assignment  

 

01 03 05 07 09 10 12 14 16 18 20

 22 24 26 28 30 32 34 36 38 40 42

 44 46 48 50 52 54 56 58 60 62 64

 66 68 70 72 74 76 78 80 82 84 86

 88 90 92 94 96 98 02 04 06 08 11

 13 15 17 19 21 23 25 27 29 31 33

 35 37 39 41 43 45 47 49 51 53 55

 57 59 61 63 65 67 69 71 73 75 77

 79 81 83 85 87 89 91 93 95 97 99 

 

Because all Group Numbers associated with a given set of Area Numbers were issued 

before moving to the next Area Number, these combined Area and Group Numbers in the 

first 5 digits of a Social Security Number can be assigned to a specific region and time.   

This ability to reverse-engineer a SSN would later create a method for disclosure as SSN 

use cases expanded. (Acquisti, 2009) 

Serial Number 

 

The last four digits of the SSN comprise the Serial Number. This number was assigned 

sequentially within an Area/Group.   The Serial Number 0000 is never assigned, thus for 

each Area/Group; 9,999 serial numbers are available for assignment. (Puckett, 2009, p58) 
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Construction, Validity and Insight on SSN Issuance Trends 

 

NOTE: These rules of Constructions and Validity apply ONLY to SSNs issued prior to 

June 2011 when the Social Security Administration implemented a policy known as SSN 

Randomization- the reasons behind and impacts of randomization will be discussed later 

in this paper.    

 

Given the rules above and the supplied tables, one could determine that a Social Security 

Number beginning with the three-digits of 450 was issued in Texas and that one that 

began with 001 was issued in New Hampshire   Furthermore, we can establish that the 

SSN 001-07-XXXX was issued many years prior to SSN 001-02-XXXX, even though 

the Group Number 02 is numerically lower than the 07 Group.   Finally, we can tell that 

SSN 001-07-9900 was issued before SSN 001-07-9950 given the strict sequential order 

of the Serial Number assignment.   With the knowledge of when a given person’s SSN 

was issued, one can determine whether any other SSN issued within the State or Territory 

associated with a given Area Number was issued before or after the known SSN.   

Additionally, the Social Security Administration published a monthly “High Group 

Listing” which provided an indication of the current Group in a given Area from which 

SSN are being issued. A copy of the Final High Group List, published by the Social 

Security Administration in June 2011 is depicted in Table 3 below.  A Group indicator of 
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99 associated with an Area number indicates the Area number is completely assigned and 

these Group Numbers are notated with gray fill in the table cell.  

 

Additional Insights are inferred from this table.  Using the example above that discussed 

the initial (449-467) and secondary ranges (627-645) assigned to SSNs for Texas, we can 

determine that as of June 2011, somewhere over 30 million SSNs had been issued to 

Texans- the 18.8 million from the initial Area range described above and at least 12 

million from the second range.  With 18.8 million numbers available form this second 

range, an analyst can determine that this range is already almost two-thirds exhausted and 

could forecast the rate of consumption/exhaustion of available numbers. This exhaustion 

of numbers within an assigned Area range was one contributing factor the SSN 

randomization that will be discussed in a later section.  
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Table 4- Final Published High Group Listing- June 2011  
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Additionally, based on the common or closely aligned Group Numbers within a given 

range of Area Numbers assigned to a state, one can infer that the Social Security 

Administration was issuing SSNs from multiple Area Numbers at the same time. 

Referring back to the New Hampshire Areas discussed earlier: Areas 001 and 002 were 

issuing from Group 11 and Area 003 was issuing from Group 008 at the time of the final 

High Group distribution in June 2011. According to the Group issuance order above, 08 

and 11 are sequential for issuance and indicate that roughly 55% of the allocated 

Area/Group combinations for NH had been used as of the June 2011 published date.  The 

second range of Texas Area/Groups exhibits the same pattern. 

 

Furthermore, comparing changes across the monthly SSA High Group Reports provides 

insight into the issuance rate of SSNs within a given state or territory.  Since there are 

9,999 SSNs issued for each Area/Group combination; each change on a given High 

Group List can be cross referenced with earlier High Group Lists to determine an 

issuance rate. 

 

LIMITATIONS OF CONSTRUCTION 

 

SSN construction rules didn’t allow inclusion of any but the most basic verification 

features to help prove number validity and no mechanism to authenticate its relationship 

to a person, based on characteristics within the number itself.   A 2004 FTC report 

suggested that the addition of a checksum or even a single check digit, which uses an 
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algorithm to calculate an additional digit based on the other values in the string, could 

help eliminate data entry errors or highlight invalid consumer-supplied Social Security 

Numbers (FTC, 2004, p39). 
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EXPANDED USE OF THE SSN 

 

Because of the concern expressed about citizen registration and fear about the assignment 

of a National ID number in the 1936 election cycle, the SSA went to great lengths to 

assure citizens that the SSN was going to be used exclusively used to manage a person’s 

pension and benefits administered under the Social Security Act.  (McKinley and Frase 

1970, 357-358) As another method to reassure applicants, Social Security Cards issued 

from 1946 until 1972 displayed the words “NOT FOR IDENTIFICATION” across the 

card (Swendiman and Lanza, 2014, p2).    

 

Ironically, it took the SSA less than 1 year to break the understood, but not explicit 

commitment to not share the SSN with other agencies. (Smith, 2013, p4). The first 

expansion provided Social Security Numbers to state unemployment and pension boards 

to coordinate benefit delivery.  Arguably, this first expansion supported actions funded by 

the Social Security Act and the use was not beyond the stated original purpose provided 

to applicants/account holders. 

 

Expanded Use Cases 

 

Expansion of Social Security Number use inside other agencies of the government began 

in earnest with Executive Order 9397 Numbering Systems for Federal Accounts 
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Relating to Individual Persons which was published November 22, 1943. (EO 9397, 

1943) The Executive Order acknowledged that Federal agencies needed a common way 

to identify persons and that 70 million SSNs had already been issued- many to members 

of the Federal workforce.  Because of this already-in-place capability, the order 

established that agencies should use SSNs when they ‘establish new systems of 

permanent account numbers pertaining to individual persons”. It further directed that the 

“Social Security Board shall provide for the assignment of an account number who is 

required by any Federal agency to have such a number” and provided for reimbursement 

to the Social Security Board for the creation of these systems. (EO 9397, 1943) 

 

By the early 1960’s increasing computerization of records was driving the need for 

common reference systems across government agencies and within the private sector.    

 

In 1961, the US Civil Service Commission formally adopted the SSN as the singular 

identification number for applicants and civil service employees.  (Swendiman and Lanza 

2014, p2) Incorporation of the SSN was significant because at the time the Civil Service 

Retirement Program was independent of the SSA and federal employees were not eligible 

for Social Security benefits. 

The 1961 tax filing season (taxes filed for April 15, 1962) was the first year in which the 

IRS required submission of the filer’s Social Security Number.  (IRS Form 1040 Filing 

Instructions, 1961) 
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Figure 1- IRS Form 1040 (1962) 

 
 

The 1965 Medicare Act (Public Law 89-384) expanded the 1937 Social Security Act to 

implement healthcare insurance for the aged.  As an expansion of the Social Security 

system Social Security Administrators determined that a Medicare policy holders system 

identifier and their identity cards would use the Social Security Number.   (Long, 1993, 

p84) 

 

In 1966 the Veterans Administration adopted the SSN as a primary identifier for the 

provision of healthcare. (Long, 1993, p84) The use of this identifier is likely a 

consequence of continued SSN proliferation in other government programs as well as the 

need to match benefits and allocate costs across the Veterans Administration and 

Medicare systems. (SSN as National Identifier Hearing, 1991, p63) 

 

The Department of Defense began to transition away from military Serial Numbers in 

1969.  New recruits in the Army and Air Force began using SSN as their military Serial 
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number on July 1, 1969.  The Navy and Marine Corps converted to SSN use January 1, 

1972 and the Coast Guard in October of 1974. (National Archives)   

 

The Bank Secrecy Act of 1970 implemented new record-keeping and reporting 

requirements for Financial Institutions: 

“Banks are further required to retain records of the taxpayer identification 

numbers of persons maintaining accounts; in the case of an account of one or 

more individuals, a bank must maintain a record of the social security number of 

an individual having a financial interest in that account.” (BSA 103.34(b) 1970) 

 

 

Christian Parenti’s Soft Cage: Surveillance in America from Slavery to the War on Terror 

describes increasing demand by the private sector in the 60’s for creation of a common 

national identifier.    (Parenti, 2003, p11).   The Harvard Business review similarly 

advocated “universal adoption of the Social Security number and an address code as 

identification devices” in 1961. (Anthony and Sears, 1961, pp 65-71) 

Given the IRS requirement for Banks to collect SSNs and link to accounts, it’s not 

surprising that the SSN became the de-facto customer identifier in the Financial Services 

industry. Retail credit bureaus began the transition to computerized reporting in the late 

1960’s. Retail Credit Company, later known as Equifax; announced a project to transition 

to all computerized records (Trainor, 2015) and noted privacy advocate Alan Westin of 

Columbia University wrote a New York Times Editorial in 1968 stating “transferring 

information from a manual file onto a computer triggers a threat to civil liberties, to 

privacy, to a man’s very humanity because access is so simple.” (Trainor, 2015).  These 

concerns influenced later Congressional hearings and the creation of the Fair Credit 
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Reporting Act in 1972.  

 

Collection of SSNs in the commercial sector was both a matter of convenience and of 

regulatory requirement.  Appendix 1 provides detail of 11 Federal Statutes governing 

financial industry collection, verification and disclosure of SSNs to third parties 

(Financial Services Roundtable, 2018).   

 

With little awareness of the potential implications regarding the dangers of SSN 

disclosure on the part of the paper or the NYPD, the New York Times published an 

article in June of 1972 headlined “Police Urge Social Security Numbers on Valuables”.   

The NYPD’s Operation Identification encouraged citizens to borrow electric engravers 

from local precincts and mark “televisions, bikes, silverware and jewelry” to enable 

recovery of stolen items. (Blumenthal, 1972) in the light of our current level of concern 

for protecting the SSN, this appears to be terrible advice, but large-scale ID theft was 15-

20 years away. 

 

The 1976 Tax Reform Act (Public Law 94-455, 1976) expanded the use of the Social 

Security Number outside of Federal Agencies by amending the Social Security Act to 

authorize and direct the use of the SSN in state and local government programs. 

“It is the policy of the United States that any State (or political subdivision thereof) 

may, in the administration of any tax, general public assistance, driver's license, or 

motor vehicle registration law within its jurisdiction, utilize the social security 

account numbers issued by the Secretary for the purpose of establishing the 

identification of individuals affected by such law, and may require any individual 
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who is or appears to be so affected to furnish to such State (or political subdivision 

thereof) or any agency thereof having administrative responsibility for the law 

involved, the social security account number (or numbers, if he has more than one 

such number) issued to him by the Secretary”. (PL 94-455, Sec. 1211(C) (i), 1976) 

 

1982’s Public Law 97-365 (the Debt Collection Act) implemented a requirement for 

collection of a Social Security Number as part of the application process for any Federal 

Loan program; such as student loans, agricultural loans, Small Business Administration 

loans and Federal Housing Loans among others. (PL 97-365 Sec 4. (a), 1982)   

 

In 1987 the IRS amended IRS Form 1040 to require the inclusion of SSNs for every 

dependent aged 5 or more. (PL 99-514 Sec. 1524, 1986) Figure 2 provides a sample of 

the changed portion of the form.  

Figure 2- IRS Form 1040 (1987) 

 

   
 

As an example of the challenges in balancing the risks of widespread proliferation of the 

SSN versus the ability of the SSN to assist in detecting fraud, a 1989 newspaper article 

pointed out that 7 million fewer children were claimed as dependents that year than in 

1986. Given the $1,900 per dependent tax deduction, the elimination of the 7 million 

seemingly-bogus dependents had a $2.8 Billion positive impact to the US Treasury in just 
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the 1987 tax year. (LA Times, 1989) The IRS expanded the requirement to provide a 

SSN for all dependents claimed on tax forms from 1989 on.  

 

Prior to the IRS changes requiring a SSN for dependents, there was little incentive to 

obtain a SSN for a child and many parents waited until their child needed a SSN, usually 

coinciding with first employment.  In 1988, the Social Security Administration began a 

program knows as Enumeration at Birth (EAB).  This program enables and encourages 

parents to complete applications for SSNs for newborn babies as part of the state-

mandated vital records process SSA statistics indicate that around 96% of SSNs issued to 

infants are the result of an EAB application. The EAB plan was rolled out nationwide and 

establishes common processes and technology interfaces and cross-references between 

the individual State Bureau of Vital Statistics and the Social Security Administration 

(SSA POMS, 2014) 

 

These expanded use cases had increased the universe of both who needed a SSN and the 

number of entities who had access to it.  Issuance had expanded from wage-earners who 

needed the SSN to report earnings for pension calculations to non-working dependents 

and children.   The SSN was no longer a benefits number used only by the Social 

Security Board; it had morphed into a multi-agency identifier that enabled reporting and 

coordination.  Further requirements for private entities to collect the SSN had enabled 

similar uses in commercial transactions.      
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RISK RECOGNITION 

 

By the late 1980’s the SSN was essential to a citizen’s interactions with all levels of 

government and with many sectors of the private economy, most notably in the areas of 

banking, finance and consumer credit.  The expansion of use cases created an 

environment where the SSN was:  

1. Proliferated across multiple systems in government and commercial enterprises. 

2. Commonly disclosed in day to day interactions.   Following the 1976 Tax Reform 

Act, many states added SSN to Driver’s Licenses and in jurisdictions like Texas, 

the SSN was used as the Driver’s License number. It was common practice to 

preprint SSNs on checks to prevent having the clerk copy the information on the 

back of the check. (Indiana DFI) 

3. Often used as a mechanism to prove or authenticate an identity.   Prior to the 

1990’s the extension of credit in the form of auto loans, mortgages or credit cards 

was generally an extension of an already-in-place banking relationship.   As the 

financial services industry embraced the use of target marketing in the 90’s, 

monoline financial services firms like Capitol One and MBNA experienced 

explosive growth through the use of sophisticated, data driven marketing 

campaigns directly to consumers with whom the bank had no prior relationship.  

(Wheatley, 2014) As an example, Capital One grew credit card lending balances 

from $5B in 1995 to over $80B in 2014. (Perez, 2015)  
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4. Computerized underwriting; including the automated ordering of credit scores 

enabled the extension of credit with no face-to-face verification or identity 

proofing via physical documents (FFIEC, 2014) The assertion of a Social Security 

Number in these transactions provided implicit proof that the applicant was the 

legitimate owner of the identity. 

 

In 2006 the Federal Trade Commission authorized an Identity Theft Survey Report.  The 

study involved telephone interviews of a random sample of 4,917 US adults. (FTC 2006).  

The survey determined that 3.7% of respondents had discovered that they had been a 

victim of Identity theft in 2005. Extrapolated to the US population, this suggests that 8.3 

million adults were affected in 2005, alone.   

 

Further classifying types of identity fraud provides even more insight on the rate of new 

account fraud, the most common type of fraud associated with SSN compromise.  (FTC, 

2006) 17% of victims indicated their personal information was used to open at least one 

new account.  The two most common account types opened by fraudsters were telephone 

accounts (landline and wireless) and credit card accounts. Median loss was $1,350 per 

person for new account fraud and the average victim reported 10 hours in time spent 

resolving issues associated with the fraud. (FTC, 2006, p5) 

 

A 2007 Congressional hearing- Protecting the Privacy of the Social Security Number 

From Identity Theft heard testimony from over a dozen witnesses. Testimony from 
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Daniel Bertoni of the Government Accountability Office summarized the proliferation of 

and reliance on SSNs:  

“In the private sector, information re-sellers, credit bureau reporting agencies and 

health care organizations collect SSNs from various sources and use this 

information primarily for identification verification purposes. Large information 

re-sellers obtain SSNs from various public records, such as bankruptcy notices, 

tax liens, civil judgments and property transactions. In addition to their own direct 

use of SSNs, entities such as banks, securities firms, tele- communications firms 

and tax preparers also share this information—SSN information with third party 

contractors who perform services for them.”   (Protecting the Privacy, 2007) 

Authenticators vs Identifiers 

Awareness that the use of the Social Security Number as an authenticator was potentially 

problematic was increasing.    In the same 2007 Congressional hearing referenced above, 

the House Ways and Means Subcommittee on Social Security heard testimony from 

Annie Anton of North Carolina State University who was speaking on behalf of the 

Association for Computing Machinery  

“…many businesses use the Social Security number as both an identifier and an 

authenticator.  The terms ‘‘identifier’’ and ‘‘authenticator’’ have specific 

technical meanings that are often confused. An ‘‘identifier’’ is a label associated 

with a person. An ‘‘authenticator’’ provides the basis to believe that somebody is 

accurately labeled by some given identifier. So, authenticators might be 

something you know, like a secret password or a pin, something you have, like 

the key to your house, and something you are, such as a biometric. A Social 

Security number is an identifier. It is something that anyone can know, and many 
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will, so it is not a secret. Hence, it is unusable as an authenticator.” (Anton- 

Hearing transcript) 

 

Similar conclusions were made in the 2007 FTC Report on SSNs and ID Theft; 

“... SSNs do not function well as authenticators because they are used commonly 

as identifiers and thus are widely available.” (FTC, 2007) 

 

The FTC task force was established by President George W Bush in 2006 and was 

chartered to develop a national strategy to combat identity theft and fraud.  With 

representatives from the Department of Justice, the Federal Trade Commission and 17 

other agencies, the task force recommended changes in government processes regarding 

SSNs to reduce use of the SSN within agencies, and to develop more robust data breach 

plans.  The task force also examined authentication alternatives but made no specific 

recommendations other than to continue studying the issue. Finally, the task force 

recommended standardized reporting procedures and data tracking within law 

enforcement to improve measurement of and response to ID theft cases. 

Identity Theft and National Security 

 

Concern over the compromise of Social Security numbers was not limited to economic 

crimes.  Following the events of 9/11, one thread of investigation related to the methods 

used by the 19 hijackers to create identities and to hide in plain sight.   In 2003, the 

Senate Finance Committee held a hearing entitled “The Alias Among Us” that examined 

these issues.  (The Alias, 2003) 
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One witness at this hearing was Yousseff Hmimssa, who had pleaded guilty and became 

a cooperating witness in a criminal trial.  Mr. Hmimssa described the process he used to 

obtain legitimate documents using fraudulent methods 

“I was living in Europe, so I bought a French passport and I came to the United 

States as a French citizen. So, I got here and went to Chicago in 1994 and I was, 

at that time, here legally. Then I went and I applied for a Social Security card. I 

got it in the mail. I went and I applied for a driver’s license and ID”   

 

Further elaborating, he indicated “Once I got to the country, I went to the Social 

Security Administration and I applied for a Social Security card. I applied for it. 

Within 10 days, I got it in the mail. Using that card, along with the passport, I 

went to the Secretary of State in Illinois and I got ID and a driver’s license.” 

 

Hmimssa indicated that the Social Security Administration performed no verification, 

that the identity on the passport, Patrick Vuillame was fake, as was the document itself.  

Using the legitimate SSN issued to the Vuillame identity, Hmimssa obtained an Illinois 

Driver’s License, including authority to drive a cab.  Hmimssa later took classes and 

opened a bank account as Vuillame.  (The Alias, 2003, pp17-23)    

 

Because the Vuillame passport was fake and he wanted to visit family in Morocco, 

Hmimssa testified he later obtained a fake US birth certificate under then name Edgardo 

Colon. Using this new Colon identity, he applied for and received a new SSN which he 

used to obtain another Illinois DL. Finally, Hmimssa used the Colon birth certificate, 
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Social Security Card and DL to apply for a US passport. (The Alias, 2003, pp17-23).  

This passport was issued and foreign trips were made on the Edgardo Colon identity.   

 

Hmimssa became a cooperating witness after he was asked by members of a Detroit 

Terror cell to obtain and create additional false identities.   (The Alias, 2003, pp24-25)   

Senator Bunning and Chairman Grassley expressed dismay that the SSA had not 

implemented any significant safeguards to verify submitted documents. (The Alias, 2003, 

p23) 

 

In 2003, the General Accounting Office (GAO) released a report detailing potential 

deficiencies in the Social Security Administration procedures to verify applicants from 

immigrants and resident aliens.   The GAO indicated that the SSA had partnered with the 

Department of Homeland Security to verify applicants using DHS’s Systematic Alien 

Verification for Entitlements (SAVE) software.   GAO noted deficiencies in collateral 

verification procedures, notably failures to perform adequate physical verification of 

documents to check for watermarks and other security features. (GAO-04-12, 2003).   

 

This GAO report indicated that in 2002 SSA issued 5.57 million Social Security 

Numbers; 4.23 million to citizens and 1.34 million to immigrants. (GAO-04-12, 2003, 

p9) Cases like those described by Hmimssa likely represent a very small percentage of 

SSN issuance events, but the risk associated is significant due to the lack of due diligence 

on the applications.   
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Breaches, Data Brokers and the DarkWeb 

 

As identity information, including SSNs, became more valuable and more concentrated, 

the number of large repositories of identity data increased. These repositories became 

targets for compromise and exploitation, particularly those that linked personal data with 

a Social Security Number.  Society was a long way from the issuance of a paper card 

with an SSN and microfiche files stored in a government warehouse.   Identity had value, 

and because there was value, there was money to be made protecting and exploiting it.   

 

Proof of this value and the growth of data compromise incidents can be found in many 

sources.   The Gemalto Breach index (breachlevelindex.com)  has tracked breaches since 

2013 and provides a running tally of events, records compromised and classifications of 

compromised data.  As of March 23, 2018, the total number of records lost or stolen on 

the Gemalto index was over 9.7 billion records.   A summary report on the first half of 

2017, which predates notice of the high-profile Equifax breach, indicated Identity theft 

accounted for 74% of all reported incidents and a record 1.6 billion records were 

compromised in the first half of 2017.   (Gemalto 2017, p 6) 

 

The 149 million record Equifax data breach, announced in September 2017 (J Scott, 

2017) brought additional attention on data brokers. These large repositories of identity 

data are used for a variety of services including risk services, marketing, underwriting 

and customer management. (FTC, 2014) The track record regarding data security and 

http://breachlevelindex.com/
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breach for data brokers was problematic- Equifax competitor Experian had a series of 

breaches including a 15 million record breach in 2015, TransUnion had incidents in 2016 

and 2013.  (Bisson, 2017).   

 

The first major breach of a data broker took place at ChoicePoint in 2005, when 

fraudsters gained access to 163,000 consumer records (FTC, 2009) by setting up 

fraudulent accounts.    

 

In a series of breaches between 2005 and 2018, significant information, including Social 

Security Numbers, Dates of Birth and address history on consumers were compromised. 

(J Scott, 2017) 

 

In 2014, the FTC published a report on Data Brokers and concluded; “Big Data is big 

business” the report further discusses that consumers are often unaware of the companies 

that house data on them, and their practices. (FTC, 2014, p1) The FTC report 

acknowledges that data brokers provide important benefits and services but cautioned 

that indefinite storage of data on consumers creates security risks. (FTC, 2014, p48) 

Having experienced a series of breaches over the past 10 years, these organizations have 

failed to mount adequate security given the richness of the data they house and the threat 

they remain under.   In a 2017 report, the Institute for Critical Infrastructure Technology 

argues “Significant technical and non-technical cybersecurity and cyber-hygiene reform 
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is necessary to protect consumers from the lackadaisical practices of under-regulated data 

brokers.”   (J Scott, 2017, p6)  

 THE DARK WEB AND INFORMATION SALES 

 

Almost anyone who has picked up a newspaper or seen a movie in the past 15 years has 

heard the term Dark Web but other than a vague image of an internet back-alley with 

shadowy figures selling stolen goods, stolen data, drugs and other illicit goods, most 

people would likely be at a loss to explain exactly what the dark web is and how it works.   

In short, the darkweb is an assortment of tens or hundreds of thousands of websites that 

use services designed to hide their IP addresses, physical location and ownership.  

(Greenberg 2014)  

 

There are a variety of sites on the dark web that exist for legitimate reasons- the most 

famous example is WikiLeaks, which seeks to support whistleblowers and disclose 

information that powerful interests want to remain secret.   With that said, when many 

people think of the internet they likely think of sites like the Silk Road where drugs were 

sold or FBI raids on sites trading in child pornography.  Another type of illicit trafficking 

is taking place on the dark web, and that is the trade in stolen identities.  Some Dark Web 

marketplaces like AlphaBay packages of bundled identities containing Names, address, 

phone, Social Security Numbers and dates of birth for prices as low as $.25 per record. 

(Glick, 2016)  
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The Institute for Critical Infrastructure Technology (ICIT) posted screenshots of credit 

profiles offered for sale on AlphaBay, a dark web site. These listing promised Personal 

Information, Scores and tradeline data in their September 2017 report on the Equifax 

breach (J Scott, 2017, p7)    

 

Figure 3- ICIT Screenshot of Alpha Bay Listing Dated 1/18/2017 of Equifax and 

Transunion Credit Reports Available for Sale    

 

 

 

A perfect storm had formed. America had adopted the SSN as a default identifier but had 

confused identification with authentication. Government and Commercial entities had 

linked identities and performance data to a single reference number.  Structural 

weaknesses in how the SSN was calculated created opportunities for impersonation and 

reverse-engineering. Gaps in the process to issue Social Security Numbers allowed 

criminals and people who posed national security risks to obtain legitimate SSNs.   
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Because the SSN was now a proxy for a person and their behavioral attributes, this lack 

of security and verification could be exploited by bad actors. Demand for this exploitable 

information created a marketplace for compromised identities and drove large-scale data 

breaches.    
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RISK REDUCTION ACTIVITIES 

 

Backing away from the SSN- (costs and effort) 

 

The government had embedded the SSN in a multitude of government and private-sector 

systems and created laws and regulations mandating the collection, storage and 

distribution of data on citizens using their Social Security Numbers.  However, after 

2007, plans and discussions within the government began in earnest to reduce 

proliferation of Social Security Numbers. 

 

As a response to the President’s SSN task force, a number of congressional hearings and 

the growing understanding that SSN misuse was a major challenge for government, the 

private sector and citizens, President Bush revised Executive Order 9397.   This change 

directed that agencies “should conduct agency activities that involve personal identifiers 

in a manner consistent with protection of such identifiers against unlawful use.” 

(Swendiman and Lanza, 2014, p4)  

DOD AND THE VA 

The Veterans Administration and the Military started the process to remove SSNs from 

identification cards and from ID systems, except those responsible for payroll tax 

reporting and security.  Beginning June 1, 2011, replacement ID cards with unique DOD 

identification numbers were issued in place of military identification containing the SSN 

(Swendiman and Lanza, 2014, p5)  
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The removal program was planned to be completed in 3 phases: Phase One removed 

SSNs from Dependent ID cards began in 2008 and was completed in December of 2012.  

Phase Two, which began in 2011; removed visible SSNs from DOD Common Access 

Cards (CAC) Identification Cards. Phase Three is a longer process to remove embedded 

SSNs from barcodes on CAC cards and USID for civilians.  This process is expected to 

extend until 2022.  (DOD CAC 2014) A KUOW news reports suggests the phase Two 

removal of SSNs from display on ID cards was complete in 2015, but reinforced the 2022 

deadline for removal of the Social Security Numbers embedded in the barcodes on IDs 

(KUOW, 2015)  

 

A 2007 Cost-Benefit analysis conducted by students of the Naval Postgraduate School 

(Opria and Maraska, 2007) to determine the economics of removal and substitution of the 

SSN across DOD and Veteran programs.  They reported that the Congressional Budget 

Office had calculated a $50 million five-year cost associated with HR 5835, the Veterans 

Identity and Credit Security Act of 2006, but the estimated cost of a breach similar to the 

17 million record VA breach of 2005 could approach $1 Billion. (Opria and Maraska, 

2007 p10-11) 

 

Opria and Maraska also attempted to develop cost models for transition away from the 

SSN to a Military Identification Number (MIN). One approach approximated cost based 

on Y2K conversion budgets where millions of lines of code had to reviewed and 

remediated to change data formats to handle the date transition associated with the year 
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2000.  Based on an estimate of Department of Defense (DOD) and Veterans 

Administration (VA) systems containing identity data versus those that used date fields as 

part of the operations, a ratio of 10%- 25% of affected systems was used to estimate 

costs. (Opria and Maraska, 2017, p 61)   Using DOD and VA Y2K remediation costs, 

Opria and Maraska estimated the cost to remove, replace and test a Military ID Number 

at somewhere between $73-$174 million.  Using a series of other methodologies, the 

authors estimated a range of between $73 and $200 million to remediate DOD and VA 

systems. Annual cost reduction/avoidance figures from the change were estimated 

between $222 to $881 million.    (Opria and Maraska 2017, p 61)   

 

MEDICARE 

The Office of the Inspector General of the Social Security Administration produced a 

report in 2006 that identified risks and system vulnerabilities associated with the display 

of SSNs on medical documents and ID cards and suggested a set of additional controls. 

(SSA OIG, 2008, p4) SSA management agreed with these recommendations and agreed 

to work to reduce this exposure.  2 years later, the OIG issued a follow-on report 

reviewing progress and found that little to no progress had been made and that estimates 

for completing a project to replace the SSN on Medicare cards was in the range of five to 

ten years and over $300million in expected costs. (SSA OIG, 2008, p5) Furthermore, the 

OIG report noted the plan remained unfunded and no estimate of actual completion was 

forecast by SSA management.  
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The House Ways and Means Committee held a hearing in August concerning feasible 

options for HHS and CMS to remove SSNs from Medicare cards. CMS representatives 

testified that cost estimates now approached $845 million to remove SSNs from Medicare 

cards. (House Subcommittee on Social Security, 2012) Suggestions for alternate 

approaches included truncation of the SSN or replacement with a “Medicare Beneficiary 

Identifier.” (GAO-12-949T, 2012)     Unsatisfied with this response from the SSA and the 

Centers for Medicare and Medicaid Services, the House passed the Medicare Identity 

Theft Prevention Act of 2012 (HR 1509, 2012), directing the Secretary of Health and 

Human Services to remove SSNs from Medicare cards. HR 1509 did not become law as 

no vote on the measure was taken by the Senate. 

 

Ultimately, it was not until the Medicare Access and CHIP Reauthorization Act of 2015 

(MACRA)was passed that a deadline was set for elimination of the SSN from Medicare 

identification cards.  MACRA required this change be completed by April 2019.   The 

Centers for Medicare and Medicaid Services has announced that this process is on 

schedule for April 2018.  (CMS, 2018)   
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Figure 4- Sample New Medicare Card (2018) vs Earlier Version (right) 

 

           
 

In October 2017, Privacy Journal reported that the IRS was considering changes to IRS 

Regulations that would allow for truncation of the last 4 digits of a Social Security 

number on W-2s and 1099 tax and income reporting documents. This change was in 

response to Congressional guidance issued in September of 2016.   The report noted that 

“limiting identity to the last four digits provides only ‘partial protection’”. (Privacy 

Journal, 2017) 

 

These government efforts were remarkable in that they represented the first attempts to 

reduce reliance on the SSN and to control dissemination.  Removing SSNs from Military 

IDs and Medicare cards eliminates opportunities for fraudsters to obtain SSNs. Similarly, 

elimination of the SSN from Medicare claims systems and from many DOD systems 

reduces impact if systems are compromised.  Additionally, the time and costs associated 

with these projects help establish baselines for other government agencies and 

commercial enterprises as they plan similar projects.  
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SSN Randomization 

 

The predictability of the Social Security Number Area, Group and Serial number format 

provided a signal about the validity of a SSN that was useful in determining 

normal/aberrant behavior and in detecting fraud by banks and anti-fraud services. It 

allowed these organizations to determine if a presented SSN was likely valid, even if the 

SSN was not associated with known record in the organization’s database.   Insight that 

allowed the organization to determine the “age of the SSN” vs the “age of the person” 

also helped to detect misrepresentation.      Unfortunately, this same signal allowed 

fraudsters to at least theoretically decode and compromise a person’s SSN. 

 

The Carnegie-Mellon team of Acquisti and Gross published a 2009 paper describing how 

SSNs could be predicted if one knew the location and timeframe of the application. 

(Acquisti and Gross, 2009, p10975) The requirement to report SSNs on tax filings and 

the Social Security Administration’s 1988 Enumeration at Birth program now added near 

certainty that for any person born after the mid 80’s that the SSN issuance data closely 

mirrored the person’s DOB.   The Carnegie Mellon team had already demonstrated that 

for low volume/low population states, like Delaware, New Hampshire, Vermont and the 

US Territories with small Area issuance ranges, that it was easy to derive the Area/Group 

combinations, particularly for the young.   
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Another Social Security Administration published list, the Death Master File (DMF) 

provided additional data to train the Carnegie-Mellon algorithm.  The DMF contained 

Name, SSN, Birth Date and Death Date that had been reported to the SSA.  Using a 

portion of this data, the algorithm could be trained to understand the relationship between 

a specific DOB and not only the Area/Group combination, but the specific spot in the 

Serial number issuance.  Combined with insight on the progression of Group Number 

assignments, the team could determine a likely cadence of issuance and increase the 

likelihood that a full SSN could be derived.    

 

In their experiments, Acquisti and Green were able to predict the SSNs on over half a 

million DMF records for US Born persons with birthdates between January 1973 and 

December 2003.  (Acquisti and Gross, 2013, p10977).  The team’s success rate reaches 

44% for those born after 1988.                

 

Likely because of these concerns about reverse-engineering Social Security Numbers; as 

well the Social Security Administration policy of assigning full area numbers to states 

discussed earlier, and the rapid exhaustion of assigned ranges in rapidly growing states, 

the SSA was running out of number ranges.  As seen in Table 2, Florida was working 

through its third assigned range of Area Numbers and many other sunbelt states had 

second ranges assigned.  Ironically, the High Group listing indicates that less than 50% of 

the assigned Areas/Group combinations had been used.  The 9-digit numbering plan 

could support nearly a billion SSNs but the assignment rules had created shortages by 
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locking up numbers in slow growth states.   Central issuance of numbers had begun in 

1971 (Cronin, 1985) and the requirement to exclusively reserve Areas Number to prevent 

duplication had passed.  In June 2011, the Social Security administration implemented 

randomization of the issue process. (SSA Randomization webpage, 2018) This had 2 

major effects for SSNs issued after the June 25, 2011 date:  

1. The Area number no longer had any geographical significance.  Area numbers not 

yet assigned to a specific geography were made available for potential use.   (Area 

000, 666 and the range 900-999 assigned to the IRS for ITINs are still not used)  

2. Group assignments ceased, and the SSA high group list was frozen. Any 

Area/Group combination not yet issued was available for potential use 

 

SYNTHETIC IDENTITY FRAUD 

 

As an example of the law of unintended consequences, the Social Security 

Administration likely traded one form of fraud for another when they implemented 

randomization.   The lack of predictability of new Social Security Numbers broke the 

validation tools that many organizations used to highlight suspect applications.   

Additionally, because the SSA stopped publishing the High Group List, no intelligence 

was available to determine whether a given SSN from the previously unissued range had 

now been issued.  
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Synthetic fraud, where identities are created from scratch, has been around for years, but 

was generally a lesser known form of fraud.  Financial Institutions and the software and 

data repositories that served them watched with increasing concerns as applications 

asserting post-random SSNs flooded in with no ability to verify the authenticity of the 

asserted Social Security Number.     

 

ID Analytics reported in a 2017 whitepaper that the rate of new, post random SSNs 

asserted to Financial Institutions, telecom providers and other enterprises had increased 

significantly in the period following SSN randomization. (IDA Labs, 2017) It is normal 

to see new Social Security Numbers asserted in commerce as 

• Juveniles achieve age 18 and apply for services, and  

• Immigrants establish new financial relationships as part of their process of settling 

into society. 

In figure 5 below, ID Analytics depicted the presence of “new” SSNs across a five-year 

window prior to randomization in blue.  This line has a consistent slope and indicates no 

abnormal behavior.   The orange line depicts the presence of “new” SSNs after the 2011 

randomization rollout.   In addition to the immediate increase in slope, the rate of 

assertion indicates some variability which is also suggestive of abnormal behavior. 
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Figure 5- ID Analytics: Comparison of the Natural Growth of New SSNs Pre- and Post-

Randomization 

 
 

In order to determine if there is another explanation for the dramatic increase in fraud, we 

should look to see if there is a likely population increase in individuals who would newly 

appear on the file.  

Using the 2002 GAO statistics of 5.57M new SSNs per year we can approximate the 

following ratios: 

• 4.23M or 76% of the total SSNs issued in that year, and likely in following years; 

were issued to citizens.  Because of the Enumeration at Birth Program, these 

citizen SSNs are largely issued to children. 

o A review of census birthrate data indicates that the birth rate has actually 

declined over the period 1990-2016 from 16.7/1000 to 12.2/1000 (Statista, 

2018) 

• 1.34M SSNs (or 24%) were issued to immigrants.   
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o The Migration Policy Institute indicates that in 2016, 1.49 million foreign-

born individuals moved to the United States and that the rate of 

immigration has remained relatively constant since 2000.   (MPI, 2018) 

 

Therefore, the shift in behavior observed is not likely justified by benign factors.   

 

This unverifiable population has created significant stress for Financial Institutions and 

the issue of Synthetic Identities has become a topic of great concern to regulators and 

institutions.  In February 2018, a Bipartisan Group of Senators urged acting Social 

Security Administration Commissioner Nancy Berryhill to take immediate action to 

support real-time verification of Name/SSN combinations with SSA database by 

registered, vetted organizations. (Berryhill letter, 2018)  

As of March 25, 2018, the Social Security Administration has not responded. 
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ALTERNATE IDENTITY SYSTEMS  

 

As seen in the DOD and Medicare use cases, elimination of the Social Security Number 

from the myriad of use cases across government and the private sector is a complex and 

costly process.    

 

Substitution with a new numbering scheme has been suggested, as have additional 

security layers.  Changing the rolling order of sequence number issuance to reduce 

predictability and the inclusion of a separate check-digit field to reduce typos has also 

been proposed (Winkler, 2009).  Randomization, as discussed above, is designed to 

extend the life of the Social Security Number issuance pool and reduce predictability; 

which is both good and bad.    

 

Many other countries have National Identity systems and publish the identifiers for 

people without the same level of identity risk we experience in the US.  One example that 

the US could examine is that of the Icelandic kennitala, translated as name-number or 

identity number (Watson 2010)   This ten-digit number is assigned at a young age, much 

like the US Social Security Number and contains the 6-digit DOB, (DDMMYY) a 2-digit 

random number, a check-digit and a digit representing the century of birth. It functions as 

an alternative to a name, and public databases are available for lookup/conversion of a 

person’s kennitala.  (Watson, 2010, p56).   
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The kennitala functions in many of the ways that the SSN gained use in the US and for 

the same reasons. It provides a common linking key across databases and assists in data 

sharing.  Given Iceland’s patronymic naming system, it creates a critical method to 

distinguish one John Smith (or Jòn Jòhanson) from another.   

 

One key difference between the SSN and the kennitala is that the Icelandic kennitala is 

used solely to refer to a person, not to authenticate them.  The number is known to be 

public, not presumed secret such as the SSN is in the US, and therefore an authentication 

layer, which varies by use case and transaction risk level is used in conjunction with any 

assertion of the kennitala. Iceland has a national identity card, but it is not regularly used 

(Watson, 2010, p66).  Instead, the kennitala is placed on driver’s licenses and on credit 

cards, both of which commonly have pictures embedded in the document.  The 

presentation of credible physical proof of ‘ownership’ of the kennitala reduces fraud.  In 

some use cases, such as interactions with social services agencies, presentation of 

physical proof is mandatory (Watson, 2010, p64).  Because the kennitala is used as a 

reference and other levels of verification/authentication supplement it, Watson indicates 

the level of identity theft is low 

 

The kennitala is not universally popular- Icelandic civil liberty advocates have similar 

criticisms as their US counterparts have regarding the Social Security number.   A 

particular concern of civil libertarians is that linkages across state agencies and 
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commercial entities creates conditions where mass digital surveillance can be 

accomplished with minimal effort. (Watson, 2010, p74)   

 

Similar national registration schemes are illustrated by Sweden’s personnummer 

(Gronlund, 2010) and Norway’s fødselsnummeret or ‘birth-number’ (Frestad, 2017).   

These systems exhibit many of the same attributes: universal registration, public 

disclosure of the number, additional authentication and verification requirements and low 

level of ID theft. 
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CONCLUSIONS 

 

The SSN is integral to modern American life.  Without a conscious, directed plan it has 

become the default identifier in our relationships with government agencies, financial 

institutions, our employers and many other commercial interactions.  The SSN was 

created for a singular purpose; to track the wage contributions of U.S. citizens to support 

social welfare programs. The expansion of the use of the SSN over time has opened a 

Pandora’s box of unintended consequences.   

 

 

 Why does the United States appear to have this unique and significant level of identity 

risk? There are a number of reasons. As a nation, we are in denial that we have (or need) 

a National Identifier; all-the-while using the Social Security Number as our de-facto 

National ID.  Because of the unofficial nature of the SSN as this national identifier, we 

have failed to create adequate levels of security, policy and process around its use.  The 

number format itself provides no security and introduces risk, with no easy way to 

determine either the validity of a given number or authoritative association of a SSN with 

a specific person.  Because we lack policy around its use, the number has proliferated to 

many use cases and most importantly, has been incorrectly assumed to be a method of 

authenticating an identity instead of an identifier or confirming element for matching 

purposes.    
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The use of the SSN as an authenticator rather than an identifier is the critical factor in the 

identity theft risks created by over-disclosure, data breaches and other forms of 

compromise. We have created an environment where the SSN ‘unlocks’ the identity.  

Names, addresses and phone numbers are freely published in phone books, church 

directories and other rosters with little concern by citizens.  The SSN, on the other hand 

has power; but that power exists only because we grant it special status and use it for the 

wrong purpose.    

 

We could replace the SSN with another number, but until we stop using the SSN as 

authentication, we will continue to struggle with stolen and fraudulently asserted 

identities based on the SSN or whatever we replace it with.  Notwithstanding the debate 

on whether the US needs a common national identifier, any replacement needs to 

incorporate three major attributes: 

1. Break the linkage between an Identifier and an Authenticator 

o A combination of in-person proofing, pictures, biometrics, PKI or other 

tools can be layered into the revised identity system 

2. Publish the register of Names and Numbers, to eliminate the 

Identifier/Authenticator link and to enhance accuracy of the identifier and 

eliminate synthetic identities 

3. Consider addition of a check-digit, to reduce keying error and enhance security 
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Rather than an expensive and difficult wholesale replacement, we could accomplish the 

same outcome and retain all the value of common reference and accurate linking by 

changing our approach to how we use and share the SSN. 
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APPENDICES  

Financial Services Roundtable: 

Federal Laws and Regulations Related to Financial Institutions’ Obtaining Social 

Security Numbers 

Statute & 

Regulation 

Social Security Number Requirement Retention/Disposal 

Provisions 

A. BSA/AML 

Customer 

Identification 

Program 

31 C.F.R. § 

1020.220 

Prior to opening an account, the bank/thrift/credit 

union must, at a minimum, obtain the customer’s 

name, date of birth, address (residential or 

business), and an identification number (can be 

taxpayer identification number). 

The bank must 

retain identifying 

information for five 

years after the 

account is closed. 

Purchases of 

bank checks 

and drafts, 

cashier's 

checks, money 

orders and 

traveler's 

checks 

(31 C.F.R. § 

1010.415) 

 

No financial institution may issue or sell a bank 

check or draft, cashier's check, money order or 

traveler's check for $3,000 or more in currency 

unless it maintains records of the following 

information, which must be obtained for each 

issuance or sale of one or more of these instruments 

to any individual purchaser which involves 

currency in amounts of $3,000-$10,000 inclusive:  

If the purchaser does not have a deposit account 

with the financial institution: 

(A) The name and address of the purchaser; 

(B) The social security number of the purchaser, 

or if the purchaser is an alien and does not have a 

social security number, the alien identification 

number; 

(C) The date of birth of the purchaser; 

(D) The date of purchase; 

(E) The type(s) of instrument(s) purchased; 

(F) The serial number(s) of the instrument(s) 

purchased; and 

(G) The amount in dollars of each of the 

instrument(s) purchased. 

Records required to 

be kept shall be 

retained by the 

financial institution 

for a period of five 

years and shall be 

made available to 

the Secretary upon 

request at any time. 

Beneficial 

Ownership  

31 C.F.R. § 

1010.230 

(effective May 

11, 2018) 

Financial institutions are required to obtain, verify, 

and record the identities of the beneficial owners of 

legal entity customers.  

 

As with CIP for individual customers, covered 

financial institutions must collect from the legal 

entity customer the name, date of birth, address, 

and social security number or other government 

A financial 

institution must 

retain the records 

for five years after 

the date the account 

is closed. 
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identification number (passport number or other 

similar information in the case of foreign persons) 

for individuals who own 25% or more of the equity 

interest of the legal entity (if any), and an 

individual with significant responsibility to 

control/manage the legal entity at the time a new 

account is opened. 

B. Consumer Financial Products and Services 

Application for 

a residential 

mortgage loan 

(Truth in 

Lending Act) 

12 C.F.R. §§ 

1026.3(a)(3)(ii); 

1026.25 

For residential mortgage transactions, an 

application consists of the submission of the 

consumer's name, the consumer's income, the 

consumer's social security number to obtain a 

credit report, the property address, an estimate of 

the value of the property, and the mortgage loan 

amount sought. 

A creditor shall 

retain evidence of 

compliance for two 

years after the date 

disclosures are 

required to be made 

or action is required 

to be taken. 

Electronic 

Fund Transfer 

Act – Error 

Notice 

12 C.F.R. §§ 

1005.11 and 

1005.13 

 

A financial institution shall comply with the 

requirements of this section with respect to any oral 

or written notice of error from the consumer that: 

(i) Is received by the institution no later than 60 

days after the institution sends the periodic 

statement or provides the passbook documentation, 

on which the alleged error is first reflected; (ii) 

Enables the institution to identify the consumer's 

name and account number; and(iii) Indicates why 

the consumer believes an error exists and includes 

to the extent possible the type, date, and amount of 

the error, except for requests described in 

paragraph (a)(1)(vii) of this section. 

 

Content of error notice. The notice of error is 

effective even if it does not contain the consumer's 

account number, so long as the financial institution 

is able to identify the account in question. For 

example, the consumer could provide a Social 

Security number or other unique means of 

identification. 

Any person subject 

to the Act and this 

part shall retain 

evidence of 

compliance with 

the requirements 

imposed by the Act 

and this part for a 

period of not less 

than two years 

from the date 

disclosures are 

required to be made 

or action is required 

to be taken. 

C. Privacy/Information Security 

Privacy of 

Financial 

Information  

12 C.F.R. pt. 

332 

Nonpublic personally identifiable information 

includes any information a consumer provides to 

you to obtain a financial product or service from 

you. 

 

No specific 

recordkeeping 

requirement. 
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The regulation:  

Requires a financial institution to provide notice to 

customers about its privacy policies and practices; 

Describes the conditions under which a financial 

institution may disclose nonpublic personal 

information about consumers to nonaffiliated third 

parties; and 

Provides a method for consumers to prevent a 

financial institution from disclosing that 

information to most nonaffiliated third parties by 

“opting out” of that disclosure, subject to 

exceptions. 

Interagency 

Guidelines 

Establishing 

Information 

Security 

Standards 

12 C.F.R. pt. 

364, App. B 

(and 

corresponding 

regs) 

An institution must protect against unauthorized 

access to or use of customer information that could 

result in substantial harm or inconvenience to any 

customer. Substantial harm or inconvenience is 

most likely to result from improper access 

to sensitive customer information, which 

includes SSN, because this type of information is 

most likely to be misused, as in the commission of 

identity theft.  

 

Notice to Regulator: The institution’s response 

program must include procedures for notifying its 

primary federal regulatory as soon as possible when 

the institution becomes aware of an incident 

involving unauthorized access to or uses of 

sensitive customer information.  

 

Notice to Consumer: When a financial institution 

becomes aware of an incident of unauthorized 

access to sensitive customer information, the 

institution should conduct a reasonable 

investigation to promptly determine the likelihood 

that the information has been or will be misused. If 

the institution determines that misuse of its 

information about a customer has occurred or is 

reasonably possible, it should notify the affected 

customer as soon as possible. Customer notice may 

be delayed if an appropriate law enforcement 

agency determines that notification will interfere 

with a criminal investigation and provides the 

institution with a written request for the delay. 

An institution’s 

information 

security program 

must ensure the 

proper disposal of 

customer 

information and 

consumer 

information. 
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However, the institution should notify its customers 

as soon as notification will no longer interfere with 

the investigation. 

D. Identity Theft/Consumer Reports 

Red Flags Rule 

12 C.F.R. pt. 

334, App. J 

(and 

corresponding 

regs) 

Requires financial institutions and creditors to 

develop and provide for the continued 

administration of a written Program to detect, 

prevent, and mitigate identity theft in connection 

with the opening of a covered account or any 

existing covered account.  

 

Each financial institution or creditor may consider 

incorporating into its Program, whether singly or in 

combination, Red Flags from the following 

illustrative examples in connection with covered 

accounts: Suspicious personal identifying 

information includes: 

• Social security number has not been issued or is 

listed on the Social Security Administration’s 

Death Master File 

• Lack of correlation between the SSN range and 

date of birth 

• The SSN provided is the same as that submitted 

by other persons opening an account or other 

customers. 

 

Duties of 

Consumer 

Reporting 

Agencies 

Regarding 

Identity Theft 

12 C.F.R. § 

1022.123 

Consumer reporting agencies shall develop and 

implement reasonable requirements for what 

information consumers shall provide to 

constitute proof of identity where the consumer 

asserts a good-faith belief that have been a victim 

of identity fraud or a related crime.  

Examples of information that might constitute 

reasonable information requirements for proof of 

identity are provided for illustrative purposes only:  

Consumer file match. The identification 

information of the consumer including his or her 

full name (first, middle initial, last, suffix), any 

other or previously used names, current and/or 

recent full address (street number and name, apt. 

no., city, state, and zip code), full nine digits of 

Social Security number, and/or date of birth. 
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Disclosure by 

CRA of 

Consumer File 

to Consumer; 

Free Annual 

Report;  

15 U.S.C. §§ 

1681g, 1681h, 

1681j(a); 12 

C.F.R. pt. 1022, 

subpart N.  

 

Every consumer reporting agency shall, upon 

request, clearly and accurately disclose to the 

consumer all information in the consumer’s file 

at the time of the request, except that if the 

consumer to whom the file relates requests that the 

first five digits of the SSN not be included, and the 

reporting agency has adequate proof of the identity 

of the requester, the reporting agency shall so 

truncate the disclosure. 

 

A CRA shall require, as a condition of making that 

disclosure, that the consumer furnish proper 

identification.  

 

Free Annual Reports: There is a centralized source 

for requesting annual file disclosures from 

nationwide CRAs which collects only as much 

personally identifiable information as is 

reasonably necessary to properly identify the 

consumer and to process the transaction requested 

by the consumer.  

 

Any personally identifiable information collected 

from consumers as a result of a request for annual 

file disclosure, or other disclosure required by the 

FCRA, made through the centralized source, may 

be used or disclosed by the centralized source or a 

nationwide consumer reporting agency only: 

(1) To provide the annual file disclosure or other 

disclosure required under the FCRA requested by 

the consumer; 

(2) To process a transaction requested by the 

consumer at the same time as a request for annual 

file disclosure or other disclosure; 

(3) To comply with applicable legal requirements, 

including those imposed by the FCRA and this 

part; and 

(4) To update personally identifiable information 

already maintained by the nationwide consumer 

reporting agency for the purpose of providing 

consumer reports, provided that the nationwide 

consumer reporting agency uses and discloses the 

updated personally identifiable information subject 
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to the same restrictions that would apply, under any 

applicable provision of law or regulation, to the 

information updated or replaced. 

(Financial Services Roundtable, 2018) 
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