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Abstract 

 

TagHopper 

 

 

Asim Saleem Phathekhan, M.S.E. 

The University of Texas at Austin, 2016 

 

Supervisor: Christine Julien 

 

 This report details the development of the TagHopper application. It is intended to 

complement the AMBER Alert system, used during child abduction scenarios. TagHopper was 

designed to be a cheap and effective way for parents to keep track of their children’s location. It 

envisions embedding a Bluetooth Low Energy (BLE) Sensor in various everyday objects used by 

children. In case of an emergency, a child is taught to trigger the BLE sensor by pressing a panic 

button. This sensor can be detected by the TagHopper application running on multiple mobile 

devices. The location coordinates of the mobile phone that detected the sensor are then sent out to 

a service running in the cloud. Based on the setup configuration, the relevant information is then 

transmitted to the parents, either through an email or a text message.  

 The advantage of this approach is that it provides parents complete control, by tasking them 

with deciding whether it’s a valid threat or not. This can be easily deduced based on the location 

information in the email/text message sent to them. If they perceive it to be serious, they can 

contact law enforcement authorities else ignore it. This way we can avoid false positives. 

TagHopper keeps track of all the locations from where the triggered sensor information was 

received. As a result, it is able to provide a visual crumb trail for law enforcement to follow. This 

helps narrow down the search area exponentially.  
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 The effectiveness of TagHopper is expected to be significant because of its crowdsourcing 

feature. Therefore, it is very significant to address privacy concerns for it to be widely adapted and 

this is accomplished by anonymizing the data. No identifiable information related to volunteer 

phones is ever shared with the recipients. The source phone number is not even stored within the 

system ensuring utmost privacy
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INTRODUCTION 
  

 AMBER stands for “America’s Missing: Broadcast Emergency Response”. It is an alert 

system that began in 1996 in Dallas-Fort Worth, where broadcasters teamed up with the local 

police to develop an early warning system to help find abducted children. The AMBER Alert 

system is credited with saving 794 children as of December 23, 2015, per the US Department of 

Justice [1].  

 Even though the AMBER Alert system has been successful, it has numerous flaws. There 

are guidelines [2] that need to be met in order to issue the alert. This is meant to ensure that the 

system does not get abused due to absence of vital information. This however is a double-edged 

sword; since critical time is lost in validating the information. As a result, it has led to the 

proliferation of specialized GPS locators to provide personal location services. Most often, these 

require expensive data plans with national service carriers in order to function properly. 

Additionally, GPS locators tend to have functionality and form factors similar to a high-end two-

way radio or a low-end cellular phone. In the United States, the public is well- informed about 

law-enforcement’s capability to track cellular phones; consequently, an abductor is sure to be on 

guard for such devices.  

 In an effort to overcome the existing limitations of GPS locators and to augment the 

capabilities of the AMBER system, the TagHopper [3] application was developed. TagHopper 

leverages the increasing ubiquity of mobile devices to assist in the search and rescue process. 

TagHopper is the combination of a Bluetooth broadcasting element (the wearable tag), a mobile 

application running on Android phones and a cloud-based service working in perfect harmony to 

provide the desired results, which in this case is transmitting the location coordinates of an 

abducted child using GPS location services already inbuilt within most smartphones in the market.  

 The V1 of the TagHopper application was an Android app which detected the availability of 

nearby triggered sensors (Texas Instruments CC2541 Sensor Tag [4]) by utilizing the bluetooth 

scanning ability of the phone and sending out a text message directly to the recipient (parents) 

phone. Though this was a successful implementation, it led to numerous privacy concerns. Since 

the application depends on volunteer phones to detect the sensor and text their location coordinates, 



	 2	

the privacy of these phones are sacrificed, since the phone number gets transmitted too as part of 

the text message.  This was a major drawback which could turn off people from installing the 

application in the first place. The other major disadvantage of this approach was a scenario, where 

the text message gets sent from the abductor’s phone itself leading to the discovery of the sensor 

nearby, based on the text message in their outbox. This could be dangerous to the abducted child.  

 To address these privacy concerns and to encourage more people to install TagHopper, the 

Version 2 of the application has been differently architected. It has an Android mobile application 

component similar to V1 but it also has an additional component, a Web Application executing on 

the Google cloud infrastructure. Now when the mobile TagHopper application detects a triggered 

sensor (Texas Instruments CC2650STK [5]), it sends out the location coordinates to the cloud 

service instead. The TagHopper Web Application processes the request and sends the location 

coordinates to the recipient phone based on the pre-selected configuration, either text or email. In 

both cases, the original sender’s details are not shared addressing privacy concerns.  

 The goal for the TagHopper mobile application is to come pre-installed on all the mobile 

phones sold. It is hoped that it will be configured to run as a background process continually 

monitoring for specific BLE Sensor Tags on a periodic basis. This will help keep children safe and 

the community safer. 
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Background 
	
 In 1996, Amber Rene Hagerman, an 9-year-old was abducted and murdered in Arlington, 

Texas. AMBER alert originated as a response to this event. It had alternate regional alert names 

too; in Georgia – “Levi’s Call”, named after Levi Frady; in Hawaii – Maile Amber Alert, after 

Maile Gilber and in Arkansas – “Morgan Nick Amber Alert”, after Morgan Chauntel Nick [6]. 

However, these names have been widely replaced by the commonly used moniker, AMBER alert. 

 What originally began as a collaboration between local broadcasters and police in Texas has 

now grown into a national program administered by the US Department of Justice (DOJ). The 

AMBER alert system has coordinators in all 50 states, Puerto Rico, and the Virgin Islands, and 

has increasingly adapted technology and public infrastructure, e.g. dynamic messaging signs in 

Texas and Wireless Emergency Alerts (WEA) nationally, to assist in the search for missing 

children.  

 Although nationally popular, the AMBER alert system has also drawn concern from skeptics 

for both its efficiency and its impact on public safety. In particular, the guidelines for issuance of 

an AMBER alert are stringent and may be time consuming, and, in general, individuals are ill- 

equipped to remember the relevant details of an abduction. The AMBER alert system also has the 

potential to be abused if the conditions are not met resulting in false alarms, which can further 

numb the public to its seriousness [7] 

 A new method for detecting abducted children which does not rely on bureaucracy or on the 

attention or memory of individuals is needed. It should be a minimal one-time investment for 

parents. It could potentially even be subsidized by the federal government for families that can’t 

afford them. It should not be a monthly subscription service to discourage people from dropping 

from the program. To entice more people to install TagHopper on their mobile devices, until it 

comes pre-installed, the Federal government could provide some benefits, like tax breaks or 

subsidize the cost of the sensor etc.,  

 As part of the first version of the TagHopper Application, an Android Mobile Application 

was developed. When the app was running, it would detect the availability of sensors within the 

vicinity and trigger a text message to a recipient phone directly using the inbuilt texting capabilities 
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of the source phone. A screenshot of a sample text message that is sent to the recipient is given 

below: 

	

Figure 1 - TagHopper V1 Application - Sample Text Message 

 As is obvious from Figure 1, the first version tended to show rudimentary information like 

the latitude and longitude. It expected the user to key in this information into a map application to 

actually determine the location. Also since the text message was directly sent from the volunteer 

phone, it tended to raise privacy concerns since a trace of the sent message would remain in the 

volunteer phone and the phone number would get transmitted too. These are some of the issues 
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that are addressed in version 2 of the TagHopper Application.  

 TagHopper V2 is designed to abstract away the details of the volunteer phones by providing 

a service which handles the incoming request and forwarding a map image or link to the recipients. 

It is also designed to eliminate false positives wherein a child presses the sensor while not in 

danger. Since a link to a map or an actual map image is sent as part of the notification, this makes 

it easy for parents to determine whether the trigger occurred within a known location or somewhere 

else. 

 

 
 
 
 
 

	
	

 
	
	
	
	
	
	 	
	
	
	
	
	
 

 

 

 

 



	 6	

Related Work 
	
RF Tracking 

 Over various decades, there have been numerous methods devised for tracking individuals 

using Radio Frequencies (RF) transmitters. The various solutions for attaching a RF transmitter to 

an individual have ranged from simple to extreme.  For example, an idea proposed by Cary Cole 

envisions an ingestible tracking and locating device [8]. The device is comprised of a bio-

compatible housing containing the electronic component adapted to provide an identification 

signal. This is not something people would be comfortable doing. On the other hand, we have 

simpler solutions which utilize the inbuilt GPS tracking capabilities within mobile phones. Since 

mobile phones are ubiquitous they might seem to be the best fit, but in an AMBER alert type of 

situation, the kidnapper would probably first look for a mobile phone to get rid of.  RF localization 

has already been studied in-depth for static and nomadic objects [9]  and for mobile applications 

[10]. Additionally, companies such as Google and Intel [11]  have conducted research on locating 

mobile devices using fixed radio beacons such as 802.11 routers. 

AMBER Alert Products   
  

 There are lots of wearable devices in the market designed to track and monitor location of 

children currently. Amber Alert GPS Smart Locator [12] provides a parent app and portal where 

the child’s location is updated every five minutes. Pocketfinder GPS Child Tracker [13] requires 

a monthly service plan and provides a mobile and a web portal app with capabilities to track kids 

at the push of a button. Spark Nano 4.0 GPS Tracker [14] is a portable tracker which provides a 

portable tracker. These devices provide GPS tracking, an SOS context, two-way talk, user-defined 

geo-fencing, and breadcrumb functionality.  

 The feature-set provided by these devices exceed TagHopper’s design but they are more akin 

to traditional mobile phones rather than a wearable tracker. As a result, they are subject to 

limitations affecting a traditional mobile phone; namely, limited battery life, reliance on a national 

cell phone network, and high recurring cost. Most importantly, these devices rely on the parents 

to actively monitor the child’s whereabouts. The disadvantage of this approach in case of an 

abduction is the probable delay in checking the location details. The child has no control over the 
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triggering of this device to alert the parents in case of an emergency.  

 There are other products which perform a similar function like TagHopper [15] [16]. Devices 

like FiLIP2, Tinitell, Here0 GPS Watch, PocketFinder, Paxie Band are expensive to purchase and 

require a monthly subscription. My Buddy Tag has a low starting price of around $39.98 but the 

highlighted feature is the capability to prevent accidental drowning by alerting parents. GizmoPal 

has a price of around $49.99 but requires monthly subscription. The closest device in terms of 

functionality to TagHopper is Lineable costing $5 and it does not require a monthly subscription. 

It is an active device where the parents are expected to continually monitor the location by using 

the app. There is no control vested with the child. TagHopper on the other hand is a passive device 

which can be triggered by a child to intimate the parent about danger. AngelSense [17] is another 

device which offers similar capabilities but again requires a monthly subscription. MyBuddyTag 

[18] also provides a Panic button to sound the alarm on the device within range where it is installed, 

but it does not utilize volunteer phones but rather expects only the parents phone to perform this 

operation. In short, what sets TagHopper apart are the following: low one-time purchase cost of 

$29 for the current version of the sensor, no monthly bills, capability to track using crowdsourcing 

with volunteer phones and ability for the child to trigger the sensor while in danger.  

 Cell phone limitations apply to applications on the iOS and Android markets which are 

designed to leverage existing sensors on a modern mobile phone [19] to provide similar 

functionality to that described by GPS wearable’s; i.e. geo-fencing, SOS context, breadcrumbs, 

etc. While mobile phone technology is advancing, e.g. in battery life and coverage areas, such 

advances are not yet fully realized to overcome these challenges. Additionally, individuals are 

increasingly aware particularly in the United States, that location data can be tracked and mined 

from cell phones, and consequently, abductors are more likely to search for and remove a cell 

phone from the abductee.  

 While a traditional GPS tracker is limited to a 40-hour battery life and requires access to cell 

towers, TagHopper provides a year of operation on a coin-size battery and uses opportunistic 

interaction with other mobile devices to relate back to a parent device. Additionally, existing GPS 

trackers are expensive ($125-200 plus monthly service agreement with a national provider of $20-

40). If additional functionality is desired or required, TagHopper can be easily integrated (e.g. by 
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application download) to existing mobile devices with a Bluetooth transmitter. It easily integrates 

into Google App Engine to provide a robust service to parents than most other devices currently 

available in the market 
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CHALLENGES AND APPROACH 
 
Design Criteria 
 

 TagHopper V1 determined user location by utilizing the Google Location Services 

framework [20] which incorporates Wi-Fi, GPS, and cellular positioning and this is the same 

approach used by TagHopper V2 too. In addition to these, TagHopper V2 also utilizes the Google 

App Engine [21] to provide cloud capabilities to the web version of the application. This provides 

a robust framework for the application with zero to minimal downtime. It should also be possible 

to improve TagHopper performance by leveraging techniques for managing energy-accuracy 

trade-offs [22] so that running the service on a mobile device does not overly burden the host 

device.  

 The critical components of TagHopper are a wearable sensor, a mobile application and a 

cloud based web application. The design of each of these has to take various parameters into 

consideration in order to provide a robust implementation.    

 The wearable sensor has several inherent privacies, social, and technological concerns. While 

location information is vital during an emergency, individuals are often uncomfortable sharing 

such information during a non-emergency. Similarly, even in emergency situations, it is 

inappropriate to disseminate personally identifiable or sensitive information to unauthorized 

sources. Therefore, to address such privacy concerns, the wearable sensor is only identified by a 

unique identifier. No personal details are stored within the device itself. A wearable form factor 

for the sensor also needs to be chosen, for multiple reasons:  

• Surgical procedures for embedding sensor have inherent risks and permanently implanted 

devices are unlikely to be adopted by the public.   

• Cell phone applications are already well established in the space, and require users to already 

have a cell phone with GPS and data capabilities. 

• Wearable’s have a higher degree of freedom than ingestible trackers [8] .  

• Form factor should not make its intended purpose obvious to the abductor. 

 From a technology perspective, the wearable sensor should have a long battery life of at least 

a year and the sensor should broadcast over a large area of at least 50m to increase the chances of 

detection. In an ideal scenario BLE devices are expected to have a range of >100m [23] 
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 The communication requirements of the broadcasting device are relatively small since it 

simply broadcasts an alert. In fact, the challenge rests more on the mobile application. It should 

have a robust communication strategy in order to consistently and reliably deliver tracking 

information to the cloud service whenever it detects a TagHopper sensor.  The mobile application 

must also balance politeness, i.e. it should not choke communication resources or starve, i.e. the 

device never delivers its message. Resources like battery life may be managed on the volunteer 

device by managing the scan period and scan frequency of the Bluetooth receiver. The mobile 

application should only send only its location coordinates to the cloud service to maintain privacy.  

 The service layer on Google cloud should carry forward this idea of maintaining privacy by 

only transmitting the location coordinates to the recipients. Currently the source phone number is 

not even persisted in the data store to ensure privacy of volunteer phones.  

 There may be a social stigma associated with giving a child a tracking device and teaching 

its use. Abductions in the United States are relatively rare, only 58,000 abductions by non-family 

members were reported in 1999 [24], and parents may not wish to overly concern their children. 

While the current implementation requires user interaction to initiate the SOS context, this context 

can be achieved in the future by periodically generating messages which are either suppressed or 

promoted according to ranking criteria (e.g. time of day, location, relative speed of broadcaster).  

 The TagHopper solution relies on a critical density of willing users to accomplish its location 

detection capability. Given the popularity of the AMBER system, and its incorporation into the 

emergency broadcast system, the hope is that users will willingly adopt its use as a social 

contribution or that the government may issue guidelines which require TagHopper (or a similar 

system) to come preinstalled on new phones.  
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Architecture 
 

 TagHopper is designed to leverage an environment rich in mobile computing devices. In 

most of the United States, cell phones are prevalent enough to provide a suitable environment in 

cities and suburban areas, although custom infrastructure, i.e. Bluetooth detectors and internet 

links, can also be installed along roads to accomplish a similar task and expand TagHopper’s 

usefulness to more sparsely populated areas. 

 The first version of the application had a rudimentary architecture wherein all the business 

logic was built within the Mobile application itself. It was designed to scan and detect a sensor and 

send out a text message directly to the recipient. This design had obvious privacy concerns which 

have already been mentioned previously.  

A snapshot of the V1 architecture is provided below:  

	

Figure 2 - TagHopper V1 Architecture Block Diagram 
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 The V2 of the TagHopper was designed to alleviate such privacy concerns. It is split into two 

separate modules; a mobile module and cloud-based web module, in addition to the bluetooth 

sensor. This is done to maintain clear segregation of duties (SOD).   

 The mobile module is a standalone Android application and a web module is a Spring MVC 

application residing on the Google App Engine cloud. While the optimistic use case calls for 

TagHopper to be incorporated as a core service for the Android platform, an application provides 

an easier test-bed for rapid development and testing and is appropriate for validating proof- of-

concept. 

 When the sensor is clicked, it is detected by the mobile module in the vicinity which then 

transmits the sensor ID along with the location coordinates to the cloud module. The cloud module 

is designed to parse this incoming message and transit the requisite information to the recipient 

phone. It will not forward details of the volunteer phone, as desired.  

 The idea behind this design is simple and straightforward. If people are assured of their 

privacy, then more would volunteer to install the TagHopper application on their mobile device. 

This would significantly expand the amount of leads available to law enforcement agencies in case 

of an actual AMBER alert type emergency.  

 A representation of the TagHopper V2 application architecture is shown below to 

demonstrate this idea further:  
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Figure 3 - TagHopper V2 Architecture Diagram 

 

TagHopper V2 consists of four main components:  

• Sensor Tag: The sensor tag is incorporated into a wearable device and consists of a 

Bluetooth Low Energy transmitter and power supply. While the sensor can come in a variety 

of form factors and antenna size, it should be kept simple, to aid in power conservation, and 

small, to aid in concealment. The broadcasting element may transmit continuously, manually 

in case of emergency, or according to a pre-defined set of criteria. The sensor may be 

configured at setup for any of these modes. In the TagHopper application, the Texas 

Instruments CC2650STK sensor is used to mimic the functionality of a BLE sensor in the 

real world 

• Mobile Application: The TagHopper Mobile Application is the conduit through which the 

sensor data is received. It is expected to be installed in all compatible mobile phones. In the 

TagHopper Web Application Scheduler Google Data Store 

BLE Sensor 
Android Mobile App 

Text/Email 
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future, it is hoped that it can run as a background process continually monitoring for signals 

from a specific kind of BLE sensor. This would help avoid false detections and overload of 

the system too, since other bluetooth devices within range would be ignored.  

 The mobile application internally is composed of three modules as shown in the figure 

below: 

	

Figure 4 - TagHopper Mobile Application Architecture 

 

o Bluetooth Scanner Module: As the name implies, the Bluetooth scanner module 

searches for broadcasting Bluetooth devices. When a sensor is detected, it checks 

whether the device Id matches pre-determined Ids assigned to sensors assigned for 

AMBER Alert purposes. The BLE sensor used for this implementation had the 

system Id as “f8:b0:b4:48:00:00:bd:07:00”. It is hoped that there would be a naming 

scheme which helps clearly distinguish emergency related BLE devices from other 

bluetooth devices for example, all devices with first 8 digits of the id containing the 

values “f8:f8:f8:f8” could indicate a emergency sensor.  

 If a positive match is found, it invokes the Location Detection module, else it 

continues scanning. This is designed in this way to avoid making unnecessary calls 

to the cloud module. Scan cycles can be tailored to conserve battery life or to 

TagHopper Mobile App Architecture 
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Scanner 
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Module 

Service 
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Module 

Detect Sensor 
Transmit Sensor 
Details  
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aggressively detect devices 

o Location Detection Module: The location detection module is invoked only when 

a valid sensor tag is detected by the Bluetooth Scanner Module. It identifies the 

current location of the mobile device. In this implementation, we utilize the Google 

Location Services for its simplicity and aggregation of location techniques. In case 

we do not want to be tied down to one service, we could potentially determine the 

location by using a variety of sensors and interactions including: Wi-Fi triangulation, 

cellular tower triangulation, manual entry, etc., in future implementations. 

 As soon as the location coordinates are retrieved, the next step is to invoke the 

Service module. The location data is determined in terms of Latitude and Longitude.  

o Service Module: The service module is the most critical part of the Mobile 

Application. It collates the information from the Bluetooth Scanner Module such as 

device Id, device name etc., and the location coordinates from the Location Detection 

Module. It invokes the Cloud endpoint to pass along this information. Once the 

information is successfully broadcast to the cloud, the operations of this module end 

and the application goes back to scanning mode looking for sensors. 

  To develop the Android mobile application, Android Studio 0.8.9 was used.  

• Web Application: The TagHopper Web Application is designed using Spring MVC [25]. It 

is configured to intercept all the incoming requests from the mobile application or user 

access through the browser. The architecture of the Web Application modules is given 

below: 
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Figure 5 - TagHopper Web Application Architecture 

o Controller Layer: The controller is the main point of entry into the application. It 

is the core which determines the services to invoke and the associated data models 

to be used. All the interactions between the Web Application and the Mobile 

Application or the Scheduler happen through the Controller layer. All the messages 

received by the Web Application are decoded within this module before being 

forwarded to the respective service methods 

o Service Layer: All the business logic that is part of the TagHopper web application 

are carried out within the service layer. The service processes the request received to 

identify the triggered Sensor Id. Once a match is found, it adds an entry to the Google 

Data Store and leaves the request status as False, indicating Pending Notifications. It 

is the duty of the Scheduler service to process these pending messages. Once a record 

is retrieved, it will be handled by using one of the two sub-modules within the service 

layer.  

§ Texting Module: If the user configuration requires a text message when the 

sensor information is received, it is handled through this module. For the 

TagHopper V2 application, the Twilio [26] service is utilized to send text 

messages from the Web Application. The texting module uses the phone 

number retrieved from the Google Data Store to decide on the recipient 

TagHopper Web App Architecture 
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device. A common Twilio phone number is sent in the transmitted text 

message, thereby ensuring no link exists between the text and the volunteer 

source phone. 

§ Email Module: For cases where the user has configured the preference for 

receiving an email instead, the JavaMail [27] API is utilized. This service is 

already built within the Google App Engine and does not require too many 

custom configurations to make it work. The email includes the image of the 

location from where the sensor information was received along with the link 

to the map of that location. The link can be opened through any map 

application. Google Maps was used in this context. 

o Model Layer: The model layer depicts the data models of the persistent layer. Data 

is added to this layer and is then persisted in the Google Data Store. Any 

modification/deletion of values in the data store requires the corresponding object in 

the model layer to be updated accordingly.  

o Google Data Store: This serves as the data repository for the TagHopper Web 

Application. The Objectify [28] API’s are used to access the Google Data Store to 

perform create/updates etc., Objectify invokes the model layer to access the relevant 

model object and allows Insert/Update/Delete operations. 

• Scheduler Service: This service is configured as a Cron job using Java [29] within the 

Google App Engine. It is setup to be a scheduled job which runs every minute. It accesses 

the Google Data Store through the controller to check for pending notifications. If available, 

it checks the user configuration to identify the recipient’s preferences and sends out an email 

or a text accordingly by invoking the Texting or Email sub-module of the service layer 

 The Web Application was developed using Eclipse Luna 4.4.2 with the Google App Engine 

Tools for Android plugin V3.8.0. In addition to this the Web Application utilizes Spring V4.2.3 to 

implement the Controllers. The Web interface of the application was developed using JQuery 2.1.4 

along with Bootstrap V3.3.6 to provide the desired functionality. For displaying maps within the 

Web Application, the open source JavaScript libraries, jquery.ui.map.min.js and 

markerclusterer.min.js were used. The logging within the application was carried out using log4j. 

Objectify V5 is used to persist/modify data residing in the Google Data Store.  
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Components 
	

Component Description Cost 

TI CC2650STK SimpleLink™ Bluetooth Smart®/Multi-Standard SensorTag $29 

Twilio Service for sending Text Messages $20 

Google App Engine Cloud installation of the Web Application $0 

 

Table 1 - Selected Components and Cost 
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WORKFLOW 
	
Mobile Application 
 
 As mentioned earlier, the TagHopper Mobile application runs in an Android device scanning 

for any nearby Bluetooth sensors.  Whenever it detects a sensor, it executes business logic to 

determine if the detected device is a valid sensor tag or not. 

	
Figure 6 - TagHopper Mobile Application - Scan Page 

 If a valid device is detected, it determines the location coordinates of the mobile phone and 

transmits the information along with the Device Id to a service running on the Google App Engine 
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Web Application 
 
Login 
 
 Users login to the TagHopper application and create/modify an existing configuration as part 

of the first steps of using a specific sensor. If a user is not already logged in, they are prompted to 

do so: 

 

Figure 7 - TagHopper Web Application - Login Page 

 

To determine this, the Google Sign-In for websites API is used [30].  Once the user clicks 

through, it redirects to a page where users can provide their Google login credentials for 

authentication purposes.  
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Figure 8 - TagHopper Web Application - Google Login 

	
In future versions of the product, the sign-in page will be enhanced to allow users to login 

using a TagHopper specific User Id/Password and other login options like Facebook [31], Yahoo 

[32] etc.,  

	
Configuration 
 

 Once a user is logged in, the Configuration screen (Tab: Config) is shown. Here the user can 

create/review/edit the configuration as per their preferences. 
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Figure 9 - TagHopper Web Application - Configuration Screen 

As part of the configuration process, the users will be expected to provide their Phone 

Number, Email Address, Sensor Id and the Preferred Mode of Delivery. All this data constitutes a 

unique record pertaining to a specific sensor Id. 

 

Tracking 

Users can login to the application and access the tracking page. This screen provides a 

cartographical view of all the locations from where the sensor trigger information was received 

along with the timings. It can serve as a vital tool for law enforcement by providing a crumb trail 

of all the locations.  

 
 An overview of how this screen appears to the logged in user is shown below: 
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Figure 10 - TagHopper Web Application - Tracking Overview Screen 

Auditing 
	

In case a user needs a count of all the emails/texts that have been sent for far for a particular 

sensor, they can do so by accessing the “Alerts Summary” screen. This is helpful to identify if a 

specific sensor is being triggered too often in order to take corrective actions.  
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Figure 11 - TagHopper Web Application - Alerts Summary Screen 

	
Output 
 

A sample notification text and email message are shown in the below images:  
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Figure 12 - TagHopper - Sample Text Message 
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Figure 13 - TagHopper - Sample Email 

	
Once the email (or) the text message is sent out, the corresponding status is updated within the 

TagHopper application. This way it is ensured that the recipient phone is not spammed with the 

same details repeatedly.  
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RESULTS 
	
Testing 
	

In order to test TagHopper’s range and functionality it was loaded to a Motorola Moto G 

phone running Android Version 5.1. The TI CC2650 Sensor Tag was used to simulate the 

Bluetooth broadcasting sensor. All the sensor detection information including the Device Id and 

the location coordinates were sent to a service running on Google App Engine. A Scheduler service 

configured within the App Engine picked up all the incoming messages and based on the User 

preference, sent either an email or a text message. The text messages were primary sent to an 

iPhone 6S Plus device running iOS 9.1  

 As in the original version of the application, the target was to get an approximate broadcast 

range of at least 12m. This would have enabled the receiver to be detected across three lanes of 

traffic (lanes are a minimum of 3.7m in the United States) or from the edge of a house. 

 A summary of the test results is provided below:  

Distance Sensor Tag Detected 

10m TRUE 

20m TRUE 

30m TRUE 

 

Table 2 - Testing Summary of TagHopper 
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Performance 
	
 The performance throughput of the TagHopper application was very high. The mobile 

application took under a second to transmit the sensor details along with the location coordinates 

to the Service.  

 The Scheduler got triggered based on the predefined configuration and was able to send out 

email/text messages immediately. No noticeable delay was every observed in the receipt of an 

email or a text message. Any latency observed was due to the external services that were invoked 

rather than the TagHopper application itself. 

  

Future Work 
	

The current implementation of the TagHopper application is geared towards Android 

devices only. There is scope for implementing the same concept for iOS and Windows Mobile OS 

too. In order for this to be widely used, it is envisioned that the usage of these sensors will be 

ubiquitous.  

 The BLE Sensor will only keep getting smaller and appear in more wearable forms. Since 

mobile phones are becoming omnipresent everywhere, even in developing nations, this 

functionality can be potentially rolled out worldwide.  

 One of the biggest advantages of the TagHopper design is that it does not need any custom 

deployment infrastructure. It piggybacks on existing networks and phones to provide the vital 

services.  In the V1 of the TagHopper project, it was envisioned that there would be a common 

database which parents can register to, on purchase of a TagHopper sensor. This has been achieved 

in the V2 of the application. However, the functionalities that can be provided by TagHopper 

application can be continually enhanced to take into consideration more real world scenarios. For 

example, instead of just being used for tracking abducted children, it can be used to keep track of 

senior citizens too. In case they get lost or have an accident, they can contact their loved ones using 

the TagHopper Sensors and get immediate attention. In this case the TagHopper mobile application 

can be running within their own phone itself. 
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 The current version of the TagHopper application does require the mobile phone to be within 

the vicinity to be able to contact the cloud service. If this is considered prohibitive, we can pre-

program the TagHopper Sensor with the contact information. In such a scenario, whenever the 

sensor is triggered and detected by the TagHopper application, the corresponding phone 

number/email address will be extracted and a text message/email can be sent to the intended 

recipient and deleted immediately from the sender phone. 

 One of the biggest advantages of using a low energy sensor is the battery life. It lasts for 

almost a year and can therefore be triggered numerous times helping generate a bread crumb trail. 

This would take advantage of the natural redundancy of an ad hoc network and doesn’t rely on a 

single communication mode. Based on the range of the bluetooth sensor tag, multiple devices can 

detect the sensor and forward the information, which would help pinpoint the location even more 

accurately than is currently available. 

 The TI sensor used for this implementation also provides features like a Light Sensor, I/O 

Service, Barometer, Ambient Temperature, Humidity etc., The I/O service can be used to change 

the color of the LED in the sensor to alert the child that the sensor information has been received. 

The other services like Light Sensor, Barometer, Ambient Temperature, Humidity etc., can be used 

to determine the kind of environment the child is current being held in.  There are already activity 

trackers in the market which monitor the heart rate, calories burned, sleep patterns etc., The sensor 

could be upgraded in the future to include all these features too. This way the health of the child 

could also be monitored whenever the sensor gets triggered. 

As TagHopper gets used more often, the information collected could be mined to analyze 

how many hits it takes to accurately detect the location of a kidnapped person. This could then be 

added as a feature in the future versions of the application. Basically if the sensor information is 

received from multiple phones from roughly the same area with some predefined error threshold, 

then it can immediately trigger an alert to law enforcement authorities. The location of the abductor 

can then be determined to within a short distance roughly based on this algorithm.  
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Conclusions 
 
 The goal of this project was to enhance the TagHopper application that was primarily 

developed to augment the AMBER alerts with a low-power, low-cost Android compatible device. 

The initial version of the application was successful in detecting the sensors and texting the 

recipient phone but in doing so, it exposed the personal contact details of volunteer phones leading 

to privacy concerns. As a result, the current version enhanced it further by incorporating a cloud 

service which received all the sensor requests and forwarded the appropriate details to recipient 

phones. This way the privacy concerns are addressed.  

 In the future, this functionality can be further enhanced and integrated into existing mobile 

devices. With willing participants this can be applied on a large scale and for multitudes of uses. 

It can be considered as a way of crowd-sourcing the necessary information to track missing 

children or adults. 
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GLOSSARY 
	
AMBER – America’s Missing: Broadcast Emergency Response 

BLE – Bluetooth Low Energy 

GAE – Google App Engine 

TI – Texas Instruments 

GPS – Global Positioning System 

API – Application Program Interface 

LED – Light Emitting Diode 
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