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Abstract 

 

Contextualizing privacy concerns within mobile engagement:  
A comparative investigation of escalating risk among general,  

e-commerce and health-related use 

 

Alexandra Michelle Doorey, MA 

The University of Texas at Austin, 2016 

 

Supervisor:  Matthew S. Eastin 

 

New marketing paradigms constructed around capabilities for data collection, 

dissemination and analysis offer conveniences and benefits to consumers but also pose 

actual and perceived threats to privacy. As advertisers increasingly rely on individuals’ 

personal data captured from mobile devices, consumer perceptions and acceptance of 

advertising personalization practices become of critical importance and interest to 

communications scholars, practitioners and policymakers. New data streams, especially 

those generated by mobile devices, wearable technologies and mobile health and fitness 

tracking applications, offer unparalleled opportunity for behavioral targeting and 

personalization services. At the same time, sensitive personal information will support 

companies’ overall market goals by attracting and retaining consumers that view mobile 

advertising as value rather than annoyance or threat. Consumer adoption and attitudes 

toward mobile advertising compared with the practical application of different models in 

respective markets offers valuable insight into what practices are favored and welcomed 



 vi 

by consumers and most likely to promote the growth of the mobile advertising industry. 

Utilizing the theoretical foundations of communication privacy management (CPM), the 

current study investigates dimensions of consumers’ information privacy concerns such 

as collection, control, awareness, unauthorized secondary use, improper access and 

location tracking to predict user engagement in generalized mobile activities, mobile 

commerce activities, and mobile health and fitness tracking activities. Data from this 

study indicate that privacy concerns are significant predictors of mobile engagement in 

contexts where information is perceived to be more sensitive to users. Moreover, this 

research suggests that across mobile activities, the privacy dimensions of unauthorized 

access and location tracking most significantly influence use. 
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Chapter I: Introduction 

Each year since the genesis of the information age, the sharing, collection, and use 

of personal data has grown exponentially, with an ever-increasing amount of personal 

data collected from a number of new and evolving sources. For marketers, the value of 

this data lies in the ability to better understand consumers’ wants, needs, and behavioral 

histories. Consumers purportedly benefit from such data-mining techniques by receiving 

personalized offers constructed around their preferences and loyalties. New marketing 

paradigms leveraging data gathering and analysis capabilities provide marketers with 

keen understanding of audiences and individual consumers. Implementations of these 

insights gleaned from data-driven marketing practices are utilized to engage users and 

form stronger relationships that serve the needs of both parties involved. Mobile and 

wearable devices are further enhancing consumers’ “digital presence” and allow them to 

interact with and leverage new technologies, as well as their own health, in novel ways. 

As people become more connected to devices, those devices are becoming more capable 

of delivering targeted, relevant communications through geo-location and behavior 

monitoring, and emerging health functions. With their improving sophistication, sensors 

found in wearable and mobile technologies have the ability to provide a better 

understanding of people’s thoughts and emotions. “Exponential digitization creates 

exponentially more data—about everything and everyone. In parallel, the sophistication 

of the problems software can address, and the ability for software to learn and evolve 

itself, is advancing rapidly” (Espinel, 2015, p. 5). This allows digital advertisers to look 

more deeply at their audiences, providing them with hyper-targeted personalized 

messages and services. Business models are quickly adapting to encompass these new 

efficiencies, with behavioral advertising and predictive analytics reaching new levels of 
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sophistication to reach and engage consumers. In this age of “unparalleled digital 

disruption, with massive amounts of technology-driven change, huge innovation, and 

significant evolution in the ways people use technology,” it is critically important for 

companies to work “swiftly, decisively, and strategically,” while centering focus on the 

consumer (Dutta, Geiger & Lanvin, 2015, p. xi).  

This strategic shift toward personalization, generally defined as “the ability to 

provide content and services that are tailored to individuals based on knowledge about 

their preferences and behaviors”, allows marketers to customize content and delivery for 

specific consumers and ultimately achieve greater success (Adomavicius & Tuzhilin, 

2005, p. 83). In exchange for these personalized services and information access, 

individuals are often willing to disclose their personal information (Tezinde, Smith & 

Murphy, 2002; Chellappa & Sin, 2005; Awad & Krishnan, 2006; Xu, Luo, Carroll & 

Rosson, 2011). Technology users’ acceptance of personalized services based on the 

collection and use of personal information has been widely acknowledged by researchers 

and academicians (Peppers & Rogers 1997; Brusilovsky & Tasso, 2004; Chellappa & 

Sin, 2005; Sutanto, Palme, Tan & Phang, 2013). Furthermore, in the mobile marketing 

environment, research has suggested that personalization may mitigate consumers’ 

negative attitudes toward mobile advertising, even if such personalization is based on the 

disclosure of detailed, often sensitive information about individuals’ preferences and 

behaviors (Xu, Smith & Hart, 2008). In the online setting, Chellappa and Sin (2005) 

suggest that the benefit of personalization to a user “primarily stems from the fit that a 

product or service provides, and the convenience of having it delivered in a proactive 

fashion” (p. 184). Thoroughly constructed profiles based on individual needs and 

preferences allow advertisers to communicate with consumers with highly relevant 

messages often at the precise point of need. The number of criteria used to build and 
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describe individual profiles has expanded with the rich contextualization and behavioral 

information mobile technologies are capable of tracking, enhancing convenience and 

overall experience for consumers.  

Mobile technology, and the big data revolution it is helping to fuel, represents a 

need for a new way of thinking and requires new ways of managing data. The elements 

of the current privacy framework must adjust to reflect existing technical and 

organizational realities. This includes ubiquitous data collection and the individuals who 

are not suited to meaningfully review and negotiate the terms of privacy policies. How 

businesses and government regulators in the United States treat the ownership, collection, 

and use of citizens’ data is of increasing interest to consumers and requires refurbishment 

of policy and self-regulatory guidelines. Consumers and privacy advocates have 

demanded mechanisms that can adequately manage the access, movement, and 

dissemination of personal information, particularly data streams accessed from devices as 

personal as smartphones. However, the industry has largely failed to police itself by 

consistently implementing privacy controls in broad strokes, overlooking the intricacies 

of consumer needs and information sensitivities. Some of this has been naiveté, while 

some has been deliberate and explicit stretching of the boundaries of individual 

expectations and the implicit social contracts they have made with consumers (Dutta & 

Bilbao-Osorio, 2014). The mindset of most businesses and advertisers today is 

counterintuitive to the ultimate success of advertising and marketing campaigns at the 

simplest level. Marketers and organizations that recognize privacy issues, anticipate 

market demands and work to understand and alleviate consumer privacy concerns by 

setting new standards for data capture, use, and individual protections will not only 

protect their reputations and the value of their business models, but gain competitive 

advantage by distinguishing themselves as advocates and innovators of new community 
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standards that honor the aspects of personal privacy rights most important to mobile 

users. 

PURPOSE OF THE INVESTIGATION 

The diffusion of mobile technology and, in turn, mobile marketing has indirectly 

resulted in mobile devices becoming an immense storage area for personal information 

on consumers. Data collectors have the capability to aggregate and combine multiple 

information sources to form personal profiles about mobile users, which can be used to 

narrowly target individuals with m-advertising and marketing communications. This 

collection and use of personal data has become a source of concern for consumers in 

terms of privacy and protection of personal data, posing a threat both to consumers and 

the mobile marketing industry itself. A variety of legal, technical and self-regulatory 

policies have emerged in response to heightened concerns about the collection and 

processing of personal data and the sending of unsolicited marketing communications to 

mobile users. However, the effectiveness of such policies in ensuring adequate protection 

to mobile users while encouraging the free market and growth of the m-marketing 

industry has not been established nor has the current state of mobile online behavior 

tracking and data collection been investigated at both the industry and consumer level. As 

both federal and industry self-regulation have fallen behind the pace of mobile device 

proliferation, there exists a real threat regarding the exploitation of consumer information 

and consumers themselves.  

Mobile technology and the targeted, specific, and constant access to consumers 

that it permits will be a fundamental component in the generation of information into the 

big data universe. As this becomes an increasing reality for both the United States and for 

the world, data gleaned from mobile technology and personal mobile devices will be a 
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central focus of government agencies, business models, industry-wide innovations, and 

privacy policy. Thus, it is imperative to address questions of information privacy and 

protections for individuals’ personal data in these changing contexts, with specific focus 

on consumers’ information sensitivities to types of data captured on their mobile devices, 

as well as their privacy preferences and concerns.  

Wearable and mobile health and fitness tracking technology is poised to offer 

brands previously inconceivable opportunities to establish themselves competitively and 

communicate with consumers. The ecosystem of connected devices integrates traditional, 

mobile and Internet of Things (IoT) devices, creating value through increased density of 

interactions between people, businesses and smart devices. This digital mesh enables 

delivery of digital experiences that are integrated and holistic, dissolving the space 

between people and devices. To unlock this potential, however, businesses and 

advertisers must innovate more meaningful applications of users’ active and passive data 

streams to create more immersive user experiences while demonstrating respect for the 

privacy of individuals’ personal information. The new health ecosystem, including 

mobile health tracking technology stands at a crossroads today. Health and biometric data 

can be used in several key applications to bring consumer benefits and enhance user 

experience. At the same time, with the mobile and wearable market largely unregulated, 

the capture and redistribution of highly personal health information may aggravate 

consumers’ information sensitivities and data privacy concerns.  

This research investigates attitudes, perceptions, and questions of ethics and 

privacy in the mobile marketplace from the industry and consumer perspective. Wearable 

and mobile fitness tracking technology has yet to gain widespread popularity in the 

market, but as adoption of these devices and connected mobile applications increases, 

data-driven insights about users will open exciting new opportunities for acutely targeted 
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advertising and value-added services for consumers. Through conversations with industry 

experts and insights from consumer survey research, the two studies presented here will 

help communication scholars, industry practitioners, and policymakers navigate the 

modern, digital economy and support effective and sustainable advertising practices 

rooted in prosocial, consumer-driven regulatory regimes.  

ORGANIZATION OF THE THESIS 

This thesis is organized into six chapters, the first chapter being an introduction. 

Chapter II presents a review of the benchmark concepts, previous research and extant 

literature relevant to this study. The theoretical and contextual framework within which 

the study is set and previous empirical work in the area are discussed in Chapter III, in 

the form of a review of theories in information privacy and corresponding literature 

which focuses on theoretical and empirical evidence in direct relation to the research 

questions of the study. Chapter IV details the interview protocol, selection of case 

studies, procedure and findings of the qualitative study. Chapter V describes the research 

methodology used to conduct the quantitative investigation and consists of operational 

definitions, administration procedures and data analysis procedures, and presents the 

findings of the study. In Chapter VI, the overall discussion, conclusions and implications 

suggested by the research findings are discussed. In addition, the concluding chapter 

presents a discussion of assumptions and limitations of the study and suggestions for 

future research.  
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Chapter II: Literature Review 

BIG DATA & DATAFICATION 

As consumers increasingly incorporate digital technologies into their lives, the 

information accrued not only offers users a variety of conveniences and benefits, but also 

introduces opportunities for third parties to access their personal data for secondary 

purposes. Moreover, the quantity and breadth of personal information being collected is 

staggering. According to the 2014 Global Information Technology Report, over two and 

a half quintillion bytes of data are created each day, and more than 90% of the world’s 

total stored data was created in the last two years alone (IBM, 2013). The accelerated 

growth of “big data” is partially attributed to the proliferation of information-sensing 

technologies (including mobile phones and quantified self devices), radio-frequency 

identification (RFID) readers, surveillance cameras, microphones, and wireless sensor 

networks (IBM, 2013; Eastin, Brinson, Doorey & Wilcox, 2016). Further, mobile 

technology and the targeted, specific, and constant access to consumers that it permits 

will be a central contributor to the big data universe. And, while total traffic over IP 

networks is projected to triple from 2012 to 2017, mobile traffic data is forecasted to 

grow thirteen-fold, representing a more significant share of all data generated and 

transmitted (Cisco, 2014). As a result, data collected from personal mobile devices will 

be a central focus of marketers, businesses, and regulators as they seek out effective 

tactics for their communication campaigns. 

McKinsey defines big data as “datasets so large that typical database software 

tools are unable to capture, store, manage, and analyze them” (Manyika et al. 2011, p. 1). 

Expanding digitization and the commoditization of data has shifted the center of gravity 

for marketers and businesses at an increasingly rapid rate. New devices and advancing 

analytic capabilities are connecting data that is taking a number of industries into new 
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territories of business opportunity, and simultaneously bringing new vulnerabilities and 

threats to personal security and privacy. Digital business models have the potential to 

utilize considerable amounts of data accumulated from connected devices to understand 

customers, personalize services, and improve user experiences in real-time. In industries 

like telecommunications, millions of events stream from smart devices every second, 

making it possible to obtain detailed, accurate data on individuals in real time and 

facilitating instant interactions and information exchange.  

As a result, today’s digital “marketspace” (represented by a vast network of 

consumer and product databases fueled by big data) is dramatically different from the 

traditional physical marketplace (Rayport and Sviokla, 1994). Marketers now have the 

ability to aggregate multiple information sources to build personal profiles about 

individuals, which can be used to narrowly target consumers with personalized marketing 

communications (Vesanen, 2007). The purported value of data-driven marketing for 

consumers is they receive highly relevant, personalized messages based on their 

individual behaviors, interests and preferences, often at the precise point of need. 

However, a recent Pew study found that many individuals are anxious about the amount 

of personal data collected about them (particularly within sensitive contexts), via search 

engines, websites, mobile devices and data aggregators, with 68% reporting an 

unfavorable view of this practice because of privacy concerns (Purcell, Brenner & Rainie, 

2012). Moreover, 91% of Americans feel they have lost control over their personal 

information online and express a consistent lack of confidence about the privacy of their 

data (Rainie, 2016). This reaction is well supported by industry research showing that 

consumers are increasingly turning to technologies that allow them to elude tracking, 

encrypt communications, block online ads and register on do-not-track lists (Lerman, 

2014). 
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Conceptualized as the rights of individuals whose information is communicated to 

others (Westin, 1967), information privacy and the protection of personal data have long 

been viewed as fundamental human rights (Schwartz & Solove, 2011). Human 

recognition (or “personally-identifiable information”) currently delineates the legal 

threshold condition for the loss of anonymity or privacy. However, the rapidly evolving 

nature of digital communication suggests a need to rethink this definition for the modern 

age. A person’s digital identity encompasses a wide range of traceable offline 

characteristics (e.g., age, income, education, residence, etc.) in addition to an array of 

online profiles, pin numbers, access codes, behaviors, and mobile location records – all of 

which establish concrete links between social and technological concepts of identity 

(Wessels, 2012). Today’s digital consumer is no longer entirely anonymous since 

essentially every form of communication and behavior produces data that can be 

captured, aggregated and analyzed (Zwick & Dholakia, 2004; Buckingham, 2008; 

Wessels, 2012; Eastin et al., 2016). Information collected benignly for one purpose can 

be readily retrieved for another, and the possible association between copious amounts of 

aggregated data about an individual conceivably makes nearly every point of accessible 

data personally identifiable. Indeed, in its 2010 report, the Federal Trade Commission 

acknowledged and addressed the “diminishing distinction between personally identifiable 

information…and supposedly anonymous or de-identified information” (p. 93).  

PERSONALIZED ADVERTISING 

While the definition of personalized advertising continues to evolve with the tools 

and technologies that make it possible, most contemporary scholars agree that the 

practice involves proactively tailoring advertising messages and delivery platforms to 

reach individual consumers based upon their preferences and personal information while 
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maintaining the principles of mass message production (Chellappa & Sin, 2005; Dolnicar 

& Jordaan, 2007). A key differentiator between modern message personalization and 

what was possible just a few years ago is the development of hyper-targeted message 

delivery based on connecting and analyzing real-time location with consumers’ online 

and offline behavior to glean cross-channel insights about individual customers 

(Teradata, 2015).  Where companies engaged in mass marketing in the past, targeting 

audiences based on demographic information of readers, viewers and listeners of 

traditional print and broadcast media, advertisers today employ increasingly sophisticated 

technologies that track individual consumers’ characteristics, preferences and behaviors 

in real-time to construct individual-specific profiles and deliver highly customized, 

targeted messages (Schwartz & Solove, 2011). Successful personalized advertising 

therefore hinges upon marketers’ ability to acquire and process consumer information 

and personal data, as well as consumers’ willingness to share information and to accept 

and use personalization services (Chellappa & Sin, 2005).  

The industry is developing into a “science-based, data-driven business” with the 

increasing ability to reach consumers in highly targeted and potent ways. This emerging 

“ad-tech” world offers extraordinary opportunities for advertisers and organizations to 

deliver the right message to the right consumer at the right time and subsequently analyze 

messaging effectiveness (Dutta & Bilbao-Osorio, 2014). Marketers with the greatest 

ability to collect and process the most comprehensive constellations of consumer data 

will dominate the market by having the most complete and precise understanding of their 

audiences—“who they are, where they are, what they like, who their friends are, and so 

on” (Dutta & Bilbao-Osorio, 2014, p. 47). This shift from audience segmentation to real-

time one-to-one personalization has only tapped the surface of the profound marketing 

opportunities and possibilities that big data promises. 
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Although consumer awareness of the personalized advertising ecosystem remains 

relatively low, data-driven marketing is a massive and quickly expanding business. In a 

2010 study, Krux Digital, Inc. estimated the value of the ‘gray market’ harvesting and 

reuse of consumers’ online behavioral data business to be $850 million per year (Krux 

Digital, 2010). As companies have continued to place greater emphasis on the tracking 

and collection of consumer behavioral information, the business has grown exponentially. 

The 2015 IAB Internet Advertising Revenue Report reveals that targeted digital 

advertising revenues in the United States hit a historic high of $27.5 billion in the first 

half of 2015. This figure represents a 19% increase over the $23.1 billion in ad revenues 

over the same time period in 2014, and continues an upward trend of double-digit growth 

recorded nearly every year since the Internet Advertising Bureau (IAB) began tracking 

online advertising spending in 2002. Adding to the already noteworthy growth in the 

half-year, the second quarter growth in 2015 rose 23% from the same period in 2014, 

denoting the highest quarter on record.  

As reflected by this growth, marketers have taken considerable strides in 

generating business benefit from their data-driven marketing in recent years. And while 

strong gains are expected in the near future, marketers will need to overcome barriers 

involving efficiency, measurement and targeting to harvest benefits and competitive 

advantage from consumer data (Teradata, 2015). However, consumer concern for privacy 

and data security looms in the forefront of this emerging marketing paradigm, threatening 

not only effectiveness and ROI but also digital advertising in general as marketers are the 

most active function in the collection and use of consumer data.  
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MOBILE USAGE AND ADOPTION 

The ubiquity and proliferation of mobile devices and technologies allows 

advertisers to observe, understand and reach consumers more readily and rapidly than 

ever before with hyper-targeted, personalized messages. Mobile marketing and mobile 

commerce have evolved almost as quickly as the technologies that make them possible, 

and the mobile device ecosystem has increasingly captured the attention of advertisers 

and industry practitioners. The explosive growth in smartphone and smart device 

ownership over the past several years has fueled and demanded shifting focus to mobile 

by organizations and advertisers in the digital marketspace. Today, 68% of consumers in 

the United States own a smartphone, almost doubling from the 35% who owned these 

devices in 2011, according to Pew research (Anderson, 2015). Further, in a December 

2015 report, Mintel research reveals that smartphones are owned by 78% of online adults, 

nearing the saturation point, with nearly universal penetration expected to occur by 2020 

(Hulkower, 2015).  

In addition to being the most commonly owned devices among American adults, 

time spent with mobile devices has grown at a staggering pace. Consumers continue to 

direct more and more time and attention to mobile screens, transitioning online activities 

in almost every category from desktop and laptop computers to smartphones. Time spent 

with mobile devices approached triple-digit growth in 2011 and 2012, occurring almost 

simultaneously with the adoption of smartphones. Mobile device use and interaction 

continues to rise, outpacing and overtaking virtually every other media in importance. In 

fact, mobile is the only device category projected to experience increased time spent and 

engagement in the next two years, while every other media channel is expected to 

decline, including TV, radio, desktop and print (eMarketer, 2015). 
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Much of this growth is attributable to the rise and success of smartphone apps. 

Categories with high app usage have experienced a pronounced behavioral shift to 

mobile, and those with stronger app engagement have been the most effective in piloting 

the transition to mobile (Harland, 2015; Anderson, 2015). According to the 2015 U.S. 

Mobile App Report released by comScore, total digital media usage has increased 49% 

with mobile application usage having increased 90% and contributing to 77% of the total 

growth in digital media consumption. Smartphone apps already account for the vast 

majority of time users engage with mobile devices and mobile apps and are quickly 

approaching half of consumers’ total digital media time. Strong growth has been 

observed across every market segment, with the average mobile user spending 26 hours 

per month on social apps (Lella, Lipsman & Martin, 2015). Personal mobile technologies 

and the applications, connectivity and ubiquity they provide have become an everyday 

essential for almost every consumer.  

MOBILE MARKETING 

Mobile advertising has been defined as “any paid message communication by 

mobile media with the intent to influence the attitude, intentions, and behavior of those 

addressed by the commercial messages” (Mir, 2011, p. 3). Industry data reveals that 

expenditures on mobile advertising by marketers have skyrocketed in recent years and are 

poised to continue on the same trajectory. Connected technologies are evolving quickly 

and are focusing on creating easy linkage with partnering devices like wearables, as well 

as social applications and financial providers to deliver exciting real-time business offers 

around proximity, identity and payment services. Data analytics will grow in importance 

to support the tactical and strategic opportunities for marketers, and they are realizing the 
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lucrative value of reaping these consumer insights from the data that can be collected 

about them.  

Mobile advertising revenues continue to gain a greater share of total marketing 

expenditure, beginning to close the gap between mobile media usage and spending.  

According to the 2015 IAB Internet Advertising Revenue Report, mobile advertising 

represented 30% of the overall ad revenues reported in the first six months of 2015. This 

figure represents a sizeable increase from the 23% of total revenues reported in the first 

half of 2014, and doubling from the 15% in the same time period of 2013. Similar to 

consumer usage patterns with mobile devices and smartphone applications, with mobile 

apps contributing to two-thirds of overall digital media engagement (Lella et al., 2015), 

mobile marketing is eroding the share of ad revenues of other formats (Internet 

Advertising Bureau, 2015). In the second quarter of 2015 alone, mobile advertising 

revenues reached $4.4 billion, contributing to 31% of total dollars spent and increasing 

56% from the $2.8 billion reported in the second quarter of 2014, further demonstrating 

the trend towards mobile.  

In addition to the amount of time consumers spend with mobile devices, offering 

greater opportunities for marketers to reach individuals with advertising messages, 

mobile ads have proven to be more successful than advertising on other formats. The 

comScore 2015 Mobile App Report measured the effectiveness of mobile advertisements 

against desktop and computer across four key brand metrics—aided awareness, 

favorability, likelihood to recommend, and purchase intent—and found that ads served to 

mobile devices caused point lifts that were two to three times higher than ads delivered 

on desktop. Further, this report found that mobile performed strongest in “bottom-funnel” 

brand metrics, including likelihood to recommend (4.3 on mobile versus 1.4 on desktop) 

and purchase intent (4.3 on mobile versus 1.3 on desktop), which are most valuable to 
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brands and marketers (Lella et al., 2015). The ability to offer advertisements and special 

offers to consumers in real-time and based on location information allows for such 

messages to be received with closer proximity to point of purchase, making these 

messages more successful. Furthermore, less ad clutter on mobile platforms may also 

contribute to mobile advertising effectiveness.  

The blurring of physical and digital worlds will continue to offer marketers the 

opportunity to create digitally led experiences for consumers in years to come. With 

smartphone and tablet growth each expected to grow by at least half a percentage point 

per month over the next two years, mobile Internet use and mobile shopping will 

continue to increase. Reported mobile ad sales and mobile shopping affirms the dramatic 

growth in mobile commerce, with mobile ad sales increasing 76% in 2014 and 41% in 

2015. Similarly, mobile shopping sales grew 57% in 2014 and 32% in 2015 (Hulkower, 

2015). Mintel research projects strong growth in mobile commerce, with mobile 

shopping sales expected to rise from $76.8 billion in 2015 to $175 billion in 2019, and 

mobile advertising sales estimated to increase from $17.6 billion to $37 billion over the 

same time. Marketers recognize the potential of this emerging marketspace, with 98% of 

marketers affirming that they believe offline and online marketing is merging, and 

ranking digital commerce as the top area of investment for marketing technologies in the 

future. As a result, marketing budgets are growing to address opportunities in technology 

innovation and senior management at agencies and organizations expecting that 

marketing’s responsibility will increase with digital commerce and innovation in 

marketing being the top areas of growth (Gartner, 2015).  
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DIGITAL BEHAVIORAL MARKETING 

The technique driving personalized marketing and individualized ad experiences 

is termed behavioral marketing and used to uniquely engage each individual through the 

recording and analysis of their characteristics, behaviors and preferences to direct 

targeted offers and services based on patterns that transpire. The collection and 

aggregation personal information to target individuals with advertisements has existed 

throughout the digital age, but marketers previously relied primarily on third-party data to 

inform marketing strategies. Companies only recently began to capture and understand 

the value of dynamic, first-party data that can be observed or inferred passively in real 

time (Krux Digital, 2015). Assembling individualized consumer profiles built from data-

driven insights allows marketers to aim messages to consumers on a one-to-one basis, 

reaching individuals efficiently and effectively while improving customer satisfaction 

and driving customer loyalty. Today, advancing digital technologies are able to amass, 

aggregate and synthesize this real-time behavior and location information with past 

behaviors (both online and offline) and knowledge about cohorts of consumers with 

similar profiles. The integration of new user-generated data streams derived from 

sophisticated information tracking and processing capabilities enables marketers to 

explore and interpret data to find their value (Dutta & Bilbao-Osorio, 2014).  

The technologies necessary to leverage actionable insights from data have 

previously lacked the refinement and reliability to deliver truly relevant messages to 

consumers. Analytics engines are becoming increasingly capable of storing and 

evaluating a consumer’s data path from location, relationships, schedule, alerts, purchase 

behaviors and interests in real time, and combining this information with past behaviors 

and social media profiles to glean highly personal insights about consumers and offer 

truly individualized messages. The dynamically evolving practice of behavioral targeting 
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is expanding marketing capabilities beyond the reliance on numerical, mechanistic, and 

impersonal categorical information such as products users search for and/or purchase and 

the types of websites they visit to more attitudinal and behavioral understandings of the 

ambient circumstances of the consumer journey through the point of purchase (Harland, 

2015; Morgan, Parish & Deitz, 2015). Business interest in behavioral targeting has 

surged in recent years with the percipient technologies and machine learning capabilities 

germinating intricate, exhaustive individual marketing dossiers through the practice of 

onboarding—the fusion of data collected from manifold sources with specific identifying 

information (Revella, 2015). In a 2014 report, the FTC revealed that Acxiom, one of the 

largest data brokers, had more than 3,000 data points on every adult in the U.S. (FTC, 

2014b). The accumulating data on every consumer’s activities is staggering, and the 

amount of information smartphones, mobile devices and self-quantification tools such as 

wearable technologies and smartphone applications has expatiated the scale, scope and 

nontraditional flows of information to individuals’ personal data universe (Patterson, 

2013). As affirmed by MIT Technology Review Editor in Chief Jason Pontin, “The next 

frontier of big data will be the individual. From healthcare, to different ways to make data 

more accessible, data is becoming highly personalized and new services are rolling into 

the market. But at the same time, new questions are raised as we consider what 

implications might be for security as well as privacy” (Sweeney, 2013). The true power 

for marketers in the “big data” revolution, therefore, is not data about depicting the 

environment, but individual models of consumers’ personal “little data” universes. The 

implications for advertisers and businesses are immense, as software continues to hasten 

the evolution and inflation of the “application economy”. The market’s voracity to 

innovate, appeal to consumer interests and upend current business models will require 
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that the industry views privacy and security as a competitive differentiator and apparatus 

of trust for individuals and organizations (Espinel, 2015, p. 33).  

INNOVATIONS IN SENSING TECHNOLOGIES 

While marketers are increasingly looking to smartphones for digital advertising 

expenditures, the adoption of smartphones and mobile devices has slowed to single-digit 

growth. Though double-digit growth for smartphones has ended, the absolute size of 

smartphone and mobile Internet users will continue to increase. In 2016, the total number 

of mobile phone users is expected to increase 1.6% from 2015 to 262.2 million, and 

mobile Internet users are projected to reach 210.5 million in 2016, an 8.6% increase from 

2015. With the growth rate slowing, new devices such as wearables are generating more 

excitement. “We have reached a plateau in the smartphone market. In 2015, it will be 

eight years since the launch of the iPhone, and possibly the end of an era that reshaped 

the mobile and computing landscape forever. We are now at an inflection point where the 

focus is shifting from smartphones to wearables” (Kaul & Wheelock, 2015). Most 

innovation in the last year has happened around smart machines and wearables, and the 

explosive growth of sensors, both physical and virtual will provide devices with more 

perception and context of the physical world, and enable them to work more 

autonomously to support and harvest consumer insights. Wearable computing is 

proliferating and will undoubtedly revolutionize the future of human interaction with 

technology in all aspects of its role. Computing has seen a transition from PC and laptop 

to mobile devices including the smartphone and tablet, causing the industry to shift to a 

point where consumer interaction with computers and the Internet is moving closer to the 

body and becoming significantly more personal (Kaul & Wheelock, 2015).  
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The wearables market encompasses a wide range of devices, applications and use 

cases. Wearable devices include a combination of device types, which are worn or 

attached to the body to serve a specific function or provide a utility (Barnes, 2014; 

Hulkower, 2015; eMarketer, 2015). The variety and breadth of the wearables market 

makes it unique, differentiating it from any other consumer technology category that has 

existed before. These devices allow consumers to actively track their health and fitness 

behaviors while passively monitoring their vitals and physical biometric information, 

providing users a much deeper understanding of their bodies and immediate environment 

as well as richer information to better manage their health. The advantages wearable 

devices offer are generating growing interest among consumers and excitement in the 

industry, making the wearables market the fastest-growing tech sector (Salesforce, 2015). 

However, wearable devices are still in the early stages of the technology and product 

adoption lifecycle, with only 20% of American adults indicating that they currently own a 

wearable device and 10% use it daily, according to a survey conducted by PwC in 2014 

(Barnes, 2014).  

New, more sophisticated and integrated technologies and improved quality and 

accessibility to personal health information is expected to drive adoption and sales. The 

Apple Watch represented one of the first mass-market consumer wearables to hit the 

market in 2015, and has helped spawn large-scale interest and momentum in the industry 

(Kaul & Wheelock, 2015). Though the wearable user base is yet to reach the critical mass 

necessary for advertisers to begin “major spending efforts” around consumer interactions 

with these devices and the massive amounts of new data being generated from them, that 

will change as the market continues to mature. With a large total addressable market, 

manufacturers are quickly developing new products that are more attractive to consumers 

and thus escalating their demand. Mintel research estimates that sales of smartwatches 



 20 

rose from $351 million in 2014 to $1.8 billion in 2015, with fitness trackers expected to 

reach $4 billion in manufacturing sales in 2015 (Hulkower, 2015). A 2015 report from 

the International Data Corporation (IDC) Worldwide Quarterly Wearable Device Tracker 

forecasts that 72.1 million wearable devices will be shipped in 2015, representing a 

173.3% increase from the 26.4 million shipped in 2014 (IDC, 2015). Thrusting forward 

based on higher volume of sales and products continually being designed with new 

features, shipment volumes are expected to reach 155.7 million units shipped in 2019, 

experiencing a compound annual growth rate (CAGR) of 42.6% over the five-year 

forecast period (IDC, 2015). Smart wearables such as smart watches, which are capable 

of running third party apps, are expected to lead the device category in 2016 after seeing 

a 683% year-over-year growth between 2014 and 2015.  

The nearly universal adoption of smartphones is an important factor in many 

smart wearable and fitness tech products because most pair with mobile applications and 

requires smartphone connectivity for optimal functionality. Most wearable devices are 

accompanied by mobile apps because the user interface and analytical insights that can be 

gleaned from data captured on these devices require integration with another technology, 

such as a smartphone, to work. User interactions with their data occur mostly on a 

smartphone through a compatible mobile app, and in most cases the user interface of the 

wearable is principally the mobile app, making the app essential and possibly more 

significant than the wearable itself (Tractica, 2015). This two-way device integration 

where data from the smart watch or smart wearable is simultaneously transmitted and 

analyzed on the smartphone creates enhanced and more adaptive user experiences, and 

will continue to grow in importance for brands (Nudd, 2015). Over the next two years, 

growth is expected to triple in areas including creating immersive customer experiences, 

accessing customer data and location-sensing technology to create a more connected 
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customer experience (Salesforce, 2015). While the value of the collection and analysis of 

personal data is immense for individuals and businesses alike, privacy and security issues 

over its access and use are still a major concern for consumers. Users of mobile health 

applications and fitness trackers are confronted with particularly salient privacy 

challenges, which have yet to be addressed in government or industry. Specifically, 

mobile health technologies collect far more sensitive information about the individual 

than other online and mobile applications, as many health tracking devices collect data 

continuously over prolonged periods of time (Avancha, Baxi & Kotz, 2012).  

Such devices also allow for a broader range of health-related information to be 

collected, from passively produced biometric information to self-reported features of the 

users’ lifestyles, activities, behaviors and often moods. However, consumer interest in 

quantifying personal information to gain insights about their health and their environment 

will likely increase in demand despite privacy risks. Daniel Miessler, practice principle at 

HP, notes that issues of security and app data use are not on a consumer’s mind when 

choosing to purchase and engage with these types of devices. Instead, individuals’ limit 

their decision making to the fitness and wellness features offered and value they can get 

in return. “They’re thinking what kind of health data can you get from the wearable, not 

where the health data is going” (O’Connor, 2015). Despite cultural and social norms that 

command greater privacy over health and medical data (as well as financial, familial and 

relationship information) than any other type of information, Americans’ behaviors are 

inconsistent with those beliefs. This apparent dichotomy between privacy attitudes and 

privacy behaviors is receiving mounting attention from academics and researchers across 

a variety of platforms, including loyalty programs and retailers (Norberg, Horne & 

Horne, 2007), social media (Barnes, 2006), online commerce (Awad & Krishnan), and 

smartphones (Sutanto et al., 2013). This phenomenon has been termed broadly as the 
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“privacy paradox” or “personalization-privacy paradox” when data privacy 

considerations are in the context of consumer targeting for personalized advertising. High 

appraisals of privacy over personal health and medical information contrasted with 

seemingly reckless data sharing, however, presents as most paradoxical.  

Consumers’ adoption and use of mobile health apps and fitness trackers 

demonstrates the evolving nature of today’s health ecosystem and app economy, where 

individuals are increasingly willing to track their behavior when doing so is convenient 

and provides useful insights into their health. Recent research from Healthline found that 

52% of consumers use at least one mobile health app, with the average user tracking their 

health and fitness behaviors on at least two apps (Healthline, 2015). As smartphone apps 

and mobile healthcare platforms become more sophisticated, providing useful insights 

and are interoperable, engaging and outcomes-driven, users will habitually integrate 

health-monitoring technologies into their daily lives. With the industry driving consumer 

demand for these types of services and the immense growth of the app economy, health 

and fitness apps are capitalizing on emerging consumer desires to track and analyze their 

daily health habits. Several apps in this category have already experienced strong growth 

with their personal health monitoring and fitness-tracking features. Fitbit is the market 

leader with nine million monthly average users (MAUs), 43% of which are daily average 

users (DAUs). Fitbit’s mobile app growth has been staggering, seeing a 922% year-over-

year growth in the 12 months from June 2014 to June 2015. Habits are strong drivers of 

app usage, and with health and fitness being parts of consumers’ daily lives it is 

reasonable that such apps are being regularly integrated onto mobile devices.  
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WEARABLES, HEALTH AND FITNESS APPLICATIONS & THE NEW HEALTH ECONOMY 

Product designers have been increasingly driving adoption of technologies that 

interpret different sensing inputs; facilitate faster connectivity between devices and 

things, detect location, enable context awareness and mobile payments. The way 

individuals interact with devices has changed considerably. Many factors such as screen 

sizes, interaction styles, platforms and architectures are changing and becoming 

available, and advances in technologies are accelerating, such as sensors, displays, 

wireless and more. Wearable devices that stream data about consumers and their 

environment in real-time and sensors in smartphone applications that detect location and 

movement are contributing substantially to the big data universe. Big data leverages 

sources of data previously unavailable to marketers, with connected sensors that instantly 

digitize and report consumers’ activities and experiences on a moment-by-moment basis 

(Dutta & Bilbao-Osorio, 2014). The Internet of Things will encourage the development 

of partnerships between device providers, mobile applications, and data analytic 

companies to better understand, target and serve users.  

It is widely accepted that smartphones will be the universal link to the Internet of 

Things for most users, integrating with things that provide contextual and increasingly 

medical measurement. Recording daily habits and behaviors to keep track of health and 

wellness through smartphones, sensors, devices and wearables leaves behind capacious 

data trails that can be analyzed for insights almost instantaneously (Christie, Patrick & 

Schmuland, 2015). The extant universe of data about individuals is exponentially 

increasing with the mass-market introduction of wearables. Personal health data is being 

generated more frequently and veraciously than ever before, with consumers passively 

tracking data points about themselves on smartphones and wearable devices, including 

vitals such as heart rate and blood pressure, glucose and hydration levels detected from 
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sweat, pedometer and accelerometer information, sleep metrics, stress levels, and weight 

scales. Most of these tools also enable users to record and analyze their behaviors 

including physical activity and exercise, diet and nutrition, medications and prescriptions 

taken, and clinical data (FTC, 2014; Kaul & Wheelock, 2015). In addition, consumers 

generate deluges of personal health data and digital trails they leave behind while 

engaging with PCs, laptops and mobile devices, including: searching for health-related 

terms online and on Web browsers; using social networks to find health information; 

posing questions to physicians on the internet or participating in health-related forums 

and social media sites; interacting with customer service representatives; purchasing 

medical and health-related products online or from brick-and-mortar retailers with a 

credit card, loyalty card or coupons; and passively communicating personal information 

such as location, commuting patters and store preferences. Looking at online behavior 

alone, nearly 75% of American adults regularly look for information online and 60% 

search for health information specifically (FTC, 2014a). Further, websites focused on 

particular diseases often track users across the site, and apps on mobile devices can pull 

this behavioral information and integrate it with other data points known about the user to 

create profiles about individuals (FTC, 2014a).  

Deep learning analytics and sophisticated algorithms will become increasingly 

capable of harnessing, analyzing and synthesizing data from smart apps and smart 

devices and individuals’ digital trails, enabling intelligence, awareness and enormous 

personalization opportunities for marketers (Barnes, 2015; Gartner, 2015). However, 

even those businesses that have adopted wearable technology into their marketing 

strategies indicated that they are not yet ready to gain actionable insights from wearable 

data, with only 8% of adopters reporting readiness to use wearable-generated customer 

data for personalized messaging and services (Salesforce, 2015). But many businesses are 
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actively working to innovate and improve capabilities for understanding and utilizing 

wearable and mobile data to connect with customers in new ways with immersive 

experiences and targeted offers.  

The data-driven “new health economy” is surfacing, driven by the adoption of 

wearable and mobile health trackers. A 2014 Healthcare Research Industry report 

suggests growing consumer interest in receiving health information from new health-

sensing technologies, with nearly half of consumers indicating they are likely to purchase 

a fitness tracker in the next year (Barnes, 2014). Of those individuals interested in 

purchasing a health or fitness tracker, over one-third plan to buy a smart watch and 30% 

intend to purchase fitness apps over the same one-year period (CTA, 2015). The total 

addressable market for wearables and fitness trackers composes the majority of online 

adults, with 70% of online adults showing one or more interests that could be satisfied 

with a wearable technology product, according to Mintel research (Hulkower, 2015a). 

Consumer interest in losing weight (39%), the desire to know more about their health 

(36%), and an interest in tracking daily steps and walking distance (33%) were the top 

areas of interest that could be addressed by health and fitness tracking technology. 

Additionally, 60% of adults struggle with sleep and 22% reported a willingness to 

purchase a product to monitor sleep issues, providing another market opportunity for 

health monitors (Hulkower, 2015a).  

EMOTIONAL & PREDICTIVE MARKETING 

As the technology driving targeting evolves, and personalization and predictive 

analytics become more sophisticated, digital advertisers can look more profoundly at 

their audiences, considering traditional categorical factors to purchase lifestyle stage and 

contextual and emotional factors. The smartphone, wearable technologies and associated 
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apps are thrusting this reality forward, with biometric, behavioral, emotional, social, 

geographic and context-rich data being generated at tremendous rates and expected to 

grow exponentially within the next two years with the saturation of wearable computing 

and multi-sensor devices. Data analytic companies are already preparing for this 

eventuality, concentrating on gathering data about the real-time emotional state of online 

and mobile users to increase predictive capabilities. Studies monitoring associations 

between biometric data, location and social information with stress levels and depression, 

for example, have already demonstrated the possibility of highly accurate predictive 

analysis just from data passively being fed to individuals’ smartphone and mobile devices 

(Saeb, Zhang, Karr, Schueller, Corden, Kording & Mohr, 2015). Multi-sensor 

technologies will be the key drivers of this phenomenon, and smartphones will be the 

focal point connecting and managing all of these devices.  

Many wearable devices and health and fitness applications specialize in helping 

consumers track and manage their daily health habits including weight, diet or exercise, 

while others collect and manage a broad variety of information types, including detailed 

longitudinal models of users’ states, behaviors, personal goals, physiological biomarkers, 

indications of clinical conditions, and real-time geospatial locations (Fox & Duggan, 

2013; Patterson, 2013). With the proliferation and projected growth of smart wearables 

and mobile health technologies in the mass-market, devices are shifting from single-

sensor based monitors designed for specific use cases towards more advanced, multi-

sensor platforms that provide holistic health-monitoring with sophisticated computing 

across a variety of use cases, including the “integration of mood tracking and social 

interaction data, or personal genetic risk and blood serum levels, or weight, exercise, and 

food consumption data” (Patterson, 2013, p. 6). Ubiquitous tracking facilitates the 

agglomeration of copious amounts of real-time behavioral data about an individual. 
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When accompanied with geospatial location information transmitted by location-enabled 

smartphones, the rich physiological and contextual data collected over time can reveal 

startlingly comprehensive profiles of consumers’ behavioral patterns and routines, from 

which cognitive and emotional states may be inferred.   

Beyond sensors, stand-alone smartphone wellness apps and apps paired with 

wearable devices provide users with personalized dashboards where they can manually 

track an additional array of information, including: physical activities (type of activity, 

duration and time of day the activity was performed); food consumption (product and 

brand, quantity, calorie count, nutritional value, and whether consumed as breakfast, 

lunch, dinner, or snacks); weight updates (weight, body fat percentage, lean body mass 

and body mass index); bodily measurements (neck, biceps, forearm, chest, waist, hips, 

thigh and calf); blood pressure and blood glucose levels (morning, afternoon and 

evening), and heart rate (resting, normal and active, with associated times of day)” 

(Patterson, 2013, p. 9). Consumers are also encouraged to provide benchmarks and health 

goals, and additional self-reported information such as alcohol or tobacco use and space 

to record moods and allergies. The more diligently a user measures and catalogues 

consumption and activities, the more reward they theoretically receive from the app. 

Product manufacturers and app developers incite rigorous, whole-body quantification and 

qualification by building virtual personal trainers and health coaches into the interface 

that encourage the habitual generation of personal information. Taken together, the robust 

digital trail of highly intimate health data contained in a single app is astounding, with 

millions of consumers providing corporations with vast ecosystems of health and 

behavioral information in personal profiles of “health and wellness libraries with 

unprecedented and complete entries of incalculable value to business associates, 

employers, and insurance companies” (Patterson, 2013, p. 9).  
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Consumers’ historical interactions with entities that know and hold this type of 

intimately personal information are generally restricted to a controlled environment. 

Expectations of privacy and security for these types of sensitive data are high, causing 

users to assume to have their privacy protected and respected. Conversely, present 

commercial wellness and fitness contexts offer little to no privacy boundaries or 

protections and are not subject to conventional norms regarding data use or distribution. 

Health information flows in the context of health apps and fitness trackers are multi-

dimensional and multi-purpose, with the entities controlling these vaults of personal 

information free to sell and share user information with businesses, marketers and data 

aggregators.  

At the moment, marketers see business opportunities restricted to what has been 

termed the “see me” stage of smart computing—where big data harnessing is made 

possible by advances in servers and storage, nearly universal connectivity, and early-

stage mapping capabilities—but as big data and the Internet of Things become more 

persistent, the vast amount of information used will become more pervasive and systems 

will become more intelligent and ubiquitous (Gartner, 2015). With a move into an 

intelligence everywhere environment, the battle to own the consumer will intensify, 

where advertisers and organizations will need to learn how to gather and control this data 

in the cloud, and through it their relationship with the user. 

PRIVACY & SECURITY 

Advertisers and organizations collecting personal and behavioral information 

about consumers online frequently argue that consumers are willing to share their 

personal data despite privacy risks in exchange for the value offered by personalized 

offers and services (Culnan, 1993; Culnan & Armstrong, 1999; Milne, 2000; Tezinde et 
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al., 2002; Chellappa & Sin, 2005). But as digital life becomes inextricably linked with an 

individual’s physical life, and people’s digital presence encompass interactions across a 

multitude of online platforms and media as well as passively and continuously collected 

contextual, location-based, and biometric information, much more intimate insights can 

be gained about individuals. Previous research has focused primarily on consumers’ 

perceived risks and privacy concerns about personal data at the discrete level, but privacy 

threats are amplified substantially for data at the aggregate level. As Dutta and Bilbao-

Osorio (2014, p. 64) assert,  
 
Learning a great deal about a person by combining factors that may seem 
harmless at the discrete level but, when taken together, may give away 
information that the person would not want generally known…Each discrete piece 
of information is not meaningful, but in the aggregate can make someone a 
potential victim.  

Health data is widely regarded as one of the most confidential and sensitive types of 

personal information, and has traditionally been protected with much more stringent 

regulatory regimes and controls. This is not the case with wearable and app-generated 

data, posing an unprecedented threat to user privacy.  

Health and fitness applications collect and transmit delicate personal information 

about users’ bodies and health related habits to third parties. Even in this early-stage of 

general health and biometric data sharing, an FTC investigation of 12 widely used mobile 

health apps found that the apps tested transmitted information to no fewer than 76 third 

parties. The information shared included device information, such as size, device model 

or language setting; consumer-specific identifies including user name, email address, first 

name, last initial and a string of identifiers; unique device IDs and persistent device 

identifiers such as unique device ID, MAC address or IMEI; unique third-party specific 

identifiers, similar to a cookie string specific to a particular app; and personal consumer 
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information including exercise routine, symptom searches, dietary habits, zip code geo-

location and gender (FTC, 2014). In this study, the FTC also identified a third-party ad 

servicing company that received information from four separate health apps, and the 

same unique identifiers were transmitted to the third party from various apps on the 

mobile device. Data aggregators are increasingly capable of tracking users across devices 

and interactions, associating information collected from other services such as customer 

loyalty cards, frequent flier cards and credit card purchases. An additional threat to the 

privacy of information collected and stored on smartphone apps is that mobile device 

platforms rely heavily on cloud computing, and consequently private heath data from 

these apps are being constantly fed to the cloud.  

Diametric tension exists between camps of researchers and practitioners about 

how to view and address consumer privacy concerns in the face of data-driven marketing, 

especially where health data is involved. On one hand, marketers assume that people are 

becoming accustomed to being tracked and that living a public life is the new default for 

Internet-connected users (Sayre & Horne, 2000; Mitchell, Wang & Reiher, 2014; Rainie 

& Anderson, 2014; Madden & Rainie, 2015). They argue that people’s norms are 

changing with technologies, and consumers will become increasingly accepting of the 

sharing and collecting of data as a part of life. Most individuals will accept the special 

offers and personalization features in return for the information they give up, and those 

who object will become resigned to this new reality and eventually stop fighting. As 

Wright notes in response to a Pew Research study about the future of privacy,  
 
A new way of looking at privacy may be established. The Internet will 
know you—your family, your doctor, your bank, where you get coffee in 
the morning, everything substantial and seemingly trivial about your life 
and what you do—and that will erase your privacy but will also protect 
you. This is a frightening concept, but is already well down the road. 
Norms are already changing due, in part, to the ubiquity of social media 
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use. What [previous generations] considered strictly private is completely 
shareable for the next generation…In the future, I expect that no one will 
be able to control one’s image online enough to be spotless, and the sting 
of revealing too much will lessen (Rainie & Anderson, 2014, p. 74). 

On the other hand, researchers and industry practitioners believe consumer wariness 

about connected technology could prohibit innovation and stifle use and adoption if 

vendors and marketers do not adequately address privacy concerns (Mottl, 2015). They 

argue that by attending to current users’ concerns about device security and data privacy, 

while, more importantly, educating and informing potential users about how their 

personal information is being used, consumers will feel greater assurance that their data is 

well-protected as well as greater control over their own information.  

Current research on consumer attitudes, opinions and behaviors regarding the 

privacy of their personal data from wearable technologies and mobile health applications 

has consistently established that users are concerned about the breadth and quality of 

personal information being collected about them (Ackerman, 2013; Kavassalis, 

Spyropoulou, Drossos, Mitrokostas, Gikas & Hatzistamatiou, 2003; Lee & Benbasat, 

2003; Watson, Pitt, Berthon & Zinkhan, 2002). For example, in 2015 the Bain & 

Company consultancy assessed consumers’ sentiment about data collected for marketing 

purposes, reporting that 91% of individuals “do not want companies selling their data, 

even if they are compensated for it… A full two-thirds feel that it should be illegal for 

companies to collect or use such data without getting prior consent.” This response is 

well supported by industry research showing consumers are increasingly adopting 

technologies that allow them to elude tracking, block online and mobile ads (PageFair, 

2015), and register on do-not-track lists (Davis, 215). Cranor (2005) identified three 

central areas of consumers’ information privacy concerns, including: the type of data 

collected, how data will be used and whether or not the data will be shared. In addition, 



 32 

financial and medical data are of the greatest concern for individuals, as well as the use of 

their data for marketing lists and consumer profiles.  

Research also demonstrates, however, that consumers generally lack awareness 

and knowledge about what personal data is being collected and by whom, as well as how 

it is being shared and used (Turow, Feldman & Meltzer, 2005). Large percentages of 

American consumers hold inaccurate assumptions about the collection and use of their 

personal information and “overestimate the extent to which the government protects them 

from certain forms of data collection” (Turow, Hennessy & Draper, 2015, p. 16). Users 

often do not realize their data from mobile apps and online activities transfer to a 

substantial number of servers, including advertising and analytics networks. Thus, 

research on privacy concerns may not reflect an accurate assessment of individuals’ 

attitudes and perceptions about data-based marketing practices across the ecosystem of 

their devices and digital universes. On mobile devices and in mobile computing contexts, 

users exercise less caution than in other computing environments despite the more 

personal and pervasive information generated from these technologies. Mitchell, Wang 

and Reiher (2014) note, “people underestimate the privacy threats of mobile apps, and 

comply with permission requests from apps more often than operating systems” (p. 1). 

Consumers’ behavior on mobile devices, especially when compared to other computing 

environments, underscores apparent misperceptions about the privacy and security of 

personal data.  

Reported privacy and security issues tend to take the form of broad concerns, with 

little known about their intricacies or origins. For example, research has found that 41% 

of consumers have concerns about security and privacy violations by wellness and fitness 

apps, though only 35% indicated that they worry their personal health information will 

not remain confidential if online (Parks Associates, 2015). Limited research has been 
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conducted about the types of personal information of greatest concern to mobile health 

and fitness device users, with current studies focusing on which companies or third 

parties consumers worry most about sharing their health data. Research from Healthline 

reveals that 25% of consumers are concerned about data on a Fitbit or a health-tracking 

app, while only 10% expressed concerns over security on their Apple Watch. More 

interestingly, nearly half (45%) of wearable and mobile health app users are concerned 

that hackers may try to steal their personal health data from a wearable (Healthline, 

2015). Additionally, in a study of Fitbit users, researchers found that the top concerns for 

users were embarrassment, physical safety, and the implications for employment and 

shareability (Patterson, 2013). Excepting employment implications, it is interesting to 

note that these concerns over health information are not specific to health-related data, 

and more closely reflect general information privacy concerns such as perceived issues 

with location tracking or purchase behavior. 
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Chapter III: Theoretical Foundations 

Researchers have observed the increased willingness of individuals to share 

personal information in exchange for the benefits of personalized advertising offers and 

services. According to research, the majority of American adults are interested in 

personalized ad content, and the report findings suggests that personalization helps to 

drive engagement and alleviate concerns about privacy (Harland, 2015). Furthermore, 

data also indicates that “roughly two-thirds of consumers find it acceptable or are neutral 

to marketers using online behavioral information to craft better ads,” concluding that 

consumers “demonstrate a willingness to share information, as more consumers begin to 

recognize the value and self-benefit of allowing advertisers to use their data in the right 

way” (Yahoo! Advertising, 2014, p. 11). Simply, research suggests people require little 

more enticement than personal convenience or minor discounts to share their personal 

data. Chellappa and Sin’s (2005) found there is no correlation between consumers’ value 

for personalized service and their privacy concerns regarding the personal information 

shared, and that consumers’ value for personalization is nearly twice as influential than 

their concern for privacy in determining usage of personalized services. However, their 

study concludes, “while consumers’ value of personalization positively affects their 

decisions to use personalization services, usage is negatively affected by the 

corresponding concern for privacy” showing that “there is a combined effect 

representative of the consumers’ personalization to privacy tradeoff that determines 

usage” (p. 197). The usage of the personalization services is also dependent upon the 

combined value that consumers attribute to different types of personalized offers or 

messages. Krishnamurthy (2001) identified five factors that determine consumer interest 

in personalized marketing programs, including: message relevance, monetary benefit, 
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personal information entry costs, message-processing costs, and privacy costs. His 

research also introduced a model to determine permission intensity, which differentiates 

the types of information that a consumer may share with marketers in a communicative 

relationship, characterizing permission intensity by factors of information quality, 

information quantity, and information usage flexibility. Hence, from a mobile marketing 

perspective, personalization must be highly relevant and valuable when information 

about consumers’ location, and especially health and wellness, are used to personalize 

messages. Further research on personalized advertising effectiveness has determined that 

consumers’ receptivity of personalized messages is contingent upon the context and type 

of information collected for personalization to occur (White, 2004; Metzger, 2007). 

Therefore, messages that are not well targeted to a user’s needs and interests or when the 

message uses information that raises privacy concerns may result in negative attitudes 

towards personalization and attempts at ad avoidance (Back & Morimoto, 2012). 

Wearable devices and mobile health and fitness applications collecting vast amount of 

highly personal information will need to present users with insightful, interoperable 

representations of their data as well as valuable, personalized solutions if such 

information is to be repurposed for marketing strategies. When highly sensitive personal 

data is required, the net value of the exchange decreases, intensifying privacy concerns 

and diminishing the individual’s willingness to disclose personal information.  

While marketers trumpet their ability to deliver personally tailored experiences 

stemming from individual desires and preferences, they have largely failed to understand 

the balance between personalized messages that recipients welcome and those that are 

viewed as alarming and invasive. Pew Research has documented Americans’ increasing 

concerns about privacy in the digital age, revealing that consumers have “exceedingly 

low levels of confidence in the privacy and security” of the information being collected 
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about them as well as low levels of trust in industry sectors related to data collection and 

monitoring (Madden & Rainie, 2015). The report found that Americans are particularly 

concerned about their personal records in the marketing sector, with 61% of consumers 

lacking confidence about the privacy and security of their information held by the 

companies and retailers they do business with and 76% reporting little to no confidence 

in the collection and use of their data by online advertisers. The Truth About Privacy 

study (McCann, 2013), reveals that consumer perceptions about advertising 

personalization and data sharing practices have grown increasingly negative in recent 

years, and even more so within contexts that they consider to be more private (such as 

health, financial, legal and personal relationships). For communication scholars and 

practitioners, this recent attitudinal change necessitates a better understanding of 

consumer attitudes about behavioral observation and profiling and the relationship 

between privacy concerns and the level of personalization in advertising practices. As 

mobile sensing devices become more sophisticated and the technology driving 

personalization matures, advertisers will need to take greater measures to identify, 

understand and mitigate privacy concerns.  

With respect to personal health and wellness data collected through wearable 

devices and health-tracking smartphone applications, consumers report deep concerns 

about the potential collection, use and access of their personal data. In fact, concerns over 

privacy and security have frequently been cited as one of the chief inhibitors of adoption. 

In a 2014 study of consumer attitudes toward health and fitness monitors, research 

suggests that privacy is a prominent issue for wearable and mobile health and fitness app 

users (Accenture, 2014). Consistent with previous research, the survey found that 

consumers are willing to share personal health and fitness data if they receive some value 

in return, but only under specific circumstances. For instance, consumers indicated they 
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would be willing to share personal information in exchange for additional services or 

discounts if the data was only to be used by the provider. In this context, 32% of 

respondents said they would be “very likely” and another 38% were “somewhat likely” to 

continue using the product. However, when asked if the user would still use the product if 

the provider shared personal data with a third party, only 8% said they would be very 

willing to still use the product.   

Some academic and business observers suggest that, despite reported concerns 

about privacy and security, consumers’ behaviors contradict their seemingly high value 

for privacy. They interpret this disconnect between privacy intentions and behaviors as 

evidence that users are actually not as uneasy as studies suggest, or that they welcome 

tracking in exchange for the privileges of convenience, discounts and personalization 

services offered by data-driven marketing. However, as mobile device users gain a 

greater understanding of how their personal information is collected and shared, they are 

becoming increasingly proactive about protecting privacy, even when the result includes 

diminished mobile experiences (Urban & Hoofnagle, 2012; Mitchell et al., 2014; Martin 

& Shilton, 2015). Many smartphone owners are taking more steps to manage, control, or 

protect their personal data on mobile devices. Of mobile phone owners who have 

downloaded mobile application onto their phones, 54% have chosen not to download an 

app after discovering the amount of personal information they would need to share in 

order to use it, and 30% of mobile app users have uninstalled an app that was already 

downloaded onto their mobile device after learning the app was collecting personal 

information from their phone that they did not want to share (Boyles, Smith & Madden, 

2012). November 2015 research from mobile location service provider Skyhook 

Wireless, many U.S. mobile app users avoid using location services at all, even if that 

means enjoying reduced value from mobile applications. Mobile users are most likely to 
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allow location services for weather apps, where location services provide an obvious 

benefit to users, than any other app category, and even then over one-third (35%) of users 

refused to do so. Consumers are more reluctant to enable location services for other app 

categories, falling to 16% of users allowing location services for news apps. Recent 

research from comScore (2015) demonstrates that mobile users’ reported hesitations 

about sharing location information is rather consistent with their actual behaviors, with 

only 13% strongly agreeing that they were comfortable sharing their geographical 

location with mobile applications. The 2015 Mobile App Report, however, reveals that 

four in 10 users—the same percentage who typically reject push notifications—are 

comfortable sharing their location with apps. The study concludes that these findings 

indicate “there likely exists a greater concern for app intrusiveness than app privacy” 

(Lella et al., 2015). Nevertheless, smartphone owners continue to hold negative 

perceptions of mobile marketing messages and engage in ad-aversion behaviors. Even 

when personalized advertising messages are accompanied with a coupon and are 

delivered to users’ mobile devices while they are shopping, only 19% of consumers view 

these ads as desirable (Hulkower, 2015). Since the greatest strengths of mobile marketing 

messages involve the ability to target consumers with one-to-one messages based on their 

real-time geolocation and specific contextual information, as well the resulting ability to 

access consumers while shopping with coupons and special offers, easing consumers’ 

trepidations about sharing location and addressing privacy concerns is crucially important 

for advertisers. 

Americans hold strong views about privacy and surveillance in their everyday 

lives. Pew Research’s 2015 Americans’ Attitudes About Privacy, Security and 

Surveillance study found that Americans are exceedingly uncomfortable being observed 

without their approval both online and offline. Specifically, controlling who can access 



 39 

and collect personal information is of the upmost importance for individuals, with 93% 

citing that being in control of who can collect their information is “very important” or 

“somewhat important” to them, and 88% saying that it is important that they not have 

someone watch or listen to them without their permission (Madden & Rainie, 2015). 

Further, the Bain and Company consultancy found that people “are often uncomfortable 

with how their data is used and shared. A full two-thirds feel that it should be illegal for 

companies to collect or use such data without getting prior consent” (Bain & Company, 

2015). Yet, researchers and practitioners concur that individuals freely disclose personal 

data in ways that imply considerably lower concern about the sharing and collection of 

their information then survey results depict.  

COMMUNICATION PRIVACY MANAGEMENT (CPM) THEORY 

Communications Privacy Management (CPM) Theory, originally known as 

communications boundary management and adapted to the digital age as Information 

Boundary Management (IBT) Theory, was first developed to understand the dynamics of 

interpersonal (face-to-face) communications. CPM theory operates under the assumption 

that private disclosures are dialectical, that people believe they have a fundamental right 

to the ownership, control, and authority to regulate access to their private information, 

and that individuals make rational choices about “revealing or concealing” personal 

information “based on criteria and conditions they perceive as salient” (Petronio, 2002, p. 

2). Driving this decision to share or not share private information is the individual’s 

valuation of the risks versus benefits of the disclosure in a given context, moderated by 

rules rooted in social norms. CPM employs the metaphor of boundaries to illuminate and 

understand the demarcation of borders around information ownership and control when 

private information is disclosed to others. Therefore, “regulating boundary openness and 
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closeness contributes to balancing the publicness or privacy of individuals” (p. 3). This 

regulation process principally transpires through the communication of private 

disclosures based on an individual’s decision to grant or deny access to others. Private 

information is retained within the personal boundary, which manages personal 

information about the self. Boundary lines of ownership may be vague or clear, but 

individuals reinforce and intensify those boundaries that circumscribe private 

information. When the individual perceives a disruption in the management of collective 

boundaries holding personal information that has been shared, or when they feel 

boundaries have been subjected or penetrated, boundary turbulence may occur.   

CPM theory has been adapted and widely applied to digital communications as 

we have entered into the Internet era. In these new contexts, boundaries include physical 

and virtual information spaces that people form around themselves and their personal 

information that are a pivotal part of how individuals choose to reveal and conceal private 

information (Petronio 1991; Stanton & Stanton, 2003). To manage the effusion of valued 

and personal information free flowing to other parties through digital technology, 

individuals use psychological processes to determine if the disclosure to the given party, 

intentional or not, is likely to cause harm and whether sharing the information will be 

worthwhile or result in a value greater than the associated risk. In virtual information 

spaces, attempts to cross personal information boundaries by external parties may be 

perceived as invasive if it arouses anxiety and if the individual perceives the intrusion as 

potentially harmful (Solove, 2006). Preserving privacy is equated with “maintaining 

personal dignity and autonomy and with safeguarding the self” and allows people to 

maintain control over private information, which is considered to be something they own 

(Petronio, 2002, p. 9). As Alderman and Kennedy (1995) assert, “Although we live in a 

world of noisy self-confessions, privacy allows us to keep certain facts to ourselves if we 
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so choose. The right to privacy, it seems, is what makes us civilized” (p. ix). Ownership 

and control work in tandem to protect privacy—because private information belongs to 

the individual, he or she has the right to determine what information others know and to 

manage access to that information to protect unwanted exposure. Individuals require 

ownership and control of private information because there personal risks associated with 

how it is managed after disclosure to an external party. As such, “individuals feel violated 

when others…find out something about them without their permission. It does not fit 

their calculus” (Petronio, 2002, p. 9).  

In the current information and sharing economy, managing access to private 

information is painstakingly difficult, if not impossible. To address the distribution of 

personal information to third parties, CPM theory premises that when private information 

is revealed, the individual and an external party enter into a “contract of responsibility” 

and become co-owners of the information. Information co-ownership is characterized by 

shared responsibility and knowledge of the rules for a particular disclosure, which has 

become considerably more complicated in the age of computer-mediated communication. 

The permeability of ownership and co-ownership boundaries is in constant flux, requiring 

negotiation and coordination between co-owners of the shared information. CPM 

proposes, “initial disclosures set into motion a need for boundary coordination because 

there is an expected guardianship of the information often assumed by both the discloser 

and the recipient” (Petronio, 1991, p. 12). Therefore, possible liabilities such as third-

party access to the information must be calculated in the individual’s risk-benefit ratio 

when choosing to disclose initially, and that to counter any future or unknown exposure 

to vulnerabilities “found within ownership and co-ownership of private information, we 

engage in boundary control” (p. 10). In today’s highly networked world, the opportunity 

to divulge private information to one or many (whether intentional or not) has increased 
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exponentially—through mobile technology, social media platforms, search engines, email 

messages, community forums, e-commerce site, and quantified self devices such as 

wearable technologies. As boundaries continue to blur, threats of exposing various levels 

of an individual’s private information without their consent intensify substantially. 

The degree to which an individual reveals or conceals information is contingent 

on the “rule management” process. Regulation of access to private information is based 

on the rules that and individual formulates based on preconceived judgments, standards 

and contextual expectations. Decision criteria include factors such as social and cultural 

expectations, gender, the context of the situation, and the perceived level of risk or 

reward assumed from exposure (Petronio, 1991; 2002). For example, people become 

socialized into certain norms for privacy based on their cultural expectations, which 

defines how they conceive privacy. Context is another critical element considered in 

developing rules that regulate the decision-making process. Context is constituted by the 

combination of two elements: social environment and physical setting. Developing rules 

and boundary regulation are therefore contingent on contextual factors based on 

temporal, circumstantial, topical, and variable social factors along with the environment 

and physical setting of the disclosure. The rapidly evolving and nature of the digital 

environment and Internet of Things requires perpetual rule modification to account for 

new considerations in these ever-changing circumstances, convoluting and confounding 

decision criteria necessary for rational risk-benefit analyses. While this “rational 

consumer” perspective may appear reasonable in the abstract, it doubtfully reflects the 

reality of our computer-mediated communications and online interactions. Given the 

time-sensitive, low-involvement nature of decisions relating to mobile and online 

activities, individuals are likely much less deliberate and much more impulsive in their 

actions (Sundar, Kang, Wu, Go & Zhang, 2013). Even more importantly, well-
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documented deficiencies in consumer knowledge and awareness of how their personal 

data in collected and managed make the assumption of rational calculations regarding 

private disclosures unrealistic.  

THE PERSONALIZATION-PRIVACY PARADOX 

While Americans increasingly concede tremendous amount of personal data on 

numerous connected devices, consumers’ continue to report mounting concerns about the 

capture and use of their personal information and high appraisals of their privacy. 

Researchers have termed this phenomenon the “privacy paradox” (Norberg et al., 2007), 

or, more recently, the “personalization-privacy paradox” (Xu et al., 2011; Sundar et al., 

2013). It is the notion that, as abridged by New York Times reporter Brad Stone (2008), 

“normally sane people have inconsistent and contradictory impulses and opinions when it 

comes to their safeguarding their own private information.” A clear disconnect exists 

between American consumers’ expressed high valuation of their personal privacy and 

their seemingly cavalier, frequent divulgence of personal information. Beyond digital 

data trails, which are often collected “covertly and without explicit consent, many people 

voluntarily post vast amounts of information on the Web, on tweets, on social network 

pages, and even on personal blogs” (John, Acquisti & Loewenstein, 2011, p. 858). 

Moreover, the tendency to knowingly reveal personal data for nearly negligible discounts 

to businesses both online and offline implicates individuals’ meager appraisals of their 

personal information. In the digital age of constant, persistent information exchange by 

an aggressively increasing number of people and things, the debate over privacy rights 

and data protection often appears futile and contradictory. Indeed, addressing this 

dichotomy—from ostensibly reckless disclosure of personal data in the digital 

marketplace to the voracious concerns consumers declare about the scope of data being 



 44 

collected and used—has captivated and bewildered governmental, academic and business 

observers. Advancing machine learning capabilities coupled with the tenacious 

“collection, aggregation, storage, parsing, repackaging, and utilization of personal 

information have become big business” (Cox & Cline, 2012, p. 4), but looming privacy 

concerns and ethical, legal, and social backlash threaten to impasse entire business 

models dependent on data-driven strategy. Marketers especially must proceed with 

caution, as the immense expectations of developing information technologies for acutely 

targeted personalization services are only starting to be realized, but practices that 

consumers “deem too intrusive can elicit reactance, countering the marketing benefits of 

those tools” (Acquisti, John & Loewenstein, 2012, p. 160). 

A substantial body of marketing, communication and social science research on 

personalization and privacy is premised on suppositions of cost-benefit analyses and 

rational decision-making. This work is underscored by assumptions of the “powerful 

consumer” and their purported ability to make rational calculations about the privacy 

risks and personalization rewards associated with the disclosure of their personal 

information that are in their best interests (Culnan & Armstrong, 1999; Chellappa & Sin, 

2005; Xu et al., 2011). For example, arguments made for the notion of the privacy 

calculus suggest, “When requested to provide personal information to firms” consumers 

actively “perform a risk-benefit analysis that accounts for inhibitor and drivers of 

information disclosure” (Awad & Krishnan, 2006, p. 35). And that the “perceived value 

of information disclosure” is defined by an individual’s rational calculation of the 

“overall assessment of the utility of information disclosure based on perceptions of 

privacy risks incurred and benefits received” (Xu et al., 2011, p. 44). Xu, Luo, Carroll & 

Rosson (2011) further argue that consumers not only fully comprehend and consider all 

possible privacy risks, but that “anticipation of benefits provides direction for choice 
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behavior through enhancing the perceived value of various outcomes,” ascertaining that 

individuals evaluate a variety of outcomes, with “a higher expectation of benefits” 

amplifying the “overall assessment of the utility of information disclosure” (p. 44). 

The body of research attempting to navigate this conundrum frequently adopts a 

similar rational choice perspective to address the privacy paradox implicitly if not 

explicitly indicated. Most often, researchers adopted the aforementioned privacy calculus 

theory based on economic cost-benefit models that suggest consumers perform a calculus 

between expected loss of privacy and associated risk and the potential value of 

disclosure, such as personalization services (Eun, Lee & Oh, 2013; Debatin, Lovejoy, 

Horn & Hughes, 2009; Dinev & Hart, 2006); privacy calculus theory and MAIN model 

with the added dimension of location for mobile devices (Xu et al., 2011); “second 

exchange” as an explanation for the privacy calculus as a utilitarian exchange (Culnan & 

Bies, 2003); information disclosure to acquire social capital, as specifically observed in 

the social media context (Ellison, Vitak, Steinfield, Gray & Lampe, 2011; Stutzman, 

Vitak, Ellison, Gray & Lampe, 2012); and quantum theory homomorphism, which 

incorporated effects such as indeterminacy to explain the temporal nature of decision-

making in the privacy context (Flender and Muuler, 2012). Further, several researchers 

have developed studies to determine people’s monetary valuation of privacy and personal 

information disclosure, with results consistently indicating that consumers will trade 

personal information for small monetary rewards. For example, Hann, Hui, Lee & Png 

(2002) investigated the tradeoffs people were willing to make between privacy dangers 

and disclosure benefits, concluding that “among U.S. subjects, protection against errors, 

improper access, and secondary use of personal information is worth $30.49–$44.62” (p. 

14). Moreover, in an examination of actual disclosure, Sayre and Horne (2000) 

determined that consumers readily exchange personal information for minimal grocery 
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store discounts. Implicit in the prevalence of service and loyalty programs, such practices 

extend to many retail and service categories—an assumption that has been broadly 

applied in addressing arguments for proponents of the value-exchange principle. 

Marketers and researchers (Milberg, Burke, Smith & Kallman, 1995; Westin, 

1991) have also postulated that stable individual differences affect measures of privacy 

concern. Numerous researchers have recommended that firms and businesses “invest 

their resources toward increasing perceived value for the consumers who are willing to 

partake in online personalization from the outset” (Xu et al., 2011, p. 46). Moreover, they 

suggest segmenting consumers to determine privacy classification types and tailoring 

messages to consumers in distinct privacy segments (Milberg et al., 1995; Hann, Hui, Lee 

& Png, 2002). For example, Westin (1991), classified consumers into three categories of 

privacy: fundamentalists, pragmatists, and unconcerned. Fundamentalists, Westin 

postulates, value transparency highly but are less willing to partake in personalization 

services. As this segments of consumers supposedly represents a minority of consumers, 

this assumption holds that marketers should focus personalized targeting efforts on the 

“programmatic majority”, who will supposedly overlook prior negative experience in 

exchange for value added services.  

THE TRADEOFF FALLACY 

In contrast, privacy advocates and various communications scholars and 

practitioners have questioned assertions that consumers engage in sufficient privacy 

calculations, challenging, “assumptions of both perfect rationality and stable preferences” 

(John et al., 2011, p. 899). The field of behavioral decision theory supports these 

rejections, documenting that “preferences are often influenced by factors that are difficult 

to justify on a normative basis,” such as by elicitation method and by the framing of 
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alternatives (p. 2). They posit that choices to reveal personal information are not as prone 

to illogicalities between expressed privacy perceptions and acts of data disclosure as the 

privacy paradox would indicate. Instead they argue that individuals are often uncertain 

about their preferences (Acquisti, 2004), and while consumers want to better manage 

their data, they habitually lack the “necessary knowledge to make informed decisions 

about the consequences of entering into interaction with marketers” (Turow et al., 2015, 

p. 7) and decisions consequently rely heavily on strong contextual cues (Simonson and 

Tversky, 1992). However, reliance on contextual cues to guide decision making, 

particularly in the dynamic and personal context of mobile phone-mediated 

communications and information disclosures, commonly provide ambiguous and 

inaccurate indication of the prevailing costs and benefits, which can cause individuals to 

make choices that are disadvantageous and not in their best interest.  

John, Acquisti and Loewenstein’s (2011) research contradicts the established 

body of privacy research that endeavors on the premise of the assumption of rational 

choice. In contrast to the widely accepted propositions and suggested measures to address 

information privacy issues, namely increased transparency through clear and conspicuous 

disclosures of data collection and information practices representative of privacy policy 

statements, their findings indicate that providing such information actually arouses 

privacy concerns and suppresses disclosure. While it is noted that this recommendation is 

intuitively functional in mitigating paradoxical privacy behaviors and lack of sufficient 

knowledge about information disclosure as privacy policies include relevant information 

for making rational data-sharing decisions, results of the study imply that “such 

recommendations could be improved by considering the effect of normative contextual 

factors on privacy concerns” (p. 11). In fact, indirect endeavors to acquire personal 

information—those that downplay and obfuscate privacy concern—elicit higher levels of 
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disclosure “even when such contexts are likely higher in both objective and perceived 

disclosure danger,” therefore suggesting that consumers are particularly “forthcoming 

with information when sensitive questions are asked informally” (p. 11). Hence, 

marketers may, ironically, experience greater success in obtaining private information 

when they promise fewer protections to consumer privacy. While this research does 

contribute to the understanding of consumers’ information disclosure practices and 

privacy behaviors, there are fundamental weaknesses to this approach. Specifically, 

recommendations do not take into consideration fair information principles, nor does it 

adequately address privacy concerns that may result from personalization services and 

hyper-targeted communications utilizing private data. From a behavioral decision theory 

perspective, these results illuminate the fallacy of rational decision making, where 

perceived risk and not actual potential harms curb individuals’ willingness to disclose 

personal data. 

Ample research has exposed how little knowledge and awareness consumers have 

about what happens with their data “behind the screen”. Not only do the overwhelming 

majority of Americans fundamentally misunderstand the content and purpose of privacy 

policies and data protection regulations, but a substantial percentage are also oblivious 

about the dispersion of their personal information online and the reality of data flows—

“the invisible, cutting edge techniques whereby online organizations extract, manipulate, 

append, profile and share information about them” (Turow, 2003, p. 3). The public’s 

ignorance about the very circumstances and processes involved in personalization 

services as well as the latent vulnerabilities to abuse and exploitation from data disclosure 

rouses apprehension about the validity and acceptance of “the value-exchange 

principle”—consumers’ rational cost-benefit calculations when revealing information on- 

and offline. Annenberg research suggests that Americans hold largely inaccurate beliefs 



 49 

and expectations about how their personal information is treated in the digital 

marketspace. The study revealed that consumers’ misconceptions about data mining 

practices and the rules and regulations that govern them span across multiple industries 

and settings. Nearly two-thirds (64%) incorrectly believe that supermarkets are allowed 

to sell information about their purchases to other companies, while 72% are unaware that 

charities are allowed by law to sell personal information about donors without their 

permission, and 73% did not know that privacy laws do not prohibit banks from sharing 

information with other companies. Another 75% believe that “When a website has a 

privacy policy, it means the site will not share my information with other websites or 

companies” (Turow et al., 2005, p. 20), indicating a precarious lack of understanding 

regarding marketplace laws and practices. Perhaps more troubling, despite the apparent 

confusion and anxiety surrounding the laws and practices of behavioral targeting a 

personalization, a staggering 65% of consumers say that they “know what I have to do to 

protect myself from being taken advantage of by sellers on the web” (p. 27). Evidence 

that individuals underestimate the privacy threats and vulnerabilities of disclosing their 

information to businesses and other entities online, while, at the same time, overestimate 

the extent to which the government protects them from data collection practices as well 

as their own ability to protect themselves has lead privacy advocates and communications 

scholars to challenge the value-exchange principles guiding personalization and data-

driven marketing. Adopting the alternative “knowledge-failure” argument, Hull (2014) 

argues “users do not and cannot plausibly be expected to know enough – neither about 

the uses to which their information might be put, nor about the specific benefits and 

harms that might result from those uses, nor about the likelihood that such harms might 

result – for consent to be meaningful, especially if one makes the assumption that those 

users are following a risk/benefit model of economic rationality” (p. 9).  
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Some scholars, however, contend that knowledge defects and impaired beliefs are 

not sufficient explanations for the “privacy paradox” phenomenon. Social scientists and 

behavioral psychologists have repeatedly shown that certain heuristics and cognitive 

biases exacerbate limitations to rational privacy calculations in digital and physical 

spaces, even in the presence of adequate knowledge. Acquisti and Grossklags (2007) 

ascertain that in the face of complex situations, people have bounded rationality. They 

observe, “our innate bounded rationality limits our ability to acquire, memorize, and 

process all relevant information, and it makes us rely on simplified mental models, 

approximate strategies, and heuristics” (p. 369). Calculations of risk are also impaired by 

the availability heuristic, where individuals calculate familiar dangers to be riskier than 

unfamiliar ones (Loenard, 2008). Social science literature indicates that perceived control 

also impels individuals to feel more confident and willing to divulge personal data, 

“regardless of whether that control is real or illusory” (Solove, 2013, p. 1887). That is, 

“people are more willing to take risks, and judge those risks as less severe, when they feel 

in control” (Brandimarte, Acquisti & Loewenstein, 2013, p. 343). Such evidence 

connotes the insufficiencies in popularly recommended methods meant to empower 

consumer such as calls for awareness raising, greater transparency and data control 

measures.  

Expanding on the quandary, recent Annenberg research exposes another 

dimension of the paradox—that Americans feel resigned to the inevitability of 

surveillance deeming attempts to manage their own privacy as futile. Turow, Hennessy 

and Draper (2015) offer an alternative understanding to the privacy paradox, premised on 

individuals’ “belief that they have no agency in a central area of democratic society: 

commerce” (p. 9). They argue that “people are making conscious decisions that it is futile 

to even try to cope with the data tide around them,” having decided that “they seriously 
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cannot learn things, change government or business policy, or do anything else that will 

allow them to manage their personal information the way they want…they have slid into 

resignation—a sense that while they want control over their data world they will never 

achieve it” (p. 9). The study finds that, when presented with everyday situations where 

businesses collect personal data, many people view the notion of tradeoffs as unfair. 

When asked, “If companies give me a discount, it is a fair exchange for them to collect 

information about me without my knowing”, 91% of consumers disagreed, and 77% 

strongly disagreed with the statement. In a retail context, 71% of individuals disagreed 

that “It’s fair for an online or physical store to monitor what I’m doing online when I’m 

there, in exchange for letting me use the store’s wireless internet, or Wi-Fi, without 

charge”, and over half (55%) disagreed with the statement that “It’s okay if a store where 

I shop uses information it has about me to create a picture of me that improves the 

services they provide for me” (p. 4). All three of the circumstances involved common, 

low-risk practices that consumers and marketers engage in on an everyday basis, starkly 

contrasting the “data for discounts” argument trumpeted by marketers. Even when a 

“broader definition of a belief in tradeoffs— the average value of all three statements” 

was applied, only 21% of individuals expressed approval of the idea, and only 4% agreed 

or strongly agreed with all three of the statements presented (p. 4). Another important 

finding underscores the value-exchange principle, which is that when asked about 

tradeoffs in a more general sense—that consumers would allow a supermarket to collect 

information about their grocery purchases if they received discounts in exchange—more 

than twice as many people (43%) supported the notion of tradeoffs than in the broader 

definition. Contradicting arguments predicated on knowledge shortcomings regarding 

why people give up their data, the research found that individuals who were more 

informed and aware of digital marketing and data collection practices were more likely to 
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accept tradeoffs. “When it comes to protecting their personal data,” the researchers 

established that “those with the wherewithal to accurately calculate the costs and benefits 

of privacy are likely to consider their efforts futile” (p. 5). Concurrently, and in line with 

previous research, knowledge and awareness scales supported findings from previous 

research that, overall, consumers do not have adequate understanding or acumen of data-

driven marketing practices to adequately judge decisions of information disclosure. 

However, this research expands on the suppositions about the privacy paradox to a more 

comprehensive, and consequently more complicated, understanding. 

Applying these findings to the mobile health and fitness application and wearable 

technology context, users’ seemingly ambivalent behaviors in the sharing of their 

intimate health data may be the result of a lack of awareness about data collection, 

sharing and use practices, ensuing a reliance on contextual cues because of uncertain 

preferences. Medical information far less revealing than the cumulative, passively 

generated data collected from wearable devices and mobile health trackers, has been 

unfailingly regarded as among the most private, most sensitive and most deserving of 

increased privacy precautions. Given the personal nature of mobile phones and the 

confounding effects of consumers’ lack of knowledge and awareness about the extent and 

depth of information sharing on ad-supported app platforms in conjunction with 

misconceived expectations of medical data protection based on cultural norms, 

consumers’ disclosure of personal health and fitness data cannot be understood in terms 

of existing models of technology use or privacy self-management. Disclosure of this 

nature could significantly impact an individual in a number of negative ways. Concerns 

over embarrassment and physical location—which have been frequently cited as the top 

privacy concerns for users of health and fitness tracking technologies (Patterson, 2013; 

Barnes, 2014; Mottl, 2015)—demonstrate a clear lack of awareness about not only the 
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power of this data, but also users’ inability to appreciate potential harms and therefore 

adequately and rationally make decisions about privacy and disclosure.  

From a marketing perspective, the use of individuals’ biometric data for 

personalized communications holds nuclear power. Advances in machine learning, 

technology sophistication, and improved predictive algorithms will open opportunities to 

traverse not only physical and digital boundaries but those of the human brain, body, and 

mind. As Vickie Kline, a professor at York College, noted in the Pew Research Digital 

Life in 2025: The Future of Privacy report, “Medical privacy will be the most 

paradoxical; we will have unprecedented data at our fingertips to make proactive 

decisions about our health, but the objects around us, and even our clothes, will tattle in 

real-time about the choices we make. We have to work towards security, liberty, and 

privacy online, but government and corporate intelligence and hackers will always keep 

us outside of the comfort zone” (Rainie & Anderson, 2014, p.15). Privacy as a right may 

fade as people experience less privacy in their lives, an implication of data-driven 

strategies significantly exacerbated through the future understanding and use of private 

health data. From a biological and neuroethical framework, Walter Glannon, Canada 

Research Chair in Biomedical Ethics and Ethical Theory at the University of Calgary in 

Alberta, explains: 
 
The body is a necessary frame of reference for our thought and its content. 
Discussing the constellation of physical and psychological states that 
constitute the self—the mind is embodied, in the full sense of the term, not 
just embrained. Proprioception refers to the way in which the 
somatosensory system in the brain mediates perceptual processes related 
to the skin and body. It involves the position of the limbs in space as 
computed by receptors in the muscles and joints. These receptors are 
distributed throughout the body and convey information about the body to 
the brain… These unconscious physiological processes 
constitute…“prenoetic constitution,” which refers to how the body shapes 
and limits our perception of the world. These processes condition, 
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constrain, and color perception. They involve the attunement of the body 
to the environment, as well as the homeostasis of the body itself (Glannon, 
2011, p. 15). 

The diversity and complexity of threats and potential harms to account for that are 

couched in the sharing of this type of data is far greater and more challenging to 

understand than any other information type currently being generated, collected and 

repurposed in the digital marketplace. Implications of the unauthorized access of the 

pervasive, continuous streams of personal biometric data, especially when aggregated 

with mobile sensing and behavioral data, are enormous. Concerns over privacy and 

information security, as well as those of neuroethical significance, will be amplified in 

conjunction with the increased targeting capabilities enjoyed by marketers, as well as the 

inconceivable benefits to healthcare providers, and society as whole. Assumptions about 

rational decision-making and information boundary management cannot and will not hold 

in these new contexts and environments. If benefits from this data are to be realized by 

any and all parties involved, delineating boundaries and determining concretely what is 

“out of bounds” is of critical importance. 

RESEARCH QUESTIONS 

To gain a comprehensive understanding of the state of the industry and 

perceptions of personalized advertising on mobile devices, data-driven marketing 

practices, information sensitivities and privacy, this research investigates mobile 

behavioral marketing from the perspectives of both the U.S. consumer and marketing 

practitioners. In the first study, elite interviews with advertising professionals serve to 

uncover the beliefs, attitudes and opinions about consumer information privacy, 

personalized advertising services, and regulatory approaches held by industry leaders. 

Through the lens of Communication Privacy Management (CPM) theory and the privacy 

paradox phenomenon, Study 2 investigates context and risk perceptions of varying 
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mobile activities held by consumers to gauge when consumers are comfortable with 

revealing their personal data and when perceived risk of information disclosure affects 

mobile activity and behavior. Specifically, information sensitivities are assessed through 

interpretive comparison of three realms of mobile activity: general use, mobile 

commerce, and health and fitness tracking applications.  

Study 1: Industry “Elite” Interviews 

RQ1: How does the industry view third party data collection and privacy? 

Study 2: Consumer Perspective  
 
RQ2: How do consumers’ perceptions of privacy concerns differ in their varying 
risk activities? 
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Chapter IV: Qualitative Study 

SELECTION OF METHOD 

When the goal of research is to understand the meanings and purpose behind 

individuals’ actions rather than predicting their behavior, qualitative methods are often 

considered the most appropriate approach (Braybrooke, 1965).  Field-based approaches, 

such as elite interviews, are especially useful when the research objective is to understand 

“complex interactions, diffuse processes, and often tacit perceptions, beliefs, and values” 

(Drunwright & Murphy, 2004, p. 8), particularly when the interpretation, code, norm, 

affect, or rule guiding the actors is uncertain (Dexter, 1970; Miles & Huberman, 1994; 

Corbin & Strauss, 2008). 

In-depth, elite interviews were used as a means of understanding communication 

practitioners’ perceptions and industry trends of deploying personalized advertising 

through insights from consumers’ personal health information generated through mobile 

technologies. Social science literature delineates “elite interviews” as interviews with 

decision makers and practitioners as opposed to consumers or a mass population (Dexter 

1970). While highly structured, quantitative survey research is inherently valuable for 

predicting behavior and generalizing to populations, elite interviews are designed to 

establish the decision maker’s perceptions and understandings (Drumwright & Murphy, 

2004). Despite inherent benefits, behavioral reports produced by quantitative research 

often disregard the meaning to the actors. When research is aimed at understanding 

actors’ beliefs about what is happening, elite interviews often afford a direct, valuable 

tool. This type of interviewing underscores the informant’s definition of the situation, 

encourages the informant to structure the narrative of the situation, and allows the 

informant to communicate his or her notion of what is meaningful and relevant (Dexter 

1970; McCracken 1988; Drumwright, 1996). This method is appropriate for 
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understanding how advertising practitioners interpret meaning from their experiences 

related to data-driven communications, information privacy, and advertising ethics. 

INTERVIEW PROTOCOL 

Elite interviews were conducted with advertising practitioners to understand their 

perceptions, beliefs, and values. The interview protocol was developed in consultation 

with the research team and advertising professors. It was focused on ascertaining 

advertising practitioners’ views, practices, and discourses related to consumer data 

collection and ethics. In keeping with accepted practice for elite interviewing, the 

questions were primarily broad and open-ended, permitting informants to define the 

situation. The questions prompted informants to identify and discuss trends in consumer 

data collection, personalized advertising practices, and ethical issues in advertising – 

“those that they believed were common, important if not common, and likely to arise in 

the future”. The purpose was made clear when setting up the interview, and all 

informants and their agencies were assured confidentiality to promote openness and 

attenuate biases. Interviews were conducted via telephone and were audio recorded. The 

duration of the interviews ranged from 30 to 60 minutes each.  

SELECTION OF CASE STUDIES 

The sample was selected to differ on a number of dimensions in order to portray 

the depth and breadth of the phenomenon and corresponding practices, reflective of a 

goal of qualitative research and central to theory development (Eisenhardt, 1989). In-

depth interviews were conducted with five advertising practitioners with data-driven 

advertising experience and primary job responsibilities in marketing communication. The 

informants came from varied departments (e.g., creative, media, account services, 

account planning) and were at varied seniority levels. The agencies ranged in size and 
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specialty from small, niche companies to large, international firms with hundreds of 

employees and annual billings in the billions. They had varied job assignments, including 

senior executives, senior-level managers, and functional specialists. 

PROCEDURE 

Analysis of the textual content of the transcribed interviews was conducted using 

SAS Text Miner 12.1, which allows the researcher to parse and extract information from 

text, filter and archive that information, and assemble responses into related topics 

allowing for discovery and new understanding of the information. This software was 

utilized for descriptive text-mining purposes to uncover the primary topics pertaining to 

consumer data collection and use for advertising personalization practices discussed 

within the interviews and to identify grouping of words in the interview responses that 

reflect a specific theme. More specifically, the software groups similar speech entries 

based on terms and their frequency of occurrence across all of the entries as well as 

within each entry. Thus, themes were identified by the textual analysis that revealed a 

grouping of words deemed used commonly together in a discussion.  

Prior to utilizing the textual software, the interview responses were transcribed 

and reviewed by the researchers to gain an understanding of the topics that emerged from 

discussions with respondents. Accordingly, the researchers were able to decipher what 

the resulting grouping of each word set meant. To ensure that the algorithm did not 

overly emphasize words that did not contribute to the emergent themes, the following 

parts of speech were ignored: auxiliary verbs, conjunctions, determiners, interjections, 

participles, prepositions, and pronouns. 

 

 



 59 

Table 1: Topics and descriptive items 

Topic ID Topic Description 

1 +visit, mobile, +look, +site, 
+research 

Behavioral tracking and data 
collection practices 

2 +concern, +ad, personally, 
identifiable, +track 

Concerns: Personally Identifiable 
Information 

3 health, +consumer, +regulate, 
+good, health data 

Consumers’ health and medical data 
management 

4 adoption, +point, +happen, +tip, 
+technology 

Emergence and adoption of wearable 
technologies 

5 +marketer, +add, better, 
+experience, +big Value-added marketing 

FINDINGS 

Topic 1: Behavioral Tracking and Data Collection Practices 

The way marketers collect consumer data to serve personalized ad messages is 

driven primarily by online behavior tracking and internet search histories, with an 

emphasis on mobile behavioral data. When managing customer profiles to serve 

personalized messages, marketers still rely heavily on online behavior tracking and 

search histories. Social listening and information collected from social media profiles 

also contribute significantly. However, marketers have continued to aggressively adopt a 

mobile-first approach in terms of collecting information to understand and target 

consumers as well as serving messages to mobile devices. 
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Topic 2: Concerns: Personally Identifiable Information 

Marketers principally view consumer privacy in personal data collection and 

behavioral tracking as a concern only when data point are personally identifiable and can 

be traced back to the specific individual. The consensus among marketers and advertising 

practitioners is that the primary concerns about consumer data collection practices 

involve whether or not the information is personally identifiable. If a data point does not 

identify the individual personally, little concern exists over data privacy. Anonymization 

of data is the standard for marketers, despite reliance on cookie-level data and device 

identifiers frequently used and highly valued in consumer behavioral tracking. 

Topic 3: Consumers’ Health and Medical Data Management 

This theme involved marketers’ expectations about regulatory controls over 

consumer health and biometric data. Aligned with consumers’ perceptions about 

regulations governing health and biometric data collection and use, marketers and 

industry practitioners indicate that they believe and expect a level of governmental 

regulations (specifically from the FTC and HIPAA) to manage the use of passively 

generated health and fitness data. While many marketers are not currently using this data, 

their expectations for proper management of consumer data involve governmental 

regulations, as well as traditional privacy management practices and procedures of 

transparency and control. 

Topic 4: Emergence and Adoption of Wearable Technologies 

The adoption of health and fitness trackers and wearable technologies and issues 

of market saturation is a topic of interest for marketers. Interest certainly exists in the use 

of consumer health and fitness data collected from wearable devices and mobile health 

and fitness applications, but the question for most marketers is when the adoption tipping 
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point will occur and the market will reach the level of saturation necessary for this data to 

provide actionable insights. Most respondents cited various examples of new 

technologies and mechanisms for emotional targeting and new, deeper levels of data 

collection but were not using this type of information in their own firms. 

Topic 5: Value-Added Marketing 

The ability to serve consumers relevant messages with added value creates better 

experiences through the collection and use of data for personalized advertising. Textual 

analysis revealed that the words and terms “collect,” “big data,” “marketer,” “create,” 

“better,” “advertising,” “experience,” and “add,” appear frequently together. The theme 

of value-added marketing refers to the collection and use of consumer data to target 

individuals with personalized advertising messages. Most marketers aim to serve 

consumers with better offers and more relevant messages through the collection of 

individuals’ behavioral data and information about lifestyle and preferences. Gleaning 

insights from the information collected allows advertisers to better understand the wants 

and needs of consumers. Respondents discussed the trade-off or value exchange between 

marketers and consumers, implicit in the collection of personal data for advertising 

personalization. Specifically, creating a better customer experiences and adding value to 

consumers’ lives through targeted marketing increases message receptivity and enhances 

perceptions of the product or brand. The topic emerged frequently and unprompted 

throughout each of the interviews.  
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Chapter V: Quantitative Study 

SAMPLE 
Participants consisted of 353 U.S. adults (41% male, 59% female) with a mean 

age of 36 years old (SD = 11.01). Educationally, 1% no degree, 11% high school 

graduate, 33% completed some college, 41% college graduate, 13% some graduate 

school experience. Seventy-nine percent of the same was Caucasian, 6% were Asian, 7% 

were African American, 8% were Hispanic, and 1% reported other. 

PROCEDURE 

An online survey utilizing Qualtrics software was posted on the “Human 

Intelligence Task (HIT)” website on Amazon's Mechanical Turk (AMT) platform. 

Respondents were able to preview the survey prior to participating, which included the 

description of the study, the criteria for participation, the compensation structure and the 

estimated length of time necessary to complete the survey. Based on an examination of 

the best practices on AMT, the compensation rate was established at 50 cents per survey. 

The “HIT” remained posted for a total of 7 days. IRB approval was granted by The 

University of Texas at Austin Office of Research Support prior to the electronic 

administration of the questionnaire—study number 2014-01-0008 (see Appendix).  

DEPENDENT MEASURES 

Mobile Use Activities 

Mobile use activity was designed to measure the degree and frequency to which 

consumers use their mobile devices for a range of activities across varying contexts. In 

concert with predominant use cases in the mobile application and mobile Internet 

industry contexts, 11 activities represented overall mobile engagement in terms of 
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popularity and diversity of use. Questions were formulated to replicate existing mobile 

use scenarios, based on current consumer behavior (Urban, Hoofnagle & Li, 2012). Each 

activity was measured on a seven-point Likert scale anchored by “Never” and “Several 

times an hour”. Items included making calls, sending and receiving text messages, 

playing games downloaded as an app, visiting websites/browsing the Internet, using 

social networking service apps, using search engine apps, sending and receiving emails, 

downloading music, using location services such as GPS or maps and taking photographs 

or videos (M = 4.12, SD = .90). 

Mobile Commerce Activities 

Mobile commerce activity was used to assess the extent to which participants 

engaged in 10 varying commerce-based activities including direct response activities and 

activities performed in a commercial context. Each activity was scored by a seven-point 

Likert-type scale anchored by “Never” and “Several times an hour”. Items included 

download mobile applications (brand-specific), text/call family/friends about a product, 

take a picture of a product, send a picture of a product to family/friends, scan a product 

barcode, compare product prices, find a store location, find coupons or deals, research 

product features, check product availability and purchase goods or services online (M = 

2.35, SD = 1.17). 

Mobile Health and Fitness Activities 

To measure participants’ use of fitness monitors and level of engagement with 

mobile health and wellness apps, mobile health and fitness activity was constructed to 

evaluate the extent to which respondents partook in 10 health-related tracking activities 

commonly found on mobile health and fitness devices. These activities ranged from 

passively collected data streams like accelerometer sensors and physiological biometric 
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readings to sleep and nutrition monitoring and referencing self-reported medical 

information such as prescription and medication information. The activities were 

designed to capture a range of information types and uses. A seven-point Likert-type 

scale ranging from “Never” to “Several times an hour” followed each of the items. 

Activities included tracking exercise programs and workouts, logging daily dietary and 

nutritional information, checking vitals such as blood pressure or heart rate, monitoring 

sleep patterns, tracking number of steps taken or flights of stairs climbed, sharing 

information with social networking applications, finding nutritional values for meals and 

foods consumed, referring to prescription and medical information, using location and 

GPS services and tracking nutritional readings such as glucose and cholesterol levels (M 

= 2.13, SD = 1.07). 

INDEPENDENT VARIABLES 

Information Privacy Concerns 

The mobile users' information privacy scale was adapted from Smith et al. (1996), 

specified as a second-order construct consisting of collection, control, awareness, 

unauthorized secondary use, improper access and a newly adapted dimension of location 

tracking. All privacy concerns were measured on a seven-point Likert-type scale ranging 

from “Strongly disagree” (score = 1) to “Strongly agree” (score = 7). The three-item 

measure of control (e.g. “Consumer control of personal information lies at the heart of 

consumer privacy”) reflects the degree that mobile users are concerned about their ability 

to have ownership of their personal information and control access to it (M = 5.78, SD = 

1.02, α = .79). Concerns about collection are reflected in a three-item measure 

conceptualized as the degree to which a person worries about the amount of data 

possessed by others, relative to the value of the benefits received (M = 5.88, SD = 1.09, α 
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= .92). That is, concern over the extent to which personal data is being mined from a 

consumers' mobile phone and stored for later use, for example “It bothers me to give 

personal information to so many advertisers on my mobile phone”. The three-item 

measure of awareness represents the concern over mobile advertisers disclosing how data 

gathered from mobile devices is collected, processed and used, using items such as 

“Companies seeking information about me on my mobile phone should disclose the way 

data is collected, processed, and used” (M = 6.12, SD = .97, α = .89). The four items 

included as unauthorized secondary use (e.g., “Companies with personal information 

collected from mobile devices should never sell that in- formation to other companies”), 

reflect consumers' concerns that their personal information is being distributed to third 

parties without their prior consent (M = 6.27, SD = .94, α = .92). Finally, the six-item 

measure of location tracking (e.g. “It bothers me that advertisers can track my location 

on my mobile phone”), measures level of concern that the user's location data is being 

collected and used (M = 4.42, SD = .71, α = .80). 

Covariates 

Covariate demographic information was adapted from Smith et al. (1996) and 

Malhotra et al. (2004), with some items newly developed. Respondents were asked to 

identify as male (score = 1) or female (score = 2), age, level of education completed and 

years of smartphone use experience and ownership. 

DATA ANALYSIS 

Data were examined using SPSS, version 11. A Multiple Regression analysis was 

used to analyze all hypotheses. Specifically, multiple regression models were used to 

evaluate the three primary variables of interests. Using the three activity variables as 
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dependent measures and regressing dependent variables to privacy concerns, the isolated 

effects of the hypothesized relationships can be observed. 

RESULTS 
 After entering the demographic variables of gender (β = -.02, p > .05), age (β = -

.05, p > .05), and education (β = -.001, p < .05) into block 1 (F (3,352) = .51, p > .05, R = 

.00, Adjusted R2 = .00), data indicate that while the privacy concerns of collection (p > 

.05), awareness (p > .05), control (p > .05), unauthorized access (p > .05), and risk (p > 

.05) were not significant predictors of general mobile commerce activity, location 

concerns (β = -.18, p < .05) did significantly predict. Overall, the regression did not 

explain a significant amount of variance (F (9,352) = 1.38, p > .05, R = .04, Adjusted R2 

= .01) (See Table 2).  

Turning to Mobile Commerce Activity, after entering gender (β = -.01, p > .05), 

age (β = -.84, p > .05), and education (β = .02, p < .05) into block 1 (F (3,352) = .1.72, p 

> .05, R = .04, Adjusted R2 = .01), data indicate that while the privacy concerns of 

collection (p > .05), awareness (p > .05), and risk (p > .05) were not significant predictors 

of mobile commerce activity, control (β = .19, p < .05), unauthorized access (β = -.27, p < 

.05) and location concerns (β = -30, p < .05) did significantly predict. Overall, the 

regression model did not explain a significant amount of variance (F (9,352) = 8.99, p < 

.05, R = .19, Adjusted R2 = .17) (See Table 2).  

Looking at the final model, Mobile Health Activity, data indicate gender (p > 

.05), age (p > .05) and education (p > .05) did not significantly predict (F (3,352) = .1.78, 

p > .05, R = .02, Adjusted R2 = .01). However, when looking at block 2, while the privacy 
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concerns of collection (p > .05), control (p > .05), awareness (p > .05), and risk (p > .05) 

were not significant predictors, unauthorized access (β = -.30, p < .05) and location 

concerns (β = -30, p < .05) did significantly predict mobile health activity (F (9,352) = 

8.99, p < .05, R = .25, Adjusted R2 = .23) (See Table 2).  

Table 2: Multiple regression of demographic and psychological variables on mobile 
commerce activity 

  Mobile 
Activity 

Mobile 
Commerce 

Activity 

Mobile Health & 
Fitness Activity 

 Variable B T B T B T 

Block 1 

Gender -.02 -.37 -.01 -.15 .03 .57 

Age -.05 -.84 -.06 -1.15 -.07 -1.55 

Education -.004 -.07 .02 .34 .04 .81 

Block 2 

Collection  .04 .49 -.01 -.14 -.02 -.28 

Control -.02 -.22 .19 2.24 .13 1.53 

Awareness -.08 -.81 -.13 -1.57 -.13 -1.64 

Unauthorized 
Access .02 .21 -.27 -3.42 -.30 -3.99 

Location -.18 -2.68 -.30 -4.71 -.30 -4.90 

Perceived 
Rick .07 1.04 .10 1.67 .11 1.85 

  R2 = .04, F = 1.34 
p< .05 

R2 = .19, F = 8.99 
p< .05 

R2 = .25, F = 12.72 
p< .05 
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DISCUSSION 

The type and context of data retrieved, shared and used have substantial influence 

over how mobile users interact with their devices. Findings from the current study 

demonstrate that as the perceived level of risk associated with mobile activity increases, 

privacy concerns become more relevant. The isolated effects of consumers’ information 

sensitivities across models indicate that consumer behavior is, in fact, altered by 

perceived mobile use risk. That is, privacy concerns were found to have predictive power 

over activities where types of private information of most concern to consumers exist. 

Findings from this study reveal that concerns about location tracking and unauthorized 

access to personal information have a significant negative impact on sensitive mobile 

activity. Issues of location tracking and unauthorized secondary access to data negatively 

predicted use across all three models. Privacy concerns found not to significantly 

influence mobile use in this study included extent of data collection, awareness of data 

collection and use, and control.  

Overall, the regression explained a significant amount of variance for mobile 

health and fitness activity and mobile commerce activity. Implicit in the findings of this 

study, consumers have grown increasingly more accepting with general mobile marketing 

and data collection practices. But not all data is of equal importance or concern for 

consumers, where data regarding personal information that pertains to sensitive financial 

or health-related issues demands different treatment and greater attention. Marketers and 

organizations that acknowledge and address the areas of greatest concern by affording 

increased protections where consumers feel the greatest threat will gain a competitive 

advantage and increased consumer trust. For mobile use and engagement to continue to 

increase, the industry will need to find a way to alleviate consumers’ concerns.  
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Chapter VI: Discussion & Conclusions 

OVERALL DISCUSSION 

Industry Perspective 

Marketers enthusiastically embrace the use of behavioral marketing across 

devices to serve personalized advertising messages to consumers. Online behavioral 

tracking and social listening tactics remain the industry standard for compiling relevant 

information about consumers for ad personalization, but with mobile device adoption and 

developments in new technologies marketers have realized the necessity of assuming a 

mobile-first approach to consumer interactions. As predicted, (Study 1) data indicate the 

marketing industry is strongly data-focused and becoming increasingly data-driven. At 

the same time, key barriers to using consumers’ personal information in real-time and 

gaining actionable insights from user-generated data involve marketers’ minimal ability 

to track individuals across multiple devices and create more holistic buyer personas.  

Respondents consistently agree, however, that while highly sophisticated, proven 

behavioral targeting is still in infancy, the industry is moving swiftly and aggressively 

toward that end.   

Marketers and organizations in the industry that are best prepared to capture, 

understand, and use the influx of consumer-generated mobile data will enjoy a 

competitive advantage so long as users accept the increased personalization and do not 

view the use of their data as an invasion of privacy. While data ownership, transparency, 

notice and choice were consumer privacy preserving mechanisms discussed throughout 

the elite interviews, industry practitioners emphasized data anonymization and whether or 

not information is personally identifiable as central to data privacy regulation. But the 

expanding digital frontier and advances in research, predictive algorithms and new 
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technologies pose considerable challenges to data protection methods such as aggregation 

and anonymization which are already becoming outdated. Past research has demonstrated 

the ease with which anonymized information can be re-identified and linked back to a 

specific individual. Therefore, while these strategies may be appropriate for less sensitive 

information such as search history, this approach is inadequate when sensitive data like 

those involving financial or medical information is concerned. Interestingly, marketers 

and industry practitioners expressed little concern about the largely unregulated 

collection, storage, dissemination and use of health and biometric data collected from 

wearable devices and mobile technologies, specifically because of the assumption that 

regulations governing such data were already in place at some level. Though the 

application of passive biometric and health data for marketing purposes has yet to be 

realized for the vast majority of the industry, marketers are operating under the 

expectation that governmental regulations currently exist when, in fact, mobile health and 

fitness data are no more protected than any other app category. As one expert noted,  
 
With great power comes great responsibility. But marketers have always had great 
power and always struggled to balance that with great responsibility. This is just a 
new level and we have to take accountability for the fact that because it’s a new 
frontier, there’s not yet regulation in place, and if we don’t have some level of 
self-regulation and try to do the right thing, we’ll find ourselves regulated. As 
marketers, we’re better off thinking ahead on it and making responsible decisions 
instead of waiting for the government to step in. 

Rather than relying on legal guidelines for fair information practices and consumer data 

protection set by governmental regulators, including the FTC and HIPAA, it is crucially 

important for the industry to put meaningful self-regulatory guidelines in place based on 

thorough understanding of future benefits and drawbacks, why they matter, and how they 

will shape individuals, the industry and society. 
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The industry is still transitioning, and the use of consumer-generated mobile data 

is still in its early stages. As customers become more comfortable sharing this 

information, the market will see more experimental and innovative use cases. Marketers 

predict that more precise emotional targeting and message personalization gleaned from 

data-driven insights will be commonplace in the next five to 10 years. This includes 

capturing data from novel sources such as wearables, mobile health and fitness 

application, in-store facial recognition software, and more advanced mobile sensing 

capabilities combined with information captured from current behavioral marketing 

techniques. Specifically, one theme that emerged from this study involved marketers’ 

interest in using of wearable and mobile health data to inform marketing strategies once 

market saturation occurs. Whether the tipping point for mobile health trackers results 

from enterprise wearables for workplace employee management, the innovative, seamless 

integration with other connected smart devices, or increased consumer interest and 

demand, uses of wearable devices and mobile wellness applications are growing and 

expected to see immense growth in the near future. New technologies will drive adoption 

in the near future, resulting in these devices and associated smartphone applications 

becoming increasingly integrated into consumers’ lives. From an industry perspective, 

access, understanding and use of health and biometric data offer intriguing opportunities 

to add value to consumers through personalized services such as reaching consumers at 

the right place and right time with relevant and acutely personalized messages.  

The value to consumers includes enhanced buying experiences and services that 

cater to their interests. However, the way in which marketers, industry practitioners and 

policymakers address the ownership, collection, and use of personal data is of increasing 

importance to consumers. Previous research demonstrates that consumers have 

continued, measured concerns over how their data are being used and the lack of input 
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and control given to them by organizations and marketers using their personal 

information. If the issue of privacy is not sufficiently addressed in the realm of mobile 

marketing and across new technological developments, “Americans might reject the 

legitimacy of a central institution: marketing and consumer commerce. This will have a 

destabilizing ripple effect on many aspects of American life,” as well as the marketing 

industry as a whole (Turow, et al., 2015, p. 19).  

Consumer Perspective 

The current study aims to afford new perspectives on the problems confronting 

the relationship between marketers and consumers in the digital age and Internet of 

Experiences. In order to inform industry practitioners and policymakers of privacy 

concerns most important to consumers, this research sought to identify consumers’ 

interactions with, and tacit perceptions of, the changing mobile landscape. Findings from 

the study establish that concerns about information privacy significantly impact mobile 

device use in categories perceived as higher risk. Information privacy concerns therefore 

become more relevant to consumers as data sensitivity and mobile use risk increases, 

particularly in the realm of mobile health and fitness activities. Results indicate that while 

privacy concerns minimally affect activities users most commonly engage, such as 

making voice calls, sending and receiving text or email messages, using search engine or 

reference apps, playing games, and spending time on social media apps, concerns 

significantly decrease mobile commerce activity and mobile health and fitness activity, 

with consumers indicating that mobile health and fitness information is of the greatest 

risk.  

Privacy concerns found to significantly predict mobile activity and use include 

location tracking and unauthorized secondary access to information. While location 
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tracking was the only predictor of general mobile activity, unauthorized access to data 

had a significant negative effect on both mobile commerce and mobile health and fitness 

use. Additionally, control over personal information was found to influence mobile 

commerce activity, while higher perceived risk contributed to decreased mobile health 

and fitness activity and use. Privacy concerns found not to significantly predict mobile 

activity across all three models in this study (including the extent of data collection and 

awareness of collection practices) may be viewed as more passive dimensions of privacy, 

and therefore less likely to influence behavior. Further, lack of consumer knowledge and 

awareness about current data-driven marketing practices may be implicit in these 

findings.  

As wearable and mobile fitness tracking technologies compound, new information 

privacy sensitivities will continue to surface. Exactly how these devices will interact with 

users, their environment, and with other connected devices is yet to be determined. 

Managing consumer information privacy expectations is critically important as wearable 

and mobile technologies continue to bring data collection and usage into new physical, 

digital and social spaces. In this early stage of technological development, device 

interactions and expectations are still being shaped and negotiated. A paradigm for 

managing privacy risk for and encouraging use of such devices must be flexible enough 

to adapt to changing technological developments and take into account various 

sensitivities that may arise.  

Theory Perspective 

As predicted by CPM, findings from this study reveal that concerns about 

perceived risk from data disclosure and unauthorized access to personal information have 

significant negative influence over mobile activity, with use decreasing in categories 
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where information is considered more sensitive to individuals. While many advertisers 

express confidence in their ability to add value to the consumer experience through 

personalization services and the delivery of effective messages based on personal 

information, the results of this study suggest that many consumers are experiencing 

boundary turbulence as they are confronted with decisions to reveal or conceal 

information from new, highly personal data streams. Changing conditions and new 

technologies are unremittingly altering the demarcation of boundaries around data 

ownership and control of private information. Consistent with CPM, these findings 

suggest that individuals do, in fact, perform calculations of risks and benefits before 

choosing to share or not to share personal information. Hence, businesses and 

organizations that can recognize privacy concerns and work to negotiate boundaries of 

data ownership where consumer information sensitivities are more profound may 

distinguish themselves as pioneers of community standards and innovators of prosocial, 

data-driven marketing approach.  

IMPLICATIONS & FUTURE RESEARCH 

Findings from the current study provide a platform for understanding consumer 

perceptions of advertising personalization and resultant concerns over the privacy of 

personal information. However, the intricacies of such complex and personal issues 

require further exploration into confounding factors influencing perceptions of privacy 

for data collection via mobile and quantified-self devices. U.S. consumers are confronted 

with confounding factors to make decisions about what data they choose to disclose and 

to whom. Building upon previous research, consumers do express concerns about the 

capture and use of their personal data, however, this research suggests that the context 
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and conditions of the “data for discounts” and personalization services do matter to 

mobile users.  

The current research was concerned with identifying the areas of privacy of most 

importance to mobile users, and determining correlations within privacy concerns and 

mobile device use to provide comprehensive analysis of the current attitudes and 

behaviors held by mobile users. To this end, the present study advances the 

understanding of when individuals are and are not concerned about their information 

privacy and the effects of those concerns on use and behavior. Further research is needed 

to identify underlying source of privacy concerns in different disclosure contexts and for 

different types of data. In addition, analysis of the root causes of privacy factors that rank 

highly for consumers merits further review. To develop comprehensive, flexible policies 

and self-regulatory mechanisms that alleviate privacy concerns while facilitating the 

growth of mobile and digital marketing, a more clear understanding of consumers’ 

perceived risks involved with data disclosure is necessary, particularly when considering 

information about commerce and health and fitness activities. For marketers and industry 

practitioners to advance and even continue data-driving marketing practices, 

considerations of data collection contexts and information sensitivities must be 

understood and addressed. Indeed, while the current study provides insight into the 

effects of consumers’ information sensitivities on mobile device and mobile application 

usage behavior, further investigation is required to determine how individuals’ privacy 

anxieties affect their acceptance and enjoyment of personalization services. Identifying 

the changing conditions where consumers welcome ad personalization and data-driven 

messaging strategies requires ongoing, continual research as new technologies emerge, 

devices become more connected, and privacy perceptions evolve. 
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Industry self-regulatory initiatives, including the AdChoices Icon, have emerged 

to promote consumer control over their information and transparency by informing users 

about online advertising and privacy, thus, allowing them to opt out of behavioral 

targeting. In order to provide transparency and control to consumers, the Digital 

Advertising Alliance (DAA) launched the AdChoices Icon program in March 2011 in 

response to demands from privacy advocates and consumers. The AdChoices Icon is the 

focal point of the industry’s AdChoices campaign, designed to educate consumers by 

directing them to landing pages where they can opt out of individually targeted ads and 

find information about how companies monitor online activity for personalization 

services. In February 2015, the DAA expanded the purview of the program to mobile 

devices through the release of a mobile website and app. The AppChoices App represents 

the DAA’s most recent endeavor to implement a privacy code for mobile devices, 

requiring ad networks and organizations to notify individuals about cross-app advertising 

and enabling users to opt out of mobile behavioral advertising. However, research 

investigating consumers’ knowledge, attitudes and perceptions about the AdChoices Icon 

and its success in minimizing discomfort over targeted advertising has criticized the 

campaign as largely ineffective. Research from Ipsos on behalf of TRUSTe revealed that 

over two-thirds (68%) of smartphone users express concerns about having their activity 

tracked to serve them personalized ads, indicating the majority of mobile users are not 

comfortable with digital behavioral advertising (TRUSTe, 2015). The same study found 

that only 37% of consumers were aware of the AdChoices Icon, signifying the need for a 

more effective, comprehensive consumer education program. Communication researchers 

and consumer privacy groups have noted that individuals have difficulty interpreting 

online behavioral advertising disclosure icons such as the AdChoices Icon initiative, and 
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even knowledgeable consumers are unable to understand its function and objectives 

(Hastak & Culnan, 2010; Leon et al., 2012; Ur et al., 2012).  

Beyond the need for a more effective consumer education program, the DAA’s 

AdChoices Icon and AppChoices App program fail to address the aspects of data privacy 

and information disclosure of greatest importance to consumers. Specifically, results 

from the present study suggest concerns about location tracking and unauthorized access 

from third parties are the most significant predictors of individuals’ mobile usage 

behaviors, negatively impacting mobile activity across all three models tested. On the 

other hand, issues related to conceivably more passive dimensions of privacy, including 

awareness and control, were not found to significantly impact use. While advancing 

protections through awareness, notice and choice, the DAA’s program does not enable 

consumers to opt out of data collection practices, including location tracking, nor does it 

restrict third party access to personal information. Therefore, focusing self-regulatory 

efforts on issues of transparency and control alone is unlikely to alleviate consumers’ 

anxieties about the disclosure and use of their personal information and will possibly 

even increase concerns regarding higher risk data collections, such as unauthorized third 

party access and location tracking.  

As participants of this study reflected the Amazon Mechanical Turk 

Crowdsourcing environment, results reflect the opinions and attitudes of mobile users 

with presumably higher levels of engagement than the U.S. adult population. 

CONCLUSIONS 

Ultimately, findings from the current study indicate that advertisers need to be 

aware that consumer perceptions play an increasingly important role in the growth of m-

commerce. The industry has only tapped the surface of this analytics and machine 
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learning revolution, which will benefit marketers and consumers. In coming years, 

advertiser’s relationships with consumers will shift from being a passive deliverer of 

messages to an active provider of personalized content. It is becoming critically 

important to understand how consumers move through their own personal journeys—

what they’ve done, what they’re doing right now, where they’re going to go in the future. 

Turning data into insights by evaluating relationships between data collected from 

personal fitness-tracking devices and online and offline behavior is the ultimate goal for 

“little data”—the quantified information related to a specific individual (Hulkower, 

2015b). As the industry matures, these little data customer-centric use cases will be the 

focus of marketers, from accessing consumer data and marketing analytics in real-time to 

immersive customer experiences facilitated by cutting-edge uses that develop action-

oriented strategies (Revella, 2015; Salesforce, 2015). Data collection and aggregation for 

the cascade of new data streams will pose immense challenges for marketers if not 

executed with caution and precision. That is, predictive data is subject to the statistical 

dilemma of correlation versus causation, personalized advertising messages crafted for 

individual consumers may raise serious privacy concerns as consumers become aware of 

how much is known and understood about their behavior. Scholars, advertisers and 

policymakers are therefore challenged to consider a broadened theoretical framework that 

more accurately reflects the perceived benefits, wants and needs of consumers while 

addressing concerns over information privacy as well as the motivations driving 

consumers to share personal information for the benefits of personalized advertising.  
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