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Analysis of the Power Grid:

Structure and Secure Operations
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Power Grids form one of the vital backbone-networks of our society pro-

viding electricity for daily socio-economic activities. Given its importance, there

is a greater need to understand the structure and control of the power grid for fair

power market computations and e�cient delivery of electricity. �is work stud-

ies two problems associated with di�erent aspects of today’s power grid network

and combines techniques from network science, control theory and optimization

to analyze them. �e �rst problem relates to understanding the common struc-

tural features observed in several power grids across the world and developing

a trackable modeling framework that incorporates these features. Such a frame-

work can lead to insights on structural vulnerability of the grid and help design

realistic test cases to study e�ects of structural and operational reinforcements as

the grid evolves with time. We develop a generative model based on spatial point

process theory that provably produces the distinct exponential degree distribution

observed in several power grids. Further, critical graph parameters like diameter,

eigen-spread, betweenness centralities and clustering coe�cients are used to com-

vii



pare the performance of our framework in modeling the power grids in Western

USA and under ERCOT in Texas.

�e second problem discussed here involves a detailed study of malicious

data a�acks on state estimation in the power grid. Such data a�acks pose a serious

threat to e�orts related to implementing distributed control for e�cient operations

in the grid. We develop a graph-theoretic framework to analyze the design of op-

timal data a�acks and study cost-optimal techniques to build resilience against

them. �e study involves a�acks by a practical adversary capable of modifying

meter readings as well as of jamming the �ow of information from meters to the

grid controller. We prove that the design of optimal ‘hidden’ and ‘detectable’ at-

tacks can be formulated as constrained graph-cut problems that depend on the

relative costs of adversarial techniques, and present algorithms for a�ack con-

struction. Further, we design a new ‘topology’ a�ack regime where an adversary

changes beaker statuses of grid lines to a�ect state estimation in systems where all

meter measurements are encrypted and hence secure from manipulation. We dis-

cuss bounds on the security requirements imposed by the developed a�ack models

and design algorithms for determining the optimal protection strategy. �is helps

present an accurate characterization of grid vulnerability to general data a�acks

and eavesdroppers and motivates e�orts to expand the presence of new secure

meters to foil cyber a�acks in the grid.
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Chapter 1

Introduction

�e power grid is a complex interactive system that a�ects all other sectors

of the economy. As depicted in Figure 1.1, it is a vast network of several thousand

nodes (representing electric buses) and links (representing transmission lines), in-

volved in continuous transfer of electric power. �e past decade has seen increased

research and commercial interest in the grid on account of two primary reasons:

(a) expanding renewable resources and (b) improvement in real-time measurement

and control devices. While the need for renewables like solar and wind has always

been stressed, their actual usage have increased in recent time due to large scale

production of solar panels, wind farms and other renewable based technologies as

well as a universal drive for cleaner and environment-friendly fuels. �e increased

deployment of real-time monitoring and control equipment, o�en on the consumer

side, has been pushed by advancements in communication technology and device

engineering. On account of both of these factors, the power grid’s operation and

control have become more dynamic than ever before. For example, renewable en-

ergy resources like wind and solar power are inherently distributed and stochastic

in nature and hence vary with time and location unlike traditional generation re-

sources that rely on fossil fuels or nuclear energy. Using renewable energy based

generation resources on a large scale hence requires robust control techniques and
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reserves as they may not be able to follow dispatch instructions from the power

grid’s controller. Similarly, new bidirectional measurement devices like phasor

measurement units (PMUs) [1] and smart meters provide consumers the ability to

change their demand based on pricing information. In addition, they make it pos-

sible for the grid controller to use controllable demand to mitigate transmission

constraints and generation losses. New measurement devices thus have improved

the observability in the grid and made dynamic control and distributed decision-

making in the grid feasible. Both renewable technologies and new metering de-

vices are part of power grid advancements that are collectively termed as ‘Smart

Grid’ technologies.

�e incorporation of these techniques, however, presents new engineer-

ing challenges that the operation of the traditional grid was not designed to face.

Stability of grid operations in the increased presence of renewables is an impor-

tant question in this regard. Owing to their intermi�ent nature, this o�en warrants

procurement of additional regulation resources to stabilize the grid. Distributed re-

newable resources can in principle allow self-sustainable operating pockets termed

‘micro-grids’ in the larger grid following a natural disaster like hurricane or a�er a

nuclear fall-out. Understanding the scope of renewables in enabling the recovery

of power grids is another practical concern. For both these problems, it is accepted

that the structural features of the grid play an important role. Indeed, new tech-

niques aimed at improving grid reliability and incorporation of renewables need

to be tried on test networks and simulation beds that follow structural pa�erns ob-

served in real grids across the world. As the grid is expanding in size due to higher
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demand and introduction of new generation resources, such test networks should

be �exible to growth that resembles the grid’s temporal evolution. �is will help

understand future consequences of present technologies and alleviate impending

problems. To achieve this goal, this work develops a structural framework that

incorporates the distinguishing topological features of large electricity grids and

analytically explains the mechanism behind their evolution.

Large scale meter placement in the grid has empowered the grid controller

by enhancing grid observability and controllability. Such meters are o�en digi-

tal in nature and use modern communication pathways for bi-directional passage

of information between the user and the controller. �ese meters and their dig-

ital communication are thus exposed to adversarial action that can corrupt the

measurements on site or during transmission. Adversaries, o�en cyber in nature,

can coordinately change meter readings to produce an incorrect estimate of the

current system state at the grid controller. As the system state is vital for reli-

able and optimal electricity delivery, such data a�acks can result in sub-optimal

price formation in the electricity market and worse, result in unobservable com-

ponent failures that can lead to cascading outages in the grid. �e ill-e�ects of

incorrect data collection had received a�ention in the 2003 North-East blackout

where incorrect telemetry due to an inoperative state estimator was listed as one

of its principal causes [2]. Similarly, erroneous use or estimation of system pa-

rameters has resulted in reported ine�cient prices in the ERCOT power market

[3]. Practicality of such adversarial a�acks has been widely studied in research

(‘Aurora’ test a�ack [4], PMU timing a�ack [5]) and also reported in national me-
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dia (cyberspying [6], foreign hacking [7], ‘Dragon�y’ virus [8]). �ere has thus

been a surge in recent work aimed at reinforcing the reliability of grid operations

by preventing adversarial a�acks. �is work contributes to this vital research di-

rection by development of novel adversarial a�ack regimes, that helps understand

the vulnerability of measurements in the current grid as well as discusses practical

techniques to prevent their occurrence.

To summarize, understanding the impact of new technologies (generation

resources and measurement devices) on modern grid operations necessitates a

careful holistic revision of di�erent grid features including its structure and its

control and estimation infrastructure. �is dissertation a�empts to address some

of the important problems in this context by using tools from network science,

control theory and optimization.

1.1 Motivation

It is well known that the structure of any network deeply in�uences the

connectivity and spread of commodities between its nodes. In the case of a power

grid, its structure plays a vital role, particularly in transfer of power between dif-

ferent zones and spread of cascading failures. �e importance of the structure of

the grid is heightened by the �nding that power grids across nations and regions

show several common characteristics. It is worth mentioning here that a majority

of traditional IEEE test bus systems [9] used for study are limited by their small

network sizes. To understand the impact of upcoming technologies, there is thus

a need to implement them on test cases that include the pa�erns observed in large

4



Figure 1.1: Schematic map of the U.S. electric grid and its interconnects [10]

power grids. Signi�cant work in the past show the connection the performance of

the power grid with its topological structure represented by its adjacency matrix

or its degree distribution. Albert et al. [11] and others [12, 13] have measured the

robustness of the grid against random or directed a�acks and established the im-

portance of the physical network of the power grid in determining its vulnerabil-

ity. Similarly, placement of measurement devices [14] and convergence of optimal

power �ow algorithms [15] depend on structural characteristics as well.

�is provides the motivation for developing a generative framework for

understanding the topological network associated with power grids. �e struc-

5



ture of the power grid, like other network infrastructure, has evolved over time

due to the addition of new buses and transmission lines. It is noteworthy that

in spite of geographical diversity, power grids across the world show structural

similarities. For example, a considerable body of work [16–21] reports an expo-

nential tailed degree distribution for power grid graphs across the world. In this

dissertation, we design a generative model that sheds light on the structure of

power grids, and in particular, provides an analytically tractable formulation for

their observed degree distribution. In addition, the generative model features a

growth component that intuitively explains the emergence of the speci�c degree

distribution in the grid from its temporal evolution. �is is similar to research in

other networks, including social networks [22], the Internet [23] and population

models for spread of diseases [24], which have led to development of network

models inspired by practical observations of their growth processes. For example,

the Barabasi-Albert model develops networks that grow by the principle of ‘the

rich gets richer’ - where a new node entering the graph connects with well con-

nected nodes of higher degree. �is is indeed observed when new users join an

online social network. For the Barabasi-Albert model, developed models have a

power-law nodal degree distribution where the number of nodes of a degree k is

proportional to k−α , α > 1 being a graph parameter. �e observance of this dis-

tribution in several social networks justify the Barabasi-Albert framework. In our

model, the generated networks have a degree distribution that is characterized by

an initial ‘rise’ followed by a distinct exponential fall-o� similar to that observed in

real grids. Favourable comparison of other critical graph features with real-world
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cases justify the modeling framework and quantify its performance.

Reliable real-time operations of the power grid and control of its various

components rely on accurate monitoring of the state of its di�erent components,

including line currents and breaker statuses on transmission lines and voltage and

power consumption on buses. �ese measurements are relayed to the grid’s cen-

tral controller by Supervisory Control and Data Acquisition (SCADA) systems and

used in the state estimation and subsequently in stability analysis and electricity

price formation. In reality, measurements collected in the grid su�er from random

noise and probabilistic communication failures. State estimators are able to over-

come them through the use of statistical methods like weighted least-square crite-

rion [25, 26] that utilize the redundancy in the measurements. Further, presence of

bad measurements can be detected and correspondingly removed by the bad-data

detector and remover present in the state estimator. Such an estimator is shown in

Figure 1.2. However, an adversary can evade the resident bad-data checks at the

estimator without raising any alarm through a network based coordinated a�ack

on multiple meters. Such adversarial manipulation can include di�erent strategies,

including but not limited to data injection into meters, changing breaker statuses

as well as jamming/blocking of measurement communication to the state estima-

tor. An intelligent use of these adversarial tools can lead to either an unobservable

‘hidden’ [27] a�ack or an uncorrectable ‘detectable’ [28, 29] a�ack. �e vulnera-

bility of state estimation to these adversarial manipulation presents harmful con-

sequences to the grid health and needs to be carefully studied.

�is dissertation analyzes data a�acks from both the objective of adversary
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Figure 1.2: Schematic diagram of a generalized state estimator in the power grid

and grid controller. From the adversary’s viewpoint, construction of low cost data

a�acks using minimum resources enables a correct quanti�cation of the grid vul-

nerability. From the grid controller’s perspective, studying the minimal placement

of secure/incorruptible measurements and hardening of existing measurements to

prevent data a�acks help drive techniques to build grid resilience. �e design of

optimal a�acks and the related problem of preventing them can be formulated as a

graph-theoretic problem. �is is not surprising given that voltage, current, breaker

status measurements in the grid are based on nodes and edges in the power grid

graph and provide a graph-based interpretation of system observability [30]. �is

motivates the application of common graph-theoretic problems like determina-

tion of constrained minimum weight cuts, construction of spanning trees, optimal

8



set-cover and graph coloring [31] in the study of data a�acks. We discuss graph-

based formulation of a�ack regimes that include both unconstrained a�acks and

a�acks on speci�c buses in the grid. Further, this dissertation introduces novel

a�ack regimes that include ones focussed speci�cally on changing topology esti-

mates and others operated through computationally light ‘detectable’ adversarial

jamming schemes. �e ultimate goal here is to develop algorithms to construct

optimal a�acks and associated protection schemes that will enable a precise quan-

ti�cation of the security of state estimation.

1.2 Main Contributions

We now provide an overview of the major contributions of this disserta-

tion. For ease of presentation, they are classi�ed under two broad areas.

1.2.1 Modeling Large Power Grids

[32, 33]: We develop a spatio-temporal generative framework that intu-

itively explains the common topological trends observed in evolving grids and in

particular, their exponential degree nodal distribution. We derive analytically the

degree distribution given by our generative model and show that it �ts degree dis-

tributions in simulated networks as well as real world grids, notably the Western

US [34] and the ERCOT grids [35]. To demonstrate the e�cacy of our approach, we

also compare important features including diameter, node and edge betweenness,

spread of eigenvalues and graph clustering of our generative model with the real

grids. To the best of our knowledge, this is the �rst a�empt to model the ERCOT
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power grid’s topology. To demonstrate the performance of our model, we com-

pare dynamics of network processes like infection propagation on our generated

graphs with that of real grids.

1.2.2 Analysis of Adversarial Attacks on Power Grids

[29, 36–41]: We begin by considering ‘hidden’ injection a�acks by an ad-

versary that uses data injection to change the values of insecure meter measure-

ments in the grid without ge�ing detected by the state estimator. We provide a

polynomial time algorithm using min-cuts in the measurement graph to deter-

mine the optimal cost a�ack aimed at changing the state estimate at a speci�c tar-

get set of nodes. We discuss the problem of preventing such a�acks and present

greedy strategies to protect existing measurements or place additional secure me-

ters to achieve resilience [37, 38]. When the additional secure measurements com-

prise of phasor measurement units (PMUs) that measure both line currents and

nodal voltage phasors, we show that their optimal placement is equivalent to a

set cover problem that can be solved approximately by a distributed belief propa-

gation based algorithm [36]. Next, we develop a new ‘detectable’ injection a�ack

framework where the adversary conducts a change in state estimate despite get-

ting detected at the estimator [29]. We show that the optimal a�ack design in this

case is given by a constrained graph cut problem and present two approximate

algorithms based on iterative min-cut computations and Semi-de�nite relaxation

to solve it. We show that the optimal ‘detectable’ a�ack have cardinality less than

half of that of ‘hidden’ a�acks on average, while preventing them requires much
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greater presence of secure measurements.

�is is followed by the development of a new and realistic a�ack frame-

work where the adversary uses measurement jamming along with data injection

on insecure measurements to a�ect state estimation [40]. We show that jamming

inherently reduces the a�ack cost by changing the optimal a�ack design. For both

‘hidden’ and ‘detectable’ jamming a�acks, we provide constrained graph-cut based

formulations, the exact structure of which depend on whether the cost of data in-

jection is greater than (or less than) twice of the jamming cost. Expanding on this

jamming based scheme, we present generalized ‘hidden’ and ‘detectable’ a�ack

framework where in addition to insecure measurements, secure measurements

are allowed to be jammed (not data -injected) by the adversary [41]. �e problem

of designing the optimal a�ack in this generalized framework divides the range

of relative costs for the three adversarial tools ((a) jamming and (b) data injection

in insecure measurements, and (c) jamming of secure measurements) into three

regions. In each region, the optimal generalized a�ack is determined by solving

at most two graph cut based problems speci�c to the region. Further we should

that preventing generalized a�acks is much harder than preventing jamming and

injection a�acks and requires the absence of any insecure measurement in the

system.

Finally, we discuss a new topological a�ack model where the adversary

doesn’t inject data into any meter reading at all. Instead the a�ack involves chang-

ing breaker statuses on transmission lines and jamming of �ow measurements to

change the state estimate. In a result that signi�es the importance of this regime,
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we prove that the optimal a�ack, if it exists, requires a�acking just one breaker in

the system while jamming the necessary �ow measurements to prevent detection.

�e threat posed by the designed a�ack frameworks and the performance

of our design and protection algorithms are presented by simulations on IEEE test-

cases.

1.3 Dissertation Outline

�e rest of the manuscript is organized as follows. We provide informa-

tion on prior literature related to the topics covered in Chapter 2. We present a

detailed description of the work completed in developing a generative model for

power grid graphs in Chapter 3. �e graph-theoretic design of optimal ‘hidden’

and ‘detectable’ injection a�acks on state estimation and discussion on preventing

them are included in Chapter 4. Measurement jamming based a�acks are discussed

subsequently in Chapter 5. Chapter 6 includes the description of data a�acks on

topology estimation in the grid using breaker status changes and jamming. Finally,

we conclude the dissertation and provide avenues for future work in Chapter 7.
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Chapter 2

Background

Here, we present a discussion of prior research on problems described in

later chapters of this dissertation. In particular, we look at studies on the follow-

ing two problems: characterizing and modeling of power grid structures and data

a�acks by adversaries aimed at changing the output of state estimation.

2.1 Modeling Large Power Grids

Developing intuitive generative models to describe the de�ning charac-

teristics of a network has been an active area of research in di�erent �elds. For

power grids in particular, several researchers have commented on the de�ning

characteristics of the degree distribution observed in the underlying network of

large power grids. [19] reports the presence of exponential nodal degree distri-

bution while considering power plants, substations, and 115 - 765 kV power lines

of the North American power grid. �e exponential degree distribution is also

reported for the Western US power grid in [20]. Hines et al. in [21] suggest an

exponential degree distribution in the Eastern, Western and Texas Interconnects

in North America. A clear exponential tail distribution for the New York Indepen-

dent System Operator (NYISO) is mentioned in [44]. Similarly, [16–18] mention
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an exponential degree distribution for power grids in several European countries,

namely Italy, UK, Ireland, Portugal, and for the entire connected component in the

Union for the Co-ordination of Transmission Electricity, UCTE. It is thus fair to

state that despite di�ering geographical shapes and terrains, power grids across

America and Europe possess an exponential distribution or, in the least, an ex-

ponential tail for the nodal degrees. �is distinguishes power grids from other

commonly studied large networks like social networks that tend to have power-

law/scale free distributions.

�ere is a body of work on developing generative models for the observed

exponential degree distribution in the power grid. �e authors of [34] present the

well-known small-world generative model where nodes get connected to neigh-

bors in a ring la�ice and links get rewired between nodes to form the �nal graph.

[44] develops a model called RT-nested-Smallworld based on the Wa�s and Stro-

gatz small-world model. Nodes, in this model, lie on a ring la�ice and are linked

to their neighbors with some probability. �ese links are then rewired following a

Markov chain to develop the �nal network. �e model presented in [44] approx-

imates the NYISO power grid well, though it requires several tunable parameters

to obtain the optimal �t. One major drawback of such generative models, from an

explanatory viewpoint, is that they presume a static original network con�gura-

tion. In reality, power grids are dynamic and evolve with time due to addition of

new nodes (buses) and edges (transmission lines).

In related networks demonstrating a power-law nodal degree distribution

like the internet and airline network have been explained using the Barabasi-
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Albert model [22]. [45] presents a modi�ed generative model based on the Barabasi-

Albert model for exponentially distributed networks. Here, new nodes enter the

network and gets connected to existing nodes either randomly or with a probabil-

ity that gives preference to nodes with higher degrees. �is model is restrictive as

it uses the principle of ‘the rich gets richer’ which clearly does not apply to power

grids. Further the aforementioned models do not describe the spatial nature of the

power grid with physical nodes distributed over a geographical area. Our gen-

erative framework described in the next section provides a tractable yet simple

framework for understanding the temporally evolving spatial network associated

with power grids.

2.2 Analysis of Adversarial Attacks on Power Grids

Security of the power grid to cyber-a�acks has received widespread a�en-

tion in the research community as well as in popular media in recent times. �e

authors of [27] were among the �rst to identify the problem of ‘hidden’ data in-

jection a�acks that can change the state estimate by bypassing bad-data detection

checks at the state estimator. It is shown in [27] that, in IEEE test systems, o�en

a few malicious measurements are su�cient to produce a successful a�ack in a

state estimator based on DC power �ow model [26]. �e central idea behind ‘hid-

den’ a�acks in [27] is the design of a vector of data injections in the column space

of the measurement matrix used in state estimation. Since then, several others

have discussed the construction of feasible injection a�ack vectors and measures

to protect the grid against such a�acks. Reference [46] presents a framework for
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designing the optimal a�ack-vector for the constrained adversary and counter-

measures using l0 and l1 recovery methods. Similarly, in [51], the authors study

the creation of the optimal a�ack vector as a mixed integer linear program. Ref-

erence [48] presents a graph partitioning problem for a�ack construction derived

from necessary and su�cient conditions of constructing feasible injection a�acks.

�e authors in [50] discuss conditions for feasible data a�ack on a Kalman-Filter

based estimator for AC power �ow systems. �e case of hidden a�acks under

imperfect network information at the adversary is discussed in [49]. �e adverse

e�ects of data a�acks on pricing in the power market is analyzed in [52]. For the

problem of detecting such ‘hidden’ injection a�acks, a heuristic based detector for

malicious data is presented in [47]. [46] provides greedy schemes to place secure

measurements to prevent them. �e minimum number of incorruptible measure-

ments needed for protection against all ‘hidden’ injection a�acks is equal to the

size of the state vector [27]. A major section of research on preventing ‘hidden’

a�acks have focussed on using secure phasor measurements units (PMUs). PMUs

were �rst developed in the Power Lab at Virginia Tech under a contract with BPA

in 1986. PMUs placed on buses can provide time-synchronized measurements of

both the bus voltage phasor as well as the power �ows on all transmission lines

incident on that bus. �e problem of placing minimum number of PMUs to en-

sure secure observability in the system is a integer program (IP) with or without

nonlinear constraints and is NP complete for general grid graphs. Multiple pa-

pers [14, 53, 59] use commercial integer programming packages, TOMLAB [55]

and Cplex [54] for arriving at the optimal solution. Similarly, [56], [57] and [58]
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use exhaustive binary search, a particle swarm optimization and an iterated local

search metaheuristic respectively to search for the optimal solution.

Aside from the mentioned research on ‘hidden’ a�acks, a line of work has

analyzed ‘detectable’ data injection a�acks that a�ect state estimation despite fail-

ing bad-data detection checks. In this a�ack mode, the adversary focusses on the

bad-date remover instead (see Fig. 1.2) and changes meter readings intelligently

to prevent the bad-data remover from removing some/all of the tempered mea-

surements from the system. Reference [28] demonstrates the construction of a

basic ‘detectable’ a�ack (termed ‘data integrity’ a�ack) by using half of the mea-

surements in the optimal ‘hidden’ injection a�ack, and by damaging the rest. �e

state estimator here removes only the damaged measurements as bad-data while

the other half manipulated by the adversary passes the bad-data detection test and

causes the a�ack. �us the number of injected measurements is reduced by 50%

over that in the optimal ‘hidden’ a�ack leading to a reduction in a�ack cost.

Note that both ‘hidden’ and ‘detectable’ a�ack regimes discussed till now

use data injection as an adversarial tool to design optimal a�acks. An adversary

can also jam measurements. By jamming, we refer to any adversarial action that

prevents the state estimator from receiving or using a particular measurement.

Jamming can be conducted by several practical techniques including wireless jam-

mers, GPS spoofers, coordinated Denial of Service a�ack [60] or even by physical

damage to the device, meter and communication equipment [61]. �ese techniques

are o�en easier to implement than data injection a�acks where the adversary must

breach on-site security at the meters and change their readings to precisely format-
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ted real values. Further, unlike data injection a�acks jamming can be conducted

on both insecure and secure (encrypted) measurements. �ough jamming a�acks

have been implemented in research, we are not aware of any prior analytical study

regarding their impact on constructing adversarial a�acks. Including jamming

into the optimal a�ack framework is an important focus of this dissertation.

While estimating grid state variables as shown in Fig. 1.2, the estimator

uses topological data collected from breakers on transmission lines, in addition

to meter readings. �e breaker statuses indicate whether transmission lines are

open and closed, and help determine the network topology based on which the

remaining state estimate is derived. Most data a�acks discussed in literature ig-

nore the topology estimation process from adversarial manipulation. �e authors

of [62] look at ‘hidden’ data a�acks where a�acks on breaker statuses are con-

sidered together with malicious data on meter measurements. Using both breaker

status corruption and standard data injection into meters, [62] describes optimal

state preserving undetectable a�acks. Here the states comprising of nodal voltage

phasors are kept unchanged while power injection estimates are changed using

minimum number of corrupted locations. Topology a�acks using breaker statuses

and jamming of �ow measurements are introduced in [63] for grids with a speci�c

meter con�guration - where line �ow measurements can be considered as state

variables. �is dissertation develops a novel ‘hidden’ topology a�ack framework

using breaker status changes and jamming of �ow measurements that is able to

change the state estimate in a general grid.
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Chapter 3

Generative Model for Large Power Grids

A tractable modeling framework for large power grids can bene�t grid re-

search in several ways. For one, it helps develop analytical expressions for network

processes like failure propagation and changes produced by network changes like

creation/removal of transmission line or buses. Secondly, it helps design scalable

and realistic test cases that resemble large grids in operation today. Such test cases

can in turn be used for understanding the scope of new technologies and help im-

prove operational decisions on problems like placement of bu�ers/ba�eries and

locations for grid reinforcement. �e primary goal of this chapter is to provide a

spatio-temporal generative framework that intuitively explains the common topo-

logical trends observed in evolving grids and in particular, provides an analytical

expression for the observed nodal degree distribution. Note that analytical models

like ours, unlike detailed modeling and simulation tools, do not lead to an exact

match for all characteristics but provide an accurate approximation with the addi-

tional bene�t of mathematically tractability for important network measures [64].

To demonstrate the performance of our model, we compare important features in-

cluding diameter, node and edge betweenness, eigenvalues and graph clustering

of generated networks with similar sized real grids. We highlight that the goal is

to model the grid topology alone. Addition of electrical properties to our modeling
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framework is a potential extension that will greatly aid its practical usage.

Main Results: We mathematical characterize the node degree distribu-

tions observed in two power grids in America, the Western US and ERCOT grids,

and show that they are accurately represented by a weighted sum of shi�ed expo-

nentials. We develop a generative model for a evolving spatial grid based on 2-D

spatial point process theory. �e model simulates the growth of power grids as a

temporally evolving point process where cost e�ective transmission lines are built

to connect new nodes for reliable delivery of electricity. We prove that the result-

ing nodal degree distribution in our generative model is given by a shi�ed sum

of exponentials. We use this generative framework to produce similar sized arti�-

cial networks that correctly �t the degree distribution in the considered real grids.

Following it, we compare scaling of network diameter, distribution of node and

edge centrality measures, distribution of node clustering coe�cients and spread of

eigen-values between the generated networks and their real-world counterparts.

Finally, we show the use of the generative model in studying network processes by

comparing simulations of infection propagation processes on generated networks

and real grids.

3.1 Characterizing the Empirical Node Degree Distribution

Structurally, the power grid is a graph with nodes representing the buses

in the grid and edges representing the transmission lines connecting the buses.

As mentioned in the Introduction, power grids across the world have been re-

ported to have node degree distributions that have exponential tails. We consider
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two power grids here, and evaluate the node degree distributions of their repre-

sentative networks. Fig. 3.1(a) shows the node degree distribution of the reduced

Western US electrical power grid, which has 4941 nodes and 6594 edges [34]. �e

second network we consider is the power grid in Texas that is under the Electric

Reliability Council of Texas (ERCOT) [35]. �e connected graph has 5514 nodes

and 6522 edges and its node degree distribution is presented in Fig. 3.1(b).

We observe that for either power grid, the pd.f. of the degree distribution

has a signi�cant exponential tail. Additionally, we note that each considered de-

gree distribution increases in value over a short interval preceding the exponential

tail. �e same trend has been reported for the NYISO power grid in [44], where the

increase at the beginning has been called a ‘kink’. We also con�rm the presence

of a ‘kink’ and exponential tail in the Polish grid, whose network data is avail-

able with Matpower [65]. Due to the presence of this initial interval of increase,

the node degree distribution in the power grid deviates from an exact exponential

function. As elucidated in Figs. 3.1(a) and 3.1(b), the empirical degree distribution

is best �t by a shi�ed sum of exponential distributions characterized below:

pd f (d ) =
∑
i

wie
−
d−ki
µK I(d ≥ ki ) (3.1)

where d denotes the degree of a node, µK its mean and wi and ki are normalizing

constants and degree shi�s associated with each exponential. In the next section,

we present our generative model that produces temporally evolving networks with

degree distributions similar to that of real grids.
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Figure 3.1: Observed node degree distribution p.d.f in power grids (a) Western US
(b) ERCOT

3.2 Generative Model for Power Grid Network

A brief note on notation: we use P (.) to denote the probability of an event,

and E (.) to denote expectation. δ (.) represents the dirac delta function, α = 1 − α

22



and I(.) the indicator function.

We show in the previous section that power grids possess an degree distri-

bution that can be represented by a sum of shi�ed exponentials. Our goal here is to

explain it using a temporally-evolving generative model based on the framework

of 2-D spatial point process theory. In our model, Ntotal nodes are placed one at a

time in space according to a two dimensional Poisson point process Pλ with den-

sity λ. Here, edges/links between nodes are formed when a new node is placed into

the system. �e new node connects to K of its nearest pre-existing nodes in the

network, whereK is a parameter given by an integer-valued random variable with

known distribution. �e growth step captures the expansion of power grids over

time due to the creation of new buses and resulting transmission lines. �e param-

eter K here represents the tendency of new nodes to form multiple connections to

build robustness against failures in the physical network. �e selection of ‘nearest

neighbors’ for edge formation minimizes the costs of building transmission lines

which require signi�cant investment in real estate and copper. We now, prove that

our model of network growth provides the appropriate shi�ed-exponential degree

distribution observed in real power grids.

3.2.1 Analysis of the Degree Distribution of the Generative Model

We represent the geographical area covered by the grid by a disk R. �e

network evolution in our generative model takes place in discrete time steps with

one new node being born at each step. �e nodes are numbered in the order of

their creation with the �rst-born node numbered as 1. From the network growth
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process described in Section 3.2, it is clear that a new node born at time t connects

to an existing node a present in R if its location (chosen randomly) lies within a’s

‘Region of In�uence’ (Rat ) - the area within R at time t such that for every point

b within that area, node a is amongst the K nearest neighbors of b. As shown in

Fig. 3.2.1, for K = 1 (new nodes link to their nearest neighbors), the ‘region of

in�uences’ of existing nodes are given by a �rst order Voronoi tessellation [66] in

the disk R.
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Figure 3.2: Region of In�uence represented by Voronoi region for a 20 nodes sys-
tem with K = 1

For K > 1, the regions of in�uence are given by overlapping Kth order

Voronoi-regions. �e analysis of the degree distribution in the evolving network

thus follows from the evolution of Kth order Voronoi-regions de�ned by the ex-

isting nodes in R. As closed form expressions for higher order (K > 1) Voronoi-

regions seldom arise, we use a mean-�eld framework [75] for our analysis instead.
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�is technique involves replacing the dynamics of a single node at each step with

the average dynamics of the entire system.

We �rst consider the case where K (number of links formed by the new

node) is a constant at k . Note that due to creation of k edges, each new node gets a

degree of k . Let N (m, t ) denote the average number of nodes of degreem at time t .

At time t+1, N (m, t ) increases if the new node born into the system connects with

nodes of degree m − 1, and decreases if the new node links with nodes of degree

m. Now the probability of forming an edge to a node of degree m is proportional

to the cumulative volume under ‘regions of in�uence’ of nodes of degreem. Note

that at each time step, the expected volumes of the kth order Voronoi-regions of

all existing nodes depend only on their positions (which are selected randomly)

and not on the order of their arrival into the system. Subsequently, each existing

node has the same expected volume of ‘region of in�uence’. �ereby the expected

cumulative volume of the regions of in�uence of nodes with degree m is propor-

tional to the fraction of nodes with degreem. �e average increase in the number

of nodes of degreem at a time step is thus given by the following relation

N (m, t + 1) − N (m, t ) =
N (m − 1, t )k

t
−
N (m, t )k

t
(3.2)

+ δ (m = k )

Consider m = k . We have N (k, t + 1) − N (k, t ) = −N (k,t )k
t + 1. For large t , using

Lemma 4.1.1. in [67], this becomes

N (k, t )

t
=

1
1 + k

(3.3)
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For m , k , we have N (m, t + 1) = N (m, t ) (1 − k
t ) +

N (m−1,t )k
t . For large t , again

using Lemma 4.1.2 in [67], we obtain

N (m, t )

t
=

limt→∞
N (m−1,t )

t k

1 + k
= (

k

1 + k
) (m−k )

1
1 + k

(3.4)

�e average fraction of nodes n(d ) with degree less than d , where d ≥ k , is given

by

n(d ) =
1

1 + k
+

1
1 + k

k

1 + k
+ ... +

1
1 + k

(
k

1 + k
) (d−k−1)

⇒ n(d ) = 1 − (
1 + k
k

) (k−d ) ≈ 1 − e−
d−k
k (3.5)

Note that the cumulative distribution function converges to an exponen-

tially decaying function for constant K . Next, we analyze the case where parame-

ter K is an integer valued bounded random variable with known distribution. Let

K take two values, k1 and k2 with probability α and α respectively. �us, K has a

mean of µK = αk1 + αk2 where α = 1 − α . Note that µK represents the average

number of edges formed at each time step by a new node. �e temporal evolution

in expected number of nodes of degree m, N (m, t + 1) is then governed by the

following equation:

N (m, t + 1) − N (m, t ) = µK
N (m − 1, t )

t
− µK

N (m, t )

t
+ αδ (m = k1) + αδ (m = k2)

(3.6)

As a fraction α of new nodes form k1 links, we have

N (k1, t + 1) − N (k1, t ) = −
N (k1, t )µK

t
+ α .
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For large t , using (3.3), this becomes

N (k1, t )

t
=

α

1 + µK
(3.7)

For k1 < m < k2, at large t , using (3.4), we have

N (m, t )

t
=

lim
t→∞

N (m − 1, t )
t

µK

1 + µK
= (

µK
1 + µK

)m−k1
α

1 + µK
(3.8)

Similarly, form = k2, at large t ,

N (k2, t )

t
= (

µK
1 + µK

) (k2−k1)
α

1 + µK
+

α

1 + µK
(3.9)

Finally, form > k2, for large t , using the same method we get:

N (m, t )

t
=(

µK
1 + µK

) (m−k1)
α

1 + µK
+

µK
1 + µK

) (m−k2)
α

1 + µK
(3.10)

Using Equations (3.7), (3.8), (3.9) and (3.10), the fraction of nodes n(d ) with degree

less than d is given by

n(d ) ≈ α (1 − e−
d−k1
µK )I(d > k1) + α (1 − e

−
d−k2
µK )I(d > k2) (3.11)

Using an identical approach, it is clear that if K takes values ki with proba-

bility αi respectively over some range of i’s, the nodal degree distribution is given

by a weighted shi�ed sum of exponentials:

pd f (d ) =
∑
i

αi
µK

e
−
d−ki
µK I(d ≥ ki ) (3.12)

Validity ofMean-Field: We now discuss the correctness of using a mean-

�eld model to approximate the degree distribution in our analysis of the generative
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model. We �rst construct a random variableZ (m, t ) to represent the actual number

of nodes of degreem at time t . Let the locations of incoming nodes in the system be

given byy1, y2 etc. beginning with the �rst node. We can then obtain a martingale

Zi (m, t ) as follows:

Zi (m, t ) = E (Z (m, t ) |y1,y2...,yi ) (3.13)

Note that the average number of nodes of degreem at time t , N (m, t ) = Z0(m, t ) =

E (Z (m, t ), while Z (m, t ) = Zt (m, t ). Further, |Zi (m, t ) − Zi−1(m, t ) | ≤ 2kmax where

kmax is the maximum value thatK can take. Using the Azuma-Hoe�ding’s inequal-

ity [67] for martingale convergence, we have

P (Z (m, t ) − N (m, t ) ≥ x ) ≤ e−
x2

8k2t

⇒ P (Z (m, t )/t − N (m, t )/t ≥ x ) → 0 as t → ∞

�us, a mean-�eld approximation converges to the actual degree distribu-

tion. To elucidate our analysis, we present Fig. 3.3(a) which include the degree

distribution for a network given by our generative model with parameter K tak-

ing 3 possible values with known probabilities. We see that the degree distribution

is correctly �t by the expression given in Equation (3.12). �is demonstrates the

accuracy of the mean-�eld result for our generative model. Further it is worth not-

ing that the nodal degree distribution of the generative model has an initial rising

component followed by an exponential tail, similar to the common trend observed

in degree distributions of real power grid networks. In the next section, we use

our generative model to �t real power grid data.
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Figure 3.3: Fi�ing sum of shi�ed exponential p.d.f.s from Equation (3.12) to the
node degree distribution produced by generative model with variable parameter
K

3.3 Comparing Real Power Grids with Generative Model

We look at the two power grid networks described in Section 3.1 and model

them using our generative framework. To model the Western US electric power

grid (4941 nodes and 6594 edges), the parameter K in the generative model is

given values of 1, 2 and 12 with probabilities .54, .45995 and .00005 respectively.

Fig. 3.4(a) shows the comparison between the degree distribution of the Western

US electric power grid and the average degree distribution of a network with equal

number of nodes simulated using our generative model. Similarly, we model the

ERCOT power grid (5514 nodes and 6522 edges) using our generative model where

parameter K takes values of 1, 2 and 12 with probabilities .75, .24994 and .00006

respectively. Fig. 3.4(b) shows the comparison of degree distributions for this case.

29



Note that in either case, the support of K has a size of 3, where K takes the largest

value (> 10) with very lower probability (< 10−3). �is large value in K ’s support

models the few critical nodes in the grid that have degrees much greater than the

remaining nodes.

�e preceding theoretical analysis, simulation results and ��ing with real

grid data signify that our intuitive generative framework is able to model the dis-

tribution of nodal degrees while preserving mathematical tractability. Next we

look at other important parameters that a�ect the grid’s functioning and security

and compare their trends seen in real data with our generative model.

3.4 Diameter of the Network

�e diameter of a graph is the length of the longest route between any

two nodes in the graph. In power grids, the diameter a�ects the probability of

fragmentation following a directed or random adversarial a�ack on the network

nodes and edges [19, 70]. �is is observed as diameter of the network is related to

the prevalence of nodes with high degree critical for connectivity in the grid. In

general, the scaling of the diameter of the power grid network with the number of

nodes is hard to quantify due to varying topological constraints and geographical

boundaries that a�ect connectivity in the network. Fig. 3.5(a) presents the aver-

age diameter observed in power grids with comparable average nodal degree as

presented in [21, 44]. Note that the average diameter of the network scales with

the logarithm of the number of nodes. �e diameter of networks given by our

generative model for di�erent values of N (number of nodes) and K (number of
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Figure 3.4: Node degree distribution in real power grid and corresponding similar
sized network given by generative model for (a) Western US power grid (b) ERCOT
power grid.

connections per incoming node) is shown in Fig. 3.5(b). We observe a logarithmic

scaling between the diameter and the network size for our generative model, that
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Figure 3.5: Diameter of the network v/s size of the power grid for (a) real power
grids (b) generative model networks.

is similar to observations in power grids.
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3.5 Betweenness Centrality of the Generative Model

In this section, we compare the betweenness centrality of graphs given

by our generative model with that of available power grid graphs. Betweenness

centrality for a node i (denoted by li ) or an edge eim (denoted by lim) in a graph

measures the number of shortest paths (with minimum number of hops) in the

graph that pass through that node or edge respectively [17]. For an undirected

graph with N nodes, betweenness centralities of every node and edge are given

by:

li =
∑
j,k,i

njk (i )

njk
betweenness centrality for node i (3.14)

lim =
∑

j,k,i,m

njk (im)

njk
betweenness centrality for edge eim (3.15)

Here njk is the total number of shortest paths between nodes j and k while njk (i )

is the number of shortest paths between j and k that include node i . Similarly,

njk (im) denotes the number of shortest paths between j and k that pass through

edge eim.

Higher value of betweenness centrality for a node or an edge indicates its

greater relevance to the robustness of the network. In particular, studies show that

an a�ack on nodes with the largest betweenness centrality values creates worse

blackouts and loss of connectivity in a power grid than an a�ack on nodes with the

highest degrees [17, 69]. Further, [43] mentions the positive correlation between

the betweenness centrality of an edge in the grid with the amount of load �owing

on the edge. �is enables the use of betweenness centrality in the analysis of

cascading outages in the power grid [68].
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We plot the p.d.f.s of node and edge betweenness centralities (L) for West-

ern US power grid in Figs. 3.6(a) and 3.6(b). For each betweenness centrality mea-

sure, we also plot the average p.d.f. obtained from a similar sized network given

by our generative model. It is evident from the plots that our generative model

accurately predicts both the node and edge betweenness centralities for the West-

ern US power grid. Next we consider the ERCOT power grid. We show the p.d.f.s

of its edge and node betweenness centralities in Figs. 3.7(a) and 3.7(b) respectively

and compare them with the corresponding centrality measures of networks given

by our generative model. We observe that our generative model induces centrality

characteristics that closely resemble that of the ERCOT grid. Note that, to model

the two power grids, our generative model uses values of parameter K mentioned

in Section 3.3.

3.6 Node Clustering of the Generative Model

Now, we look at the clustering of nodes in networks simulated with our

generative model. �is refers to the phenomenon where neighbors of a node have

links with one another leading to the formation of clusters. One of the distin-

guishing features of social and physical networks is that the clustering observed

in them is higher than that of Erdös-Rényi random graphs. Here, we focus on

the node clustering coe�cient and compare its distribution for power grid graphs

and those generated by our generative model. Mathematically, the clustering co-

e�cient for a node in graph G is de�ned as Ci = πi/Πi where πi is the number

of edges that exist between neighbors of node i and Πi are the total number of
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Figure 3.6: Comparison between Western US power grid and similar sized network
given by generative model for (a) Node betweenness centrality (b) Edge between-
ness centrality.
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Figure 3.7: Comparison between ERCOT power grid and similar sized network
given by generative model for (a) Node betweenness centrality (b) Edge between-
ness centrality.
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edges that can be formed using i’s neighbors. Clearly, Πi is given by di (di − 1)/2

where di is the degree of node i . �e maximum value of the clustering coe�cient

is 1, and a�ained for nodes that form cliques (complete clusters) with their neigh-

bors. Fig. 3.8(a) shows the distribution of clustering coe�cients in the Western US

power grid and that obtained on average for similar sized networks produced by

our generative model. �e comparison for the clustering coe�cient distribution of

the Texas power grid under ERCOT is given in Fig. 3.8(b). Note that the clustering

coe�cient given by our generative model is similar to that observed in real grids,

though the performance is more pronounced for the ERCOT power grid.

3.7 Eigen-spread of the Generative Model

Eigenvalues of the adjacency matrix of a graph is a key connectivity param-

eter. Among others, the eigen-spread controls network processes like SIS infection

propagation [71, 72] which have been used to study the propagation of frequency

oscillations [73]. Similarly, the eigen-spread of the adjacency network determines

the vulnerability of the grid to topological failures [29] and failures in interdepen-

dent networks [42]. Here, we plot the magnitude of the largest �ve largest eigen-

values of the adjacency matrix of power grid networks and compare them with

averaged observations in similar sized networks given by our generative model.

�ough the general trend is similar, we note that our model needs further improve-

ment in simulating the largest eigenvalue in the considered power grids. We plan

to study the structural changes needed to model this in future work.
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Figure 3.8: Comparison of clustering coe�cient between real power grids and gen-
erative model networks. (a) Western US power grid (b) ERCOT power grid

3.8 Vulnerability of the Generative Model

Structural features of the power grid, in particular the parameters dis-

cussed in the preceding sections, help determine the topological vulnerability of
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Figure 3.9: Comparison of spread of eigenvalues between real power grids and
generative model networks. (a) Western US power grid (b) ERCOT power grid

the grid to random and intentional a�acks by disruptive agents. Such a�acks can,

in principle, disrupt the secure operation of the grid and delivery of electricity to
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end users. In extreme cases, even a small disturbance inserted in the system from

outside can propagate to the rest of the network and cause a cascading outage.

Our interest lies in understanding if our generative model is capable of simulating

failure propagation in real grids.

We consider two models of failure propagation in the power grid here:

the SIS (Susceptible-Infected-Susceptible) model and the SIR (Susceptible-Infected-

Removed) model [71, 72]. �ese models were originally derived for studying in-

fection propagation on biological networks. In the power grid, the same models

have been used to study the propagation of frequency oscillations and disturbances

[13, 73]. �e SIS mode [71] comprises of nodes in two states : susceptible (S) or

infected (I). While an infected node returns to susceptible state with probability δ ,

a susceptible node gets the infection from an infected neighbor with probability

β . Here, δ and β are parameters of the infection. Similarly, the SIR model [71]

has nodes in three states: susceptible (S), infected (I) and removed (R), di�ering

from the SIS model in the fact that a infected node enters the removed state with

probability γ and stays in that state.

We consider a particular case of SIS and SIR infection propagation speci-

�ed by the values of their respective parameters. Figs. 3.10(a) and 3.10(b) show

averaged results for SIS simulation on the Western American Power Grid and the

ERCOT network. In either �gure, average results derived from simulations on

similar-sized networks formed by our generative model are also plo�ed for com-

parison. Next, Figs. 3.11(a) and 3.11(b) show the results of simulating SIR infection

on the Western American Power Grid and ERCOT grid and on similar sized net-
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works generated by our generative model. �e similarity between the infection

propagation curves in real and generated networks highlights the potential use of

our generative model in designing grid resilience measures.

3.9 Summary

We study the topological characteristics of large power grids, the Western

US and ERCOT power grid, and present an analytical generative model for their

physical networks. �rough analysis and simulations, we show that the nodal

degree distribution produced by the generative model matches with observations

in the considered grids and can be expressed in closed form by a weighted sum

of shi�ed exponentials. �e e�cacy of the generative model is further demon-

strated by comparing several graph features, namely graph diameter, node and

edge betweenness centralities, spread of eigen-values and clustering coe�cients,

characteristics of spread of infection, in real grids with that of similar sized simu-

lated networks. �e similarities in characteristics signify that the generative model

can be used to theoretically study common topological a�ributes in large power

grids and derive analytical results to quantify their functioning. Incorporating ad-

ditional features of the power grid, speci�cally electrical properties of nodes and

lines into our generative model without sacri�cing mathematical tractability is a

direction of future research in this domain.
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Figure 3.10: Comparison of SIS infection propagation in real power grids and gen-
erative model networks. (a) Western US power grid (b) ERCOT power grid
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Figure 3.11: Comparison of SIR infection propagation in real power grids and gen-
erative model networks. (a) Western US power grid (b) ERCOT power grid
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Chapter 4

Data Injection Attacks on Power Grids

State Estimation involves the collection of measurements from meters dis-

tributed across the grid that are communicated through SCADA (Supervisory Con-

trol and Data Acquisition) systems and then using them for determining the sys-

tem state. Given the importance of correct state estimation in economics of Lo-

cational Marginal Price (LMP) calculation and reliable operation of the grid, it is

deemed necessary that the estimation process be free from malicious and random

data a�acks. Disastrous blackouts like the 2003 North-East blackout have shown

the extent of damage that incorrect state estimation created by incomplete obser-

vation of faults and line failures in the grid can cause [2]. In this chapter, we study

data a�ack models by which an adversary changes readings of insecure meters

in the grid to produce errors in the estimation of state variables. Given the state

estimator depicted in Fig. 4.1, such data a�acks can be of two kinds:

De�nition 1.

‘Hidden’ a�ack [27]: �is a�ack is not detected by the bad-data detector.

‘Detectable’ a�ack [28, 29]: �is a�ack initially fails the bad-data detection test but

passes it by deceiving the bad-data remover into labeling uncorrupted measurements

as bad data.

44



Meter 
Measurements State  Estimation 

Measurement 
Correction 

Good 

Bad 

Bad Data  
Detection 

Figure 4.1: State Estimator for a power system [25, 26]

Note that topology estimation as shown in Fig. 1.2 is not represented in the

estimator in Fig. 4.1 as we do not consider manipulation of breaker statuses in this

chapter. A�acks on topology estimation will be considered in Chapter 6. Follow-

ing [46], we de�ne the adversary’s objective as constructing an a�ack involving

minimum number of meter injections in order to produce a non-zero change in

the estimated state vector. In this context, we discuss algorithms to design the

optimal a�ack of each type and present counter-measures to prevent them. Our

approach does not require the knowledge of transmission line parameters used in

state estimation and only uses the adjacency matrix of the associated measurement

graph.

MainResults: We formulate the problem of constructing the optimal ‘hid-

den’ injection a�ack in terms of a minimum weight graph cut containing insecure

edges in the measurement graph that can be determined in polynomial time. We

extend the problem to discuss cases where the adversary’s objective includes tar-
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geting speci�c state variables in the grid. We formulate the problem of preventing

hidden a�acks on the grid and discuss its hardness. We provide greedy algorithms

to secure existing measurements and a belief-propagation based algorithm to place

additional PMUs in the grid to hinder adversarial hidden’ a�acks.

Next, we develop a ‘detectable’ injection a�ack regime of data a�acks that

successfully changes the state estimate despite detection. We provide a graph-

theoretic formulation of optimal ‘detectable’ a�acks using graph cuts in the mea-

surement graph that may include a minority of incorruptible/secure measure-

ments. We prove that the cost of optimal ‘detectable’ injection a�ack is less than

50% of the cost of the optimal ‘hidden’ a�ack on average (50% in the worst case).

More importantly, our ‘detectable’ a�ack model has a larger security need as it is

able to produce feasible a�acks in system con�gurations where no ‘hidden’ a�acks

are possible. We show that no polynomial time construction of the optimal ‘de-

tectable’ injection a�ack exists and provide two approximate schemes, one based

on semi-de�nite programming [83] and another based on iterative mini-cuts, to

determine the optimal a�ack.

4.1 State Estimation, Bad-Data Removal & Adversarial Ac-
tion

�e power grid represents a graph G with set V of n buses (nodes) con-

nected by a set E of nE transmission lines (directed edges). As an example, the

IEEE 14 bus test system [9] is given in Figure 4.2.

Measurement Model: We use the DC power �ow model [26] for the grid.
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Figure 4.2: IEEE 14-bus test system [9]

Here, voltage magnitudes are assumed to be constant at unity on all buses and the

state vector of the system comprises of all bus phase angles x ∈ Rn. Transmission

lines are assumed to be perfectly inductive (zero resistance) with a diagonal sus-

ceptance matrix B. We use xi to denote the phase angle at bus i and Bij to denote

the susceptance of line (i, j ). We consider a m length measurement vector z ∈ Rm

that comprises of a) active power �ows on lines and b) voltage phase angles on

buses, collected from conventional meters and phasor measurement units in the

grid. �e relation between z and x is given by

z = Hx + e (4.1)

whereH is them×n full-ranked measurement matrix and e is a zero mean Gaussian
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measurement noise vector with known covariance Σ. If the kth1 and kth2 entries

(rows) in z (H ) measure the power �ow on line (i, j ) and the phase angle at node i

respectively, then the DC power �ow gives

z (k1) = Bij (x (i ) − x (j )), z (k2) = x (i )

H (k1, :) = [0..0 Bij 0..0 − Bij 0..0] (4.2)

H (k2, :) = [0..0 1 0..0 0 0..0] (4.3)

Without a loss of generality, we now introduce a (n + 1)th ‘reference’ bus

with phase angle 0 in the system and accordingly append 0 to the state vector x .

Note that the phase angle measurement at any bus i is equivalent to a �ow on a

hypothetical line of unit susceptance between bus i and the ‘reference’ bus. To

represent this, we augment an additional column hд to matrix H with value −1 for

rows representing phase angles and 0 otherwise. We thus convert every entry in

z into a �ow measurement given by

z = Hx = [H |hд]
[
x
0

]

Note that the augmented measurement matrix has the structure of a susceptance

weighted graph incidence matrix of rank n. From this point, we use x and H to

denote the augmented state vector and measurement matrices respectively.

State Estimation: �e complete DC state estimator used here is given in Fig-

ure 4.1 [25, 26]. �e true state estimate x∗ is generated from measurement vector z

by a weighted least-square minimizer that minimizes the weighted residual’s mag-

nitude given by J (x , z) = ‖Σ−.5(z −Hx )‖2 over variable x . �is step is followed by
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a threshold (λ) based bad-data detector that determines the presence of bad-data

by the following test:

‖Σ−.5(z − Hx∗)‖2 ≤ λ accept x∗

> λ detect bad-data (4.4)

If bad-data is detected, the bad-data remover is called to identify and remove bad-

data as described below.

Bad-data Removal: Using basic linear algebra [25, 26], it can be shown that the

residual vector r = z − Hx∗ = [I − H (HTΣ−1H )−1HTΣ−1]z. For cases with single

bad-data corruption, the optimal removal strategy is to remove the measurement

with the largest magnitude in r̂ , where r̂ is the normalized residual vector. For

the general case of multiple bad data entries (as in our case), the optimal strategy

for the estimator is to remove the minimum number of measurements such that the

residual produced by the remaining measurements passes the bad-data detection

test in (4.4). �e removal of minimum measurements is based on the assumption

that bad data is more likely to have corrupted a smaller number of measurement

entries. Further, the estimator needs to ensure that the removed measurements

do not lead to a loss of rank in the measurement matrix as that will make the

system unobservable. �e optimal bad-data removal procedure is formulated as

the following non-convex problem [25]:

min
d∈{0,1}m

‖ (1 − d )‖0 (4.5)

s.t. rank (Hd ) = n

J (x∗, zd ) ≤ λd (4.6)
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Here, Hd , zd , J (x∗, zd ) and λd respectively denote the updated measurement ma-

trix, measurement vector, minimum weighted residual magnitude and threshold

obtained a�er the measurements corresponding to 0 entries in d are removed. �e

optimal identi�cation and removal scheme for multiple incorrect measurements is

NP-hard and hence iterative or greedy schemes are used in practice. Unless oth-

erwise stated, we assume that the unmanipulated measurement vector z is clean

and leads to estimation of the correct state vector x∗.

Adversarial Tools: We denote the secure set of measurements in z that

are encrypted against adversarial manipulation by S . However, measurements in S

can su�er from bad-data arising from measurement noise. �e remaining insecure

measurements are denoted by set Sc . We consider the adversary’s action to be

represented by a data vector a that is added to the measurement vector to produce

the modi�ed measurements z + a. As secure measurements are immune to data

injection, a(i ) = 0 ∀i ∈ S . Later, we additionally consider jamming of secure and

insecure measurements as a part of the adversarial capability. We leave description

of jamming and associated notations to the next chapter. A feasible a�ack refers to

a successful a�ack; a feasible a�ack with minimum a�ack cost is called an optimal

a�ack (may not be unique). As a�acks in this section are based on data injection

alone, we term them as injection a�acks.
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4.2 ‘Hidden’ Injection Attack

We �rst consider ‘hidden’ injection a�acks. �e authors of [27] show that

if a = Hc for some c ∈ Rn+1, the residual calculated by the estimator doesn’t

increase and an erroneous state vector estimate of x∗ + c is produced without

raising any alarm. �e optimal a�ack vector a∗ is given as the solution of the

following optimization problem :

min
c∈Rn+1−~0

‖a‖0 (H-I)

s.t. a = Hc, c (n + 1) = 0, a(i ) = 0 ∀i ∈ S (S : Secure Set)

We now state and prove a theorem which will enable us to develop the

algorithm for determining the optimal a�ack vector.

�eorem1. �ere exists a 0−1 vector copt for the optimal a�ack vectora∗ for Problem

(H-I) such that ‖a∗‖0 = ‖Hcopt ‖0.

Proof. Consider Problem (H-I). Let the optimal a�ack vector be given by a∗ = Hc∗.

If c∗ is a 0 − 1 vector, take copt = c∗. If c is not a 0 − 1 vector, construct vector copt

such that copt (i ) = 1(c∗(i ) , 0), ∀i ∈ {1,n}. It follows from the structure of the

augmented H matrix (all measurements are �ows) that ‖Hcopt ‖0 ≤ ‖Hc∗‖0. As a∗

is optimal, it follows that ‖Hcopt ‖0 = ‖Hc∗‖0 = ‖a∗‖0. �

We conclude that the optimal a�ack vector is given by a∗ = Hcopt . Given

that we are concerned only with ‖a∗‖0 for the optimal a�ack vector and copt is a

0 − 1 vector, the contribution of a measurement in ‖a∗‖0 remains the same even
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if the susceptance Bij of every line in H is changed to 1. We, therefore, create a

matrix AH of sizem x (n + 1) from H as follows:

AH (i, j ) = 1(H (i, j ) ≥ 0) − 1(H (i, j ) ≤ 0) (4.7)

It can be noted that AH represents the incident matrix for a graph with n + 1

nodes, with edges corresponding to �ow measurements in Ĥ . We call this graph

GH . �e (n + 1)th node inGH denotes the ‘reference’ bus and is termed ‘reference’

node. Corresponding to secure and insecure measurements, we identify secure and

insecure edges in GH and denote their sets by S and Sc respectively as well. �e

main result, which gives the minimum a�ack vector for Problem (H-I) is included

in the following theorem.

�eorem 2. �e optimal ‘hidden’ injection a�ack in Problem (H-I) with measure-

ment matrix H is given by the minimum cardinality cut with no secure edges in

undirected graph GH with incidence matrix AH .

Proof. It is clear that for any 0 − 1 vector c of size (n + 1) x 1, ‖Hc‖0 = ‖AHc‖.

Using �eorem 1, the optimization Problem H-I can be wri�en as

min
c∈{0,1}n+1−~0

‖a‖0

s.t. a = AHc, c (n + 1) = 0, a(i ) = 0 ∀i ∈ S (S : Secure Set) (4.8)

�is is the classical min-cut partition problem in graph theory. �e min-

imum value of ‖a‖0 is, thus, given by the size of the min-cut in the undirected

graph GH with AH as incidence matrix, that contains no edges in S . �
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To ensure the non-inclusion of secure edges, we give them in�nite weights

in GH and then compute its min-cut. Insecure edges are given unit weights.

4.2.1 ‘Hidden’ Injection Attack on Target Set

We now add a further constraint to Problem H-I. We assume that the ad-

versary has a given target set Satck of state variables (phase angles at speci�c buses)

that need to be corrupted. An optimal a�ack vector is one that includes the min-

imum set of measurements that the adversary needs to inject data into to change

the state variables in the set Satck . �e minimum cardinality a�ack vector a∗ for

the adversary is given by AH ĉ
∗ where ĉ∗ is the minimizer of Problem (H-II).

min
c∈{0,1}n+1−~0

‖a‖0 (H-II)

s.t. a = AHc, c (n + 1) = 0, a(i ) = 0 ∀i ∈ S (S : Secure Set) (4.9)

c (i ) , 0 ∀i ∈ Satck

It can be clearly observed that Problem (H-II) separates the nodes ofGH (given by

the incidence matrixAH ) into two groups, one containing the nodes corresponding

to Satck and the other containing the ‘reference’ node (n+1th node). Following �e-

orem 2, we formalize the optimal a�ack vector construction for targeted a�acks

in the following theorem.

�eorem 3. �e optimal ‘hidden’ injection a�ack in Problem (H-II) is given by the

minimum cut of the undirected graph GH which separates nodes in Satck from the

‘reference’ node and does not include any secure edges in set S .
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It is noted that the secure and insecure edges in GH have in�nite and unit

weights respectively. Further, we add an additional (n + 2)th node (titled ‘a�ack’

node) inGH and link it by edges of in�nite weight to the nodes in the set Satck . �e

optimal a�ack vector is now given by the cut of minimum weight separating the

‘reference’ node ((n + 1)th node) and the ‘a�ack’ node ((n + 2)th node). �e steps

of optimal a�ack vector construction are listed in Algorithm 1.

Algorithm 1 Optimal ‘Hidden’ Injection A�ack for Problem (H-II)
Input: Graph GH with incidence matrix AH , target set Satck , protected measure-
ments S

1: Connect ‘a�ack’ node with nodes in Satck with in�nite-weighted edges.
2: Increase weights of protected edges in set S to in�nity
3: Compute min-cut between ‘a�ack’ and ‘reference’ nodes
4: c∗ ← 1
5: Choose (n + 1)th node as root and remove min-cut edges
6: if node i is reachable from root then
7: c∗(i ) ← 0
8: end if
9: a∗ ← Hc∗

Working: In Algorithm 1, the in�nite weighted edges ensure that no two

nodes in Satck are on opposite sides of the graph cut, while no secure measurement

is included in the min cut. �e minimum graph cut inGH separating the ‘reference’

node and the ‘a�ack’ node can be easily computed in polynomial time with several

well-studied algorithms [77, 78]. We note that if the set Satck is not speci�ed, then

the ‘a�ack’ node is not added and the global min-cut is computed.

We now provide a simple example to show the design of optimal a�ack

vector. Consider the IEEE 14- bus test case [9] as shown in Figure 4.2. We place

54



�ow measurements on all lines in the system and phasor measurements on buses

numbered 1, 5, 6, 7, 12 and 13. Let the set of buses to be a�acked by the adversary

be {2, 8}. �e optimal a�ack vector is shown by measurements with stars in Figure

4.3.

Bus 9 

Bus 1 

Bus 10 

Bus 12 

Bus 14 

Bus 13 

Bus 2 

Bus 4 

Bus 3 

Bus 7 
Bus 8 

Bus 5 

Bus 11 

Bus 6 

Attack Bus  

Reference  

    Bus  

Figure 4.3: Optimal A�ack Vector Design Example: red buses have phasor mea-
surements, all lines have �ow measurements. Measurements on the starred lines
are corrupted to a�ack state variables on buses 2 and 8

Presence of secure measurements in the grid can potentially increase the

cardinality of the optimal a�ack vector and thereby make it harder for an adver-

sary to conduct a successful ‘hidden’ injection a�ack. We discuss policies for in-

creased resilience against ‘hidden’ a�acks in greater detail in the following section.
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4.2.2 Prevention of ‘Hidden’ InjectionAttacks byProtecting InsecureMea-
surements

We �rst focus on optimal selection of insecure measurements to protect

such that the state estimator has increased resilience against ‘hidden’ a�acks (both

targeted and not targeted). An increase in resilience here refers to an increase in

the cardinality of the adversary’s a�ack vector a∗. In particular we look at two

cases: a) complete protection against any adversary, and b) protection against a

constrained adversary with known maximum number of measurements that it can

corrupt.

Case 1. Protection against any Adversary: Consider Problem (H-I)

where no target set of a�acked state variables is de�ned. It is shown in [27] that if

HS (rows in H corresponding to secure measurements) has column rank of n, no

hidden a�acks are possible. From �eorem 2, we observe that this is equivalent to

ensuring presence of an secure edge in every cut in GH , so that the minimum cut

has in�nite weight. Similarly for targeted a�acks on a set Satck , using the a�ack

construction given in �eorem 3, we state that prevention of all ‘hidden’ injec-

tion a�acks is achieved if and only if the weight of minimum cut separating the

‘reference’ node from the ‘a�ack’ node is in�nity.

Consider now the graph GH with secure edges (set S) and insecure edges

(set Sc ) of weights in�nity and unity respectively. We de�ne the cost of protecting

an edge in GH to be equal to the reciprocal of its edge weight. �us, an insecure

edge has a unit cost, while a secure edge has zero cost of protection. �e following

theorem gives the optimal protection of insecure measurements to provide immu-
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nity against all ‘hidden’ injection a�acks.

�eorem 4.

1. �e optimal measurements that need to be protected to secure set Satck in Problem

(H-II) against any ‘hidden’ injection a�ack are given by the insecure edges in the

minimum cost path from the ‘a�ack’ node to the ‘reference’ node in GH , where cost

of an edge is given by the reciprocal of its edge weight.

2. If no target set is speci�ed, the optimal measurements to protect are given by the

insecure edges in the minimum cost spanning tree in GH .

Proof. We prove the result in the �rst statement concerning targeted a�acks. Us-

ing the max-�ow min-cut theorem [77], we see that nodes in Satck are immune

to hidden data a�acks if the minimum weight cut and hence the maximum �ow

between the ‘reference’ node and ‘a�ack’ node in GH is in�nite. It is su�cient to

show that protecting the insecure edges in the minimum cost path from the ‘a�ack’

node to the ‘reference’ node is the cost-optimal way of increasing the maximum

�ow between these two nodes to in�nity. We prove this by contradiction. Let us

assume that there is a strictly cheaper selection of edges Stemp than the minimum

cost path, that can be protected to make the �ow between the ‘a�ack’ node and

‘reference’ node equal to in�nity. By using existing protected edges and edges in

Stemp , we can then �nd a path between the ‘a�ack’ node and ‘reference’ node with

total path cost strictly less than the cost of the minimum cost path. �is contradicts

the de�nition of minimum cost path in the graph. Hence Proved.
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�e proof of the second statement follows a similar argument. If protection

of lesser number of insecure measurements than stated can prevent all ‘hidden’

injection a�acks on a system without a target set, a tree can be constructed to

span all nodes in GH with lower cost than the minimum cost spanning tree. �is

is a contradiction. �

�e minimum cost path and the minimum cost spanning tree inGH needed

in �eorem 4 can be determined in polynomial time using Dijkstra’s algorithm [31]

and Kruskal’s algorithm [31] respectively.

Case 2. Protection against Constrained Adversary: Let kmax denote

the maximum number of measurements that a constrained adversary can corrupt

simultaneously. Here, it is su�cient to increase the cardinality of the optimal at-

tack vector beyond kmax to prevent a hidden a�ack. For a target set Satck , we for-

mulate the problem of optimal selection of insecure measurements for protection

as follows:

min
Sprot
‖Sprot ‖0 (4.10)

s.t. ‖AHc
∗‖0 > kmax

[AHc
∗](i ) = 0 ∀i ∈ Sprot (4.11)

c∗ is the minimizer of Problem (H-II)

Using �eorem 3 and the max-�ow min-cut theorem [77], it can be shown that

Problem (4.10) belongs to the general class of network loading problems [76] and

is equivalent to the problem of protecting minimum number of measurements to
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make the maximum �ow between the ‘reference’ node and the ‘a�ack’ node in graph

GH greater than kmax . We �rst give its hardness in the following theorem:

�eorem 5. Problem (4.10) is NP-complete.

Proof. It follows from the duality of max-�ow and min-cut that the cardinality of

the optimal a�ack vector of the adversary is equal to the maximum �ow between

the ’a�ack node’ and the ’reference node’ in graphGH . Now, any permissible �ow

between the ’a�ack’ and ’reference’ nodes needs to satisfy the �ow constraints

arising from the capacities of edges in GH . Note that the capacity is 1 for an edge

corresponding to an unprotected measurement and ∞ otherwise. We know that

protecting a measurement in the grid increases the capacity of its corresponding

edge inGH from 1 to∞, or equivalently, removes the �ow constraint on the corre-

sponding edge in the calculation of the max-�ow. �e solution to Problem (4.10)

thus gives the smallest set of edge �ow constraints which need to be removed (or

the largest set of edge constraints which can be satis�ed) to make the maximum

�ow between the ’a�ack node’ and the ’reference node’ greater than kmax . Here

kmax is the maximum number of measurements that the adversary can corrupt si-

multaneously. �e associated decision problem form determines if a solution to

Problem (4.10) exists such that the set of protected measurements Sprot has a given

cardinality. �is is at least as hard as the constraint satis�ability problem which

�nds the maximum number of constraints which can be simultaneously satis�ed

in a given set of constraints and is known to be NP-complete in general [79]. Hence

Proved. �
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�us, the optimal solution to Problem (4.10) would required computation-

ally intensive brute-force techniques. To overcome that, we give here two approxi-

mate solutions using greedy algorithms. �e �rst approach in this context is given

in Algorithm 2.

Algorithm 2 First Greedy Algorithm to select measurement set Sprot for Problem
4.10
Input: Graph GH , set of nodes under a�ack: Satck , existing protected measure-
ments: S , adversary’s constraint: kmax

1: Compute optimal a�ack vector a∗ using Algorithm 1
2: while ‖a∗‖0 ≤ kmax do
3: Approximately calculate all minimum cost paths from ‘reference’ node to

‘a�ack’ node in GH with edge-costs given by inverse of edge-weights.
4: (ij ) ← unprotected edge with highest frequency of occurrence in minimum

cost paths. Break ties randomly.
5: Sprot ← Sprot

⋃
{(ij )} {protecting edge (ij )}

6: Sm ← Sm
⋃
{(ij )}

7: Compute optimal a�ack vector a∗ using Algorithm 1
8: end while

Working: In Algorithm 2, the edges are protected one at a time greedily

with a preference given to edges which are a part of greater number of minimum

cost paths between the ‘reference’ node and the ‘a�ack’ node. Note that the total

cost of a path is the sum of the individual cost on each edge in the path. Each edge’s

cost is given by the reciprocal of its edge weight as mentioned earlier. Intuitively,

the greater the number of minimum cost paths that an edge belongs to, the greater

is the likelihood of that edge to be the bo�leneck in increasing the �ow. �e ap-

proximate computation of all minimum cost �ows between the two nodes in Step

3 in Algorithm 2 is done by a randomized algorithm. We run several iterations
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of a minimum cost path �nding algorithm and modify the edge costs slightly by

small random perturbations in every iteration to get the di�erent minimum cost

paths. �e total number of measurements that are protected by Algorithm 2 is of

course upper bounded by the cost of the minimum cost path connecting the ‘ref-

erence’ node and the ‘a�ack’ node as protecting every edge in the shortest path

would provide protection against every hidden a�ack and not just a constrained

adversary.

We now provide another greedy approach in Algorithm 3 to increase the

cardinality of the optimal a�ack vector beyond the constraint kmax of the adver-

sary.

Algorithm 3 First Greedy Algorithm to select measurement set Sprot for Problem
4.10
Input: Graph GH , set of nodes under a�ack: Satck , existing protected measure-
ments: S , adversary’s constraint: kmax

1: Compute optimal a�ack vector a∗ using Algorithm 1
2: while ‖a∗‖0 ≤ kmax do
3: Approximately calculate all minimum weight cuts separating the ‘reference’

node from ‘a�ack’ node in GH

4: (ij ) ← unprotected edge with highest frequency of occurrence in minimum
weight cuts. Break ties randomly.

5: Sprot ← Sprot
⋃
{(ij )} {protecting edge (ij )}

6: Sm ← Sm
⋃
{(ij )}

7: Compute optimal a�ack vector a∗ using Algorithm 1
8: end while

Working: Algorithm 3 is similar to Algorithm 2 and adds protection to

edges one at a time in a greedy manner. However, rather than looking at minimum
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cost paths, Algorithm 2 protects each additional edge depending on its relative

frequency of occurrence in minimum cuts between the ‘reference’ node and the

‘a�ack’ node. �is is motivated by the fact that edges which are a part of greater

number of di�erent minimum cuts are more critical to increasing the value of the

minimum cut. �e computation of all minimum weight cuts between the ‘refer-

ence’ node and the ‘a�ack’ node is approximate and uses a polynomial time ran-

domized algorithm like Karger’s algorithm [80]. Another approximate approach

similar to the one discussed in Algorithm 3 can be designed based on random per-

turbations of edge weights and iterative min cut computations to determine all

min cuts between the ‘reference’ node and the ‘a�ack’ node. For cases where Satck

is not speci�ed, a greedy algorithm for preventing hidden a�acks can be formed

by slightly modifying Algorithm 3 and computing global minimum weight cuts

in Step 3 instead of that between ‘a�ack’ and ‘reference’ nodes. It is to be noted

that both these approximate algorithms for protecting additional measurements

are greedy and based on polynomial time computations. �ey are thus less com-

putationally intensive than brute force approaches.

Simulation Results: We run our proposed algorithms on IEEE test bus

system, namely 30-bus, 57-bus and 118-bus systems. Data about these test sys-

tems can be found at [9]. In Figure 4.4, we show the e�ect of randomly protecting

a fraction of measurements in di�erent IEEE test systems on the size of the optimal

‘hidden’ injection a�ack vector. For each test system, we place phasor measure-

ments in 25% of the buses and �ow measurements on each line. We consider two

cases where the number of state variables under a�ack (denoted in Figure 4.4 by
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k) is taken as 2 and 4 respectively. �e state variables under a�ack are selected

randomly as well. �e associated optimal a�ack vector of the adversary is given

by Algorithm 1. We observe that, as expected, the general trend in each case is

an increase in the average size of a�ack vector with an increase in the fraction

of protected measurements. It is, however, worth noting that the increase in the

size of the a�ack vector is not steep. �is indicates that random protections, in

general, do not increase the size of the hidden a�ack vector signi�cantly.

Next, we focus on Algorithms 2 and 3 where the selection of measurements

for protection is made greedily and hence provide be�er resilience to hidden at-

tacks than random placement of protected measurements. Figure 4.5(a) shows the

average number of additional protected measurements needed to prevent a hid-

den a�ack on a target set of critical measurements in the IEEE 30-bus system. Each

line of the system has an associated �ow measurement and 25% of the buses in the

system (selected randomly) have their voltage phasors measured. �e maximum

number of measurements that the adversary can corrupt is taken as 10 in this case

and the number of state variables under a�ack is taken as 3. To compare the per-

formance of the algorithms, we also plot the average number of protections given

by a brute-force search in each case as well as the average number of protected

measurements needed for preventing hidden a�acks by an unconstrained adver-

sary. It can be seen that despite being suboptimal, the performance of our greedy

Algorithms 2 and 3 is comparable with the brute force selection of protected mea-

surements. Similarly, Figures 4.5(b) and 4.5(c) show the comparative performance

of Algorithms 2 and 3 for the IEEE 57-bus and IEEE 118-bus systems respectively.
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In each system, 25% of the buses selected randomly have phasor measurements

and all lines are equipped with �ow measurements. �e threshold on the maxi-

mum number of measurements that the adversary can corrupt is taken as 15, while

the size of the set of buses under a�ack is taken as 3. An interesting observation

in Figures 4.5(a), 4.5(b) and 4.5(c) is the small average number of measurements

necessary to provide full protection to the target set against all adversarial ‘hid-

den’ a�acks. �is follows from the fact that graphs representing power grids have

short diameters (discussed in Chapter 3). �us, the number of measurements in the

shortest path separating ‘a�ack’ and ‘reference’ nodes in the grid is signi�cantly

lower than the total number of buses in the grid.
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Figure 4.4: Average size of optimal ‘hidden’ injection a�ack vector on IEEE 30, 57
and 118-bus systems with �ow measurements on all lines, voltage measurements
on 25% of the buses and fraction of measurements randomly protected. k is the
number of state variables under a�ack
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Figure 4.5: Average number of additional protections needed in IEEE (a) 30-bus,
(b)57-bus, and (c)118-bus test systems to prevent ‘hidden’ injection a�ack on a
target set of 3 buses by an adversary. Initially, the system has �ow measurements
on all lines, voltage measurements on 25% of the buses and protection on a fraction
of measurements selected randomly. �e maximum number of measurements that
the adversary can inject data is 10 for the 30-bus system and 15 in the other cases.
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4.2.3 Prevention of ‘Hidden’ Injection Attacks by PMU placement

In the preceding section, we extended protection to existing measurements

to prevent adversarial ‘hidden’ injection a�acks. We now consider placement of

additional secure phasor measurement units (PMUs) in the system to prevent such

a�acks. A PMU placed at a bus leads to secure estimation of the state of the resident

bus and all its neighboring buses. �us, minimum placement of PMUs to ensure

secure estimation of all buses is equivalent to determining the smallest set of nodes

in the grid such that all remaining nodes are neighbors of the nodes with resident

PMUs. �is is formulated as the following integer program:

min
ri

∑
i

ri

subject to yi ≥ 1,∀i ∈ {1, 2, ...n} (4.12)

where yi =
∑
j

Aijrj

where ri and Aij are binary variables de�ned as

ri =



1 if there is a PMU at bus i
0 otherwise

Aij =




1 if i = j

1 if there is a line between buses i and j

0 otherwise

�is is the classical set-cover problem. Presence of existing secure �ow and pha-

sor measurements can be incorporated into the model to relax observability con-

straints over yi . Set cover is not solvable in polynomial time. However, it has been

seen that distributed approximate algorithms based on belief propagation give op-

timal results for several IEEE test-cases [36].
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In the next Section, we discuss ‘detectable’ a�acks that are distinct from

‘hidden’ a�acks discussed so far in this chapter.

4.3 ‘Detectable’ Injection Attack

We now analyze a new regime of data a�acks that changes state estimation

despite ge�ing detected by the estimator’s bad-data checks. Consider a data injec-

tion vector a that fails the bad-data detection test. For the bad- data identi�cation

scheme given in (4.5), this data a�ack can nonetheless change the state estimate

if:

a) removal of k < ‖a‖0 measurements satis�es the bad-data detection test, and

b) removal of the k measurements maintains system observability.

For any Hc , 0, an injection vector a can be constructed by including more

than half of the non-zero entries in Hc and replacing the rest by 0. Observe that

‖a‖0 > ‖Hc−a‖0. If removal of the non-zero terms in (Hc−a) does not reduce sys-

tem observability, they are identi�ed as bad-data instead of a and a feasible a�ack

is conducted. �e optimal measurements to inject data is given by the non-zero

terms in optimal d∗ of the following [29, 40]:

min
d∈{0,1}m ,c∈Rn+1−~0

‖d ‖0 (D-I)

s.t. c (n + 1) = 0,d (i ) = 0 ∀i ∈ S

‖d ‖0 > ‖Hc‖0/2 (for feasibility) (4.13)

rank (DH ) = n, diaд(D) = 1 − (1 − d ) ∗ (Hc )spty (4.14)

Here, a ∗ b refers to the element-wise multiplication between vector a and
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b, while aspty denotes the sparsity pa�ern in vector a. In the rank constraint (4.14),

D is a 0 − 1 diagonal matrix with value of 0 for removed measurements. We now

describe graph-theoretic solutions for a�ack construction of this a�ack type. Un-

like Problem H-I, here a does not lie in the column space of H as certain entries

in the a�ack vector are deleted by the binary vector d . Condition (4.13) ensures

that the estimator incorrectly identi�es uncorrupted elements of z corresponding

to non-zero data entries in (1 − d ) ∗ (Hc ) as bad-data. Note that a�er removal of

bad data, the a�ack vector a = d ∗ (Hc ) passes the bad-data detection test as it

lies in the column space of the updated measurement matrix DH . Condition (4.14)

ensures system observability a�er removal of bad-data. Using the derivation of

Problem 4.8 from Problem H-I, we can generate the following equivalent formula-

tion of Problem D-I in terms of the incidence matrix AH of graph GH with secure

and insecure edge sets S and Sc respectively.

min
d∈{0,1}m ,c∈{0,1}n+1−~0

‖d ‖0 (D-II)

s.t. c (n + 1) = 0,d (i ) = 0 ∀i ∈ S

‖d ‖0 > ‖AHc ‖0/2 (for feasibility) (4.15)

rank (DAH ) = n, diaд(D) = 1 − (1 − d ) ∗ (AHc )spty (4.16)

It follows that non-zero values of AHc de�ne a cut of size ‖AHc‖0 in GH .

Condition (4.15) implies that an a�ack is feasible if the number of cut-edges in-

cluded in the a�ack vector is strictly greater than half of the cut-size. Our princi-

pal result on constructing an optimal data a�ack of our proposed regime is given
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in the following theorem.

�eorem 6. �e optimal ‘detectable’ injection a�ack in Problem D-II is given by any

b1 + |C∗ |/2c insecure edges in C∗, where C∗ denotes the minimum cardinality cut in

GH with a minority of secure edges (|C∗ ∩ S | < |C∗ |/2).

Proof. We �rst show feasibility of the a�ack. Let d∗ denote am length 0− 1 vector

with non-zero entries corresponding to b1+ |C∗ |/2c edges inC∗∩Sc . �us ‖d∗‖0 is

greater than |C∗ |/2 and condition (4.15) is satis�ed. �e edges ofC∗ excluded from

d∗ are removed as bad-data by the estimator. Here d∗ preserves system observabil-

ity if graph GH stays connected a�er the estimator removes bad-data. Notice that

removing all edges in cut C∗ always disconnects the graph. If the graph becomes

disconnected a�er the estimator removes bad-data, it follows that a proper subset

of the removed edges along with the edges corresponding to non-zero values in d∗

form a smaller graph-cutC1 inGH of cut-size |C1 | < |C∗ |. Since non-zero values in

d∗ belong to set Sc and ‖d∗‖0 > |C1 |/2, it implies that the number of cut edges of

set S in C1 is less than half of its cardinality. �is contradicts the de�nition of C∗.

�us vector d∗ satis�es condition (4.16) by maintaining connectivity in GH . Note

that cuts of cardinality less than |C∗ | contain lesser number of edges of Sc than that

of S and cannot provide feasible a�ack vectors. �e optimality of the a�ack con-

struction hence follows as d∗ gives the minimum cardinality a�ack among feasible

a�acks for graph-cut C∗. �

We now prove some important results on the adversarial potential of ‘de-

tectable’ injection a�acks as compared to ‘hidden’ injection a�acks.
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Lemma 1. Let a∗
h
(‘hidden’ injection a�ack) and a∗

d
(‘detectable’ injection a�ack)

respectively be the optimal a�ack vector designs for Problem H-I and Problem D-II,

formulated for the same system. �en the following holds: ‖a∗
d
‖0 ≤ b(1 +

‖a∗h ‖0
2 )c

Proof. Note that if we �x d = 1 in Problems D-II (≡ Problem D-I), it reduces to

Problem 4.8. It can be easily veri�ed that if a∗
h

is the optimal ‘hidden’ a�ack vector,

it can be used to construct a feasible ‘detectable’ a�ack by using one more than

b|a∗
h
|/2c of the insecure measurements present in a∗

h
. �us, the optimal ‘detectable’

a�ack satis�es the inequality in the theorem. �

Lemma 1 only provides an upper bound on the cardinality of optimal ‘de-

tectable’ a�ack vectors. Later we show through simulations that the reduction in

cardinality is much greater in practice. Further the following is true:

Lemma 2. �e set of system conditions with feasible data a�acks for Problem D-II

is larger than that for Problem H-I.

�is is true as every undetectable a�ack gives a corresponding feasible

‘detectable’ data. Further, ‘detectable’ data a�acks can exist for cases where no

‘hidden’ a�acks are possible. For example, no ‘hidden’ a�ack exists if every cut

in GH includes at least one edge of set S . However, a ‘detectable’ a�ack may be

feasible for this system if the number of edges of S in a cut is less than that of set Sc .

�e next result (proof omi�ed for brevity) shows that for preventing ‘detectable’

a�acks, at least 50% of the measurements need to be secure.
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Corollary 1. An a�ack vector for Problem D-I always exists if less than half of the

measurements in the system are incorruptible.

�us, the number of secure measurements needed to prevent a ‘detectable’

injection scales with the number of edges in GH , whereas that needed to prevent

‘hidden’ injection a�acks scales with the number of nodes inGH . Next, we discuss

two approximate algorithms to generate a�ack vectors for this regime.

4.3.1 Algorithms for Construction of Optimal ‘Detectable’ Injection At-
tack

�eorem 7 gives the computational complexity of �nding the optimal ‘de-

tectable’ a�ack vector.

�eorem 7. Problem D-II is not solvable in polynomial time.

Proof. We �rst prove the NP-hardness of determining the existence of a feasible

solution of Problem D-II. �e NP-hardness of �nding the optimal solution follows

immediately from it. Consider the case where GH is a complete graph. Let a cutC

separate the nodes ofGH into setA andAc . Denote the number of edges of S in cut

C by cutS (A,A
c ). �eorem 6 states that C is a feasible a�ack vector if the number

of cut-edges of set S in C is less than half of the cut-size. As cut-size here is given

by |A| |Ac |, C is feasible if
cutS (A,A

c )

|A| |Ac |
< .5

Consider the graphG1 generated using only edges in set S . InG1, the above relation

represents a ratio-cut of value less than .5. �us, determining whether a feasible
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cut exists in GH is equivalent to establishing the existence of a ratio-cut of value

less than .5 in G1, a known NP-complete problem [81]. �us, Problem D-II is NP-

hard in general. �

We now discuss two approximate schemes to �nd the optimal solution for

Problem D-II. �e �rst scheme uses a SDP [82] based randomized approach as

shown below:

(a) SDP approach: Our SDP based technique builds upon the well-known

randomized solution for max-cut given by Goemans and Williamson [83]. From

�eorem 6, it is clear that we need the minimum cardinality cut in GH that con-

tains more edges of set Sc than set S . �e following is a SDP relaxation to �nd the

optimal feasible cut in GH .

min
x∈{−1,1}n+1

〈L1
H ,xx

T 〉

s.t.
〈L2

H ,xx
T 〉

4
≤ −1

Relax
−−−−−−→
xxT toX

min
X∈Sn+1

〈L1
H ,X 〉 (P-4)

s.t. diaд(X ) =1
〈L2

H ,X 〉 ≤ −4

Here, Sn+1 is the space of positive semide�nite matrices of size (n+1). L1
H is

the standard Laplacian matrix for graph GH with edge-weights unity, while, L2
H is

a modi�ed Laplacian forGH where edges in S and Sc are given weights of 1 and −1

respectively. �e original problem tries to label nodes inGH with values in {−1, 1}

so that 〈L1
H ,xx

T 〉/2 represents the cut-size. Similarly, 〈L
2
H ,xx

T 〉

4 ≤ −1 ensures that

the cut contains greater number of edges of Sc than of S . Following the work in

[83], we give randomized Algorithm 4 for Problem D-II.
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Algorithm 4 SDP Relaxation for Problem D-II
1: Solve Problem P-4 to get X ∗. Generate X ∗ = BTB by Cholesky decomposition.
2: Randomly pick a vector w ∈ Rn+1.
3: for i = 1ton + 1 do
4: x (i ) = 1(〈B (i, :),w〉 ≥ 0) − 1(〈B (i, :),w〉 < 0)
5: end for
6: if 〈L2

H ,xx
T 〉 < 0 then

7: Output optimal a�ack as subset of 1+ b cut-size
2 c edges of Sc in cut de�ned by

x .
8: end if

(b) IterativeMin-cut approach: �e min-cut ofGH computed using unit-

edge weights may contain more edges of set S than of Sc and can be infeasible. Our

approximate Algorithm 5 tries to overcome this by iteratively computing the min-

cut with smaller edge-weights for set Sc . In particular, steps 1 to 11 reduce the

edge-weights β for Sc to replace the current infeasible min-cut (C) of cardinality

c by a feasible cut (if it exists) of cardinality c + b. If lowering edge weights alone

is not su�cient to achieve a feasible cut, step 13 chooses one edge in C randomly

that belongs to S and gives it in�nite weight. �e algorithm iterates until a feasible

solution is found or all edges of S have been given in�nite weights, which indicates

absence of any solution.

We can also design another iterative min-cut algorithm that �nds feasible

cuts by increasing edge-weights for secure edges in S instead of reducing inse-

cure edge-weights as done in Algorithm 5. In fact, the next chapter uses such an

iterative approach in Algorithm 6 for designing ‘detectable’ a�acks with jamming.

Simulation Results: We run simulations on the IEEE 14 bus test system

[9]. In this system, we put voltage phasor measurements on 60% of the buses
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Algorithm 5 Iterative Min-cut based solution for Problem D-II
1: Give edge weight 1 − ϵ in Sc . Compute min-cut C in GH .
2: c ← |C |, cS ←

∑
i∈C 1(i ∈ S ),b ← 1

3: while (c < ∞, 2cS ≥ c) do
4: if 2cS ≥ b + c then
5: β ← 1 − ϵ − b (cS + b − b(c + b − 1)/2c)−1

6: Give edge weight β in ScS , get min-cut C1 in GH .
7: if |C | = |C1 | then
8: b ← b + 1
9: else

10: C ← C1, c ← |C |, cS ←
∑

i∈C 1(i ∈ S ),b ← 1
11: end if
12: else
13: Randomly pick edge i ∈ C ∩ S , give∞ weight.
14: β ← 1 − ϵ . Give weight of β to Sc . Compute min-cut C in GH .
15: c ← |C |, cS ←

∑
i∈C 1(i ∈ S ),b ← 1.

16: end if
17: end while
18: if |C | , ∞ then
19: Output optimal a�ack as 1 + b c2c edges of Sc in C .
20: end if
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and �ow measurements on all lines. Figure 4.6(a) shows the average sizes of the

best ‘detectable’ a�ack vectors constructed by our proposed Algorithms 4 and 5.

As expected, the size of the a�ack vector increases with increase in the number

of incorruptible measurements (S) in the system. Moreover, we plot the average

size of ‘hidden’ a�acks in the same �gure to show the signi�cant improvement in

cardinality o�ered by our a�ack regime; the improvement being greater for Algo-

rithm 5 than Algorithm 4. Next, Figure 4.6(b) plots the rise in the average fraction

of cases resilient to data a�acks with number of incorruptible measurements (set

S). Observe that, unlike undetectable a�acks that increasingly become infeasible

at higher levels of secure measurements, feasible a�acks of our proposed model

are still designed by Algorithm 4 and 5. �us, total resilience against a�acks of

our regime requires greater placement of secure measurements than that needed

for protection against undetectable a�acks. Both these �gures validate our claim

that data a�acks with detection are far more potent than previously studied un-

detectable a�acks.

4.4 Summary

We study data a�acks on state estimation by an adversary capable of in-

jecting data into insecure measurements to change their values. We consider ‘hid-

den’ and ‘detectable’ a�ack types that di�er based on the speci�c part of the state

estimator that the adversary deceives. For ‘hidden’ a�acks, we discuss the opti-

mal a�ack construction and associated protection strategies based on min-cut and

set cover computations on the measurement graph. We introduce ‘detectable’ in-
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jection a�acks that on average require less than half the number of manipulated

measurements needed for ‘hidden’ a�acks, and also demand greater presence of

secure measurements for prevention. We discuss the complexity of designing opti-

mal ‘detectable’ a�acks and present two approximate algorithms for it. Simulation

results on IEEE test systems help elucidate the performance of our designed algo-

rithms for a�ack construction. In the next chapter, we add measurement jamming

as a adversarial tool and analyze its e�ect on a�ack construction.
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Figure 4.6: Performance of Algorithm 4 and 5 for IEEE 14 bus test system with
�ow measurements on all lines, phasor measurements on 60% of the buses and
protection on a fraction of measurements selected randomly. (a) Average size of
feasible a�acks (b) Average fraction of simulated test cases with no feasible a�acks.
δ14 > 1 + bc/2c where c is size of undetectable a�ack
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Chapter 5

Data Attacks with Measurement Jamming

�is chapter presents a general framework to study data a�acks on state

estimation by adversaries capable of injecting bad-data into measurements and

further, of jamming [60] their reception. As mentioned in Chapter 2, jamming is

technically less resource intensive than data injection where meter readings have

to be changed by precise real values. Although secure/encrypted measurements

are secure against data injection, it is noteworthy that they are jammable as well

(Eg. though meter damage), though at a cost higher than that of insecure mea-

surements �rough these two techniques, we design novel a�acks that generalize

‘hidden’ and ‘detectable’ injection a�acks presented in the last chapter.

Main Results: We consider two jamming strategies, one where the ad-

versary is restricted to jamming insecure measurements and another where the

adversary can jam both secure and insecure measurements. In either case, the

adversary is capable of injecting data into insecure measurements. When jam-

ming is limited to insecure measurements, we formulate graph-cut based optimal

design of ‘hidden’ and ‘detectable’ jamming a�acks. In particular, we show that

the design of the optimal ‘detectable’ jamming a�ack di�ers signi�cantly from the

optimal ‘detectable’ injection a�ack design only if the jamming cost per insecure

78



measurement is less than half the cost of data-injection. In contrast, we show that

for ‘hidden’ jamming a�acks, the optimal a�ack design is given by a simple a�ack

strategy independent of the jamming cost. For the regime where jamming is per-

mi�ed for all measurements, we design ‘hidden’ and ‘detectable’ generalized a�acks

by an adversary incurring distinct costs for (a) jamming and (b) data injection in

insecure measurements, and (c) jamming of secure measurements. We show that

for ‘detectable’ generalized a�acks, the range of permissible costs for jamming

(secure and insecure measurements) and data injection can be divided into three

intervals based on their relative values (Fig. 5.5). In each cost interval, the optimal

generalized a�ack is constructed by solving at most two minimum weight con-

strained graph-cut problems speci�c to that interval. More importantly, we show

that generalized a�acks are feasible even in systems with only one insecure mea-

surement and preventing them requires extending security to all measurements.

We design polynomial time approximate algorithms for a�ack vector construction

for both jamming and generalized regimes and demonstrate their performance

through simulations on IEEE test systems.

Notation for Adversarial Tools and Costs: We use the same notation

as the last chapter for variables in state estimation. Data injection is denoted by

an additive vector a that modi�es the measurement vector to z + a. As secure

measurements are immune to data injection, a(i ) = 0 ∀i ∈ S . In contrast, jamming

is represented by removal of the jammed measurements from z. pI , pS
c

J and pSJ

denote the costs of data injection, jamming insecure measurements, and jamming

secure measurements respectively. Further, a permissible set of costs are assumed
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to follow:

Assumption 1: 0 ≤ pS
c

J ≤ pSJ ≤ pI

�e relations are based on the fact that jamming secure measurements is at least as

costly as jamming insecure measurements, while data injection is more resource

intensive than jamming. We use injection a�acks to refer to a�acks discussed

in the last chapter that use data injection alone. For a�acks that additionally use

jamming of insecure measurements, we use the phrase jamming a�acks. A�acks

that allow jamming of all measurements are termed generalized a�acks. We

consider ‘hidden’ and ‘detectable’ a�ack types as de�ned in the last chapter.

5.1 Jamming Attacks on State Estimation

Here the adversary can jam and remove insecure measurements at a cost

pS
c

J in addition to injecting data at cost pI . Note that for a non-zero change in state

estimate, adversary should inject data into at least one insecure measurement.

5.1.1 ‘Hidden’ Jamming Attack

�eorem 2 states that the optimal ‘hidden’ injection a�ack is given by the

minimum cardinality cut in measurement matrix GH that does not include any

secure edge of set S . Using pS
c

J ≤ pI , it is clear that the optimal ‘hidden’ jamming

a�ack is derived from the optimal ‘hidden’ injection a�ack and is given by the

following theorem.

�eorem 8. �e optimal ‘hidden’ jamming a�ack for all permissible pI and pS
c

J is

constructed by injecting data into one edge and jamming the remaining edges in the
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minimum cardinality cut in GH with no secure edges.

�e optimal cut in this case can thus be determined in polynomial time by

running Algorithm 1 with no target set.

5.1.2 ‘Detectable’ Jamming Attack

Now we look at ‘detectable’ jamming a�acks. Consider a cutC in graphGH

with nSC and nS
c

C secure and insecure edges respectively, with nS
c

C > nSC as shown

in Fig. 5.1. Using �eorem 6, C is feasible for a ‘detectable’ injection a�ack. If the

adversary jams kCJ insecure measurements inC where kCJ < nS
c

C −n
S
C , the remaining

( |C | − kCJ ) measurements still constitute a feasible cut with a majority of insecure

edges. �e adversary can thus injection data into kCI = b1+
|C |−kCJ

2 c insecure edges

inC to conduct a successful ‘detectable’ jamming a�ack of a�ack cost pC given by

pC = pS
c

J k
C
J + pIk

C
I

= (pS
c

J − pI/2)k
C
J + pI

|C | + 2 − ( |C | − kCJ ) mod 2
2

(5.1)

where mod 2 denotes the modulo 2 operator. �e optimal ‘detectable’ jamming

a�ack is given by minimizing the a�ack cost over variable kCJ (jammed edges) for

all feasible cuts C . Note that if kCJ = 0, we obtain the ‘detectable’ injection a�ack

for cut C .

E�ect of Jamming Cost: We discuss the e�ect of jamming cost pScJ on

the design of the optimal a�ack vector and its key properties. From Assumption

1, pScJ lies in the interval [0,pI ]. We divide the range of pScJ into two intervals: A

(pScJ < pI/2) and B (pI/2 ≤ pS
c

J ≤ pI ). Note that in interval A, the cost pC in Eq. (5.1)
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is a decreasing function of kCJ . �erefore, the minimum cost a�ack for feasible

cut C is obtained by jamming nS
c

C − n
S
C − 1 (the maximum permissible number of)

insecure edges. �e remaining nSC + 1 insecure edges, greater than the number of

secure edges by one, are injected with bad-data. �e a�ack cost thus reduces to

pC = pS
c

J (nS
c

C − n
S
C − 1) + pI (nSC + 1)

= (pI − p
Sc

J )nSC + p
Sc

J n
Sc

C + (pI − p
Sc

J ) (5.2)

Ignoring constant (pI−pS
c

J ), this equalsC’s cut-weight if secure and insecure edges

are given weights of (pI −pS
c

J ) and pScJ respectively. �us, if pScJ < pI/2, the optimal

‘detectable’ jamming cut corresponds to the feasible cutC∗ with lowest cut-weight

inGH , where secure and insecure edges have weights of (pI −pS
c

J ) and pS
c

J respec-

tively.

Next consider interval B (pI/2 < pS
c

J ≤ pI ). In Eq. (5.1), if kCJ is reduced by 2,

the ( |C∗ | −kCJ ) mod 2 term remains unchanged and the overall cost pC decreases.

Hence the optical a�ack for cutC corresponds to eitherkCJ = 0 orkCJ = 1, otherwise

the a�ack cost can be reduced further. Checking the contribution of ( |C | − kCJ )

mod 2 term, we note that the optimal a�ack for cut C is given by (kCJ = 0,kCI =

(1 + |C |)/2) for odd |C |, and (kCJ = 1,kCI = |C |/2) for even |C |. In either case, the

a�ack cost pC is an increasing function of the cut-size |C | as expressed below.

pC = pS
c

J (1 − |C | mod 2) + pI b(1 + |C |)/2c (5.3)

�us, in interval B, the optimal ‘detectable’ jamming a�ack corresponds to the

feasible cut C∗ with lowest cut-size in GH . We summarize this discussion by pre-

senting our main theorem for optimal ‘detectable’ jamming a�ack construction.
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�eorem 9. �e minimum cost ‘detectable’ jamming a�ack for measurement graph

GH with jamming cost pS
c

J and bad-data injection cost pI per insecure measurement

is constructed as follows.

• pS
c

J < pI/2: Give weights of pI − pS
c

J and pS
c

J to secure and insecure edges

respectively inGH and �nd the minimumweight feasible cutC∗ withnSC∗ secure

edges. Use (nSC∗ + 1) insecure measurements for bad-data injection and jam the

rest.

• pS
c

J ≥ pI/2: Find the minimum cardinality feasible cut C∗ in GH . Use b(1 +

|C∗ |)/2c insecuremeasurements for bad-data injection and jam (1−|C∗ | mod 2)

measurement.

�e main argument is also elucidated through the example in Fig. 5.1. To

conclude, the range of permissible costs for jamming insecure measurements is

thus separable into two intervals with distinct designs for optimal ‘detectable’ jam-

ming a�ack.

Note that the conditions necessary for feasible ‘detectable’ jamming and

injection a�acks are identical. �e comparison of a�ack costs in ‘detectable’ jam-

ming a�acks with that of ‘detectable’ injection a�acks is given by the following.

�eorem 10. Let cutC∗ with nSC∗ secure and n
Sc

C∗ insecure edges correspond to

the optimal ‘detectable’ a�ack (no jamming). �e cost of optimal ‘detectable’

jamming a�ack satis�es the following bounds.
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Figure 5.1: E�ect of jamming cost pScJ and data injection cost pI on the mini-
mum ‘detectable’ jamming a�ackC∗ derived from a cutC with nSC (< |C |/2) secure
and nS

c

C insecure edges. Secure edges in the cut are colored red while untouched,
jammed and injected insecure edges are colored white, blue and green colors re-
spectively. When pS

c

J < pI/2, a�ack cost can be reduced by replacing one data
injection with jamming two measurements as shown in the cuts on the le� of C .
For pScJ ≥ pI/2, a�ack cost is reduced by replacing two jammed measurements by
one measurement with data injection while leaving the other untouched as shown
on the right side of cutC . Optimal a�acksC∗ got from this replacement are given
by �eorem 9.

• For pS
c

J < pI/2, the cost of the optimal ‘detectable’ jamming a�ack is less than

that of the optimal ‘detectable’ a�ack cost by at least (pI − 2pScJ )b
nS

c
C∗−n

S
C∗

2 c +

pS
c

J (1 − |C∗ | mod 2).

• For pS
c

J ≥ pI/2, the cost of the optimal ‘detectable’ jamming a�ack is less than
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that of ‘detectable’ a�ack by pI − pS
c

J (if |C∗ | is even), and equal otherwise.

Proof. For pScJ ≥ pI/2, using �eorem 6 and �eorem 9, it follows that the optimal

cuts for ‘detectable’ and ‘detectable’ jamming a�acks are identical. �e di�erence

in costs follows immediately from the a�ack construction using the optimal cutC∗

in either case. For pScJ < pI/2, note that the minimum-cost ‘detectable’ jamming

a�ack for feasible cut C∗ is given by injecting bad-data into nC
∗

S + 1 edges and

jamming the other insecure edges. �e di�erence in cost between ‘detectable’

jamming a�ack and ‘detectable’ a�ack for cut C∗ is thus:

∆ = pI b1 +
nS

c

C∗ + n
S
C∗

2
c − pI (n

S
C∗ + 1) − pS

c

J (nS
c

C∗ − n
S
C∗ − 1)

= (pI − 2pS
c

J )b
nS

c

C∗ − n
C∗

S

2
c + pS

c

J (1 − |C∗ | mod 2) (5.4)

As C∗ is a feasible ‘detectable’ jamming a�ack (not necessarily optimal) in this

case, Eq. 5.4 gives a lower bound on the di�erence in optimal costs. �

Finally, the following statements holds for the case with minimum jam-

ming cost.

Corollary 2. • For pS
c

J = 0 (minimum jamming cost), the optimal ‘detectable’

jamming a�ack corresponds to the cutC∗, which has the minimum number of

secure edges among all feasible cuts.

• For pS
c

J = 0, if a ‘hidden’ a�ack exists, optimal ‘detectable’ jamming and ‘hid-

den’ jamming a�acks corresponds to the same cut C∗.
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5.1.3 Algorithms for Construction of Optimal ‘Detectable’ Jamming At-
tack

To con�rm the existence of a feasible a�ack, we need to identify a feasible

cut with a majority of insecure edges in the graph. �eorem 7 in Chapter � proves

that this is equivalent to the ‘ratio-cut’ problem, a known NP-hard problem. �us,

the design of the optimal ‘detectable’ jamming a�ack, in the worst case, is hard as

well. We now provide an approximate algorithm (Algorithm 6) for a�ack vector

construction. ForpScJ < pI/2 (interval A), we create weighted graphGH with secure

(insecure) edges having weight pI − pS
c

J (pScJ ). For pS
c

J ≥ pI/2 (interval B), we

consider unweighted GH . Using �eorem 9, the optimal a�ack, in either case,

corresponds to the minimum weight feasible cut in GH .

Working: Algorithm 6 proceeds by computing the minimum weight cut

C in GH (Step 1) and checks if it is a feasible cut (Step 3). If C is infeasible, one

secure edge is selected randomly in C and its edge-weight is increased by β (Step

4). We consider two cases, one where β is taken as the secure edge-weight and the

other where it is taken as ∞. Following the increase, the algorithm recomputes

the minimum weight cut and checks for feasibility. �is process is iterated until

a feasible cut is obtained (construct the a�ack vector) or the cut-weight reaches a

threshold γ < ∞(declare no solution).

Note that for β = ∞, in the worst case, there are |S | min-cut computations

(one for each secure edge) of complexity O ( |V | |E | + |V |2 log |V |) each, giving the

algorithm a computational complexity of O ( |S | |V | |E | + |S | |V |2 log |V |). However,

as the algorithm is approximate, it might not return a solution in every case. We
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Algorithm 6 ‘Detectable’ Jamming A�ack Construction
Input: Graph GH with secure and insecure edge sets S, Sc weighted based on
pS

c

J ,pI , thresholds β ,γ

1: Compute min-weight cut C in GH

2: wC ← weight of C
3: while (wC < γ , 2|C

⋂
S | ≥ |C |) do

4: Randomly pick edge i ∈ C
⋂
S and increase its weight by β

5: Compute min-weight cut C in GH

6: wC ← weight of C
7: end while
8: if 2|C

⋂
S | < |C | then

9: Construct a�ack vector using �eorem 9
10: else
11: Declare no solution
12: end if

now show simulation results on designing optimal a�acks by Algorithm 6 in IEEE

test systems. We also demonstrate the capacity of ‘detectable’ jamming a�acks in

overcoming high placement of secure measurements in the systems considered.

Simulation Results: We run simulations of Algorithm 6 on IEEE 14-bus

and 57-bus test systems [9]. In each simulation run, we put �ow measurements

on all lines in the test system considered and phase angle measurements on 60%

(randomly selected) of the system buses. Over multiple simulations, we vary the

fraction of secure measurements and record the trends in average cost of con-

structing ‘detectable’ jamming a�ack. We consider either interval of jamming cost

(pScJ < pI/2 and pS
c

J > pI/2), and di�erent values of parameter β (�nite and ∞) in

Algorithm 6. �e trends in average optimal cost of ‘detectable’ jamming a�acks

for the 14 bus system are presented in Fig. 5.2(a) (for con�gurations that allow
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feasible ‘hidden’ a�acks), and Fig. 5.2(b) (for con�gurations that are resilient to

‘hidden’ a�acks). To demonstrate the e�cacy of our approach, we compare the

trends with average costs of constructing ‘hidden’ and ‘detectable’ injection at-

tacks. Note that while the average ‘detectable’ jamming a�ack cost is way below

half of the average ‘hidden’ injection cost in Fig. 5.2(a), it is observed to eventually

decrease with increasing secure measurements in the system. �is trend results

from the fact that system con�gurations resilient to a�acks that increase with in-

creasing secure measurements are not accounted for in the plo�ed average a�ack

costs. Further, it is apparent that changing the value of β does not a�ect the perfor-

mance of Algorithm 6 much. Similarly, Fig. 5.3 includes the average cost trends for

the 57 bus system, with β in Algorithm 6 being taken equal to the weight of secure

measurements. Finally, Fig. 5.4 plots the increase in number of completely resilient

operating regimes (no feasible a�ack possible) with an increase in the number of

secure measurements in the system. �is is similar to the �nding in Fig. 4.6(b) in

the last chapter. It is easily evidenced in Fig. 5.4 that contrary to ‘hidden’ a�acks,

the number of secure operating regimes in ‘detectable’ jamming a�acks hardly

increases with an increase in the number of secure measurements. In the next

section, we present our generalized a�ack framework that allows jamming (not

data injection) of secure measurements by the adversary.

5.2 Generalized Attack on State Estimation

�e adversary in this case has three tools (jamming secure measurement,

jamming insecure measurement, and data injection in insecure measurement) with
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distinct costs per measurement (pSJ ,p
Sc

J , and pI ). From Assumption 1, we have

0 ≤ pS
c

J ≤ pSJ ≤ pI . �e introduction of jamming of secure measurements creates

major changes in the adversarial strategy as it relaxes the feasibility requirements

for both ‘hidden’ and ‘detectable’ a�acks as noted below.

5.2.1 ‘Hidden’ Generalized Attacks

�eorem 2 and 8 states that feasible cuts for ‘hidden’ injection and jam-

ming a�acks cannot include any secure edge. With the capability to jam secure

measurements, this is no longer necessary. Consider a cut C with nSC secure and

nS
c

C > 0 insecure edges. If all secure edges are removed by jamming, the remaining

cut can provide a ‘hidden’ a�ack where one insecure edge is used for data injec-

tion and the rest are jammed. �e total a�ack cost is pSJn
S
C +p

Sc

J n
Sc

C + (pI −p
Sc

J ). �e

optimal a�ack is thus given by:

�eorem 11. Give weights of pSJ and p
Sc

J to secure and insecure edges respectively

inGH and �nd the minimum weight cutC∗ with non-zero number of insecure edges.

�e optimal ‘hidden’ generalized a�ack is constructed by using one insecure edge in

C∗ for data injection and jamming the remaining cut-edges.

It is worth mentioning that the optimal a�ack design does not depend on

the relative values of the jamming and injections costs in this case. Next, we look

at ‘detectable’ generalized a�acks.
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5.2.2 ‘Detectable’ Generalized Attacks

We study how the design of a ‘detectable’ a�ack changes when jamming of

secure measurements is allowed. To do so, we consider a cut C in graph GH with

nSC secure and nScC insecure edges. We can have two cases forC: A) nSC < nS
c

C and B)

nSC ≥ nS
c

C . �eorem 6 and 9 state that to conduct a successful ‘detectable’ injection

or jamming a�ack, the adversary requires graph-cuts with a majority of insecure

edges. �us, we have

Lemma 3. A ‘detectable’ generalized a�ack can be constructed from cut C having

nSC secure and nS
c

C insecure edges if nS
c

C > 0 and the adversary initially jams kSC ≥

[nSC − n
Sc

C + 1]+ secure cut-edges, where [a]+ = max{0,a}.

�is step ensures that a�er removal of jammed secure measurements, the

remaining cut has a majority of insecure edges. Following the approach in �e-

orem 9, we aim to determine the optimal ‘detectable’ generalized a�ack strategy

over di�erent range of costs for pI ,pSJ and pS
c

J . We begin with the following cost

interval.

Cost Interval I:[pScJ ≥ pI/2]
⋂

[pSJ ≥ pI/2]

Let the adversary initially jam kSC secure edges in a cut C with non-zero insecure

edges, where kSC follows Lemma 3. Using �eorem 9 for pScJ ≥ pI/2, the mini-

mum cost a�ack using the remaining edges is constructed by injecting data into

b
1+|C |−kSC

2 c and jamming (1 − ( |C | − kSC ) mod 2) insecure edges. �e total cost is

given by:

pC = pSJk
S
C + pI b

1 + |C | − kSC
2

c + pS
c

J (1 − ( |C | − kSC ) mod 2) (5.5)
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As pSJ ≥ pI/2, we note that pC is increasing with kSC . Using Lemma 3, the minimum

cost is achieved at kSC = [nSC −n
Sc

C +1]+. For Case A (nSC < nS
c

C ), this gives kSC = 0 (no

jamming of secure measurement), and the optimal a�ack is identical in structure

to the optimal ‘detectable’ jamming a�ack for [pScJ ≥ pI/2] in �eorem 9. For Case

B (nSC ≥ nS
c

C ), the optimal kSC equals nSC − n
Sc

C + 1. �e a�ack cost thus reduces to

pC = pSJ (n
S
C − n

Sc

C + 1) + pInS
c

C (using Eq. (5.5))

= pSJn
S
C + (pI − p

S
J )n

Sc

C + p
S
J (5.6)

Excluding the constant term, the optimal a�ack cost forC in Case B is equal to its

cut-weight if secure and insecure edges are given weights pSJ and pI − p
S
J respec-

tively.

As GH has cuts in both Case A and Case B, the optimal ‘generalized’ at-

tack selects the minimum cost one among the optimal cuts of both cases. �is is

summarized below:

�eorem 12. �e optimal ‘detectable’ generalized a�ack inGH for the cost interval

[pScJ ≥ pI/2]
⋂

[pSJ ≥ pI/2] is given by the minimum cost a�ack among the optimal

solutions of the following two graph optimization problems:

Problem I-A. Find the minimum cardinality feasible cut C∗ in GH with a minority

of secure edges. Use b(1 + |C∗ |)/2c insecure edges for bad-data injection and jam

(1 − |C∗ | mod 2) insecure edges.

Problem I-B. Give weights of pSJ and pI −p
S
J to secure and insecure edges respectively

in GH and �nd the minimum weight cut C∗ with (nSC∗ ≥ |C
∗ |/2) secure edges and
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(nS
c

C∗ > 0) insecure edges. Inject data into all insecure edges and jam (nSC∗ + 1 − nScC∗ )

secure edges.

Next we analyze cut C with nSC secure and nS
c

C > 0 insecure edges in the

second cost interval.

Cost Interval II: [pScJ < pI/2]
⋂

[pSJ + p
Sc

J ≥ pI ]

By Lemma 3, the adversary initially jams kSC ≥ [nSC − n
Sc

C + 1]+ secure cut-edges

leaving (nSC − kSC ) secure and nS
c

C∗ insecure edges. As pScJ < pI/2, the minimum

cost a�ack constructed from the remaining edges includes data injection into nSC −

kSC + 1 measurements and jamming the rest of the insecure measurements (see

�eorem 9). �is gives an a�ack cost of:

pC = pSJk
S
C + pI (n

S
C − k

S
C + 1) + pS

c

J (nS
c

C − n
S
C + k

S
C − 1)

= (pSJ + p
Sc

J − pI )k
S
C + (pI − p

Sc

J ) (nSC + 1) + pS
c

J n
Sc

C (5.7)

As pSJ +p
Sc

J ≥ pI , the a�ack cost in Eq. (5.7) increases with kSC . �e minimum a�ack

cost is thus a�ained for Case A (nSC < nS
c

C ) at kSC = 0, and for Case B (nSC ≥ nS
c

C ) at

kSC = n
S
C − n

Sc

C + 1. �e corresponding a�ack costs are given by:

pC = (pI − p
Sc

J ) (nSC + 1) + pS
c

J n
Sc

C (for Case A) (5.8)

pC = pSJ (n
S
C + 1) + (pI − p

S
J )n

Sc

C (for Case B) (5.9)

Observe that in either case, ignoring additive constants, the optimal a�ack cost is

given by the cut-weight of C with distinct weights for secure and insecure mea-

surements. We can thus determine the optimal ‘detectable’ generalized a�ack in

this interval as follows:

92



�eorem 13. �e optimal ‘detectable’ generalized a�ack inGH for the cost interval

[pScJ < pI/2]
⋂

[pSJ +p
Sc

J ≥ pI ] is given by the minimum cost a�ack among the optimal

solutions of the following two graph optimization problems:

Problem II-A. Give weights ofpI−pS
c

J andpS
c

J to secure and insecure edges respectively

in GH and �nd the minimum weight cut C∗ with (nSC∗ < |C
∗ |/2) secure edges. Inject

data into (nSC∗ + 1) insecure edges and jam the other insecure edges.

Problem II-B. Give weights of pSJ and pI −p
S
J to secure and insecure edges respectively

in GH and �nd the minimum weight cut C∗ with (nSC∗ ≥ |C
∗ |/2) secure edges and

(nS
c

C∗ > 0) insecure edges. Inject data into all insecure edges and jam (nSC∗ + 1 − nScC∗ )

secure edges.

Finally, we look at cost interval III with low jamming costs.

Cost Interval III:[pScJ < pI/2]
⋂

[pSJ + p
Sc

J < pI ]

As pScJ < pI/2 constraint is common to Interval II, the preliminary analysis here

is identical to the discussion preceding Eq. (5.7) and leads to the following a�ack

cost:

pC = (pSJ + p
Sc

J − pI )k
S
C + (pI − p

Sc

J ) (nSC + 1) + pS
c

J n
Sc

C (5.10)

where kSC ≥ [nSC − n
Sc

C + 1]+ is the number of jammed secured measurements. Ob-

serve that the a�ack cost decreases on increasing kSC in this interval. �e minimum

a�ack cost is thus obtained when kSC = maxkSC = nSC for both Cases A and B. �e

optimal a�ack cost for cut C is given by:

pC = pSJn
S
C + p

Sc

J n
Sc

C + (pI − p
Sc

J ) (for Cases A, B) (5.11)
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which is an additive constant away fromC’ cut-weight if secure and insecure edges

are given weights pSJ and pS
c

J respectively. �e optimal ‘detectable’ generalized

a�ack design is given by the following theorem.

�eorem 14. �e optimal ‘detectable’ generalized a�ack inGH for the cost interval

[pScJ < pI/2]
⋂

[pSJ +p
Sc

J < pI ] is given by the optimal solution of the following graph

optimization problem:

Problem III. Give weights of pSJ and p
Sc

J to secure and insecure edges respectively in

GH and �nd the minimum weight cut C∗ with non-zero insecure edges. Inject data

into one insecure edge and jam all other secure and insecure edges.

To summarize, the design of the optimal ‘detectable’ generalized a�ack can

be divided into three intervals that cover the entire range of permissible jamming

and data injection costs as shown in Fig. 5.5. In Internals I (�eorem 12) and II

(�eorem 13), the optimal a�ack is given by the minimum of two constrained

graph-cut problems, while in Interval III (�eorem 14), it is given by the solution

of a single problem. �e following points are worth noting.

1. Problems I-A and II-A pertaining to Case A in Intervals I and II are identical

to the sub-problems for designing optimal ‘detectable’ jamming a�acks in

�eorem 9.

2. Problems I-B and II-B pertaining to Case B in Intervals I and II are identical.

3. Problem III in Interval III is identical to the problem of designing optimal

‘hidden’ generalized a�acks in �eorem 11.
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�e �rst two observations arise from the constraint pSJ + p
Sc

J ≥ pI in Intervals I

and II. �is constraint restricts the optimal number of jammed secured measure-

ments at the minimum necessary for feasible a�ack construction, which is 0 for

cuts with majority of insecure edges. �us Problems I-A and II-A are similar to

the ones in �eorem 9 where feasible cuts have a majority of insecure edges. For

Interval III, the constraint pSJ +p
Sc

J < pI implies that the a�ack cost can be reduced

by replacing data injection at one measurement with jamming of a pair of insecure

and secure measurements or jamming two insecure measurements. �us, the op-

timal ‘detectable’ generalized a�ack in Interval III includes only one measurement

with data injection and is identical to the optimal ‘hidden’ generalized a�ack in

�eorem 11.

�rough jamming of secure measurements, it is clear that generalized data

a�acks expand the scope of both ‘hidden’ and ‘detectable’ a�acks to cuts that are

infeasible for traditional ‘hidden’ and ‘detectable’ a�acks. �is reduces the a�ack

cost as shown through simulations later. In addition, the next theorem presents

the threat to grid resilience posed by generalized a�acks.

�eorem 15.

1. A system is vulnerable to generalized data a�acks (both ‘hidden’ and ‘detectable’)

even if it contains only one insecure measurement.

2. Addition of new secure measurements in the system does not prevent generalized

a�acks.

Proof. Consider the graph GH . As mentioned in �eorems 11, 12, 13 and 14, a
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feasible generalized a�ack requires a cut inGH with non-zero number of insecure

edges. Such a cut does not exist only if all measurements are secure. Hence the �rst

statement holds. Addition of new secure measurements can increase the a�ack

cost of a cut but does not change its feasibility. Hence the second statement holds.

�

It follows from �eorem 15 that the prevention of generalized a�acks needs

all existing insecure measurements to be replaced with secure ones, rather than

addition of new secure measurements. �is is a much stricter requirement than for

‘hidden’ and ‘detectable’ injection (or jamming) a�acks which can be prevented by

adding n (see �eorem 4) and O (m/2) (see Corollary 1) new secure measurements

respectively. Here, n is the number of buses (excluding ‘reference’ bus) and m is

number of measurements in the grid. Indeed, our generalized a�ack framework

undermines grid resilience to data a�acks and cyber adversaries beyond previously

studied a�ack models. Next, we develop approximate iterative algorithms to solve

them.

5.2.3 Algorithms for Construction of Optimal Generalized Attack

Consider the graph GH with sets S and Sc of secure and insecure edges re-

spectively. �e costs associated with jamming an insecure measurement, jamming

a secure measurement and injecting data into an insecure measurement are given

by pS
c

J ,p
S
J and pI respectively. We �rst discuss algorithm for designing ‘hidden’

generalized a�acks.

‘Hidden’ generalized attacks: By �eorem 11, the optimal a�ack of this
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type is given by the minimum weight cut C∗ with non-zero insecure edges in GH ,

where secure and insecure edges have weight pSJ and pS
c

J respectively. Algorithm

7 outputs the optimal a�ack.

Algorithm 7 Optimal ‘Hidden’ Generalized A�ack Construction
Input: Graph GH , Set S (Sc ) of secure (insecure) edges with edge-weights pSJ
(pScJ )

1: i ← 1,w ← ∞
2: while i ≤ |Sc | do
3: Pick ith edge (s, t ) in Sc .
4: C ← minimum weight ‘s − t ’ cut separating s and t in GH

5: if w > C’s weight then
6: w ← C’s weight, C f ← C
7: end if
8: i ← i + 1
9: end while

10: Use C f for optimal a�ack in �eorem 11.

Working and Complexity: In each iteration of the While Loop (Step 2),

Algorithm 7 picks an insecure edge in Sc and �nds the minimum weight cutC that

contains it. �e feasible cutC f is updated if the current cutC has lower weight. At

the end of the iteration, the optimal a�ack is constructed by injecting data into one

insecure edge and jamming the rest of the edges inC f . Since, minimum ‘s − t ’ cut

can be computed using max-�ow algorithm in O ( |V | |E | log( |V |2/|E |)) time [84],

Algorithm 7 has polynomial time complexity of O ( |Sc | |V | |E | log( |V |2/|E |)).

We emphasize that ‘hidden’ injection and jamming a�acks also have poly-

nomial time-complexity, but involve only one min-cut computation. Next, we dis-

cus construction of ‘detectable’ generalized a�acks.

97



‘Detectable’ generalized attacks: �e relative values of costs of jamming

and data-injection change the design of ‘detectable’ generalized a�acks. A�ack

construction in Interval III is identical to that of ‘hidden’ generalized a�acks and

is given by Algorithm 7. Here, we discuss the construction for a�acks in Intervals

I ([pScJ ≥ pI/2]
⋂

[pSJ ≥ pI/2]) and II ([pScJ < pI/2]
⋂

[pSJ + p
Sc

J ≥ pI ]). �eorems 12

and 13 state that in either interval, the optimal ‘detectable’ generalized a�ack is

determined by solving two constrained graph-cut problems on GH . In each of

these problems (I-A, I-B, II-A and II-B), the constraint involves �nding a cut C in

GH of Case A(nSC < |C |/2) or Case B(nSC ≥ |C |/2) where nSC is the number of secure

edges in the cut. Approximate algorithm (Algorithm 8) solves constrained graph-

cut problems of these form. Algorithm 8 is a generalization of Algorithm 6 used

in Section 5.1.3 and has additional constraints. �e exact weights for secure and

insecure edges and constraint (Case A or B) in the algorithm are speci�ed by the

particular problem being solved.

Working and Complexity: �e working and complexity in both Case A

(nSC < |C |/2) and Case B follow that of Algorithm 6 and is omi�ed here. Here β ’s

value is taken as either ∞ or the secure edge-weight for Case A (insecure edge-

weight for Case B). �e iterative minimum weight cuts are computed until a feasi-

ble cut is obtained or the cut-weight grows beyond threshold γ , at which point the

algorithm declares no solution. Finally, we present simulation results that justify

the performance of Algorithm 7 and 8 in designing optimal generalized a�acks.

Simulation Results: We design ‘hidden’ and ‘detectable’ generalized at-

tacks on IEEE 14-bus and 57-bus test systems [9]. In each simulation run, we put
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Algorithm 8 ‘Detectable’ Generalized A�ack Construction
Input: Graph GH , Set S and Sc of secure and insecure edges respectively, edge
weights and Case (A or B) given by problem (I-A, I-B, II-A or II-B), β,γ

1: Compute min-weight cut C in GH

2: wC ← C’s weight
3: if Case A then
4: while (wC < γ )&&(2|C

⋂
S | ≥ |C |) do

5: Increase edge-weight of randomly picked i ∈ C
⋂
S by β

6: Compute min-weight cut C in GH

7: wC ← C’s weight
8: end while
9: if 2|C

⋂
S | < |C | then

10: Construct a�ack for Problem using C
11: else
12: Declare no solution
13: end if
14: else
15: while (wC < γ )&&( |C

⋂
Sc | = 0 or 2|C

⋂
Sc | > |C |) do

16: if |C
⋂
Sc | = 0 then

17: Increase edge-weight of randomly picked i ∈ C
⋂
S by∞

18: else
19: Increase edge-weight of randomly picked i ∈ C

⋂
Sc by β

20: end if
21: Compute min-weight cut C in GH

22: wC ← C’s weight
23: end while
24: if 2|C

⋂
S | < |C | then

25: Construct a�ack for Problem using C
26: else
27: Declare no solution
28: end if
29: end if
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�ow measurements on all lines and phase angle measurements on 60% (randomly

selected) of the system buses. We vary the fraction of secure measurements in the

system, and observe its e�ect on average cost of constructing data a�acks. We �rst

consider Algorithm 7 that gives the optimal ‘hidden’ generalized a�ack as well as

‘detectable’ generalized a�ack in Interval III. �e cost of jamming an insecure mea-

surement is taken as .25, of jamming a secure measurement is taken as .5 and of

injecting into a insecure measurement is taken as 1. Fig. 5.6 presents the trends in

average costs of ‘hidden’ injection, ‘detectable’ injection and ‘hidden’ generalized

a�acks for the IEEE 14-bus and 57-bus test systems for con�gurations where ‘hid-

den’ injection a�acks are feasible. It is clearly observed that adding jamming to

the adversarial tools reduces the cost of ‘hidden’ a�acks greatly. In fact ‘hidden’

generalized a�acks are less expensive than ‘detectable’ injection a�acks. Next we

use Algorithm 8 to generate ‘detectable’ generalized a�acks in Intervals I and II

(see Fig. 5.5). For Intervals I and II, the costs of jamming an insecure measurement

are taken as .6 and .25 respectively. �e costs of jamming a secure measurement

and data injection into an insecure measurement are taken as .8 and 1 respectively

in both intervals. To show the adversarial advantage of jamming secure measure-

ments, we compare the average costs of ‘detectable’ generalized (DG) a�acks with

that of ‘detectable’ jamming (DJ) a�acks in each case. Fig. 5.7(a) presents the av-

erage DG and DJ a�ack costs for the IEEE 14-bus and 57-bus test systems in cases

with feasible ‘hidden’ injection a�acks. It can be observed that though jamming

of secure measurements reduces the average a�ack costs, its e�ect is more pro-

nounced in Interval I where cost of jamming an insecure measurement is higher.
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Similarly, Fig. 5.7(b) demonstrates the trends in average DG and DJ a�ack costs

for the same systems, but by considering only cases with feasible ‘detectable’ in-

jections a�acks. Even in this case, the cost improvement in DG over DJ a�acks is

greater in Interval I.

Note that the rise in a�ack cost with increase in the fraction of secure

measurements in the system is greater in Fig. 5.7(b) than in Fig. 5.6 and Fig. 5.7(a),

where the slopes are �a�er and even negative for some average cost curves. �is

disparity is due to the way we compute average a�ack costs for the �gures. In

Figs. 5.6 and 5.7(a), we only record a�ack costs for system con�gurations with

feasible ‘hidden’ injection a�acks. As the number of such con�gurations decreases

rapidly with increasing number of secure measurements, we end up averaging

over fewer con�gurations, many of which have small feasible graph-cuts leading

to lower recorded average a�ack costs. �e number of feasible con�gurations for

‘detectable’ injection a�acks does not decrease as rapidly, hence Fig. 5.7(b) has cost

curves with steeper slopes in general.

5.3 Summary

We develop a jamming aided data a�ack framework, where an adversary

uses three tools with distinct costs: jamming of encrypted (secure) measurements,

data injection and jamming of insecure measurements to optimize the cost and

scope of traditional data a�acks in literature. We consider both ‘hidden’ and ‘de-

tectable’ data a�acks introduced in the previous chapter and modify them using

adversarial jamming. For cases where jamming is limited to insecure measure-
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ments alone, we devise optimal ‘hidden’ and ‘detectable’ jamming a�acks. We

show that for ‘detectable’ jamming a�acks, jamming signi�cantly alters the opti-

mal a�ack only if the jamming cost is less than half the cost of bad-data injection.

For values of jamming cost greater than half the injection cost, ‘detectable’ jam-

ming’ a�acks correspond to the same optimal graph cut as ‘detectable’ injection

a�acks. For cases where jamming of secure measurements is allowed, we design

optimal ‘hidden’ and ‘detectable’ generalized a�acks. We show that the optimal

‘hidden’ generalized a�ack is given by the minimum weight graph-cut where the

edge-weights for secure and insecure measurements are based on the costs of jam-

ming and data injection in the system. For ‘detectable’ a�acks, we show that the

entire range of relative costs for data injection and jamming of secure and in-

secure measurements can be divided into three separate intervals, with optimal

a�ack construction given by distinct ‘constrained graph-cut’ formulations in each

interval. Signi�cantly, we show that generalized data a�acks are even feasible

for systems with a single insecure measurement and hence are not prevented by

adding new secure measurements. We present approximate algorithms that use it-

erative min-cut computations to determine the optimal jamming and generalized

a�acks and present simulation results on their performance.

In the next chapter, we show the use of jamming in designing ‘topology’

a�acks on state estimation.
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Figure 5.2: Average cost of optimal a�acks (‘hidden’ injection, ‘detectable’ injec-
tion and ‘detectable’ jamming) produced for di�erent values of β (size of secure
edge and ∞) on the IEEE 14 bus test system with �ow measurements on all lines,
phasor measurements on 60% of the buses and protection on a fraction of mea-
surements selected randomly. �e bad-data injection cost (pI ) is taken as 1. For
the ‘detectable’ jamming a�ack, the jamming costs (pScJ ) considered are 0, 1/4, 3/4.
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Figure 5.3: Average cost of optimal a�acks (‘detectable’ injection and ‘detectable’
jamming) produced for �nite β on the IEEE 57 bus test system with �ow measure-
ments on all lines, phasor measurements on 60% of the buses and protection on
a fraction of measurements selected randomly. �e bad-data injection cost (pI ) is
taken as 1. For the ‘detectable’ jamming a�ack, the jamming costs (pScJ ) considered
are 0, 1/4(< pI/2), 3/4(> pI/2).
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Figure 5.4: Average fraction of simulated con�gurations with no feasible ‘hidden’
and ‘detectable’ jamming a�acks given by Algorithm 6 for di�erent values of β in
IEEE 14 and 57 bus test systems. Each test system has �ow measurements on all
lines, phasor measurements on 60% of the buses and protection on a fraction of
measurements selected randomly.
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Figure 5.6: Average cost of ‘hidden’ injection, ‘detectable’ injection and ‘hidden’
generalized a�acks (when ‘hidden’ injection a�ack exists) produced by Algorithm
7 on the IEEE 14 and 57 bus test systems with �ow measurements on all lines,
phasor measurements on 60% of the buses and protection on a fraction of mea-
surements selected randomly. �e cost of data injection (pI ) is taken as 1. �e
costs of jamming an insecure measurement (pScJ ) and a secure measurement (pSJ )
are taken as .25 and .5 respectively.
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Figure 5.7: Average cost of ‘detectable’ generalized (DG) and ‘detectable’ jamming
(DJ) a�acks (considering con�gurations in Cost Intervals I and II, produced by
Algorithm 8 (with �nite β) on the IEEE 14 and 57 bus test systems with �ow mea-
surements on all lines, phasor measurements on 60% of the buses. In Interval I and
II, the costs of jamming an insecure measurement are taken as .6 and .25 respec-
tively. �e costs of jamming a secure measurement and data injection are taken as
.8 and 1 respectively in both intervals.
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Chapter 6

Topology Attacks with Measurement Jamming

�e previous two chapters describe data a�acks where meter measure-

ments are modi�ed to change the state estimate. �is requires synchronously

changing real-valued readings in one or more meters in real time, a non-trivial

task. In this chapter, we focus on an alternate adversarial a�acks that operate

through changes in breaker statuses used in state estimation as shown in Fig. 6.1.

We term these a�acks as ‘topology’ a�acks. Here the adversary changes the sta-

tuses of a few operational breakers from 1 (closed) to 0 (open). Note that breaker

statuses, unlike meter readings, are binary in nature and �uctuate with lower fre-

quency as topology changes are slower than changes in power usage. In addition,

the adversary jams �ow measurements on a subset of transmission lines in the grid.

Signi�cantly, the adversary in this framework does not employ data injection in

any meter (non-breaker) reading in the system and hence can a�ack systems with

completely secure/encrypted measurement meters.

Main Results: We present a hidden ‘topology’ a�ack model on state es-

timation for any grid with line �ow and nodal injection meters. �e a�ack uses

breaker status changes and jamming of �ow measurements but does not use me-

ter data injection. Injection meters are altogether untouched by the adversary. We
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Figure 6.1: Generalized State Estimator for a power system

use a novel graph-coloring based analysis to prove that under normal operating

conditions, a single breaker status change (with the necessary �ow measurement

jamming) is su�cient to create an undetectable ‘topology’ a�ack. In fact, we show

that if a ‘topology’ a�ack can be constructed by changing the statuses of a set of

breakers, then an a�ack using only one break status change exists for the system

as well. We present a l0 − l1 relaxation technique to design the optimal ‘topology’

a�ack and present simulations of a�ack construction on IEEE test cases.

6.1 Generalized State Estimation

First, we provide a brief description of the variables used in this chapter.

Following the notation in previous chapters, we represent the current operational

110



grid by graph G with setV of n buses/nodes connected by a set E of nE operational

transmission lines (directed edges). �e set of binary breakers statuses for the

edges is denoted by the diagonal matrixD of sizenE×nE . We assume that all lines to

be initially operational (D is identity matrix) and ignore any non-operation line for

ease of notation. �e edge to node incidence matrix is denoted by M of dimension

nE ×n. Each operational edge (ij ) between nodes i and j has a corresponding row

Mij in M , where Mij = e′i − e′j . ei denotes the standard basis vector in Rn with

one at the ith location. �e direction of �ow on edge (ij ) is taken to be from i to

j. Following the notation in Chapter 4, the state variables (bus phase angles) are

denoted by the n×1 vector x and the set of measurements is denoted by the vector

z. Here we consider z to consist of line �ow measurements (included in z f ) and

bus power injection measurements (included in zinj) giving z =
[
z f
zinj

]
. We consider

a generalized state estimation (GSE) process [26] as illustrated in Figure 6.1 that

relies on the breaker statuses in D for topology estimation and then uses the meter

measurements z for estimating the state vector x . Note that in previous chapters,

we did not include topology measurements in the discussion on state estimation

as they were deemed to be uncorrupted. �e relation between x and z in the DC

model is given by z = Hx + e where e is the zero mean Gaussian noise vector

with covariance matrix Σe . H is the measurement matrix and depends on the grid

structure and susceptance of transmission lines. Let the kth1 entry in z corresponds

to the �ow measurement on line (ij ). �en H (k1, :) (the kth1 row in H ) is given by

H (k1, :) = [0...Bij ..0.. − Bij ..0] = BijMij (6.1)
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with the non-zero values at the ith and jth locations respectively. Bij is the sus-

ceptance of the line (ij ). On the other hand, if the kth2 entry corresponds to an

injection measurement at node i , we have z (k2) =
∑

r :(ir )∈E Bir (xi − xr ). In matrix

form, ignoring measurement noise, we write equations for received measurements

as

z f = TBMx for �ow measurements (6.2)

zinj = MT
injBMx for injection measurements (6.3)

B is the diagonal matrix of susceptances of lines in E. We arrange the rows in M

such that the top |z f | rows represent the lines with �ow measurements. For ease

of notation and analysis in later sections, we pad trailing zeros to vector z f and

make it of length nE . MatrixT is a nE ×nE diagonal matrix whose top |z f | diagonal

entries are of value 1 and rest are of value 0. Minj consists of the columns of M that

correspond to the nodes with injection measurements. �e optimal state vector

estimate x̂ is given by minimizing the residual Σ−.5e ‖z − Hx̂ ‖2. If the minimum

residual does not satisfy a tolerance threshold, bad-data detection �ags turn on

and data correction is done by the estimator. We now derive conditions for a

feasible hidden a�ack of this regime.

6.2 Conditions for Feasible ‘Topology’ Attack

We assume that the adversary is agnostic and has no information on the

current system state x or line susceptance matrix B. For a�ack, the adversary

changes the breaker statuses on some lines and makes them 0. �e new breaker
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status matrix, a�er a�ack, is denoted by D − Da where diagonal matrix Da has a

value of 1 for a�acked breakers. Similarly, the available �ow measurements a�er

jamming are represented by T − Ta , with diagonal matrix Ta having a value of 1

corresponding to jammed �ows. We consider the cost of jamming a measurement

to be negligible compared to the cost of changing a breaker status. Let the new

state vector estimated a�er the ‘topology’ a�ack be denoted by x + c , where c , 0

denotes the change. Note that if the �ow measurement on a line is not jammed,

its value remains the same following the a�ack. Using (6.2), we have

(T −Ta )BMx = (T −Ta )BM (x + c )

⇒ (T −Ta )BMc = 0 (6.4)

It follows immediately that if the breaker status on the r th line with �ow measure-

ment is changed (Da (r , r ) = 1), to avoid detection, its �ow measurement needs to

be jammed as well (Ta (r , r ) = T (r , r ) = 1). �us,

Da (T −Ta ) = 0 (6.5)

Consider the injection measurements (zinj) now, which are not changed during the

a�ack. �e breaker a�ack leads to removal of lines marked as open from Equation

(6.3), resulting in the following modi�cation.

zinj = M′injBMx = M′inj (D − Da )BM (x + c )

⇒ M′injDaBMx = M′inj (D − Da )BMc

( Using (6.4)) = M′inj (I − Da ) (I −T +Ta )BMc

( Using (6.5)) = M′inj (I − (Da +T −Ta ))BMc (6.6)
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Equation (6.6) thus states that a�er the ‘topology’ a�ack, for each injection mea-

surement, the sum of original �ows contributed by lines with a�acked breakers

(le� side) needs to be accommodated by changes in estimated �ows on lines (con-

nected to the same bus) whose breakers are intact but actual �ow measurements

are not received (right side). Finally, for unique state estimation following the ad-

versarial a�ack (with one bus considered ‘reference’ bus with phase angle 0) we

need

rank (

[
(T −Ta )

M′inj (D − Da )

]
BM ) = n − 1 (6.7)

�e necessary conditions for a successful ‘topology’ a�ack that results in

a change in estimated state vector consist of equations (6.4), (6.5), (6.6), and (6.7).

We now describe a graph coloring based analysis of the necessary and su�cient

conditions and use it to discuss design of optimal a�acks of our regime.

6.2.1 ‘Topology’ Attack Analysis using Graph Coloring

For our graph coloring based analysis, we use the following coloring scheme:

for any change c in the estimated state vector, neighboring buses with same value in

c are given same color. Using this, we now discuss a permissible graph coloring

corresponding to the requirements of a feasible a�ack discussed in the previous

section. Equation (6.4) states that if the �ow on line (ij ) between buses i and j is

not jammed, c (i ) = c (j ) (same color in our scheme). �us, a set of buses con-

nected through lines with available flow measurements (not jammed) has

the same color.
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�is implies that the grid buses, following a feasible a�ack, can be divided

into groups, each group having a distinct color. �e lines between buses of di�er-

ent groups do not carry any �ow measurement or are jammed by the adversary. A

test example is illustrated in Figure 6.2. Observe the buses with injection measure-

ments, that are not corrupted by the adversary. For an interior bus k , (all neigh-

boring nodes have the same color as itself), the right side of Equation (6.6) equates

to zero. �e le� side becomes equal to zero, under normal operating conditions,

if breakers on lines connected to bus k are not a�acked. �us, a feasible graph

coloring has lines with a�acked breakers connected to boundary buses. A

boundary bus is one that has neighboring buses of colors distinct from itself.

Now, consider the injection meter installed on any boundary bus. Such

buses can exist in two con�gurations: a) connected to lines with a�acked breaker

(see bus a in Figure 6.2) or b) connected to only lines with correct breaker statuses

(node b if line (b f ) did not have a breaker a�ack). In either case, using (6.6), we

have: each injection measurement placed at a boundary bus provides one

constraint relating the values of c for neighboring di�erently colored buses.

For further analysis, we now use the coloring constraints highlighted in

bold above to construct a reduced grid graph Ĝ from G as follows:

1. In each colored group, club boundary buses without injection measurements

with all interior buses into one ‘supernode’ of that color. Make boundary buses

with injection measurements into supernodes with the same color. Connect su-

pernodes of same color with arti�cial lines of zero susceptance.
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Bus b Line (ae) 

Bus d 

Bus f 

Line (bf) 

Figure 6.2: Feasible graph coloring scheme on IEEE 14 bus system [9] with �ow
measurements on all lines and injection measurements at buses a, b and d . �e
blue, green and black buses are divided into groups and have same value of change
c in estimated state vector. �e do�ed red lines represent jammed lines, solid black
lines represent operational lines. �e grey lines with red bars represent the lines
(ae ) and (b f ) with a�acked breakers.

2. For each line with intact breaker between two buses of di�erent colors, cre-

ate a line of same impedance between their corresponding ‘supernodes’. Remove

supernodes connected only to other supernodes of same color.

3. Make injection measurements on supernodes equal to the sum of original �ows

on lines with a�acked breakers connected to them (positive for in�ow, negative

for out�ow). If no incident line has a�acked breaker, make the injection equal to
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Line (ae) a 

b 
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Line (bf) 

Figure 6.3: Reduced graph construction for the test case given in Figure 6.2. �e
blue, green and black solid circles represent super nodes for buses a, b and d re-
spectively. �e �ow on the do�ed red lines are not measured a�er a�ack. �e
grey lines with red bars represent lines with a�acked breakers, that in�uence the
injections at supernodes a and b.

0.

Figure 6.3 illustrates the reduced graph construction for the example in

Figure 6.2. Note that in the reduced graph Ĝ, original lines between buses of same

color are removed. �e included lines exist between buses of di�erent colors and

have jammed or unavailable �ow measurements. Similarly, injection measurement

relation (6.6) at interior nodes are trivially satis�ed by c and are ignored. �e re-

duced system, thus, only includes constraints from boundary injection measure-

ments that are similar in form to equation (6.6) as shown below:∑
b:(ab)∈Ê

B̂ab (ĉa − ĉb ) = ẑinj (a) (6.8)

Here, a and b are supernodes of di�erent colors. �e numeric value for the color

of supernode a is given by ĉa (not the ath entry in ĉ). B̂ and Ê are the suscep-

117



tance matrix and edge set corresponding to the reduced graph Ĝ. ẑinj (a) denotes

the injection measurement on supernode a with value given by Step 3 in the re-

duced graph construction. Note that equation (6.8) for the injection measurements

involves rows of the susceptance weighted Laplacian matrix for Ĝ. A unique so-

lution of ĉ for Ĝ in turn provides a uniquely estimated c in G a�er the adversarial

a�ack. We now look at condition (6.7), necessary for unique state estimation af-

ter a feasible adversarial a�ack in terms of graph coloring. �e reduced graph Ĝ

greatly simpli�es our analysis here.

First, it is clear that each color must have at least one supernode or a neigh-

boring supernode (of di�erent color) with injection measurement. Otherwise the

value of ĉ for that color will not be in any injection constraint. �is goes against

uniqueness of state estimation. Note that the number of degrees of freedom in

ĉ (representing distinct values in c) is one less than the number of colors as one

color denotes the ‘reference’ phase change of 0. Using Ĝ, we prove the following

result regarding permissible graph coloring for unique estimation.

�eorem 16. Following a ‘topology’ a�ack, the number of injection measurements

at the boundary buses should be one less than the number of distinct colors in the grid

buses.

Proof. Let the number of colored groups be k . �en the number of independent

entries in ĉ is k − 1 (one entry being 0). �e total number of linear constraints in-

volving the numeric values in ĉ is equal to the number of injection measurements

at the supernodes in Ĝ. For unique state estimation, the number of injection mea-
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surements should thus be greater than or equal to k−1. We now show that exactly

k−1 injection measurements are needed to get a solution to state estimation. Con-

sider the reduced graph Ĝ. For real valued line susceptances and for cases where

the supernodes having injection measurements do not form a closed ring with

no additional branches (see Figure 6.3), the rank of k − 1 rows is k − 1 and we

have unique state estimation. If the reduced graph Ĝ contains a closed ring of

supernodes with injection measurements, then the measurements will represent

the entire susceptance weighted graph Laplacian of the ring, that is rank de�cient.

However, the real valued entries in ( ˆzinj ) that exist on the right side of (6.8) and

are derived from �ows on lines with a�acked breakers, will not cancel out under

normal operating conditions. Further, the adversary designing the a�ack is un-

aware of the current system state and will be able to determine if they do. Hence

the k − 1 injections measurements constraints will be linearly independent (the

adversary will expect this under normal operations). �is gives an unique ĉ and c

for a k distinct colored grid graph. �

To summarize, the highlighted statements and �eorem 16 provide the nec-

essary and su�cient conditions for a feasible ‘topology’ a�ack under our graph-

coloring scheme.

6.3 Design of Optimal ‘Topology’ Attack

We call an ‘topology’ a�ack optimal if it requires minimum number of

breaker status changes (considering the fact that changing them is signi�cantly
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more resource draining than measurement jamming). If multiple a�acks are pos-

sible using the minimum number of breaker changes, we select as optimal the at-

tack that requires the least number of �ow measurement jams. Using the reduced

graph Ĝ, we present the following result for the minimum number of breaker

changes needed for a feasible a�ack under normal operating conditions (non-zero

real-valued bus susceptances and line �ows that are distinct for di�erent grid ele-

ments).

�eorem 17. If a feasible a�ack can be designed with k breaker status changes, then

a feasible a�ack exists such that all but one breaker statuses are changed back to their

original operational state (1), while keeping their line �ow measurements jammed.

Proof. Construct the reduced graph Ĝ with its colored supernodes for the feasible

a�ack with k breakers and necessary �ow measurement jams. Let the number of

colors in state estimation change c be r+1. �e length of ĉ is then r+1. By �eorem

16, there are r injection measurements at the supernodes that provide constraint

equations listed in (6.8). If we revert the breaker status of an a�acked line back to

1 while keeping its �ow measurement jammed, the only change in any constraint

equation (6.8) involving that line will be that the injection measurement on the in-

cident node (entry in ẑ) will be reduced by the original �ow on that line as noted in

the third step of the construction of the reduced graph. Since all but one breakers

are brought back to the operational state, at least one injection measurement in ẑ

will still remain non-zero and the r constraint equations will still have linear inde-

pendence. �us, state estimation will result in a di�erent but non-zero ĉ , leading

to a feasible a�ack. �
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Figure 6.4: Reduced graph construction for IEEE 14 bus case given in Figure 6.2,
but with line (b f ) being changed to a do�ed red line. �e blue, green and black
solid circles represent super nodes for buses a, b and d respectively. �e �ow on
the do�ed red lines are not received. �e only grey line with red bar represents
the line (ae ) with an a�acked breaker.

For example, consider the case in Figure 6.2 where two breaker statuses are

a�acked. If the breaker status on line (b f ) is changed back to 1 while keeping the

�ow measurement jammed, the new reduced graph that will be derived is given in

Figure 6.4. As mentioned in �eorem 17, the coloring scheme is still feasible and

a non-zero change in state estimation results.

�is is a very signi�cant result and simpli�es the search for an optimal at-

tack greatly. Since one breaker change is su�cient, the adversary can select each

line in turn (nE iterations), a�ack its breaker (change the corresponding entry in

diagonal Da to 1) and determine the �ow measurements that need to be jammed

(given by diagonal Ta) to conduct a feasible a�ack. �e breaker change that re-

quires the minimum number of measurement jams (or maximally sparse Ta) will

then give the optimal a�ack. �e selection of jammed measurements, a�er �xing
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Da , is formulated as (6.9).

minimize
c,0,Ta

‖Ta‖0 (6.9)

subject to Ta is diagonal, Ta satis�es (6.4), (6.5), (6.6)

�is is simpli�ed in formulation (6.10) where the jammed measurements (with 1

on diagonal of Ta) are given by the non-zero entries in TMc . l0 − l1 relaxation

can be used to approximately solve (6.10). Since the adversary has no access to

the actual state vector x , a random non-zero x is used. Similarly, unavailable line

susceptance B are replaced with distinct real values. �ese replacements, under

normal conditions, do not a�ect the optimal solution as they preserve the linear

independence of injection constraints given in (6.8).

minimize
c,0

‖TMc‖0 (6.10)

subject to M′injDaBMx = M′injBMc

�e rank constraint (6.7) is not included in the optimization framework and can

be checked manually a�er determining Ta , for consistency.

Simulation Results: We simulate our a�ack model on IEEE 14, 30 and

57 bus test systems [9] and present averaged �ndings in Figure 6.5. For each test

system considered, we place �ow measurements on all lines and injection mea-

surements on a fraction of buses, selected randomly. To design a feasible a�ack

involving a line, we change its breaker status and solve Problem (6.10) to jam �ows

measurements to prevent detection. �is is repeated for each line to determine the

optimal a�ack. In Figure 6.5, note that the average number of �ow measurements
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Figure 6.5: Average number of �ow measurements jammed for optimal ‘topology’
a�acks on IEEE test systems. Injection measurements are placed on a fraction of
buses (selected randomly) and �ow measurements are placed on all lines.

jammed increases with the number of injection measurements. �is happens due

to an increase in the number of injection constraints that require more measure-

ment jams.

6.4 Summary

: We study ‘topology’ a�acks on power grids where an adversary changes

the breaker statuses of operational lines and marks them as open. �e adversary

also jams �ow measurements on certain lines to prevent detection at the state
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estimator. �e a�ack framework is novel as it does not involve any injection of

corrupted data into meters or knowledge of system parameters and current system

state. �us, this a�ack regime explores adversarial a�acks on systems where all

meter readings are protected from external manipulation. �e most important re-

sult arising from our analysis is that optimal ‘topology’ a�acks exist that require a

single breaker status change. Finally, we discuss a l0−l1 based optimization frame-

work to determine the optimal ‘topology’ a�ack that selects minimum number of

jammed �ow measurements to prevent detection.
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Chapter 7

Conclusion

�e functioning of the power grid gets complicated due to incorporation

of new technology. �is dissertation analyzes two speci�c areas that inherently

in�uence its operations: the topological structure of the grid and secure estima-

tion of its state variables, using techniques from graph-theory and optimization.

We address two problems in this context– development of a temporally evolving

generative model to explain the common structural features observed in several

power grids, and graph-theoretic analysis for the design and analysis of data at-

tacks on the grid. In our generative model, we prove the emergence of a distinctive

exponential degree distribution in power grids. Further, we compare several use-

ful graph parameters of two grids, one in Texas and another in Western USA, with

similar sized networks produced using our generative model to characterize its

performance. For the problem of secure state estimation in the grid, we develop a

graph-theoretic framework to study optimal ‘hidden’ and ‘detectable’ a�acks by an

adversary capable of changing the values of meter measurements or of jamming

their reception. Further protection schemes are proposed by identifying critical

measurements that if protected can hinder adversarial disruption under di�erent

a�ack regimes. �is dissertation shows the bene�ts derived from applying ideas

from network science and control theory to challenges in the evolving grid.
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