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Foreword 

The Lyndon B. Johnson School of Public Affairs has established interdisciplinary 
research on policy problems as the core of its educational program. A major part of this 
program is the nine-month policy research project, in the course of which two or more 
faculty members from different disciplines direct the research of ten to thirty graduate 
students of diverse backgrounds on a policy issue of concern to a government or 
nonprofit agency. This "client orientation" brings the students face to face with 
administrators, legislators, and other officials active in the policy process and 
demonstrates that research in a policy environment demands special talents. It also 
illuminates the occasional difficulties of relating research findings to the world of 
political realities. 

This report presents the findings of a student-faculty research team that studied citizen 
opinions about privacy protection and the implementation of privacy laws and regulations 
by several state government agencies during the 2001-2002 academic year. It is intended 
primarily as information and analysis for the Privacy Task Force created by House Bill 
1922, authored by State Representative Brian McCall in the 77th Texas Legislature. 

Financial support for this effort came from funds designated for research on privacy 
created by the settlement in Dennis v. MetroMedia Corporation, No. 96-04451 (200th 
Dist. Ct., Travis County, Tex.), and from the LBJ School. The Texas Civil Rights 
Project, a nonprofit organization dedicated to litigation on behalf of civil rights, acted as 
the administrator for these funds. 

The curriculum of the LBJ School is intended not only to develop effective public 
servants but also to produce research that will enlighten and inform those already 
engaged in the policy process. The project that resulted in this report has helped to 
accomplish the first task; it is our hope that the report itself will contribute to the second. 

Finally, it should be noted that neither the LBJ School nor The University of Texas at 
Austin necessarily endorses the views or findings of this report. 

IX 

Edwin Dom 
Dean 



x 



Executive Summary 

Chapter 1. Privacy and Open Government in Texas 

Texas has one of the strongest "open records" governments in the country, but until 
recently has paid less attention to protecting the privacy of personal information. The 
tension between open government and privacy in Texas to some extent represents a clash 
among historical, political, and ideological values. 

Though there is no explicit right to privacy in the U.S. Constitution, the Supreme Court 
has established a constitutional right to privacy through years of judicial interpretation. 
In its earliest decisions, the Court construed privacy as a right to exclude others from 
one's property. In later decisions the Court extended the right of privacy to contractual 
relationships, marital relationships, and personal decisions relating to procreation and 
sexual lifestyles. 

In the State of Texas, there is no constitutional amendment or comprehensive statute that 
directly protects an individual's right to privacy. However, Texas Supreme Court 
decisions have held that a constitutional right to privacy does exist. It has found in the 
Texas Constitution several provisions similar to those in the Unites States Constitution 
that have been recognized as implicitly creating and protecting "zones of privacy." 

Texas has addressed privacy issues by enacting numerous laws. The Attorney General of 
Texas has identified over 700 statutes that deem certain information as private or 
confidential. Many of these statues are agency-specific and relate to narrow topics. 
These laws not only restrict certain information from being shared, but also outline the 
conditions under which it may be disclosed. 

Chapter 2. Citizen Opinions of Privacy: Survey 

To assess attitudes and opinions about privacy issues held by the public, we conducted a 
controlled random sample survey of Texas residents. This survey was administered by 
the Office of Survey Research at the University of Texas at Austin in January 2002. In a 
random sample, the respondents are chosen in such way as to ensure that their answers, 
within certain limits, reflect those of the overall population. 

Among other things, we found that Texans believe their privacy today is less secure than 
it was in the past. Nearly three-quarters of the respondents (72 percent) hold the opinion 
that their personal information is less protected than before. A trend noted in the 
respondents' appraisal of privacy protection was that those with higher levels of 
educational attainment (who, one can assume, are more knowledgeable about public 
issues) are much more likely to see an erosion of their privacy protections over time than 
those with lower levels of education. 

We also found that nearly half (48 percent) of the respondents indicated they are equally 
concerned about threats to their privacy both by government and the private sector. On 
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the other hand, respondents reported by a three-to-one margin that they are more 
concerned with privacy violations by commercial organizations than those by 
government. 

The overall responses suggest that a majority are uneasy about the protection of a variety 
of types of personal information. Respondents in general expressed ambivalence about 
their confidence in the ability of Texas agencies to protect their information. 

Chapter 3. Texas Department of Health 

Because the nature of the information handled by the Texas Department of Health (TDH) 
is typically medical, it is also very personal. Unless otherwise protected by statute, 
information held by TDH is subject to the Texas Public Information Act (TPIA). The 
department's privacy policy is also guided by federal legislation in the form of the Health 
Insurance Portability and Accountability Act (HIPP A) of 1996. In addition to this 
legislation, several new statutes from the 77th Legislature provide for additional privacy. 

TDH is also responsible for monitoring confidentiality among regulated entities such as 
health care facilities, licensing boards, and outside vendors. Regulation of these entities 
follows prescribed regulation and guidelines. TDH monitors annually some regulated 
entities to ensure they are abiding by contract provisions. However, most contractors are 
monitored or investigated only as a result of a complaint or when TDH has some reason 
to question the procedures of a given outside interest. Thus monitoring compliance by 
many of these entities is largely complaint-driven. 

The TPIA and other statutes dictate what information is considered confidential. TDH 
has an Open Records Coordinator in the General Counsel's Office who trains employees 
who deal with protected information and documents the number and pattern of open 
records requests received. Less than one third of the requests received by TDH are 
actually for protected information. 

Chapter 4. Texas Department of Insurance 

As a regulatory agency, the Texas Department oflnsurance (TDI) deals with privacy 
issues both internally and in its relationship with regulated entities. These regulated 
entities include insurance and health care companies that process and store personal 
information about members of the public. Additionally, some ofTDI's internal databases 
contain personal information, and the agency receives a large number of open records 
requests. 

The major pieces of privacy legislation affecting TD l's regulation of the insurance 
industry are the Health Insurance Portability and Accountability Act (HIP AA) of 1996 
and the Gramm-Leach-Bliley Act (GLBA) of 1999. The provisions ofHIPAA apply to 
health insurers and related businesses regulated by TDI that collect data and personal 
information from individuals; GLBA deals largely with the protection of financial 
information. 
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TDI has an Open Records Division that helps coordinate responses to requests under the 
TPIA. Requests are forwarded by the division that handles the information solicited in 
the request. There are 42 open records liaisons in various divisions who assist in 
providing requested information. 

TDI regulates insurance companies, hospitals, and other entities within the state of Texas 
in an effort to protect consumers and their personal information. The agency's goals 
include both encouraging fair competition in the insurance industry and encouraging its 
financial health. 

TDI's enforcement mechanisms are different for financial information and health 
information. For financial information, privacy enforcement takes place via regular 
audits. In the case of health-related information, enforcement is chiefly complaint
driven. 

Chapter 5. Texas Department of Safety 

Some privacy statutes, such as the TPIA, affect DPS as they affect any other public 
agency, while others refer exclusively to the mission of DPS. To study the 
implementation of privacy requirements, we examined the Administration Division, 
Criminal Records Service, and the Driver License Division. 

The Administration Division of the DPS initially processes most open records requests. 
Once an open record request is received, it is assigned to a staff member in the Human 
Resources department. The assistant director of the division handles all requests that are 
ambiguous or appear to fall within grey areas of the law. If there is doubt as to the 
applicability ofTPIA, the request is sent to the Office of the Attorney General for 
clarification and a decision. 

The Criminal Records Service (CRS) is responsible for arrest records, fingerprint files, 
criminal justice information, statistical data on crime and criminals in Texas, and licenses 
for concealed handguns. The CRS· maintains several databases: Crime Information 
Bureau, the Fingerprints and Records Bureau, and the Automated Fingerprint 
Identification System/Criminal Justice Information System (AFIS/CJIS). 

Within the CRS, there are varying degrees of privacy protection depending on the 
category of information. These categories include concealed handgun licenses, 
conviction and sex offender data, criminal histories, and juvenile information. Access to 
the databases maintained by CRS are more restrictive in some cases and less so in others, 
depending on the database and its contents. State law makes disseminating and receiving 
unauthorized information a violation, but according to the Deputy Administrator of the 
CRS, there are some difficulties in monitoring compliance. 

The Driver License Division (DLD) was established by the consolidation of several other 
divisions. The DLD currently provides bulk driver record information through an 
interactive system to seven non-commercial customers and 30 government agencies. 
Purchasers of personal information are prohibited from selling or re-disclosing the 
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~ormat~on in an identical or roughly identical format. Many of the purchasers of bulk 
information are large information "clearinghouses" which rework the data that is 
provided to them by the DLD and resell the information in a format that is searchable to 
companies and government agencies. 

Chapter 6. California 

While Texas has positioned itself as a leader in open government, California has been a 
major proponent of privacy protection. California's constitution expressly establishes an 
individual right to privacy. The legislature has been quite active in privacy protection 
and has passed numerous laws expanding the right to privacy; it also recently created a 
Committee on Privacy in the California Senate. 

California's Fair Information Practices Act of 1977 sets strict limits on the collection, 
management and dissemination of "personally identifying" information by state agencies. 
By statute, each state agency in California is required to designate a privacy officer who 
is responsible for overseeing the implementation of privacy laws by that agency. The 
legislature has also created a state Office of Privacy Protection dedicated to guarding the 
privacy rights of citizens. In addition, it requires each California state agency to adopt 
and enforce a privacy policy, as well as to designate a privacy officer. 

California is one of the nation's leaders in the protection of health care and medical 
information, and the legislature has passed restrictive legislation protecting personal 
information that state government gathers over the Internet. 

Chapter 7. Florida 

Florida ranks among the strongest states with regard to protecting personal privacy and 
also prides itself on being an open records government. In 1980, Florida became the 
fourth state to adopt a constitutional provision protecting the right to privacy. 

The constitution also provides a right to access of public records and meetings via a 
constitutional amendment adopted in 1992. Unless the legislature specifically exempts 
information from public disclosure by statute, the constitutional right to access public 
records supersedes the constitutional right to privacy. Due to this requirement, most 
statutory exceptions to the open records and meetings law are both narrow and specific. 

In July 2000, the governor appointed the statewide Task Force on Privacy and 
Technology which was charged, among other things, with examining the problem of 
identity theft. As a result of the task force recommendations, legislation was passed 
directing state agencies to collect only that personal information vital to their work and to 
assure the accuracy of that information. In 2002, Florida law was amended to allow the 
prosecution of individuals who used public records during the commission of a crime and 
to strengthen the penalties for identity theft. 
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The legislature also created a new post of Chief Privacy and Public Access Officer of the 
State of Florida. Regulation of personal information held by health care providers and 
insurance companies was tightened. 

Chapter 8. Commercial Use and Identify Theft: A Closer Look 

Over the past decade, two major areas of concern for personal privacy-the commercial 
use of public records and identity theft-have become paramount. There has been 
substantial growth in the number of firms which collect or "mine," organize, and sell 
personal information collected from public records. 

Under the federal Driver's Privacy Protection Act of 1994, states must obtain permission 
from individuals before releasing personal information contained in driving records to 
data mining companies. About half of the 50 states prohibit the use of voter registration 
lists for commercial purposes. California recently suspended the sale of birth and death 
records, and other states have restricted the sale of personal information to direct 
marketing companies. 

Identity theft involves the securing of personal information from an unsuspecting 
consumer to commit fraud such as making credit card charges and withdrawing funds 
from personal accounts. Identity theft strikes an estimated 750,000 victims each year. 

To help stem identity theft, Congress passed the Identity Theft and Assumption 
Deterrence Act in 1998, which makes identity theft a federal crime. Fifteen states, 
including Texas, have also made identity theft a criminal offense. Some state agencies 
have removed personal information from their websites; the data is still public record, but 
it is harder to obtain. Another effort taken by state governments is to strengthen 
identification requirements for receiving personal records like birth certificates and 
drivers licenses. 

Conclusions and Recommendations 

Recommendation 1: Texas state agencies, with guidance from the Department of 
Information Resources, should explore ways to reduce public concern over the security of 
personal information held by them. 

Recommendation 2: The scope of sunset review should be expanded to include an 
agency privacy audit as part of the regular review process. 

Recommendation 3: State agencies should consider the possibility of designating a 
privacy coordinator, especially in those agencies whose privacy burdens are complex 
and onerous. 

Recommendation 4: The Texas Legislature should consider minor amendments to 
certain privacy statutes to be more specific as to legislative intent and to resolve 
ambiguities of language. 
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Recommendation 5: All agencies having substantial contact with the public should make 
accurate Spanish translations of their privacy policies available on their websites and on 
electronic documents which carry a privacy policy statement in English. 
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Chapter 1. Privacy and Open Government in Texas 

Introduction 

Privacy arid open government are commonly believed to have a close but inverse 
relationship: the more the former is protected, the less the latter is, and vice versa. Texas, 
for example, has one of the strongest "open records" governments in the country but, 
until recently, has paid less attention to protecting the privacy of personal information. 
Nonetheless, it is important to note that an emphasis on open government is not the only 
explanation for relatively weak protection of privacy. For example, the need to protect 
the public interest, as in public safety, is also frequently at odds with privacy. 

The tension between open government and privacy in Texas to some extent represents a 
clash among historical, political, and ideological values. Texas legislators are confronted 
with the inherent conflict in the political system between a private citizen's right to be 
left alone and the public's right to know. To understand better the origins of this tension, 
we begin with a general overview of privacy as interpreted by the Supreme Court and 
legislated by the Congress. 

Federal Privacy Provisions 

The Constitutional Right to Privacy 

Though there is not an explicit right to privacy in the U.S. Constitution (indeed, the word 
privacy does not appear anywhere in the Constitution), the Supreme Court has 
established a constitutional right to privacy through years of judicial interpretation. In its 
earliest decisions, the Court construed privacy as the right to exclude others from one's 
property. However, in later decisions the Court extended the right of privacy to 
contractual relationships, marital relationships, and personal decisions relating to 
procreation and sexual lifestyles. 1 

Federalism and the Bill of Rights 

The Constitution sets forth the fundamental rights of national citizenship in the first ten 
amendments, that is, the Bill of Rights. The framers intended the Bill of Rights to protect 
citizens from possible abuses by the federal government. It is clear from the debate over 
the inclusion of the Bill of Rights that its provisions were certainly never intended to be 
prohibitions on state action.2 For example, the Tenth Amendment provides that "the 
powers not delegated to the United States by the Constitution, nor prohibited by it to the 
States, are reserved to the States respectively, or to the people." The Tenth Amendment 
clearly guarantees federalism, but there is nothing in the Bill of Rights that controls state 
action.3 Not until after the Civil War did federal enforcement of rights against states 
become important, when it was essential to guarantee the liberties of the freed slaves 
against hostile Southern state governments.4 In 1868, Congress passed the Fourteenth 

1 



Amendment, and the Supreme Court used this amendment to apply the Bill of Rights to 
the states. 

Substantive Due Process 

Although the Fourteenth Amendment was designed to protect the legal and political 
rights of freed slaves against state encroachment after the Civil Wai, the Supreme Court 
used it to protect all citizens from infringements of their rights by the states. 5 The first 
section of the amendment states: 

All persons born or naturalized in the United States, and subject to the jurisdiction 
thereof, are citizens of the United States and of the State wherein they reside. No 
State shall make or enforce any law which shall abridge the privileges and 
immunities of citizens of the United States; nor shall any State deprive any person 
oflife, liberty, or property, without due process oflaw; nor deny to any person 
within its jurisdiction the equal protection of the laws. 

In Palko v. Connecticut, 302 U.S. 319 (1937), the Supreme Court held that provisions in 
the Bill of Rights, such as free speech, free press, free exercise of religion, and the right 
to peacefully assembly, are "found to be implicit in the concept of ordered liberty, and 
thus, through the Fourteenth Amendment, become valid as against the states." This 
process of interpreting "liberty" in the Fourteenth Amendment to include the Bill of 
Rights and thereby apply them to the states is called substantive due process. 

After Palko, the Supreme Court incorporated most of the Bill of Rights into the due 
process clause of the Fourteenth Amendment. Through substantive due process, the 
Supreme Court upheld a general right to privacy in Griswoldv. Connecticut, 381 U.S. 
479 (1965). In Griswold, the Supreme Court struck down the Connecticut statute that 
prohibited counselors from providing information to married couples about birth control. 
The Court held the statute as a violation of the constitutional right to privacy inherent in 
the due process clause of the Fourteenth Amendment. The Court observed that the Bill of 
Rights does not contain a general right of privacy; but it may be fairly implied from the 
First Amendment's freedoms of association, the Fourth Amendment's protections against 
unreasonable searches and seizures, and the Fifth Amendment's shield against self
incrimination. 6 

Further Extension of the Right to Privacy 

In Eisenstadt v. Baird, 405 U.S. 438 (1972), the Supreme Court struck down a 
Massachusetts statute regulating the distribution of contraception because it violated 
constitutional privacy under Griswold. In Eisenstadt, the Court made it clear that the new 
right to privacy was independent of the privacy interest generated by the right to exclude 
inherent in the right to property.7 Later, in Roe v. Wade, 410 U.S. 113 (1973), the 
Supreme Court held that the constitutional right to privacy, "whether it be found in the 
Fourteenth Amendment's concept of personal liberty and restrictions on state action, as 
we feel it is, or in the Ninth Amendment, is broad enough to encompass a woman's 
decision whether or not to terminate her pregnancy." The Court's decisions to apply 
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privacy to use of contraceptives and abortions marked further liberation of privacy from 
property as a constitutional right. 8 

In Whalen v. Roe, 429 U.S. 589 (1977), the Supreme Court further expanded the right to 
privacy by distinguishing the two zones of privacy protected by the Constitution. 
According to the Court, the first zone of privacy involves a person's right to make certain 
kinds of decisions, such as whether to use contraceptives or get an abortion. The second 
zone involves record keeping and information gathering. The Court held that a person's 
right to keep certain matters confidential, such as those that may be considered sensitive, 
is protected by the Constitution. The Court observed: 

The concept of a constitutional right of privacy still remains largely undefined. 
There are at least three facets that have been partially revealed, but their form and 
shape remain to be fully ascertained. The first is the right of the individual to be 
free in his private affairs from governmental surveillance and intrusion. The 
second is the right of an individual not to have his private affairs made public by 
the government. The third is the right of an individual to be free in action, 
thought, experience, and belief from governmental compulsion. 

The Court's recognition of an individual right to privacy laid the foundation for 
congressional acts protecting the confidentiality of personal information. 

Federal Statutes Protecting Information Privacy 

Broad Privacy Statutes 

Beginning in the 1970s, Congress enacted broad privacy statutes to protect personal 
information and to prevent unauthorized access to personal records. The first significant 
privacy act was the Fair Credit Reporting Act (FCRA) of 1970. Congress passed this act 
to protect individuals from the misuse of personal information by credit reporting 
agencies (CRAs). Under the FCRA, CRAs may only disclose personal information to 
persons whom they have reason to believe will use the information to evaluate an 
application for credit, employment, insurance, license, or governmental benefit. 9 In 
1996, Congress amended the FCRA in the Consumer Credit Reporting Reform Act to 
close some loopholes and impose new obligations on businesses to ensure the privacy of 
credit reports. 

The second substantial piece oflegislation, passed in 1974, was the Privacy Act. This act 
governs the collection and dissemination of personal information by federal agencies. 
Under its provisions, citizens have the right to know what information the federal 
government has collected about them and how it is used, and they are also allowed to 
examine and correct such data. 

After the Watergate scandal, Congress passed the Freedom of Information Act (FOIA) to 
allow citizens to access most federal agency records. The FOIA requires federal agencies 
to make information available to any person making an appropriate request10 and has 
become a linchpin of openness and public access to information held by the federal 
government. 
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In 1978, the Supreme Court held that bank customers had no legal right of privacy for 
their financial information when law enforcement purposes deemed the release 
necessary. 11 In response to this, Congress passed the Right to Financial Privacy Act in 
1978, which requires federal governmental agencies to provide notice and gives citizens 
an opportunity to object before most types of personal financial information may be 
disclosed. Congress responded to a Supreme Court decision to allow broad law 
enforcement access to a newspaRer' s files when investigating a crime by passing the 
Privacy Protection Act in 1980. 2 The act established more-rigorous procedures for law 
enforcement agencies seeking access to records and information from the offices and 
employees of a media organization. In order to gain access to such information, law 
enforcement agents were required to obtain a court subpoena rather than a simple search 
warrant. 

Additional Legislation 

Recent technological advances in data collection and exchange have created a heightened 
concern over the erosion of individual privacy. 13 In response, Congress enacted the 
Cable Communications Policy Act in 1984, which states that cable providers must 
provide written notice to subscribers of their privacy rights at the time they first subscribe 
to the cable service and at least once a year thereafter. In 1986, Congress passed the 
Electronic Communications Privacy Act which extended protections to email and other 
new technology; however, it did not address the issue of businesses monitoring their 
employees' electronic communications, including emails. Further, Congress passed the 
Video Privacy Protection Act in 1988, which bars businesses that rent or sell videotapes 
from knowingly disclosing "personally identifiable information" about their customers. 
In addition, Congress passed the Telephone Consumer Protection Act, which imposes 
restrictions on the use of automatic telephone dialing systems, artificial or prerecorded 
voice messages, and telephone facsimile machines to send unsolicited advertisements. 

In addition to legislation protecting citizens from the excesses of technology, Congress 
has enacted a series of statutes applicable to the states. In 1994, Congress passed the 
Driver's Privacy Protection Act, which requires all states to protect the privacy of most 
personal information contained in an individual's motor vehicle record. Also, Congress 
passed the Health Insurance Portability and Accountability Act (HIP AA) in 1996 in 
response to public concern over the privacy of health records. HIPAA directs the U.S. 
Department of Health and Human Services to issue standards that protect individual 
privacy in the electronic exchange of information and transactions carried out by health 
plans, health care clearinghouses, and health care providers. In 1998, Congress passed 
the Identity Theft and Assumption Deterrence Act to make identity theft a federal crime; 
it provides penalties up to 15 years' imprisonment and a maximum fine of $250,000. 
(The following year, Texas added section 32.51 to its Penal Code, which criminalized 
identity theft.) 

Arguably the most important privacy statute for banks is the Financial Modernization and 
Privacy Act (also known as the Gramm-Leach-Bliley Act, or GLBA). In 1999, Congress 
passed this act to regulate the dissemination of nonpublic personal information by 
financial institutions to unaffiliated third parties. Under the act, disclosures to third 
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parties are permitted only if the financial institutions give notice to consumers and 
provide them with the opportunity to opt out of such disclosures. However, this act does 
not prevent these institutions from selling publicly available information to a non
affiliated telemarketer. 

State Privacy Provisions 

Texas and Open Government 

Texas is generally regarded as one of the most "open government" states in the nation. 
History provides some insights into the reasons behind the state's history of open and 
minimalist government. One influence was that of the frontier. Texas frontier settlement 
spanned the 1820s through the mid-1870s, the longest period of frontier development 
(and frontier warfare) in the country. 14 The frontier experience in Texas involved 
substantial conflict among settlers from various countries and between them and Native 
Americans. The frontier was a broad area of open spaces and remote communities, and, 
with limited law enforcement available, many Texans tended to resolve conflicts on their 
own. This helped establish the sense that citizens could survive and function without an 
extensive governmental infrastructure in place. 

After the Civil War and Reconstruction, many Southerners were wary of granting state 
government too much power, especially in its executive branch. The Texas Constitution, 
written in the aftermath of the Reconstruction experience, provided for a weak governor 
and established many checks on his power. Texas government was viewed as an 
extension of the needs of citizens rather than as an overarching governing body. The role 
of state government was to maintain a stable society without becoming a burden on the 
lives of its citizens. 

These two factors contributed to what Daniel Elazar identified as a special sense of 
individualism that led to strong distrust of government. This distrust, as well as a basic 
conservatism regardin~ the role of government, has its foundation in Texas' unique 
historical experience. 1 

The Texas Constitution 

In Texas, there is no constitutional amendment nor comprehensive statute that directly 
protects an individual's right to privacy. 16 However, court decisions have held that a 
constitutional right to privacy does exist. For example, in Texas State Employees Union 
v. Texas Department of Mental Health and Mental Retardation, the Texas Supreme Court 
held that, while the Texas Constitution has no express guarantee of a right to privacy, it 
contains several provisions similar to those in the U.S. Constitution.that have been 
recognized as implicitly creating and protecting "zones of privacy." According to the 
court, the right to privacy should yield only when the government can demonstrate that 
an intrusion is reasonably warranted for the achievements of a compelling governmental 
objective that can be achieved by no less intrusive, more reasonable means. 17 
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Common Law 

Courts have also found privacy to be protected under common law. The applicable 
common law case is Industrial Foundation v. Texas Industrial Accident Board, 540 
S.W.2d 668 (Tex. 1976), cert. denied, 430 U.S. 931 (1977). In this case, the Texas 
Supreme Court held that in order for information to be deemed private it must adhere to 
two criteria: (1) the information contains "highly intimate or embarrassing facts" about a 
person's private life such that its disclosure would be highly objectionable to a reasonable 
person, and (2) the information must be of no legitimate interest to the public. 

Texas Privacy Statutes 

Texas has addressed both governmental and private-sector privacy issues by enacting 
numerous laws. The Office of the Attorney General of Texas has identified more than 
700 statutes that deem certain information as private or confidential. 18 Many of these 
statutes are agency-specific and relate to narrow topics. These laws not only restrict 
certain information from being shared but also outline the conditions under which it may 
be disclosed. These statutes address, among other things, information contained in 
applications, complaints, investigations conducted by licensing entities, protective health 
care information, information about children, names and addresses, and telephone 
numbers of certain individuals. 

The Texas Public Information Act 

In 1993, the Texas Legislature passed the Texas Public Information Act (TPIA) 
essentially to rename the Open Records Act of 1973 so as better to indicate its broad 
scope. Fundamentally, this act ensures citizens' right to view and obtain copies of 
documents held by thousands of governmental and quasi-governmental entities 
throughout the state. 19 The act "forcefully articulates a policy of open government," 
declaring that ''the people insist on remaining informed so that they may retain control 
over the instruments they have created."20 

Under the TPIA, a person may ask a governmental entity for information and the 
governmental body may not ask the purpose of the request. Under the act, a 
governmental body may seek to exempt numerous kinds of information from public 
disclosure: bids during the government' s procurement process, personal information that 
would constitute an unwarranted invasion of personal privacy, information related to 
litigation, information about the location and price of a property that the government 
anticipates buying, certain geophysical information, student records, birth and death 
records, and controlled substances prescription information.21 

Once a request is filed, the governmental body must promptly release the information 
unless it believes that the information is excepted from disclosure. If the governmental 
body believes that the information is excepted from disclosure, it must seek a ruling from 
the Office of the Attorney General. The TPIA provides criminal penalties for both the 
release of confidential information and for the failure to release it, making it one of the 
strongest of its kind in the United States. 
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Financial Privacy 

Texas does not have a financial privacy act comparable to that found in federal law (see 
United States Code Title 12, Section 3401 et seq.).22 The federal GLBA requires 
financial institutions to provide customers with an annual clear and conspicuous privacy 
policy and practices report. In addition, financial institutions must provide consumers 
with the opportunity to opt out of disclosures of their nonpublic personal information to 
nonaffiliated third parties (e.g., telemarketers) and provide a reasonable means to do so. 

However, financial institutions are not prohibited by this act from selling publicly 
available information to nonaffiliated entities like telemarketers. Furthermore, with the 
implementation of the GLBA, financial institutions, such as banks, insurance companies, 
and securities firms, may engage in "common ownership" through affiliations or holding 
company structures. Common ownership may include the free exchange of individuals' 
personal financial information between financially oriented institutions, such as credit 
unions, mortgage brokers, investment companies, check cashers, and pawnshops, without 
notifying an individual. 

The Texas code pertaining directly to the privacy of financial information is the Texas 
Financial Code, Section 59.006. This code provides consumers with limited protection 
from disclosure of their financial records in the context of litigation. This code also 
requires permission from nonparty customers before a financial institution discloses 
records in response to a court subpoena. 23 

In addition, the Texas Insurance Code also provides some privacy protection in the sale 
of insurance by financial institutions. Before nonpublic information about customers can 
be shared, financial institutions must provide the customer with an "opt-out" option 
(Article 21.21-9). (This is a weaker privacy option as compared to an "opt-in" privacy 
protection practice.) Furthermore, the Insurance Code prohibits the use of information 
from a policy of insurance found in a loan file to be shared with an insurance agent unless 
the customer has given express consent. 

New State Legislation: 77th Texas Legislature 

The 77th Legislature (2001) passed many bills that have a significant impact on privacy. 
Most of these bills relate to state health and criminal justice privacy concerns or were 
enacted to comply with new federal laws. This section provides a brief overview of the 
most significant privacy-related legislation that was enrolled or vetoed during the 77th 
Legislative Session. 

General Privacy 

House Bill 1922, authored by State Representative Brian McCall, was the most 
significant piece of general privacy legislation of the session. This bill requires each state 
governmental body that collects information about an individual to state prominently that 
the individual is entitled to receive and review the information collected. The state 
governmental body must establish a reasonable procedure for correcting personal 
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information without imposing a charge, unless waiving a fee is prohibited by the open 
records requirement. Furthermore, this bill creates a state privacy task force to research 
privacy issues and recommend legislation to protect personal information. 24 

Health Privacy 

The most significant medical privacy protection bill passed was Senate Bill 11, sponsored 
by state senator Jane Nelson. This legislation, known as the Medical Privacy Act, 
strengthens an individual's personal privacy rights and complements provisions of the 
federal Health Insurance Portability and Accountability Act (HIPP A). Senate Bill 11 
stipulates that patients can only be marketed to with express written authorization and 
have the right to •access and amend their inaccurate medical records, grants a patient a 
right to know, establishes privacy standards to be adopted within medical research based 
on federally adopted guidelines, grants authority to the Texas Department of Insurance 
(TDI) to circulate medical privacy rules for insurance industries operating in Texas, 
provides individuals with the right to sue to stop their information from being shared 
without permission, and more. This is a very comprehensive medical privacy bill; thus, 
Texas is, relatively speaking, a leader in medical privacy. 

Senate Bill 12 expands the definition of"genetic information" to prevent employers, 
licensing authorities, and insurance companies from discriminating based on certain 
genetic information or tests. It also prevents employers from discriminating because of 
family health information that may contain details that could be used to determine an 
individual's genetic predisposition to certain diseases. 

House Bill 398 includes billing records in the medical record provisions related to 
physician-patient communication. This bill ultimately strengthens the privacy of an 
individual's medical billing records. 

House Bill 2178 expunges chemical dependency diagnoses in certain medical records of 
children following the final conviction of a chemical dependency treatment provider for 
submitting a fraudulent claim for Medicaid reimbursement. 

Finally, Senate Bill 1977, sponsored by State Senator Frank Malda, allows the use of 
electronic surveillance devices in nursing homes and related institutions. This bill was 
enacted to counter nursing home abuse and neglect. 

State Databases and Business Commerce Privacy 

Despite Texas' compliance with the federal Driver's Privacy Protection Act, the privacy 
protection of motor vehicle records remains a hot issue. House Bill 1544, known as the 
Motor Vehicle Records Disclosure Act, extends the provisions set forth in the Driver's 
Privacy Protection Act. This law makes it a Class B misdemeanor for a person to use 
certain information from motor vehicle accident records, emergency communication, 
dispatch logs, or towing records to directly solicit business of employment for pecuniary 
gain. Furthermore, this law prohibits a person who has illegally disclosed personal 
information under the Motor Vehicle Records Disclosure Act from receiving personal 
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information governed by this act. Finally, this bill sets forth additional provisions 
relating to fees for enforcement of resale or redisclosure of personal information. 

Senate Bill 694, also passed by the 77th Legislature, protects account numbers such as a 
credit card, debit card, or access device, which are collected or maintained by a 
governmental body. These provisions address the issues of fraud and identity theft. 

Senate Bill 53 authorizes the Department of Protective and Regulatory Services (DPRS) 
to obtain criminal background histories from the DPS. The bill expands the list of people 
about whom criminal background information can be obtained to include any applicant, 
employee, or volunteer with the agency; persons seeking employment through a contract 
with the estate of a ward; a friend or relative seeking unsupervised visitation with a ward; 
any person living in an adoptive or foster home where a child being protected by the state 
lives; any person living in the home of an alleged victim; and other persons. 

In addition, the DPRS is not prohibited from releasing criminal history information to 
certain persons responsible for the care or delegation of protective services for children, 
elderly persons, persons with disabilities, or persons who are the subject of the 
information. Furthermore, the bill stipulates that the failure or refusal of a DPRS 
employee, volunteer, or potential employee to provide a complete set of fingerprints or a 
complete name on request constitutes good cause for dismissal or refusal to hire, if the 
position involves interacting with children. 

Lastly, Senate Bill 712 addresses the privacy regulations outlined in the GLBA. This bill 
requires insurers and other entities regulated by TDI to comply with requirements of the 
GLBA; it also requires the commissioner ofTDI to adopt rules consistent with the federal 
requirements, based on the National Association of Insurance Commissioners' privacy 
model of the GLBA. 25 
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Chapter 2. Public Opinion Survey Findings 

Introduction 

To assess attitudes and opinions about privacy issues held by the public, we conducted a 
controlled random sample survey of Texas residents. This survey was administered by 
the Office of Survey Research at The University of Texas at Austin in January 2002. In a 
random sample, the respondents are chosen in such way as to ensure that their answers, 
within certain limits, reflect those of the overall population. 

The number of respondents was 603. (The actual number responding to various 
questions is indicated by "Total (N)" in the tables below.) The margin of error of the poll 
was plus or minus 4 percent, meaning that the percentages in a given table may actually 
vary as much as 4 percent from the percentages stated. However, this margin of error is 
the outermost possibility, and variations of 1to2 percent are much more probable. 

The percentage of females in the sample, 58 percent, is greater than in the population at 
large. The proportion of blacks, at 6 percent, is somewhat smaller than the population at 
large; and the percentage of whites, at 68 percent, is somewhat larger than the population 
as a whole. Levels of education and income are roughly comparable to the population. 
Given these limitations, the data reflect the opinions of Texans aged 18 and older. 

The discussion below considers the more salient data gleaned from the survey. See 
Appendix A for a complete listing of the survey questions and response frequencies. 

Citizen Privacy Concerns in General 

Texans believe their privacy today is less secure than it was in the past. Nearly three
quarters of the respondents (72 percent) hold the opinion that their personal information 
is less protected today than in the past. By contrast, fewer than 10 percent of respondents 
believe their personal information is more protected today than it was in earlier years. 
Their responses are summarized in Table 2.1. 
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Table 2.1 
Responses to the Question "When comparing the privacy of your 

personal information today with what it was in the past, do you think 
that information about you is more protected?" 

Number Percent 

More protected than in past 43 7 
About the same 122 21 
Less protected than in past 421 72 
Total (N=586) 586 100 

One trend noted in the respondents' appraisal of privacy protection was that those with 
higher levels of educational attainment (who, one can assume, are more knowledgeable 
about public issues) are much more likely to see an erosion of their privacy protections 
over time than those with lower levels of education. Details are provided in Tables 2.8 
and 2.12 from the demographic section. 

We were also interested in the extent to which government or commercial organizations 
were seen as the greater threat to privacy. Nearly half (48 percent) of the respondents 
indicated they are equally concerned about threats to their privacy both by the 
government and the private sector. On the other hand, respondents reported by a three
to-one margin that they are more concerned with privacy violations by commercial 
organizations than those by government. Only 8 percent stated that government is the 
primary threat to their privacy. These responses are illustrated in Table 2.2. 

Table 2.2 
Responses to the Question "Which group do you fear might endanger 

your personal privacy the most?" 

Number Percent 

Government 44 8 
Commercial organizations 209 36 
Equally concerned 284 48 
Not concerned 49 8 
Total (N) 586 100 

Privacy Protection by Texas Governmental Agencies 

Several questions were designed to solicit respondents' opinions concerning privacy 
protection by state governmental agencies. The overall responses suggest that a majority 
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are uneasy about the protection of a variety of types of personal information. 
Respondents in general expressed ambivalence about their confidence in the ability of 
Texas agencies to protect their information. Table 2.3 displays the responses. 

Table 2.3 
Responses to the Question "How confident are you that your personal 

information is kept private by Texas government agencies?" 

Number Percent 

Not confident 266 46 
Somewhat confident 250 43 
Very confident 64 11 
Total (N) 580 100 

When more-specific classes of information were mentioned, expressed confidence 
waned. Table 2.4 presents the proportion of respondents who are "very concerned" (as 
opposed to "somewhat concerned" or "not concerned") about the security of their data in 
the hands of Texas state agencies. 

Table 2.4 
Percentage Responding "Very Concerned" about the Security of their 

Data with Texas State Agencies 

Very Concerned(%) 

Criminal access 65 
Financial data 63 
Personal information 56 

As the data indicate, nearly two-thirds of respondents are very concerned about possible 
criminal use (such as identity theft), and a majority are very concerned with the 
protection of financial information, such as bank and credit account numbers, and 
personal information, such as address and social security numbers. By contrast, the 
proportion of survey participants expressing no concern is very low, ranging from only 
11 to 14 percent across these three categories. 1 
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Privacy Protection on the Internet 

We explored respondents' concerns regarding whether they feared that information about 
themselves might be disclosed via the Internet. The responses appear in Table 2.5. 

Table 2.5 
Responses to the Question "How concerned are you that private 

information about you might be disclosed on the Internet?" 

Number Percent 
Not concerned 62 11 
Somewhat concerned 160 28 
Very concerned 344 61 
Total (N) 566 100 

The large majority of respondents are very or somewhat concerned about Internet 
disclosure. More specifically, as shown in Table 2.6, they are nearly equally concerned 
with disclosing personal information to state agencies via the Internet. 

Table 2.6 
Responses to the Question "How concerned are you about providing 

personal information about yourself on the Internet to Texas 
governmental agencies?" 

Number Percent 
Not concerned 92 17 
Somewhat concerned 153 28 
Very concerned 305 55 
Total (N) 550 100 

Other Issues 

We queried respondents about several related issues, including correction of personal 
information held by state agencies, the sale of personal data by these agencies, and general 
knowledge of current privacy policy. The great majority of the respondents (87 percent) 
believe that Texas governmental agencies should provide a way to correct information 
held about them. An even larger proportion (98 percent) believes that state agencies 
should not sell personal information held about them to private concerns. 

16 



Respondents in general were not well versed in the government's privacy policy and 
practices. The majority responded that they are "not familiar" with privacy laws in 
Texas, and only 4 percent indicated that they are "very familiar." This result was 
confirmed in several additional queries about respondents' knowledge of personal 
privacy rights and practices by state agencies. On the contrary, the great majority of 
participants (76 percent) are interested in finding out more about privacy rights, 86 
percent believe that changes in current law are necessary, and 99 percent want to see 
privacy laws strengthened. 

The Influence of Demographics 

The respondents' age, gender, race, and level of education had some influence on their 
responses. In general, the well-educated and wealthy respondents are more concerned 
about their privacy than the less-educated respondents and those with lower incomes. 
Compared to the group composite, Hispanics appear less concerned about their privacy 
and more confident in their privacy being protected by Texas governmental agencies. 
Blacks appear less confident with Texas government agencies than did other ethnic 
groups. As shown in Table 2.7, of the major ethnic groups surveyed, whites perceive the 
most degradation of their privacy rights over time, followed in order by blacks and 
Hispanics. 

Table 2.7 
Responses to the Question "When comparing the privacy of your 

personal information today with what it was in the past, do you think 
that information about you is more protected?" by Ethnicity 

White Hispanic Black Other 

N % N O/o N % N % 

More protected than in past 20 5 19 15 2 6 0 0 
About the same 64 17 42 32 9 25 3 19 
Less protected than in past 298 78 70 53 25 69 13 81 
Total (N=565) (v < 0.0001) 382 100 131 100 36 100 16 100 
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It also is evident that the perception that privacy protection has declined over time 
increases with one's level of education, as displayed in Table 2.8. 

Table 2.8 
Responses to the Question "When comparing the privacy of your 

personal information today with what it was in the past, do you think 
that information about you is more protected?" by Education Level 

No High Some HS& Some College & Graduate 
School HS Diploma Colle2e De2ree De2ree 

N O/o N % N O/o N % 
More protected than in past 6 23 13 9 21 6 1 1 
About the same 15 58 39 28 58 17 9 15 
Less protected than in past 5 19 89 63 266 77 51 84 
Total (N=573) (p < 0.0001) 26 100 141 100 345 100 61 100 

It also appears that one's view of the waning of privacy protection over time increases 
with income, as shown in Table 2.9. It should be noted that educational level and income 
are themselves associated. 

Table 2.9 
Responses to the Question "When comparing the privacy of your 

personal information today with what it was in the past, do you think 
that information about you is more protected?" by Income 

Under $30,000- $60,000- More than 
$30,000 60,000 100,000 $100,000 

N % N O/o N % N % 
More protected than in past 16 11 11 7 4 4 3 5 
About the same 45 32 36 22 14 13 10 16 
Less protected than in past 81 57 119 72 90 83 50 79 
Total (N=479) (v < 0.001) 142 100 166 101 108 100 63 100 

Note: Totals may not sum to 100% due to roundmg. 

We also studied the association between ethnicity and the participants' trust in the ability 
of state agencies to protect personal information. Hispanics, as indicated in Table 2.10, 
expressed the most confidence that their information is protected, followed in order by 
whites and then blacks. 
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Table 2.10 
Responses to the Question "How confident are you that your personal 

information is kept private by Texas governmental agencies?" 
by Ethnicity 

White Hispanic Black Other 

N % N % N O/o N % 

Not confident I76 47 48 35 22 63 9 60 
Somewhat confident I67 45 66 49 IO 29 4 27 
Very confident 3I 8 22 16 3 9 2 13 
Total (N=S60) (o < 0.01) 374 IOO 136 IOO 35 IOI I5 100 

Note: Totals may not sum to I 00 % due to roundmg. 

Another series of significant relationships was found between ethnicity, income, and 
education on the one hand, and perceptions as to which groups may endanger one's 
personal privacy on the other. As indicated in Table 2.11, blacks, of the three ethnic 
groups, appear most distrustful of government, whereas whites appear most distrustful of 
commercial organizations. Blacks were also more likely to respond "equally concerned" 
than whites or Hispanics. 

Table 2.11 
Responses to the Question "Which group do you fear might endanger 

your personal privacy the most?" by Ethnicity 

White Hispanic Black Other 

N O/o N % N O/o N O/o 

Government 30 8 7 5 5 I4 0 0 
Commercial organizations I53 40 45 35 5 14 4 25 
Eauallv concerned 180 47 56 43 23 64 11 69 
Not concerned 22 6 21 I6 3 8 l 6 
Total (N=S66) (p< 0.001) 385 101 129 99 36 100 16 100 

Note: Totals may not sum to 100% due to rounding. 

As Table 2.12 below suggests, concern with commercial organizations, as opposed to 
government, increases dramatically with increased levels of education. 
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Table 2.12 
Responses to the Question "Which group do you fear might endanger 

your personal privacy the most?" by Education 

No High Some HS& Some College & Graduate 
School HS Di1>loma Coll~e Deeree DePree 

N O/o N % N % N % 
Government 2 8 11 8 28 8 2 3 
Commercial organizations 4 17 39 28 134 39 28 44 
Equally concerned 7 29 71 50 169 49 30 47 
Not concerned 11 46 20 14 14 4 4 6 
Total (N=574) (p < 0.0001) 24 100 141 100 345 100 64 100 

Finally, as Table 2.13 demonstrates, respondents' concern with the maintenance of 
privacy by commercial organiz.ations increases as income increases, while concern with 
governmental protection, in general, decreases. 

Table 2.13 
Responses to the Question "Which group do you fear might endanger 

your personal privacy the most?" by Income 

Under $30,000- $60,000- More than 
$30,000 60,000 100,000 $100,000 

N O/o N O/o N O/o N O/o 

Government 15 IO 11 7 3 3 6 9 
Commercial organizations 35 24 66 40 46 42 30 45 
Equally concerned 71 50 78 47 54 50 27 40 
Not concerned 22 15 11 7 6 6 4 6 
Total (N=485) (p = 0.0034) 143 99 166 101 109 101 67 100 

Note: Totals may not sum to 100% due to roundmg. 

20 



Notes 

1 The questions that elicited such responses are: (I) "How concerned are you that someone might be able to 

obtain personal information, such as your social security number and driver's license number, from a Texas 

government agency?" (N = 598); (2) "How concerned are you that a criminal might be able to obtain 

personal information, such as your address, from a Texas government agency?" (N = 600); and (3) "How 

concerned are you that someone might be able to obtain financial information, such as your credit card and 

bank account numbers, from a Texas government agency?" (N = 601). 
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Chapter 3. Texas Department of Health 

Introduction 

The Texas Department of Health (TDH) is an expansive state agency with a multitude of 
responsibilities. Because the nature of the information handled by TDH is typically 
medical, it is also very personal. Thus, investigating this agency's privacy regulations is 
essential to an overall analysis of how Texas handles the privacy of its citizens. This 
chapter begins with background information on TDH to assist the reader in understanding 
the complexities of the agency, followed by an examination oflegislation and statutes 
that influence the way TDH handles confidential information. Last, open records 
procedures are outlined in light of the Texas Public Information Act (TPIA) of2000 to 
further elaborate on TDH' s privacy policies. 

Historical Background 

The state health department in Texas was first established in 1879. The organization 
began with one state health officer and has grown into an extensive agency with more 
than 5,000 employees, 200 programs and operational units, and annual expenditures of 
approximately $7 billion. 

The role of the department has increased significantly over the past century. Originally, 
the department focused on public health and controlling infectious diseases, such as 
yellow fever and cholera, which were rampant throughout Texas during the late 19th 
century. During this time, the health officer's responsibilities centered on disease 
control, food safety, and sanitation practices. This role evolved over the next 50 years to 
include laboratory services, inspection and regulation of state health facilities, health care 
services, and infectious insect control. 1 

The department continued to expand over the years, responding to the growing number of 
noninfectious diseases, environmental health concerns brought on by industrialization 
and World War II, and the development of activities to improve the livelihood of 
individuals with chronic illnesses. Following World War II, the agency expanded further 
to provide more individual health care services. Additional growth occurred from the 
1960s through the 1990s, including an emphasis on protection against hazards and risks, 
consumer education, quality assurance, and enforcement. The advent of Medicare, 
Medicaid, and other federally funded health care programs added more responsibility to 
the department, as did the growing number of programs designed to meet the needs of 
specific populations (e.g., those with breast cancer, HIV, and Alzheimer's disease). 

By the 1990s, TDH had grown into a massive agency that not only provided health care 
services and education but also conducted disease surveillance, maintained vital statistics 
and public records, and regulated many types of medical licenses and health care 
institutions. A national move toward "new federalism" beginning in the 1960s-putting 
many management and decision-making tasks into the hands of the states rather than the 
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federal government-placed additional demands on TDH to revamp the public health 
infrastructure in Texas.2 

The Sunset Advisory Commission examined TDH in I 998 and reported a lack of 
coordination between divisions that hindered the department's efficiency and 
effectiveness. House Bill 2085 from the 77th Legislature, responding to the findings, 
mandated reform and increased alignment within the department. 3 

The mission of TDH includes efforts to "ensure that essential public health services are 
performed so that the basic infrastructure necessary for a healthy population is present, 
maintained, and contributing to the state's health care safety net for the medically 
indigent and those with special health care needs. ,,,i Along with these responsibilities, 
TDH maintains a "health care safety net."5 This safety net serves as a last resort for those 
Texans eligible for its benefits and includes federal programs like Medicaid and non
federal programs like Primary Health Care. The result is an intricate system to provide 
health care, education, and regulatory services to ensure the well-being and medical 
safety of citizens. 

Major Statutes Affecting TDH 

Unless otherwise protected by statute, information held by TDH is subject to the TPIA. 
Exceptions to the TPIA were largely specific and limited in scope until the recent passage 
of two pieces of legislation. These bills were introduced as House Bill I 922 and Senate 
Bill I I. Both bills were passed in the 77th Texas Legislature and signed by the governor 
to address broad privacy concerns in multiple agencies. The department's privacy policy 
is also guided by federal legislation in the form of the Health Insurance Portability and 
Accountability Act (HIP AA) of I 996, the companion to Senate Bill I I. 

House Bill 1922 

House Bill 1922 becomes effective September 1, 2002, and will be implemented by 
TDH's Office of General Counsel. · Among other things, the law requires state agencies 
to include a notice on agency forms that the individual is allowed to receive, review, and 
correct information about himself or herself. The correction notice adopted by TDH 
reads as follows: 

PRIVACY NOTIFICATION: With few exceptions, you have the right to request 
and be informed about information that the State of Texas collects about you. 
You are entitled to receive and review the information upon request. You also 
have the right to ask the state agency to correct any information that is determined 
to be incorrect. See http://www.tdh.state.tx.us for more information on Privacy 
Notification. (Reference Government Code, Section 552.021, 552.023, 559.003, 
559.004.)6 

This statement has been distributed with each paper copy of all TDH forms since January 
I 4, 2002. The department has developed both English and Spanish versions of this 
statement. As a statement in Spanish is not required by law, each TDH program will 
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choose whether to publish both versions on a single form or to publish the Spanish 
version as a separate form. Further, any TDH website that contains online forms must 
also post prominently the privacy notification. Another requirement of House Bill 1922 
is that a notice must be posted on all TDH websites stating that information will be 
collected about an individual who accesses the sites and providing details as to what 
information is being collected. 

In addition to the privacy notice stated above, House Bill 1922 requires state agencies to 
establish formal procedures for the correction of any incorrect information about 
individuals. TDH has adopted the following procedure for information correction. Once 
an individual has requested a correction, the program involved will provide 
acknowledgment of the correction request within 10 days of receipt. The program will 
then review the request and make a determination whether the information is in fact 
incorrect. 

If the department determines that the information is incorrect in an electronic 
record or form, an individual with the authority to access the information will 
enter the correction into the record by electronic media, at or near the place where 
the incorrect information appears with the date, and the reason for the correction, 
by whom the information was requested, and by whom the information was 
corrected. If the department determines the information is incorrect in a paper or 
record form, an individual with authority to access the information will insert the 
information as submitted by the individual requesting correction, along with an 
entry of the date, and the name of the individual inserting the correction.7 

The program will notify the individual what corrections were made, if any, and provide a 
copy of the corrected information. There will be no charge to the requester for the 
correction. These rules were approved by the Texas Board of Health on February 22, 
2002, by a majority vote and became effective on March 15, 2002. 

An individual who believes that TDH has incorrect information can contact the 
department and request correction. Individuals must submit a written request to the 
program within TDH that is in possession of the incorrect information. 

Senate Bill 11 and HIP AA 

Senate Bill 11 and its federal companion, HIP AA, have far-reaching implications for 
TDH. The effective date for HIPAA is April 14, 2003, and the effective date for Senate 
Bill 11 is September 2003. The Office of General Counsel and the HIP AA privacy 
officer are in charge of ensuring compliance with both laws for TDH. The agency has 12 
programs or functions that are covered by HIP AA, and almost 50 that are covered by 
Senate Bill 11. 

HIP AA addresses the confidentiality and security of health care information. 
Congressional intent was to establish some degree of national uniformity and minimum 
protection through federal standards. The law also represents congressional consensus on 
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requirements for health insurers to provide greater access and portability to the 
individual. 

Another provision of HIP AA established tougher penalties for health care fraud and 
created a federal data bank, the Healthcare Integrity and Protection Data Bank. HIP AA 
also required easier processing of health care claims and standardized formats used for 
the communication of health data in electronic communications, with the long-term goal 
of encouraging the use of electronic claims submission. 

TDH is also required to obtain consent for both routine uses and disclosures of protected 
health information, that is, individually identifiable information relating to a r:rson's 
health, to the health care provided to a person, or to payment for health care. Some 
routine uses include treatment, payment, or health care operations. This requirement 
applies only to direct health care providers, primarily TDH clinics and health facilities. 
Specific authorization will be required for nonroutine uses of health information for 
certain types of research, marketing, and fund.raising. Furthermore, HIP AA-covered 
entities are required to document certain disclosures that are not related to treatment, 
payment, or health care operations so that TDH can provide an account of these 
disclosures on request. 

HIPAA permits states to develop their own stricter standards, as Texas did through 
Senate Bill 11. In this regard, the significance of Senate Bill 11 is that it defines a 
"covered entity" much more broadly than does HIP AA. While HIP AA limits covered 
entities to health plans, health care providers, and health care clearinghouses, Senate Bill 
11 extends the definition to any person who comes into possession of protected health 
care information. It requires entities covered by Senate Bill 11 to comply with HIP AA 
regarding the access of protected health information, the amending of such information, 
and the use, disclosure, and provision of a privacy notice. However, there are some 
exceptions. Senate Bill 11 does not incorporate HIP AA' s administrative requirements, 
including the requirement to appoint a privacy officer and train employees. 

The newly appointed TDH privacy officer conducts weekly meetings with HIP AA 
project managers and privacy officers from three other state agencies affected by HIP AA 
[namely, the Health and Human Services Commission (HHSC), Department of Human 
Services (DHS), and Department of Mental Health and Mental Retardation (TDMHMR)] 
to discuss common questions and concerns. Additionally, an assessment of the impact of 
HIP AA on TDH programs and business associates is currently being conducted by the 
privacy officer. In February 2002, a survey was distributed to all TDH programs to 
identify those that receive or create protected health information. The Office of General 
Counsel will meet with those TDH programs to identify specific uses and disclosures of 
protected health information and to develop implementation plans for each program. 

TDH is collaborating with the HHSC, DHS, and TDMHMR to develop a joint privacy 
notice for Medicaid recipients. DHS will distribute the notice to current Medicaid 
enrollees in advance of the compliance date and thereafter will provide the notice at the 
point of enrollment. There is also collaboration among departments for the training of 
employees. They will work together to develop the format of a web-based core training 
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module that will be used by the agencies as a starting point for developing agency
specific training. 

Attorney General's Enforcement Role 

Senate Bill 11 assigned enforcement authority of medical privacy regulations to the 
Office of the Attorney General (OAG). This authority resides within its Elder Law and 
Public Health Division. To spearhead the process of enforcement, the OAG organized a 
work group in the fall of 2001 to form a liaison with state agencies affected by the new 
legislation regarding medical privacy. 

The enforcement of Senate Bill 11 will take several forms. First, the OAG has launched 
an ongoing educational campaign to notify consumers about their medical privacy rights. 
The initial step in this process was to run an "Ask the AG" column in various newspapers 
throughout the state. The first column was presented in area newspapers in December 
2001, and additional columns will follow closer to the date of final implementation 
(September 2003). In addition, a brochure will be designed and distributed to consumers 
who inquire about their rights. A spokesperson from the OAG is also available to 
educate consumers. 9 

The OAG is establishing a procedure for handling consumer complaints in partnership 
with TDH and the other state agencies influenced by Senate Bill 11 and HIP AA 
regulations. A toll-free number is available to all consumers who have a complaint. The 
calls are answered by a person rather than by a recording, and complaints are then 
forwarded to appropriate personnel to handle. Additionally, consumers can submit a 
complaint form by mail, and the OAG is currently working to create a system for 
submitting complaints on their website. 10 Under Senate Bill 11, the OAG was also 
granted authority to file suit if an investigation launched by a consumer complaint results 
in the need for disciplinary action. 11 

Additional Legislation 

In addition to the legislation discussed above, several new statutes from the 77th 
Legislature address specific privacy concerns. These statutes join the numerous specific 
exceptions to the TPIA that already exist in Texas law and are included to give the reader 
an idea of the kinds of exceptions most recently addressed. 

House Bill 398 became effective June 15, 2001. It requires that patient billing records be 
kept separate from patient medical records, though both are confidential. It also requires 
that the consent for the release of a patient's records needs to identify the records being 
sought (i.e., medical, billing, or both). It was implemented by the Office of General 
Counsel and required that TDH notify its hospital and clinic staff about record-keeping 
changes. 

Senate Bill 12 became effective September 1, 2001. It expands the definitions of 
"genetic information" and "genetic test" to prevent employers, licensing authorities, and 
insurance companies from discriminating on the basis of certain genetic information or 
genetic tests. It also prevents employers from discriminating on the basis of family 
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health information, which may contain details that could be used to determine an 
individual's genetic predisposition to certain diseases. 

Senate Bill 694 became effective May 26, 2001. It provides that a credit card, debit card, 
charge card, or access device number that is collected, assembled, or maintained by TDH 
is considered confidential. It was implemented by the Office of General Counsel and 
requires that TDH train personnel on confidentiality requirements. 

Regulation of Outside Entities 

In addition to privacy requirements that affect its many divisions, TDH is also 
responsible for monitoring confidentiality among certain regulated interests, such as 
health care facilities, licensing boards, and outside vendors. Regulation of these entities 
is conducted under prescribed regulations and guidelines. 

TDH monitors annually some regulated entities to ensure they are abiding by contract 
provisions. However, most contractors are monitored or investigated only as a result of a 
complaint or when TDH has some reason to question the procedures of a given outside 
interest. Thus, monitoring compliance from many of these entities is largely complaint
driven. In the event of an investigation, generally the grants division or the individual 
program concerned is responsible. 12 

· 

To ease the process for the complainant, TDH has established procedures by which 
individuals may file a complaint, including special forms and a toll-free complaint 
number. Complaints are reviewed and a determination is then made whether an 
investigation should be conducted and, later, whether disciplinary action should be taken. 
For disciplinary action to take place, a severe violation of rule or law must have occurred. 
Though outside entities that contract with TDH must report complaints, no random 
inspections of these entities are conducted. 13 

The Professional Licensing and Certification Division has a website with complaint 
forms and instructions. 14 A list of regulatory boards governing the various groups 
licensed by TDH is also available online. 15 These boards generally adopt rules and 
regulations to monitor licensing, in addition to implementing statutes and legislation 
applicable to each board's division. Additionally, these boards may investigate breaches 
of confidentiality when applicable or assist in investigations.16 

Rules and regulations established by the legislature further govern all licensees and hold 
them to certain standards of confidentiality specific to their given profession. Many 
seminars and workshops are typically available for professionals to educate them on the 
legal confidentiality requirements applicable to their profession. TDH offers annual 
conferences to educate entities about the necessary privacy rules and regulations that 
govern their professions. 17 
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Open Records 

General Procedures 

Consistent with the TPIA applicable to all Texas state agencies, TDH has formal 
guidelines and standards for handling requests for public information, per the Texas 
Administrative Code, Title 25, Section 1.251. The common understanding among TDH 
personnel is that all information is considered "open" unless law or precedent suggests 
otherwise. 18 TDH prefers receiving a public information request in written form, except 
when special circumstances prevent a written request. 19 

To respond to requests, TDH has an open records coordinator in the Office of General 
Counsel. This individual is responsible for training TDH employees who come in contact 
with protected information and instructing them on the details of the TPIA. In addition, 
the open records coordinator provides explanations of the open records policy to TDH 
regions and hospitals during training sessions and is available for consultation on a daily 
basis if questions arise. 20 The open records coordinator also documents the number of 
open records requests that are received by TDH.21 

TDH responds to open records requests in a decentralized fashion: each individual 
division handles requests applicable to its area. The initial processing of the request 
requires the staff person to determine whether the requested records are open, 
confidential, or partially open and partially confidential.22 The open records coordinator 
in the Office of General Counsel is often consulted regarding these decisions. 

Once a request for public information has been submitted, TDH has ten days to comply 
with the request and make the documents available to the requester. If circumstances 
prevent TDH from adhering to the ten-day limit, written notification must be provided to 
the requester as to the length and reason for the delay. In accordance with the TPIA, 
TDH is not allowed, under any circumstances, to ask why the information is being 
requested.23 Such a policy prevents a governmental agency from having too much 
control over information that is deemed "open" by the legislature and attorney general. 
Furthermore, TDH is prohibited from notifying an individual citizen if information about 
him or her is being requested under the state's open records provisions. 24 

All public information requests are free of charge as long as copy fees and other 
miscellaneous charges associated with the department's handling of the request do not 
exceed $100. In situations where this amount is exceeded, TDH will notify the requester 
in writing to determine whether he or she would like to pay for the additional costs 
associated with the request. 25 

Tracking Open Records Requests 

As prescribed by law, TDH has tracked its open records requests on a monthly basis since 
the fall of 1999. This information is then reported to the Legislative Budget Board (LBB) 
for publication on its website. Originally, all requests were tracked, totaling 
approximately 13,300 requests each month for TDH alone. However, during 2000, the 
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LBB granted state agencies discretion over which requests were necessary to report. 
TDH no longer reports open records requests that are received for the following 
information: agency publications, policies and procedures, meeting agendas, blank 
applications of any type, rules, employment verification, position descriptions, and 
requests from other state agencies. As a rule, TDH does not consider oral requests alone 
as open records requests when reporting numbers to the LBB. Under this rubric, TDH 
now receives about 1,150 requests per month.26 According to TDH staff, the department 
has mistakenly released confidential information to an open records requester only three 
times, none of which involved the release of personally identifying information or 
specific medical information.27 

Protected Information under the Public Information Act 

Fewer than one third of the requests received by TDH are for confidential information.28 

The TPIA and several pieces of legislation dictate what information is considered 
confidential and, therefore, not released to the general public. For example, an 
individual's medical records, specifically those kept at the two hospitals and several 
medical clinics under TDH's control, are strictly confidential.29 Information that comes 
from reports or investigations conducted by TDH as to the "abuse, neglect or exploitation 
of elderly or disabled persons in facilities licensed by TDH" may not be disclosed. In 
addition, information gathered while TDH is investigating certain other health 
circumstances (e.g., an epidemiological investigation) must also be kept confidential. 

The Texas Occupations Code of the Texas Medical Practice Act (Section 159.002(a), (b), 
and (c)) maintains the confidentiality of medical records that are created or retained by a 
physician. In addition, the Occupations Code protects medical information that is 
discussed between a physician and his or her patient. This information will not be 
disclosed.30 Additional information is also prevented from disclosure under various acts 
and precedents. 

Bureau of Vital Statistics 

Birth, Death, and Adoption Records 

The Bureau of Vital Statistics (BVS) maintains TDH's birth, death, marriage, and divorce 
records. The BVS website provides directions for requesting this information and 
correcting incorrect information.31 Section 552.115 of the TPIA deals with the 
confidentiality of both birth and death records. In general, all birth and death records are 
not releasable to the public until the 50th anniversary of a birth or 25th anniversary of a 
death, unless the person is considered a qualified applicant. A qualified applicant must 
be an immediate family member, a guardian, or the applicant's legal representative. 

However, any member of the public can request a verification of birth or death from 
TDH. This verification is not a birth or death record but does provide the requester with 
a letter that states the person's name, date of birth or death, and the county in which the 
birth or death occurred. 32 This information is no longer available on the web, however, 
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because of''the possibility of the indexes being used to fraudulently obtain another's 
identity or to reveal the identity of those involved in an adoption."33 

Birth certificates of adopted children are kept strictly confidential. The BYS does 
maintain a Voluntary Adoption Registry, however, and adopted individuals and/or their 
biological parents and family members can join the registry in hopes of being connected 
through this service.34 The registry was mandated by the Texas Legislature in 1983 and 
is available to the adoptee (if born or adopted in Texas), his or her birth parents, and his 
or her biological siblings if age 18 or older. A connection may be made only if there is 
mutual interest on the part of both the adoptee and either the birth parents or the 
biological sibling(s). This is the only time the identity of natural parents will be disclosed 
in Texas.35 

Ma"iage and Divorce Records 

BYS manages the state's official records for marriage and divorce.36 Verification of 
marriage or divorce (considered public information) may be obtained from the Texas 
State Vital Records Office and is based on the application for marriage or divorce that 
was forwarded to BYS by the county or district clerk. 

Since 1966, BYS has maintained a yearly alphabetical index of marriage licenses. The 
marriage index provides the husband's and wife's names and ages, marriage date, and the 
county in which the marriage occurred. Since 1968 Texas has also maintained a yearly 
alphabetical index of divorce decrees issued. 37 The verification of divorce provides the 
husband's and wife's names and ages, number of children under 18 years, marriage date, 
divorce date, and the county where the divorce occurred. However, pleadings, papers, 
studies, and records relating to a suit for divorce or annulment or to declare a marriage 
void remain confidential. 38 

Databases 

TDH is a complex agency with many bureaus, divisions, and programs, all of which 
maintain databases of the information they collect. Currently there are 183 health-related 
databases being used within the TDH system. Each department within TDH operates 
databases specific to its needs and requirements, resulting in a variety of formats and 
regulations.39 Due to the vast amount of information gathered by TDH, making certain 
that these databases are adequately controlled is an essential part of the department's 
adherence to the TPIA. 

In 1994, TDH consolidated its databases with the publication of the Inventory of Health 
Related Data. The Inventory of Health Related Data is an amalgam of all the health
related databases housed within the agency.40 It includes database identifying 
information, contact information for the program, the purpose for maintaining the 
database, computer software and formats used, the collection mandate (if applicable), and 
ifthere is any restriction to access of the database.41 The inventory is available online or 
by request. 
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In 1997, the Texas Legislature approved a bill that required TDH to evaluate the 
usefulness of data collected by TDH.42 As a result of the agency's sunset review by the 
legislature in 2000, TDH was required to analyze the necessity of the information 
collected for each particular program; whether the data was efficiently gathered, 
analyzed, and disseminated; and if individuals' privacy rights were adequately 
protected. 43 
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Chapter 4. Texas Department of Insurance 

Introduction 

As a regulatory agency, the Texas Department of Insurance (TDI) deals with privacy 
issues both internally and in its relationship with regulated entities. These regulated 
entities include insurance and health care companies that process and hold a great deal of 
personal information about members of the public. Additionally, some ofTDI's internal 
databases contain information on citizens, and the agency receives a large number of 
open records requests. Since insurance regulation is somewhat different from the work of 
other agencies, the laws that govern TDI's work are unique. This chapter begins with a 
description ofTDI's history, organization, and duties, followed by an examination of 
relevant legislation, agency practices, and privacy issues within the agency. 

Historical Background 

TDI was created by the 72nd Texas Legislature in 1991. Before this date, the regulatory 
authority now bestowed on TDI was handled in slightly different forms from those of the 
present agency. In the 72nd Legislature, the most comprehensive insurance reform 
legislation was passed (including House Bills 2 and 62), which influenced nearly every 
element of insurance regulation, from rate-setting practices to the compulsory auto 
insurance liability law. 1 In addition, the legislation made TDI the supreme insurance
regulating body in Texas. 

TDI is under the authority of a commissioner, who is appointed by the governor for a 
two-year term every odd-numbered year. The Texas Senate then confirms this 
appointment. The commissioner has authority over rates, policy forms, and related 
matters.2 

Today, TDI attempts to ensure "a financially stable and responsive insurance industry 
that provides insurance at a reasonable cost to all consumers who need it."3 In adhering 
to its vision and the responsibilities outlined by the legislature, TDI has defined goals that 
include promoting fair competition among insurance providers, monitoring and 
regulating the financial status of insurance companies, limiting the amount of lost costs 
within the insurance agency, and reducing property and life loss as a result of fire.4 

TDI faces the challenge of balancing both the needs of consumers and the insurance 
industry itself. While focusing on consumer needs, TDI attempts to ensure fair pricing of 
insurance policies, timely processing of claims and complaints, and reliable regulation of 
the industry. At the same time, TDI also recognizes its responsibility to make sure Texas 
is a place where insurance companies will want to do business. 5 

Over time, the agency's responsibilities have grown considerably. Today, there are three 
broad areas in which TDI participates: (1) regulating the insurance industry, (2) 
protecting the public through enforcement, and (3) helping consumers.6 These three 
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focus areas will be discussed later in this chapter, in light of how they influence, or are 
influenced by, privacy legislation, applicable statutes, and open records policies. 

Major Statutes Affecting TDI 

The major privacy legislation affecting TDI's responsibility for regulating the insurance 
industry is the Health Insurance Portability and Accountability Act (HIP AA) of 1996, 
discussed in the previous chapter, and the Gramm-Leach-Bliley Act (GLBA) of 1999. 
The provisions of HIP AA apply to health insurers and related businesses regulated by 
TDI, and these entities collect data and personal information from individuals; the 
GLBA deals largely with the protection of financial information. 

Gramm-Leach-Bliley Act 

In 1999, Congress enacted the GLBA in part to require state insurance authorities to 
adopt requirements on privacy and disclosure of non~ublic personal financial information 
that members of the insurance community deal with. The GLBA requires that all 
covered entities designate a privacy officer. This individual oversees and holds 
responsibility for implementing rules regarding the treatment of information. The GLBA 
requires financial institutions, including insurers, to protect the financial privacy of 
consumers. The institution must provide its customers with a written document outlining 
the institution' s use of the customer's protected personal information.8 

Protected personal financial information is any information that a covered entity collects 
about an individual that falls under the definition of "nonpublic personal information" but 
does not constitute health information. This information can include data that the 
company gets from an individual's application, as well as records it collects as a result of 
transactions, claim submissions, and other services. It also includes information the 
company gets from consumer reports and by tracking people who have used their Internet 
sites. It can include things such as income information, credit history, and premium 
payment history. Even telephone numbers and addresses may fall under this definition, 
but exceptions are provided in the rules for information that is publicly available 
elsewhere, such as a telephone directory or a government record that is open to the 
public.9 

Before protected information may be disclosed to an unaffiliated third party, the customer 
must receive notice that such information may be disclosed. The entity is also required to 
offer the customer the option to opt out-to prevent their "nonpublic personal 
information" from being disclosed to a third party-and information on how to do so. 10 

Despite the ability to opt out, the consumer cannot opt out from the sharing of protected 
information with affiliates of the insurance company, which are numerous. The federal 
agencies that have established rules pursuant to the GLBA have treated health 
information as a category of financial information, which means that it is subject to the 
same treatment as any type of financial information that the entity would collect or 
hold.11 
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IDPAA 

The other leading federal statute, HIP AA, as discussed in Chapter 3., requires the 
establishment of standards for the privacy of individually identifiable health infonnation. 
HIP AA rules cover health plans, insurers, health care clearinghouses, and those health 
care providers who conduct certain financial and administrative transactions 
electronically. These "covered entities" are bound by the new privacy standards even if 
they contract with other business associates. These rules use a "minimum necessary 
standard," meaning the rules generally require covered entities to take reasonable steps to 
limit the disclosure of protected health infonnation for nontreatment purposes to the 
minimum necessary to accomplish the intended purpose. 12 

Other Legislation 

Senate Bill 712 

TDl's regulated entities must comply with Senate Bill 712 on financial infonnation 
privacy. This legislation was enacted by the 77th Texas Legislature and sets unifonn 
privacy standards for financial infonnation collected by the entities regulated by TDI. It 
creates Chapter 28A of the Texas Insurance Code (TIC). The bill requires the 
commissioner of insurance to adopt rules to bring the department into compliance with 
the privacy provisions of Title V of the GLBA. The legislative history of Senate Bill 712 
indicates that the legislature wishes the department to accomplish this by adopting the 
National Association oflnsurance Commissioners (NAIC) model privacy rules for 
financial privacy. 

The bill excludes health infonnation from the definition of financial infonnation. It 
allows for the adoption of rules providing greater protection for health infonnation if 
another law grants the department or another agency the authority to enact such 
provisions. The bill also exempts agents or others entities that are acting solely on behalf 
of another covered entity and that share protected infonnation only as pennitted by 
specific exceptions set out in the rules that implement the bill and comply with the other 
provisions of the rule. These other provisions include those relating to the provision of 
privacy notices and opportunities to opt out of the sharing of protected financial 
infonnation with nonaffiliated third parties for noninsurance purposes. 13 To those 
concerned with the privacy of information, the exemption of agents and other entities that 
act on the behalf of others is a large loophole. 

Senate Bill 712 became effective on June 13, 2001. The bill required the department to 
adopt rules implementing the bill within 30 days of its effective date and pennitted the 
commissioner to adopt these rules on an emergency basis in order to meet this deadline. 14 

Senate Bill 11 

TDl's regulated entities must also comply with Senate Bill 11 mandates on health 
infonnation privacy. Senate Bill 712 referred to more protective rules for health 
inf onnation, and Senate Bill 11 requires the department to adopt these standards. This 
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legislation was also enacted during the 77th Texas Legislative Session and, among other 
things, sets uniform privacy standards for "nonpublic health information" held by 
covered entities subject to the regulation of the department by creating Chapter 28B of 
the TIC.15 

Senate Bill 11 follows the standards set forth in the NAIC privacy rules relating to health 
information. The definition of covered entities in the bill is the same as that in Senate 
Bill 712. A large part of the bill deals with the "opt in" standard to the disclosure of 
protected health information. 1bis standard requires that covered entities must obtain 
written consent (an authorization) before releasing protecting health information about an 
individual. Covered entities already compliant with HIPPA do not need to comply with 
Chapter 28B rules. The section of Senate Bill 11 that created Chapter 28B became 
effective on January 1, 2002.16 

Another section of Senate Bill 11 creates Chapter 181 of the Texas Health and Safety 
Code, which governs the use and disclosure of protected health information held by 
health care providers, employers, and other entities. 1bis section of Senate Bill 11 
requires compliance by September 1, 2003. 1bis bill exempts licensees of the department 
from compliance with most of its requirements. These licensees must comply with 
specific requirements for marketing protected health information by or on behalf of a 
covered entity. Similarly, these licensees must comply with requirements that limit the 
"re-identification" of individuals through "de-identified" health information. TDI is 
given specific authority to adopt rules to carry out the provisions of the Chapter 181 
requirements that apply to its licensees.17 

In these and other pieces of legislation, the legislature has often received and acted on 
recommendations by the NAIC. The association has adopted model privacy rules, and 
Texas, along with the majority of other states, has elected to apply a greater standard of 
protection to health information. The NAIC model privacy rule and the Texas :financial 
rules apply most of the same requirements to disclosure of :financial information as do the 
federal rules. However, Texas :financial regulations, which go further than federal law, 
also extend protection to workers' compensation beneficiaries and third-party claimants 
and beneficiaries.18 

Open Records 

The Open Records Division ofTDI derives its authority from the Texas Public 
Information Act (TPIA). The TPIA stipulates that the work of public employees paid 
with public moneys must be open to the inspection of the general public to ensure 
"control" over public servants. In addition, Section 552.00l(a) of the Texas Government 
Code provides that "all information collected, assembled, or maintained by a 
governmental body in connection with the transaction of official business is presumed to 
be public information."19 TDI complies with both the TPIA and specific sections of the 
Texas Government Code by receiving, answering, and logging citizen (or company) 
requests for information obtained by the agency. The individuals requesting information 
need only to place a "legible" request and cannot be asked the reason for their request. 20 

However, not all requests for information have to be honored. For example, if the 
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response to the request contains personally identifying information (e.g., name, address, 
telephone number, social security number, birth date, address, email address, and claim 
number of enrollee), then the division must redact that information before sending the 
response to the requester.21 The redaction process typically involves making a photocopy 
of this original document and then blocking out information deemed confidential with a 
black marker. This procedure is in place to prevent the release of personally identifying 
information about any Texas resident through open records requests. 

TDI handles open records requests in a decentralized manner, meaning requests are 
processed by the division that handles the information solicited in the request. An Open 
Records Division does exist, however, to coordinate the distribution of incoming requests 
for public information. In addition, there are 42 open records liaisons in various divisions 
who assist the division in meeting its obligation to provide accurate information to the 
public. Requests are sent either directly to the specific liaison or to the general Open 
Records Division, where it is later redistributed to the correct liaison in charge of that 
issue. 

Some privacy requirements seem ambiguous. For example, recent legislation (Senate 
Bill 694 and House Bill 2598) has made the email address of any public citizen 
confidential. However, the ambiguity ofthis legislation raises several questions for TD!, 
including who is a "member of the public" and what if a business consents to disclosure 
of its employees' business email addresses?22 Until those terms are defined more clearly, 
TDI must redact all email addresses when releasing requested information, but not home 
addresses and telephone numbers. 

In the above example, protecting the confidentiality of email addresses was originally 
intended to dissuade entities from collecting email addresses electronically and selling 
them to third parties or developing mass email lists. The current wording of the 
legislation and its interpretation, however, forces TDI to redact information that is 
arguably less identifying than one's home address. 

Patterns of Open Records Requests 

Requests received by TDI can be divided into four categories. Requests for consumer 
protection information constitute the largest number of inquiries. These are primarily 
requests for data on complaints consumers have made against insurance companies or 
their agents. Second, there are many requests for agents' licensing reports. Third, TDI 
answers many requests for insurer services, including requests for annual statements of 
insurers. Finally, the agency receives a great number of requests for complaints against 
HMOs.23 

Individuals who are interested in the complaint record of particular insurance companies 
can make requests. There are more than 55,000 auto, mobile home, health, and other 
insurance-related complaints entered into the database. Most of the complaints made 
against insurance companies are maintained in a database called the Internet Complaints 
Information System, which makes it easy for users to download preliminary information 
before making a formal request. 24 
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Consumers are also directed to information found in IDI's agent database, which 
contains pertinent information about insurance agents licensed by TDI. It is a valuable 
resource for consumers who want complete information about their insurance agents. The 
agency's webpage also allows consumers access to company profile and complaint data. 

Databases 

TDI maintains several databases of information to assist Texas citizens in selecting 
insurance policies and to ensure that insurance companies serving Texas citizens abide by 
specific standards. These databases include information on insurance agents and their 
license information, whether a company is licensed to do business in Texas, and what 
types of services they are licensed to provide. 25 Citizens may access this information if 
they are interested in learning more about a specific insurance agent. Through this 
service, residents may obtain a list of companies at which the agent has appointments, 
information about the agent's license(s), and the status of the agent's license(s) as 
determined by the Licensing Group of the Regulation and Safety Division. In addition to 
information about specific insurance agents, TDI maintains a library of annual statements 
on each insurer that includes financial information about the company.26 

Regulation 

IDI regulates insurance companies, hospitals, and other entities within Texas in an effort 
to protect consumers and their personal information. The agency's goals include both 
encouraging fair competition in the insurance industry and encouraging the financial 
health of the insurance industry. (Many privacy advocates discount this latter concern, 
noting that insurance companies have not even been willing to pull out of a state as small 
as New Hampshire, let alone pull out of a market as large as Texas or California.)27 

The insurance companies regulated by TDI are subject to privacy restrictions from 
several sources, including HIPAA, the GLBA, and Senate Bills 712 and 11.28 TDI must 
integrate these complementary and sometimes ambiguous privacy standards and provide 
clear rules and guidance to their regulated entities. These efforts are coordinated by 
IDI's director of project development for the Life/Health and Licensing Program. As the 
security of information has become a larger social and legislative issue, the director has 
had to significantly increase the time spent working on privacy rules for TDI's regulated 
interests. While Texas law does not require TDI to designate an official privacy officer, 
the current director is seen as the agency's "privacy guru" by some agency colleagues.29 

IDI drafts rules for implementation of the various relevant statutes. Regulated entities 
examine the proposed rules, ask for clarification, and suggest changes, which are 
reviewed by the agency before the final hearing. TDI provides a simplified resource page 
to insurers which is available online and provides background on applicable rules and 
regulations, along with frequently asked questions and answers on how the laws should 
be implemented. 

TDI rules defining the entities it regulates establish different privacy rights for 
"consumers" and "customers." A "consumer" is an individual who obtains a product or 

42 



service from a covered entity. An example of a consumer is a person who is in the 
process of pricing a new insurance policy and has given a company personal information 
for the purpose of the insurance estimate. Notice must be given to a consumer only ifthe 
entity intends to disclose or share protected information. The notice must indicate the 
kind of information collected, the policy for maintaining and sharing information, and the 
information about how the consumer can opt out of the planned disclosure. 30 

A "customer" is someone with whom a covered entity has an ongoing relationship. An 
example of a customer is an individual who has purchased and now holds an insurance 
policy from a company. Covered entities must provide customers with an initial privacy 
notice explaining the kind of information it collects about them, its policies for 
maintaining and sharing the information, and how the customer can opt out of any 
planned disclosure of protected financial information. In a customer relationship, an 
annual notice is also required. If the entity changes its policy between these notices, a 
revised notice must also be sent.31 

TDI's regulated entities must comply with Senate Bill 712 on financial information 
privacy. Chapter 28A of the TIC sets uniform privacy standards for financial information 
collected by the entities regulated by TDI. The bill also required the commissioner of 
insurance to adopt rules to bring the department into compliance with the privacy 
provisions of Title V of the GLBA. The legislative history of Senate Bill 712 indicates 
that the legislature wishes the department to accomplish this by adopting the NAIC 
model privacy rules for financial privacy. 

Senate Bill 712 became effective on June 13, 2001. The bill required the department to 
adopt rules implementing the bill within 30 days of its effective date and permitted the 
commissioner to adopt these rules on an emergency basis in order to meet this deadline. 32 

Enforcement 

As mentioned earlier, IDI's enforcement mechanisms for financial information are 
different from those for health information. In the realm of financial privacy, the 
enforcement takes place by financial examinations in which TDI officials audit the 
implementation of required safeguards by a regulated entity, including those that govern 
privacy. Officials indicate that these audits are essential to keeping tabs on an entity's 
conformance with federal and state laws and regulations. This mechanism differs from 
enforcement of health-related information. While complaints, as in the case of the Texas 
Department of Health, have not been frequent, enforcement is chiefly complaint-driven. 
Insofar as health privacy goes, TDI relies mainly on consumers to police the industry 
practices. 33 
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Chapter 5. Texas Department of Public Safety 

Historical Background 

Law enforcement in what was to become Texas began in 1823, when Stephen F. Austin 
hired ten men to protect his colonists. Known as Rangers, these men were the 
forerunners of the famous Texas Rangers, who provided some degree of law and order on 
the western frontier during the latter nineteenth century. 1 

With the introduction of the automobile in the early 20th century, the increasing car and 
truck traffic on Texas roads resulted in damage to highways and bridges, endangering the 
safety of the driving public. In a move to better to enforce existing regulations, the Texas 
Legislature in 1927 authorized the Texas Highway Department to employ 18 license and 
weight inspectors and one chief inspector. After only two years, the license and weight 
section was increased to 50 men and renamed the State Highway Patrol.2 By the early 
1930s, it became evident that the state's role in crime prevention and traffic control was 
inadequate. In response to this problem, the legislature created the Texas Department of 
Public Safety (DPS) in August 1935. The legislature charged DPS With "enforcement of 
the laws protecting the public safety and providing for the prevention and detection of 
crime."3 The Texas Rangers, which had been under the supervision of the adjutant 
general, and the State Highway Patrol were transferred to the new department. In 1937, 
DPS was given the responsibility for all driver licensing in the state.4 

Four years later, the Accident Record Section in the Driver License Division was 
expanded and renamed the Statistical Division in 1946.5 In 1951 , DPS became 
responsible for enforcement of the new Motor Vehicle Inspection Act. Additional duties 
were assumed in 1952 with passage of the Safety Responsibility Act, which required all 
operators and owners of motor vehicles to be insured. 6 

Following an intensive study by the Texas Research League, the legislature in 1958 
authorized a major reorganization of DPS. 7 The state was divided into six regional 
commands, each headed by a senior officer with the rank of major and responsible to the 
DPS director. Field personnel of the Highway Patrol, Motor Vehicle Inspection Service, 
License and Weight Service, Driver License Service, Communications, and the Safety 
Education Service were placed under these regional commanders. Additionally, crime 
laboratories were created in the regional headquarters to supplement the central crime 
laboratory at the headquarters in Austin. Finally, headquarters divisions were 
consolidated and streamlined.8 

In 1968, DPS created a Criminal Law Enforcement Division to coordinate activities of 
the Texas Rangers, Special Crimes Service, and Narcotics Service. A Traffic Law 
Enforcement Division-charged with coordinating all traffic law enforcement activities 
of the DPS-was also established in 1968. In 1972, a Motor Vehicle Theft Service was 
added to the Criminal Law Enforcement Division. And in mid-1976, a Crime Analysis 
Service was established and charged with the analysis and dissemination of information 
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regarding criminal activity-including the method of operation of offenders-to law 
enforcement agencies. 9 

An Automated Fingerprint Identification System (AFIS) was created in 1989 to provide 
immediate identification of arrested persons with prints on file and compare prints found 
at crime scenes with DPS records. 10 In 1996, a DNA database was established to store 
genetic information from convicted felons. 11 In July 1998, a separate Driver License 
Division was created in an effort to improve service. The division includes both 
commissioned and administrative staff totaling nearly 1,700 employees. 12 

The mission of DPS is to protect the public, preserve the peace, and supervise rural and 
commercial highways. In the process of executing its duties, DPS accumulates a 
tremendous amount of information on the public, convicted criminals, and its own 
personnel. Accordingly, DPS currently possesses one of the largest state agency 
databases in Texas. 

Statutes Governing DPS 

The Texas Legislature has enacted various statutes that govern DPS. Some, such as the 
Texas Public Information Act (TPIA), affect DPS along with other agencies; others refer 
exclusively to the mission of DPS. Among the latter are several that deserve special 
attention since they deal with protection of individual privacy. 

Motor Vehicle Records 

Motor vehicle records-particularly driver license records-are highly sensitive when it 
comes to privacy. Since the United States does not use a national identification card, 
driver licenses issued by the states serve this function. In addition to the basic 
information contained in the driver license itself-such as the holder's address, date of 
birth, photograph, and signature-the driver license records held by DPS contain 
personal information such as the individual's social security number, telephone number, 
and medical and disability status. How these records are generated, stored, handled, and 
made available to authorized entities is understandably a matter of concern for license 
holders. 

The Texas Transportation Code 

The Texas Transportation Code refers to motor vehicle records in two specific parts: 
Chapter 521, entitled "Driver Licenses and Certificates," and Chapter 730, entitled 
"Motor Vehicle Records Disclosure Act." Their provisions were enacted relatively 
recently, most of them within the last five years. As is frequently the case, states can also 
offer stricter measures of privacy protection than required by federal standards. Texas 
did so in Senate Bill 1069, enacted during the 1997 legislative session. 

Chapter 521 establishes which records DPS must create and maintain, including driver 
license applications, driver license records, and accident and conviction reports. It also 
mandates that license applicants furnish DPS with their social security numbers, which 
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are collected principally for child support enforcement purposes. This chapter also 
regulates the release of these records to third parties. A controversial provision in this 
chapter is Section 521.050, which allows DPS to supply private purchasers with magnetic 
tapes containing the names, addresses, and dates of birth of all licensees, information that 
can be used for marketing purposes. 13 

Chapter 730 provides that DPS may not disclose personal information obtained in 
connection with a motor vehicle record except as specifically provided. This provision is 
intended to override any other legal disclosure requirements, including those in the 
TPIA. 14 

The cases in which information may be disclosed to eligible requesters include, among 
others, instances where the information is needed for identity verification; civil, criminal, 
or administrative proceedings; law enforcement purposes; the processing of claims by 
insurers; and for the purposes of the Fair Credit Reporting Act by a consumer reporting 
agency. 15 

Other sections of Chapter 730 contain provisions governing related issues, such as (1) re
disclosure of personal information, (2) fees that can be collected for the release of 
personal information, and (3) the penalties incurred for false representation when 
personal information is requested. 16 

The 77th Texas Legislature passed House Bill 1544 in 2001, which introduced several 
important changes. They included a revised schedule of fees for the selling of personal 
information from the driver license database, opt-in and opt-out choices, procedures 
governing the resale or redisclosure of information, and disclosure of information through 
the Internet. 17 

Criminal History Records 

Chapter 411, Subchapter F of the Texas Government Code, entitled "Criminal History 
Record Information," regulates the keeping and handling of criminal history records by 
DPS. 

The subchapter provides that criminal history records maintained by DPS are confidential 
and may not be made available to anyone unless otherwise specifically provided. The 
major exceptions are agencies and individuals who are entitled to receive this information 
for general criminal justice ~urposes. The rules, with a few exceptions, prohibit re
disclosure by the recipient. 1 

The major thrust of the various exemptions is to allow other entities access to records in 
support of security, such as background checks on sensitive personnel, or social welfare. 
Most of the potential requesters are state public agencies. Authorization to access these 
records, for example, is given to vet applicants for state professional licenses. In some 
cases, the requesting agenc~ must have prior and written consent of the person about 
whom an inquiry is made. 1 
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Privacy Procedures in DPS Divisions 

Each division within DPS handles protected information somewhat differently. A 
discussion of the three divisions below provides some insight into their privacy and 
information procedures. These three divisions are the Administration Division, the 
Criminal Records Service, and the Driver License Division. 

Administration Division 

Employee Clearances 

Potential DPS employees' backgrounds are thoroughly investigated. Fingerprints are 
taken of all applicants to check for a possible criminal record, and state troopers are sent 
out to interview them. Credit histories are also checked. Once employed, the histories 
and driver records of employees are frequently updated.20 

Open Records Requests 

The Administration Division of DPS initially processes most open records requests. 
Over the past ten years, there has been a dramatic increase in the number of such 
requests. The empowering legislation for the Administration Division may be found in 
the Texas Administrative Code, Title 37, Part 1, Chapter 1. Chapter 552 of the 
Government Code indicates what information is considered available to the public 
purview and, therefore, pertinent to the open records requests received by the division. 

Once an open record request is received, it is assigned to a staff member within the 
Human Resources Department. Many inquiries are employee verification requests 
received from insurance companies and potential employers of former DPS agents; these 
are generally responded to within one business day.2 

The assistant director of the division handles all requests that are ambiguous or appear to 
fall within gray areas of the law. If there is doubt about the applicability of the TPIA, the 
request is sent to the Office of the Attorney General for clarification and a decision.22 

On average, the Human Resources Bureau handles 150 open records requests per month. 
Private businesses and mortgage companies are the most frequent requesters, generally 
seeking information on employees. These are usually routine requests to verify 
employment for specific applications that require background checks.23 

Information Storage 

DPS records are a combination of electronic and paper files. Depending on the nature of 
the open records request, information may need to be gathered in pieces from basic data 
in the mainframe system and evaluations in the form of hard copy. Accordingly, many 
requests involve manual searches, which take time. For example, if an individual wants 
to know when a particular officer was on duty, electronic files do not capture this 
information and a manual search must be conducted among the officer's time sheets.24 

50 



The system is often laborious, and though budget requests for funds to upgrade the DPS' 
information technology have been made, they have not been appropriated. 25 

Criminal Records Service 

The Criminal Records Service (CRS) is part of the Administration Division. It is 
responsible for arrest records, fingerprint files, criminal justice information, statistical 
data on crime and criminals in Texas, and licenses for concealed handguns. Three 
divisions of the CRS maintain the databases: the Crime Information Bureau, the 
Fingerprints and Records Bureau, and the Automated Fingerprint Identification 
System/Criminal Justice Information System (AFIS/CJIS) Bureau.26 

The Crime Information Bureau supplies Texas crime statistics and criminal justice 
information to state and federal law enforcement agencies. The Texas Crime Information 
Center (TCIC) provides law enforcement agencies around the state with computerized 
criminal justice information. It also functions as an arm of the National Crime 
Information Center (NCIC) and allows police to tap into a statewide system that provides 
information regarding the characteristics of a particular person. Access to this database is 
limited to law enforcement. 27 

The Fingerprints and Records Bureau serves as the main repository for the state's 
criminal history records. The bureau receives the fingerprint and arrest records gathered 
by law enforcement agencies throughout the state, which are required to report all arrests 
for felonies and Class A and B misdemeanors. The Computerized Criminal History 
(CCH) file provides both law enforcement and other authorized agencies with criminal 
history information for licensing and employment purposes. Texas law grants certain 
agencies access to the information contained in the criminal records database based on 
the agency's needs and purpose. These agencies mostly include those involved in public 
trust issues; sections of the public that are particularly vulnerable, such as children and 
elderly persons; and access to personal financial information.28 Convicted criminals and 
sex offenders are registered with the bureau, and information about them is made 
available to the general public through sources such as the Internet. The bureau is also 
responsible for processing requests and licensing for concealed handguns. 29 

Criminal history records are connected to information contained in the AFIS/CJIS 
database. The AFIS/CJIS Bureau operates this database that automates the records 
received by the Fingerprint and Records Bureau. The two bureaus coordinate to create an 
extensive database of criminal records. The AFIS retains all arrest fingerprints and 
matches up prints with various names and aliases. 

Enforcement of Privacy Protections 

The privacy issues related to the CRS are multifaceted. Within the CRS, there are 
various degrees of privacy protection depending on the category of information. These 
categories include concealed handgun licenses, conviction and sex offender data, criminal 
histories, and juvenile information. Access to the databases maintained by the CRS are 
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more restrictive in some cases and less so in others, depending on the database and its 
contents. 30 

Concealed handgun licenses and juvenile records are the most protected within the CRS. 
Juvenile information is protected from release to the public and most non-law 
enforcement agencies. Information contained in the concealed handgun records is 
whether a person is a license holder, and that data is not available to the general public. 

· Law enforcement agencies, of course, have access. 

The CCH files are subject to high protection, particularly because they contain arrest 
records that may never have led to a conviction. The general public does not have access 
to the CCH, but certain agencies are granted authority to obtain information based on 
their needs.31 The Conviction Database and the Sex Offender Registration Database are 
available to any citizen interested and are easily accessible through the DPS website or 
the CRS directly. Sex offender information is free, though there is a minimal charge for 
conviction records.32 Some information is highly protected. Social security numbers, 
driver's license numbers, addresses, telephone numbers, and any data that would tend to 
identify the victim of an offense are not released.33 However, individuals contained in 
the CCH databases can request their own records to ensure the accuracy of information. 

Agency officials have observed a trend toward more openness in the CRS.34 One 
example of this trend is legislation passed by the 76th Legislature that makes convictions 
public information and requires the DPS to create an electronic system that allows for 
greater public access. 35 As noted, this has been accomplished through use of the DPS 
website. 

Monitoring Compliance 

State law makes disseminating and receiving unauthorized information a violation, but 
according to the deputy administrator of the CRS, there are difficulties in monitoring 
compliance. 36 Restricted data, as noted above, are available to a large number of 
agencies, which makes monitoring compliance difficult. 

The CRS receives relatively few complaints about the release of information, since the 
majority of those included in the databases realize their records are public. One 
complaint the CRS receives fairly often concerns a misunderstanding on deferred 
adjudication. Many people, including lawyers and judges, incorrectly believe that a 
deferred adjudication sentence does not appear on an individual's record as a conviction 
in the Conviction Database. This misconcer,tion results in complaints to the department 
that are usually resolved by an explanation. 7 

Open Records Requests 

Individuals, companies, and agencies request information on a regular basis. Data about 
convicted criminals and sex offenders can be searched with names, identifying numbers, 
or fingerprints. Authorized agencies asking for information contained in the CCH files, 
which includes arrest records, can access them through a written request. The CRS 
verifies that the agency is allowed to obtain the information. 38 
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Requests for criminal history are used in background checks, particularly for 
employment, housing, and credit. Cases that involve children and other vulnerable 
groups are another area that generates open records requests from the Sex Offender 
Registration Database. 39 

The CRS is experiencing a movement toward more open and more accessible records. 
More and more organizations are becoming interested in criminal background 
information, especially for employment purposes. This interest has led to an increase in 
the number of agencies allowed to access the CCH and to legislative provisions making 
more information available to the general public-such as the Conviction Database and 
Sex Offender Registration Database discussed above. 40 

Driver License Division 

The main services provided by the Driver License Division (DLD) of the Texas DPS are 
the licensing of drivers, improving the performance of unsafe drivers, and revoking 
licenses.41 This division, only four years old, was established by the consolidation of 
driver license activities that were being performed in the Driver License Service of the 
Traffic Law Enforcement Division, the Driver License and Control Service of the 
headquarters, Administration Division, and the Administrative License Revocation 
Program of Legal Services. 42 

The DLD employs approximately 1,785 staff members, its database contains the names 
of approximately 14 million licensed drivers and 4 million identification cardholders, and 
annually issues on average 4.8 million driver licenses and 687 ,000 identification cards. 
The issuing of these documents generates on average $77.5 million annually.43 

The main objectives of the DLD are accomplished through three service branches: Field 
Service, Administrative License Revocation (ALR) Service, and Headquarters Service. 
The Field Service operates 244 offices throughout Texas that license drivers, works to 
improve driver performance or revoke licenses, and issues identification cards. The ALR 
Service processes driver license suspensions of individuals. The Headquarters Service 
consists of six bureaus, all of which administratively support licensing activities.44 

Rules and Regulations Governing the DLD 

Record and information procedures are administered in accordance with federal and state 
laws, specifically the Privacy Act of 1974; the Driver's Privacy Protection Act of 1994 
(DPPA); Texas Government Code, Cha~ter 552 (TPIA); and the Texas Transportation 
Code, primarily Chapters 521 and 730.4 

Information Gathered by the DLD 

There are two types of information the DLD collects: "personal" and "sensitive." The 
DPP A defines "personal information" as any information "that identifies an individual, 
including an individual's photograph, social security number, driver identification 
number, name, address (but not the 5-digit zip code), telephone number, and medical or 
disability information," but not including "information on vehicular accidents, driving 
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violations, and driver's status." A "motor vehicle record" is defined as "any record that 
pertains to a motor vehicle operator's permit, motor vehicle title, motor vehicle 
registration, or identification card issued by a department of motor vehicles. ,,..6 The 1999 
amendment to the DPP A specified photographs, digital images, social security numbers, 
and medical and disability information as "sensitive personal information" to be released 
only in specific circumstances.47 

Social security numbers gathered in the licensing process are provided to the Child 
Support Division of the Texas Office of the Attorney General for child support 
enforcement and are also used by DPS personnel for identification purposes.48 Social 
security information is also provided to the secretary of state for the purpose of individual 
inclusion in the jury wheel for the state of Texas.49 

Thumbprints, required for anyone applying for a driver license, are released only to law 
enforcement for identification purposes or by court subpoena. so Since 1996, digital 
images of thumbprints have been stored. 

Purchasing Driver Record Information 

For years before the DPPA and Senate Bill 1069, most driver information was released 
without restriction: name, date of birth, address, and driver license number. With the 
passage of the DPP A in 1996 and Senate Bill 1069 in 1997, information became more 
restricted. Federal and state law now require the purchasers of driver license data to 
certify their use of the information to be for one of the permissible purposes defined in 
these statutes. 

A bulk purchaser may buy a magnetic tape as a one-time purchase or, in addition to the 
initial purchase, may contract to receive updates. The information is contained on a 
magnetic tape and includes name, date of birth, driver license number, and address. 
There are circumstances in which a purchaser (e.g., a car insurance company) provides 
the DLD with a list of specific individuals' names, driver license numbers, and dates of 
birth, and then buys those individuals' driving records for the previous three years.51 

As a result of Texas House Bill 1544 enacted in 2001, the DPS currently charges 
purchasers $2,000 for bulk magnetic tapes, $75 for weekly updates, and $4 for individual 
records or status checks. These costs still are far below what other states charge for a 
complete set of state driver records. For example, California charges just over $1 million 
for such a complete set. 

The DLD currently provides bulk driver record information through an interactive system 
to seven non-commercial customers and 30 governmental agencies. Purchasers of 
personal information are prohibited from selling or redisclosing the information in an 
identical or roughly identical format. 52 Therefore, many of the purchasers of bulk 
information are large information "clearinghouses," which rework the data that are 
provided to them by the DLD and resell the information in a format that is searchable to 
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As a result of DPS database limitations, these clearinghouses are essentially filling an 
information gap for federal, state, and local governmental agencies. Governmental 
agencies like the FBI, local law enforcement, and others rely on these clearinghouses to 
purchase and compile driver license records, Texas Department of Transportation 
records, and credit report information from public data. The agencies then buy the 
information back after it has been compiled for their particular needs. 

At the request of other state agencies, the DLD provides bulk information on a magnetic 
tape, weekly updates, individual records, and individual driving records at no charge. In 
addition to providing the information, the DPS handles and ships these records at no cost 
to the requesting agency. In addition to sharing personal information with other state 
agencies, the DPS has a compact with other states and shares driver information and 
history through a common system in which all states store their information. 

A 1999 amendment to the DPP A restricts states from releasing personal information on 
motor vehicle records to the general public or to marketing organizations unless an 
individual signs an "opt-in" form. 54 The necessity for auditing subscriber contract 
compliance at DPS, combined with the amendment to the DPP A resulted in the passage 
of House Bill 1544 in the 77th Legislature.55 House Bill 1544 repeals the "opt-out" 
requirement in order to comply with the DPP A but did not replace this requirement with 
an "opt-in" provision. This action leaves Texas with a more protective statute than 
required by federal law. In the current circumstances, all individual information is 
treated as "opt-out" automatically. A number of statutory exceptions to these restrictions, 
however, remain. 56 

Compliance Enforcement 

House Bill 1544 requires purchasers of information to provide copies of their records to 
the selling agency. This compliance requirement, however, does not extend beyond the 
initial purchaser's use. Thus, if the purchasers resell or redisclose personal information 
to a party with whom they have contracted, DPS does not have authority to conduct a 
compliance audit. DPS can, however, file suit under the provisions of the DPPA against 
buyers if the agency believes there was a violation of the law. 57 

In October 2001, with the enactment of House Bill 1544, all bulk purchasers were 
required to sign a revised purchase agreement. As provided under the law, the DLD 
intends to exercise its right to require copies of the purchaser's records beginning in the 
summer of 2002. 58 

Until passage of House Bill 1544, the penalties provided under the Transportation Code 
for noncompliance were relatively weak. A DLD official commented, "It really didn't 
have any teeth to it. There wasn't really any penalty for buying the record from [DPS] 
then selling it to someone else to use however they wanted to."59 Violation was a Class 
A misdemeanor, which did not sufficiently deter violators.60 House Bill 1544 introduced 
a penalty based on fines. Violation is now a misdemeanor punishable by a fine up to 
$25,000. 
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Open Records Complaints 

The DLD has received numerous complaints from individuals regarding inappropriate 
disclosure of their records. Members of the public are very concerned about the release 
of their information, especially their social security numbers and addresses. Some 
individuals have requested the DLD to leave their addresses off their driver licenses, 
which though not feasible, indicates a concern for privacy. Many people, especially 
women, have asked to use a post office box instead of a street address on their licenses. 
DPS regulations permit a postal box to be used for mailing purposes but require a 
physical address to be listed on the driver's license-a requirement that is a source of 
rather frequent complaints.61 

. 

The general public does not appear to be aware of what information may legally be 
released by DPS, under what circumstances, and to whom. Some individuals believe the 
DLD is responsible for their personal information being available on the Internet through 
such sites as PublicData.com. Many people seem to be under the impression that DPS is 
selling their information and making a good deal of money from the sale. 62 

Conclusions · 

In the preceding discussion, we determined that some privacy statutes, such as the TPIA, 
affect DPS as they affect any other public agency, while others refer exclusively to the 
mission of DPS. In this regard, we examined statutes governing DPS as found in the 
Texas Transportation Code, focusing on Chapter 521 ("Driver Licenses and 
Certificates"), Chapter 730 ("Motor Vehicle Records Disclosure Act"), and Chapter 411, 
Subchapter F, of the Texas Government Code ("Criminal History Record Information"). 

We also examined the privacy procedures of three divisions of DPS, namely, the 
Administration Division, CRS, and the DLD. In doing so, we found (among other things) 
that the Administration Division initially processes most open records requests, and if 
there is doubt about the applicability of the TPIA, the request is sent to the Office of the 
Attorney General for clarification and a decision. We also determined that within the 
CRS, there are various degrees of privacy protection depending on the category of 
information, and access to the databases maintained by CRS is more restrictive in some 
cases and less so in others, depending on the database and its contents. Concerning the 
DLD, we found that it currently provides bulk driver record information through an 
interactive system to seven noncommercial customers and 30 governmental agencies and 
that many of the purchasers of bulk information are large information "clearinghouses." 
These companies rework the data that are provided to them by the DLD and resell the 
information in a format that is searchable to companies and governmental agencies. 
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Chapter 6. California 

Background 

Like Texas, California is a large, diverse, and growing state. Also like Texas, California 
has a large and rapidly increasing number of Hispanics, who now comprise 32 percent of 
the state's population. Another 12 percent of Californians are Asian, and 7 percent are 
African American. 1 

Though California shares many demographic similarities with Texas, California has 
struck a different balance between open government and privacy protection. While 
Texas has positioned itself as a leader in open government, California has been the main 
proponent of privacy protection. The Privacy Journal, a publication analyzing privacy 
issues nationwide, ranks California as the leading state in privacy protection. Its rankings 
are based on various states' constitutions, laws, court decisions, and administrative 
actions, as well as fair credit reporting practices. 2 

Constitutional Provisions 

Unlike the federal right to privacy that is derived indirectly from the Constitution, 
California's constitution expressly establishes an individual right to privacy. Article I, 
section 1, declares in part, "All people are by nature free and independent and have 
inalienable rights .... Among these are ... pursuing and obtaining privacy." This 
constitutional right derives from an initiative approved by voters in 1972 intended to 
"prevent government and business interests from stockpiling unnecessary information ... 
and from misusing information gathered for one purpose in order to serve another 
purpose."3 

Court decisions interpreting California's constitutional privacy provisions shield 
individuals from four principal kinds of intrusion. They protect against interference with 
an individual's seclusion or solitude, prohibit disclosure of private facts about one's 
personal life, ban publicity that places a person in a false light in the public eye, and 
prohibit the appropriation of an individual's name or likeness for commercial purposes.4 

In Hill v. NCAA, the California high court ruled that these privacy protections could be 
asserted against the actions of private parties as well as state entities; thus, the private 
sector is held to the same standards as government. 5 

Legislation 

The California Legislature has been quite active in privacy protection. It has passed 
numerous laws pertaining to privacy and recently created a Committee on Privacy in the 
California Senate, to be discussed later. 
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Public Records Act 

As in Texas, information held by the government in California has a presumption of 
openness under the state's Public Records Act, the equivalent of the Texas Public 
Information Act. Most records are accessible to the public with few restrictions. A 
member of the public may request information from a state agency, and the agency must 
comply within a certain time without asking the requester to specify its intended use. 
According to the chief counsel of California's Senate Committee on Privacy, "Our 
presumption is that the reason that public records are available is so that you can monitor 
your government, monitor your tax dollars, monitor what they are doing and how they are 
doing it, and hold them accountable. You don't always have to know who is involved in 
that process to know whether the process is working right. "6 

Fair Information Practices Act 

The Fair Information Practices Act of 1977 sets strict limits on the collection, 
management, and dissemination of "personally identifying" information by state 
agencies.7 Personally identifying information is construed rather broadly. If someone 
can piece together information from the same record and determine an individual's 
identity, the record cannot be released. California also provides certain exemptions from 
what might otherwise be considered identifying information. For instance, one statute 
governing the Department of Motor Vehicles defines certain entities as vendors who the 
state believes have a legitimate need to obtain personally identifying information. These 
include insurance companies and lien holders, who are given vendor access codes, 
allowing them to obtain information from state databases. The vendors are allowed to 
use these records only for the purpose for which they have been granted access. 8 

Other Legislation 

By law, each state agency in California is required to designate a privacy officer, who is 
responsible for overseeing the implementation of privacy laws by that agency. The 
legislature has also created a state Office of Privacy Protection dedicated to guarding the 
privacy rights of citizens. As discussed below, it is charged with reviewing and 
coordinating the implementation of privacy law.9 

Like most states, California has numerous statutes that deal with specific areas of 
privacy. A sampling of such legislation dealing with identity theft and health information 
is provided below. 

Penal Code Sections 530.5-530.8 define the crime of identity theft. This statute requires 
the law enforcement agency in the victim's area to take a police report and allows a 
victim to receive expedited judicial treatment. Further, it obligates the state Department 
of Justice to establish a database of identity theft victims accessible by law enforcement 
officers and victims and requires financial institutions to release information related to 
identity theft to a victim or the victim's representative.10 
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Other legislation pertinent to identity theft requires businesses to shred, erase, or 
otherwise protect personal information in records under their control. 11 This legislation 
was passed when it became apparent that many businesses were carelessly disposing of 
docwnents that contained highly personal information. For example, many car 
dealerships were disposing of denied loan applications, which contain a wealth of 
personal data, without taking proper precautions.12 

California is one of the nation's leaders in the protection of health care and medical 
information. In fact, federal officials developed many of the privacy standards for the 
Health Insurance Portability and Accountability Act (HIPPA) from California's 
protective legislation. 13 The major legislation here is the Confidentiality of Medical 
Information Act, which limits the disclosure of patients' medical information by medical 
providers and health plans.14 Additional legislation was passed specifically to protect the 
privacy of individuals who are tested for HIV. 15 

The legislature has also passed legislation protecting personal information that the 
government gathers over the Internet. 16 It requires state agencies that collect personal 
information on the Internet to give specific notice about (1) the collection and use of the 
information, (2) the subject's right to have information discarded, and (3) the subject's 
right to prevent the distribution or sale of personal information to most third parties. 17 

State Senate Committee on Privacy 

Background 

On February 26, 2001, the California Senate created a standing committee to help protect 
the privacy of Californians' personal information. The committee was thought necessary 
because of the high volume of privacy-related legislation and the increasing amount of 
identity theft within the state. In the previous year, the California Senate had considered 
more than 40 pieces of privacy legislation, and complaints of identity theft had reached 
an all-time high. The new Senate Committee on Privacy became the first legislative 
committee in the country dedicated to privacy issues. 18 

Current Operations 

The committee began by focusing almost exclusively on governmental records held by 
California state agencies. Committee members felt that reforms within government 
should precede any additional regulations on the private sector. Additionally, state 
government controls the birth records, death records, and motor vehicle records that 
identity thieves often attempt to access. During 2002, the committee extended the scope 
of its operations to include private industry as well. 19 

In addition to reviewing large amounts of proposed privacy legislation, the committee 
holds hearings on especially important or controversial privacy issues. Recent hearings 
have examined such topics as biometric identification technology, privacy implications of 
efforts to combat terrorism, and the use of cameras to deter traffic violations.20 
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The privacy committee has bipartisan support. Its chief counsel noted that both 
Republicans and Democrats applaud the work of the committee, but for different reasons. 
The counsel indicated that the committees' supporters are threefold. First, many 
Republicans like the committee for its push to reform governmental procedures. Second, 
consumer activists support the committee primarily for its work to protect individuals 
from identity theft. Third, there is a hard-core privacy constituency dedicated to the 
expansion of privacy rights. The main opponents of the committee's work are interest 
group representatives closely aligned with the banking industry.21 

The Office of Privacy Protection 

Background 

In 2000, Governor Gray Davis signed legislation creating an Office of Privacy Protection 
within the California Department of Consumer Affairs. Its purpose was to protect ''the 
privacy of individuals' personal information in a manner consistent with the California 
Constitution by identifying consumer problems in the privacy area and facilitating 
development of fair information practices in adherence with the Fair Information 
Practices Act of 1977. "22 This landmark legislation made California the first state to 
have an agency solely dedicated to promoting and protecting the privacy rights of 
consumers. 23 

Mandate 

The Office of Privacy Protection is charged with numerous privacy-related tasks, 
including educating the public on how to protect personal information, making privacy 
policy recommendations to organizations, promoting nonbinding arbitration and 
mediation of privacy-related disputes, and providing assistance to individuals with 
privacy-related complaints. Its role also includes investigating and assisting in the 
prosecution of identity theft and other privacy-related crimes and training local, state, and 
federal law enforcement agencies regarding these crimes. The head of the Department of 
Consumer Affairs is required to provide the legislature with information on the Office of 
Privacy Protection's activities on an annual basis.24 

Current Operations 

The California Office of Privacy Protection opened in July 2001. Since that time, a staff 
of eight has focused on responding to consumer inquiries, conducting public education 
workshops, participating in identity theft task force activities, and drafting comments on 
privacy regulations and proposals. The majority of inquiries received by the Office of 
Privacy Protection have been from victims of identity theft and those concerned about 
identity theft. The number of inquiries has been steadily increasing since the office's 
website went online in October 2001.25 

In addition to responding to inquiries, the Office of Privacy Protection holds a number of 
workshops to educate the public on identity theft and privacy rights. The workshops 
have provided information on protecting and controlling personal information, including 
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how to minimize the risk of identity theft, how to opt out of policies that allow businesses 
to share personal financial information with outside companies, how and where to obtain 
credit reports, and how to be removed from direct marketing lists. 

The office also has staff in Los Angeles working with one of five regional, multi
jurisdictional law enforcement task forces (which include investigators from state and 
local police departments, the FBI, the California DMV, and the U.S. Postal Service) that 
deal with identity theft. Although the task forces were originally formed to investigate 
"high-tech" crimes, additional state funding has allowed the task forces to expand their 
scope and focus on the growing problem of identity theft. The Los Angeles task force 
currently has nine investigators handling 4,500 such cases.26 

The chief counsel of the office provides analyses of proposed legislation and rulemaking 
and of the impact of regulations. Recently, issues under study have included the Public 
Utility Commission regulations relating to telemarketers' use of automatic dialing 
systems, Gramm-Leach-Bliley Act (GLBA) regulations written by the state Department 
of Insurance, and a model privacy policy for the courts proposed by a national judicial 
group. 

The legislation that created the Office of Privacy Protection also requires each California 
state agency to adopt and enforce a privacy policy, as well as to designate a privacy 
officer as discussed above. 27 The office currently plans a meeting of these officers to 
provide technical assistance and discuss the possibility of conducting privacy audits 
within each agency.28 

Additional Issues 

Tort and Property Right Extensions 

Financial privacy laws in California give individuals some control over certain aspects of 
their personally identifying information. For example, individuals who are harmed as a 
result of the improper discarding of their information may bring suit against the 
offender. 29 

The chair of the Senate Privacy Committee has proposed legislation that would establish 
a privacy tort and define personally identifying information as a property right. 
Traditional torts under the privacy rubric include defamation, false light, and 
misappropriation of identity. The legislation would expand misappropriation of identity 
to include personal identifying information. 30 

Opt-in Requirements 

The federal GLBA of 1999 requires disclosure by all financial institutions of their 
privacy policies regarding the sharing of nonpublic personal information with both 
affiliated and nonaffiliated third parties. However, institutions are required only to 
provide customers with an opportunity to opt out of sharing personal information with 
nonaffiliated third parties.31 California Senate Bill 773, the Financial Information 
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Privacy Act of 2002, would require financial institutions to obtain the consent of 
customers before sharing their personal information with any nonaffiliated third parties. 32 

Senate Bill 773 goes beyond federal requirements by mandating that businesses secure 
the consent of individuals before their information can be shared with nonaffiliated and 
affiliated third parties. 

Senate Bill 773 has been opposed by members of the business community who argue that 
opt-in legislation will cost Californians billions.33 After passing the senate last year, the 
bill was held up in the assembly; as of August 2002, it was still pending. However, 
Governor Gray Davis indicated in his 2002 State of the State address that the issue is very 
much alive: "I will propose legislation that, in clear and simple language, gives 
consumers more power to control whether, when, and where sensitive, personal 
information may be used or sold by financial institutions. When we're done, we'll have 
the most comprehensive, consumer-friendly privacy laws in the nation."34 
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Chapter 7. Florida 

Introduction 

Florida ranks among the states with the strongest protection of personal privacy. 1 It also 
prides itself on being an open records government but has only recently begun to search 
out an appropriate balance between open records and the protection of citizens' personal 
information. 

Florida, with some 16 million residents, is among the top four states in total population. 
Florida's citizenry is quite diverse. Whites account for 65 percent of the population, 
Hispanics for 1 7 percent, African Americans for 15 percent, and Asians for 2 percent. 
The proportion of persons 65 years and older is higher than the national average. 2 

This chapter includes a review of constitutional and legislative provisions affecting 
privacy and a discussion of the state's Task Force on Privacy and Technology. It also 
examines citizen opinion regarding privacy problems and practices. 

Constitutional Provisions and Exemptions 

In 1980, Florida became the fourth state to adopt a constitutional provision protecting the 
right to privacy.3 Article I, Section 23, states, "Every natural person has the right to be 
let alone and free from governmental intrusion into the person's private life except as 
otherwise provided herein. This section shall not be construed to limit the public's right 
of access to public records and meetings as provided by law.'.4 

The constitution also provides a right to access of public records and meetings via a 
constitutional amendment adopted in 1992: "Every person has the right to inspect or copy 
any public record made or received in connection with the official business of any public 
body, officer, or employee of the state, or persons acting on their behalf .... All 
meetings of an collegial body of the executive branch of state government or of any 
collegial public body ... shall be open and noticed to the public and meetings of the 
legislature shall be open and noticed. " 5 

The constitution defines what conditions are necessary under state law to create an 
exception to the right to open public records and meetings: "Such law shall state with 
specificity the public necessity justifying the exemption and shall be no broader than 
necessary to accomplish the stated purpose of the law."6 

Legislation 

Unless the legislature specifically exempts information from public disclosure by statute, 
the constitutional right to access public records supersedes the constitutional right to 
privacy. Because ofthis requirement, most statutory exceptions to the open records and 
meetings law are both narrow and specific. The few blanket exceptions are for active 
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criminal investigations, sealed bids during the bidding process for contracting, data 
processing software, and state employees' health records. The courts have additional 
authority to seal judicial records as they see fit. 7 

The Florida Legislature has recently removed a previous exemption from the public 
records and meeting law for bank account information and for debit, credit, and charge 
card numbers. 8 The relevant statute "prohibits a merchant from printing more than the 
last five digits or printing the expiration date of a credit card, debit card, or other payment 
card on an electronically printed receipt provided to the cardholder."9 

Recent legislation designed to curtail identity theft was given impetus by the state's task 
force on privacy, discussed below. State Senator Locke Burt, a champion of privacy 
protection, helped secure the passage of Senate Bill 254 in response to the task force 
recommendations. The act does the following: 

expands the scope of protection against identity thieves; creates three distinct 
offenses under section 817 .578, Florida Statutes; and provides for heightened 
penalties for a defendant who unlawfully uses public records information to 
commit an identity theft crime. Additionally, the act enhances the power of the 
sentencing court to order restitution from identity thieves and to order the 
correction of records altered as a result of such crimes. Lastly, the act allows 
prosecutions in the county or residence of the victim or in any county where an 
element of the crime occurred, and extends the statute of limitations for violations 
of section 817.568, Florida Statutes.10 

Senator Burt also secured the passage of Senate Bill 540, designed to rein in repeat 
identity theft offenders. If identity thieves defraud 20 or more persons or 10 or more 
elderly citizens, they face a minimum fine of $500,000 and a prison term and must 
reimburse in full the losses of all victims. 11 Another bill introduced by Senator Burt, 
Senate Bill 2536, made the practice of skimming credit cards (swiping a victim's credit 
card in a portable scanner or recorder) a third-degree felony. 

The Florida Task Force on Privacy and Technology 

During the 2000 legislative session, identity theft became (and remains) one of the 
governor's primary concerns. 12 According to several sources, identity theft is one of the 
fastest growing crimes in America, and ''the problem is particularly acute in Florida, 
which accounts for more reported complaints of identity theft to the Federal Trade 
Commission than any state except California or New York. " 13 The issue is especially 
acute given the relatively large number of senior citizens living in the state. 

On July 31, 2000, Governor Jeb Bush appointed 17 citizens to serve on a statewide Task 
Force on Privacy and Technology. Identity theft was a top priority, and the makeup of 
the task force was broad, including representatives from consumer credit organizations, 
data collection companies, banks, a local advocacy organization for open public records, 
the Florida Department of Law Enforcement (which prosecutes identity theft), victims of 
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identity theft, and various members from each branch of the state government. The task 
force was charged with a threefold mission: 

• defining legal parameters for new identity protection and privacy policies that are 
consistent with the state and federal constitutions, federal law, and Florida's 
traditional openness under the state's Sunshine Laws and Public Records Act; 

• strengthening identity protection policies to address threats arising from technology 
fraud and the increasing ease with which access may be gained to sensitive identity 
markers (e.g., medical records, credit, Social Security numbers, and personal 
behavioral profiles); and 

• strengthening and revising privacy policies relating to the collection, sharing, sale and 
release of sensitive personal and private information collected by governmental 
entities. 14 

After many meetings and hearings, the task force made numerous recommendations with 
regard to privacy protection. It proposed that the legislature expand prosecution for 
identity theft, extend the statute of limitations, increase penalties, and expand the role of 
the Florida Department of Law Enforcement in investigating cases of identity theft. 15 As 
discussed above, many of these recommendations became law. 

To assist victims of identity theft, the task force recommended that the legislature 
develop a statewide clearinghouse for identity theft victims, expand restitution eligibility, 
provide greater access for public record correction, and modify credit reporting agency 
and credit grantors' practices. 16 Finally, the task force recommended that the legislature 
authorize a public awareness campaign, im~rove database protection, and penalize illicit 
access to government-issued identification. 7 

As a result of the task force recommendations, state agencies were encouraged to collect 
only that personal information vital to their work and to ensure the accuracy of that 
information. Legislation was introduced to allow the prosecution of individuals who 
used public records during the commission of a crime. (For example, if an individual 
requested information about toll booth traffic and, as a result, recognized a pattern of 
when people in certain areas were absent from their homes and subsequently robbed 
them.)18 This legislation became law in 2002. To control the problem of the 
manufacture of fake drivers' licenses, a recent statute, Senate Bill 140, prohibits 
knowingly selling, manufacturing, or delivering any blank, stolen, fictitious, counterfeit, 
or unlawfully issued drivers' license or identification card. 

Another area of concern to the task force was policies relating to the collection, sharing, 
sale, or release of sensitive personal and private information by governmental entities. 
Recommendations included conducting a privacy audit of state agencies, issuing an 
executive order on privacy, establishing a chief privacy and public access officer, 
codifying state Internet privacy policy, and assessing secondary uses of sensitive personal 
data. In response to these recommendations, a house interim report proposed corrective 
legislation that addressed the uses of Social Security numbers. 
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To secure continued executive oversight of privacy issues, a new post of chief privacy 
and public access officer of the state of Florida was established via House Bill 1811. The 
State Technology Office, created in the same bill, was charged with the designation of a 
chief privacy officer, "who shall be responsible for the continual review of policies, laws, 
rules, and practices of state agencies which may affect the privacy concerns of state 
residents."19 

Public Opinion Strategies' Focus Groups on Privacy 

Public Opinion Strategies, of Alexandria, Virginia, held a series of focus group 
discussions on privacy issues in Florida. Its report issued in March 2001 noted that 
opinion tended to cluster around three key variables: personal privacy, vulnerability and 
risk, and convenience. Those who related more strongly to the personal privacy value 
"are very conscious of how easy it is to find information and the sheer volume of it that is 
'out there.' "20 They are also concerned primarily about the crimes that may be 
committed with personal information. Participants who related more strongly to the 
vulnerability and risk factor "believe that technology and commerce have created 
avenues for criminals to obtain private information such as credit card numbers and 
social security numbers."21 They were especially concerned with the nuisance of 
telemarketing calls and endless uninvited direct mail credit card applications and were 
willing to support any measure that would restrict the overwhelrnin¥ marketing effort 
they believe results from the sharing of their personal information. 2 The voters who 
stressed convenience, the third factor, emphasized the benefits of technological advances 
and had minimal concerns about their privacy. 

The report issued by Public Opinion Strategies related several key findings: 

1. Overall identity theft is the most important issue raised in the discussions. 

2. Access to public records is not a major concern for most voters. 

3. Women feel much more vulnerable to the loss of privacy than do men. 

4. Voters are willing to support severe restrictions on information-sharing and marketing 
and do not believe that businesses will leave the state if information-sharing is barred. 

5. In addition to the potential for criminals to mine and use personal information, the 
second greatest concern was the practice of corporations selling information to other 
companies. 23 

Types of Personal Records 

Motor Vehicle Records 

The Department of Highway Safety and Motor Vehicles (DHSMV) maintains drivers' 
license records and motor vehicle databases, which are available to law enforcement 
agencies, businesses, and interested citizens. Florida provides both mail-in and electronic 
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access to DHSMV records.24 Like Texas, Florida allows the sale of databases to 
interested commercial parties, and these sales produced some $24 million in fiscal year 
1999-2000.25 Database companies, such as R.L. Polk, Experian, and Data Base Tech, 
and insurance companies are the most frequent purchasers.26 Motor vehicle data, such as 
the make and model year of vehicle and the purchaser's county ofresidence, are provided 
as computer printout or on computer tape at the cost of$0.01 per vehicle. Records with 
additional information, such as the purchaser's name and date of birth, are available at 
$0.20 per record. 

Florida residents may protect personal information in their drivers' license and motor 
vehicle records from disclosure by submitting the appropriate form. Protected 
information includes name, address, driver's license or identification card number, 
telephone number, Social Security number, and medical or disability information.27 

Criminal Records 

The Florida Department of Law Enforcement (FDLE) is in charge of criminal records 
and sex offender records. The department maintains a searchable sex offender database 
and a felony fugitive tracking database with information from the Florida Department of 
Corrections and the DHSMV. The current commissioner of the FDLE observed that the 
site was created to encourage the public to play a larger role in public safety.28 The 
FDLE has also established a toll-free number that allows the public to request 
information about sex offenders living in their communities and around the state.29 The 
criminal history of an individual can be secured from the FDLE for a fee. 30 The same is 
true for arrest records, most of which have information on the disposition of the case. 

Vital Statistics 

Vital statistics records such as marriage, divorce, birth, and death are maintained by the 
Florida Department of Health (FDH). Records are generally available to the public for a 
modest fee. 31 In the case of birth and death records, however, state law limits who can 
receive the information. Birth records can only be issued to the person to whom the 
record pertains or to a parent, guardian, or legal representative. If someone requests the 
cause of death, that person must explain his or her relationship to the person whose 
record is requested. Information as to the cause of death can be issued only to the 
decedent's spouse, parent, child, grandchild, or sibling, to any person who provides a 
will, insurance policy, or other relevant document, or upon court order.32 

Personal Information 

On July 2, 2001, the Florida treasurer and insurance commissioner issued an emergency 
rule prohibiting insurance companies from releasing a consumer's personal health 
information without permission. 33 The rule also requires insurers to notify consumers 
before sharing their personal financial information. During the 2001 session, the Florida 
Legislature passed Senate Bill 2174, requiring the Florida Department of Insurance to 
develop privacy rules consistent with the model regulation developed by the National 
Association of Insurance Commissioners and the standards set out in the federal Gramm-
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Leach-Bliley Act. The rules provide guidelines for the protection of financial and health 
information held by insurance companies, agents, and other entities engaged in insurance 
activities. 34 The new rules require insurers to 

• notify consumers about their privacy policies, 

• give consumers the opportunity to prohibit the sharing of their financial information 
with nonaffiliated third parties (such as a securities dealer with a different parent 
company than its insurer), and 

• obtain affirmative consent from consumers before sharing protected health 
information with anyone. 35 
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Chapter 8. Commercial Use and Identify Theft: 
A Closer Look 

Introduction 

Over the past decade, two major areas of concern for personal privacy have become 
paramount: the commercial use of public records and identity theft. Both have become 
widespread largely because of the ease of access that new technology provides. 

There has been substantial growth in the number of firms that collect or "mine," organize, 
and sell for profit personal information gathered from public and private records across 
the country. Some federal laws, such as the Gramm-Leach-Bliley Act of 1999 and the 
Health Insurance Portability and Accountability Act of 1996 (discussed in Chapters 3 and 
4) limit the sharing of personal information gleaned from customers with third parties. 
However, public information, with few exceptions, is there for the taking. Unless 
restricted by statute or by a requirement to gain an individual's consent, governmental 
agencies are free to disclose or sell information to all comers, including advertisers, direct 
marketers, and other businesses that trade in personal information. One result of these 
trends in direct marketing has been a tremendous increase in direct mail advertising and 
telephone marketing that has placed consumers virtually under siege. 

Identity theft involves the securing of personal information from an unsuspecting 
consumer, often from several sources, which enables the thief to fraudulently obtain 
money from A TMs, make purchases over the Internet, and create false drivers' licenses 
and other documents in the victim's name. This activity may result in a victim's losing 
substantial financial assets, and it has become a serious problem nationwide. In this 
chapter, we examine each of these two areas of concern. 

The Commercial Use of Public Records 

Background 

While data on consumers have long been used for advertising and marketing, advances in 
computer technology have substantially increased marketers' ability to create detailed 
profiles of individuals through data matching and merging. This practice raises privacy 
concerns about what information is collected, how it is used, and who has access to it. In 
light of these concerns, this section examines the commercial use of personal information 
contained in public records (meaning any information held by a governmental entity that 
can be linked to a specific individual). 

For most of their lives, citizens are obligated to provide information about themselves in 
exchange for public benefits and privileges. 1 As a result, many details of an individual's 
life, activities, and personal characteristics can be found scattered throughout the files of 
governmental agencies, as indicated in Table 8.1. 
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Table 8.1 
Potential Sources of Personal Information from Public Records 

Source Information 

Driver's license Address, sex, height, weight, date of birth, Social Security 
number, vision correction, selected medical conditions 

Other licenses Selected occupations (such as medical, professional, 
insurance agent) and hobbies (hunting, fishing, boating, 
aviation) 

Vital statistics (birth, death, marriage Social Security number, information about parents and 
records) spouses 
Property title Size of home, price, physical description, mortgage 
Property tax records Assessed home value 
Voter registration and history Address, date of birth, political party affiliation, voting 

frequency 
Court records Details of criminal, civil, divorce, and bankruptcy 

proceedings 
Adapted from: Robert Gellman, Public Records: Access, Privacy, and Public Policy (Washington, D.C.: 
Center for Democracy and Technology, May 16, 1995), pp. 2-7. 

Marketing companies collect information derived from a number of sources to build 
comprehensive profiles of individuals. In addition to public records, these sources 
include online and offline purchase data, supermarket savings cards, white pages, 
surveys, sweepstakes and contest entries, magazine and catalog subscriptions, credit card 
transactions, telephone records, credit records, and product warranty cards. 2 Companies 
use these profiles for targeted advertising, and they also sell their databases to 
governmental agencies for law enforcement purposes, a practice that has raised concerns 
among privacy advocates.3 

Citizens may be surprised to find themselves in one of any number of marketing 
databases, including some that contain sensitive information. For example, Dunhill 
International' s sub-prime auto loan mailing list provides "an opportunity to reach 
currently active high interest rate credit users. Many have had their loan applications 
(auto, home, credit card) rejected ... These individuals are in dire need of credit. They 
face the challenges of everyday finances ... They could not qualify for a conventional 
loan and therefore financed an automobile with a sub-prime auto lender.'.4 

Aristotle International provides voter databases with "[v]aluable information such as 
listed telephone numbers and income, voter history, and party affiliation .... Each record 
is compared to an ethnic surname file, and identified with an 'ethnicity' code for targeted 
mailings to Italian, Jewish, German, Japanese, Hispanic or other ethnic groups.''5 

Last year, U.S. direct and interactive marketers6 generated an estimated $1.86 trillion in 
sales and spent an estimated $196.8 billion on direct response advertising. 7 These 
businesses have legitimate concerns about the financial consequences of placing 
restrictions on the use of public information, and they often defend their actions from a 
freedom-of-speech standpoint. 8 
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As stated by a recent Federal Trade Commission (FTC) workshop participant: "Ifl want 
to vote, I have to register to vote, and if I register to vote, those public records are then 
going to be available for purposes unrelated to my voting, and, you know, that's kind of 
the way it is."9 When citizens are obligated to provide information about themselves in 
exchange for public benefits and privileges, the benefits and costs of placing restrictions 
on the use of that information must be considered. As Robert Gellman states: 

General freedom of information principles can be cited to support maximum use 
of government records for the benefit of all .... Fair information practice 
principles raise similar questions about the propriety of using personal 
information for a purpose other than the purpose for which the information was 
collected. Support for any result can be found by selective use of available 
policies and principles. Reasonable people can agree on principle yet disagree on 
the application to particular records. 10 

How States Are Dealing with Commercial Use 

In general, states have taken a piecemeal approach to privacy protection as it relates to 
the use of personal information contained in public records. About half of the 50 states 
have laws that prohibit the use of voter registration lists for commercial purposes. 11 

Under the federal Driver's Privacy Protection Act (DPPA) of 1994, states must obtain 
"opt-in" permission from individuals before releasing personal information contained in 
driving records to direct marketers. 12 Restrictions placed on other types of public records 
vary. For example, 14 states provide public access to birth records at the state or local 
level, and virtually anyone can purchase a birth certificate from an issuing entity as Ion~ 
as that individual knows the name and birth date of the person listed on the certificate. 1 

California recently suspended the sale of birth and death records to private companies as 
a result of privacy and identity theft concerns. 14 

New York 

The New York State Freedom oflnformation Law allows its Committee on Open 
Government to "promulgate guidelines regarding deletion of identifying details or 
withholding of records [held by a state or municipal entity] ... to prevent unwarranted 
invasions of personal privacy" and states that "[a ]n unwarranted invasion of personal 
privacy includes ... sale or release of lists of names and addresses if such lists would be 
used for commercial or fund-raising purposes."15 All state and municipal entities are 
subject to the law, and the only instance in which an agency can ask why a requester 
wants a record is when the request asks for a list of names and home addresses. The 
agency is authorized to seek an assurance that the list will not be used for commercial or 
fund-raising p~oses and may deny access if it is determined that a list will be used for 
these purposes. 1 

Washington 

The state of Washington also prohibits the release of lists of individuals for commercial 
purposes unless there is a specific statutory authorization to do so. 17 In 1996, the 
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legislature introduced and passed two bills that would have further expanded the number 
of exemptions to this prohibition. Concerned by a growing trend, Governor Mike Lowry 
vetoed the bills and convened a work group to review state practices and policies related 
to the commercial release of public records. In its final report, the work group concluded 
that restrictions on commercial use should be maintained, and that permissible business 
use should meet a test of demonstrable public benefit. 18 Governor Gary Locke affirmed 
this position in 2000: "The Attorney General ... has interpreted 'commercial purposes' 
broadly and has not limited those purposes only to situations in which individuals are 
contacted for commercial solicitation. For that reason, unless specifically authorized or 
directed by law, state agencies shall not release lists of individuals if it is known that the 
requestor plans to use the lists for any commercial purpose, which includes any profit 
expecting business activity."19 

Texas 

The Texas Public Information Act (TPIA), described in Chapter 1, defines the right of 
access to public records and for specific exemptions to this access. 20 Requests for public 
information must be granted unless disclosure is expressly prohibited or the information 
is confidential under law. Once a requester obtains the information contained in a public 
record, there are few restrictions on how it may be used for commercial or other 
purposes. There are, however, several exceptions. 

For example, the Texas Election Code specifies the use of voter registration lists in 
connection with advertising and promoting commercial products as a Class A 
misdemeanor offense.21 In addition, the Texas Parks and Wildlife Department has 
specific rules about the release and sale of customer information and may refuse rental or 
sale of its mailing list for purposes "deemed by the department to be contrary to the goals 
and missions of the department; or for mailings for political candidates, parties, or 
causes" and for mailings "[w]hich contain elements that are dishonest, salacious or 
otherwise deleterious and which are not in the best interest of the State ofTexas."22 

Similarly, the Texas Department of Transportation (TXDOT) does not release 
information contained in motor vehicle title and registration records for bulk distribution 
of surveys, marketing, or solicitation. To comply with the federal DPPA, the department 
restricts the release of all personal information in vehicle records and requires the person, 
business, or organization requesting the information to certify that the individual or entity 
qualifies under one of the required or permissible uses allowed by law.23 

As discussed in Chapter 5, the Texas Department of Public Safety (DPS) currently 
provides bulk driver's records (including license, traffic conviction, and accident 
information) under contract to a number of commercial customers.24 This information 
may be used for distribution of surveys, marketing, or solicitations, provided that the 
department obtains opt-in permission from individuals in accordance with the federal 
DPPA.25 

As discussed in Chapter 3, the Bureau of Vital Statistics in the Texas Department of 
Health until recently provided birth and death indexes in electronic format. Because of 
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concerns about identity theft and adoption privacy, the indexes were removed from the 
bureau's website and are no longer available on CD-ROM.26 

Identity Theft 

Background 

Identity theft occurs when someone appropriates an individual's personal information 
(e.g., name, Social Security number, mother's maiden name) without his or her 
knowledge in order to commit fraud or theft. The motive is generally to steal money, 
account information, and credit records.27 Identity theft strikes an estimated 750,000 
victims each year.28 The nationwide cost totaled approximately $2.5 billion in 2001 and 
is expected to climb to $8 billion by 2005.29 The number of identity theft complaints has 
greatly increased over the past few years, along with public concern over the safety of 
personal information. In 2000, the FTC reported that complaints tripled from those in 
199930 and rated identity theft, with 85,000 individuals victimized, as its number one 
complaint in 2001. · 

Internet Issues 

The Internet is often cited as a main cause for the increase in identity theft. The crime is 
not new, but the information age has made it easier. Although electronic technology has 
allowed governments to make records more accessible to the public and eased interaction 
with citizens through E-government initiatives, this same technology has also facilitated 
identity theft. With the use of the Internet, identity thieves can gather information in the 
anonymity of their own homes, rather than having to track down records in person. Not 
only can a thief download reams of information for free but may also purchase personal 
records from website companies such as Publicdata.com. 

Governmental Response 

To help stem identity theft, the federal government and 15 states, including Texas, have 
made identity theft a crime. In 1998, Congress passed the Identity Theft and Assumption 
Deterrence Act (ITADA), which makes identity theft a federal crime.31 One provision of 
this law gives consumers the right to prohibit a commercial institution's disclosure of 
private information to companies not affiliated with that institution. A total of 14 bills 
related to online identity theft and fraud have been introduced in other states where it is 
not yet a crime. In addition, 53 bills dealing with financial privacy have been introduced 
in 21 states.32 

Public outcry over identity theft has led some governmental agencies to make personal 
information less easily accessible. Many state agencies have removed some personal 
data from their websites; the data are still open records, but are harder to get. For 
instance, the Texas Department of Health, which until recently made birth and death 
records available online, no longer does so. Iowa, Minnesota, and other states are 
incorporating protective technologies, like electronic signatures, into their websites. 
Digital or electronic signatures can ensure one's identity and have the same legal status as 
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a handwritten signature. Washington State, for one, has developed a security policy that 
requires agencies to adhere to the state's digital framework and to conduct security 
audits.33 

Another effort taken by state governments is to strengthen identification requirements for 
receiving personal records, like birth certificates and drivers' licenses. For instance, 
Social Security cards and birth certificates-two forms often used for identification 
purposes-do not directly prove that the holder is definitely the person represented by the 
record. Some states are considering adopting the recommendations of the Identity Theft 
Resource Center, a nationwide nonprofit organiz.ation dedicated to stemming identity 
theft. These recommendations include the comparison of computerized photos on record 
to the person requesting the information, verification of two other physical attributes 
listed on the records (such as height, weight, or ethnicity), and the matching of electronic 
thumbprints. The center also recommends that governments keep sensitive personal 
information offiine until identification-verifying technology is developed and available. 34 

82 



Notes 

1 Privacy Rights Clearinghouse, From Cradle to Grave: Government Records and Your Privacy. Online. 
Available: http://www.privacyrights.org/fs/fsl 1-pub.hbn. Accessed: October 25, 2001. 

2 Electronic Privacy Information Center, Privacy and Consumer Profiling. Online. Available: 
http://www.epic.org/privacy/profiling. Accessed: March 6, 2002. 

3 Glenn R. Simpson, "If the FBI Hopes to Get the Goods on You, It May Ask Choice Point," Wall Street 
Journal (April 13, 2001), p. Al. 

4 Dunhill International List Co., Inc., Sub-Prime Auto Loan Applicants Mailing List. Online. Available: 
http://www.datacardcentral.com/pdf/516.pdf. Accessed: April 10, 2002. 

5 Aristotle International, US Voter Lists. Online. Available: http://www.aristotle.com/ 
voterlists.asp?t=42502 l. Accessed: April 10, 2002. 

6 Direct marketing is broadly defined by the industry as "any direct communication to a consumer that is 
designed to generate a response in the form of an order, a request for further information or a visit to a 
business for purchase of a product or service." The leading trade magazine Direct Marketing adds that the 
term includes "an interactive system of marketing that uses one or more advertising media to effect a 
measurable response and/or transaction at any location, with this activity stored on a database." 
Direct Marketing Association, What is Direct Marketing? Online. Available: http://www.the
dma.org/aboutdma/whatisthedma.shbnl#whatis. Accessed: April 25, 2002. 

7 Direct Marketing Association, Industry Update: Challenges and Opportunities, Winter 2002. Online. 
Available: http://www.the-dma.org/aboutdma/presidentsreport.shbnl. Accessed: April 10, 2002. 

8 Solveig Singleton, "Privacy as Censorship: A Skeptical View of Proposals to Regulate Privacy in the 
Private Sector," Cato Institute, January 22, 1998. Online. Available: http://www.cato.org/pubs/pas/pa-
295.hbnl. Accessed: January 15, 2002. 

9 Federal Trade Commission (FTC), "The Information Marketplace: Merging and Exchanging Consumer 
Data," comments of participant Ted Wham, President, Database Marketing for the Internet, March 13, 
2001. Online. Available: http://www.ftc.gov/bcp/workshops/infomktplace/transcript.hbn. Accessed: 
March 20, 2002. 

10 Robert Gellman, Public Records: Access, Privacy, and Public Policy, Center for Democracy and 
Technology (Washington, D.C., May 16, 1995), p. 17. 

11 Aaron Pressman, "Voters for Sale," The Industry Standard (November 13, 2000). Online. Available: 
http://www.thestandard.com/article/display/0, 115I,19864,00.hbnl. Accessed: April 9, 2002. 

12 Privacy.net, Federal Driver 's Privacy Protection Act. Online. Available: http://www.privacy.net/dl/. 
Accessed: April 25, 2002. 

83 



13 U.S. Department of Health and Human Services, Office of Inspector General, Birth Certificate Fraud 

(September 2000). Online. Available: http://oig.hhs.gov/oei/reports/a492.pdf. Accessed: March 10, 2002. 

14 Robert Salladay, "Davis Halts Sale of Birth and Death Database, Privacy Concerns Raised by Web Site," 

San Francisco Chronicle (December 6, 2001), p. A21. Online. Available: Lexis-Nexis Academic 

Universe, http://web.lexis-nexis.com/universe. Accessed: April 25, 2002. 

15 New York Public Officers Law, art. 6, sec. 89. 

16 New York Department of State, Committee on Open Government, Freedom of Information Law. Online. 

Available: http://www.dos.state.ny.us/coog/foil.html. Accessed: April 25, 2002. 

17 Revised Code of Washington, sec. 42.17.260(9). 

18 State of Washington, Jn the Balance: The Final Report of Governor's Work Group on Commercial 

Access to Government Electronic Records. Online. Available: http://www.wa.gov/dis/commaccess/ 

report.htm. Accessed: April 9, 2002. 

19 Governor Gary Locke, Washington State Executive Order 00-03, Public Records Privacy Protections. 

Online. Available: http://www.governor.wa.gov/eo/eo_00-03.htm. Accessed: January 15, 2002. 

20 Texas Government Code Annotated, ch. 552. 

21 Texas Election Code Annotated, ch. 18. 

22 Texas Administrative Code, title 31, ch. 53, subch. E. 

23 Texas Department of Transportation, Release of Personal Information from Vehicle Records. Online. 

Available: http://www.dot.state.tx.us/insdtdot/orgchart/vtr/reginfo/forms/vtr385.htm. Accessed: March 20, 

2002. 

24 KPMG Consulting, Texas Department of Safety: Driver Records Opportunity Proposal (Houston, Tex., 

October 11, 2001), p. 5. 

25 Texas Transportation Code Annotated, ch. 730. 

26 Texas Department of Health, Bureau of Vital Statistics, How to Request a Birth, Marriage, or Divorce 

Index. Online. Available: http://www.tdh.state.tx.us/bvs/registra/index.htm. Accessed: March 20, 2002. 

27 FTC, Complaints o/2001. Online. Available: http://www.ftc.gov/opa/2002/0l/idtheft.htm. Accessed: 

April 10, 2002. 

28 "FTC Complaints of2001," Time Online. Online. Available: http://www.time.com. Accessed: March 

27, 2002. 

84 



29 "Identity Theft and Public Records," St. Petersburg Times Online. Online. Available: 

http://sptimes.com/2002/01/24/news _pti'Opinion/ldentity _theft_ and _pu.shtml. Accessed: April 10, 2002. 

3°:K.eith Regan, ''Net Blamed for Identity Theft Spike," £-Commerce Times (August 31, 2000). Online. 

Available: http://www.ecommercetimes.com/perl/story/4166.html. Accessed: March 27, 2002. 

31 U.S. Code, Title 18, sec. 1028. 

32 Roger Pearl, Identify Theft Spawns Legislation. Online. Available: http://www.newsfactor.com/ 
perl/story.6989.html. Accessed: April 10, 2002. 

33 SAS, "E-Governrnent ... or Big Brother?" SAS Com Magazine. Online. Available: 

http://www.sas.com/subscriptions/sascom/julyaugO 1 /bigbrother .html. Accessed: April 10, 2002. 

34 Linda Foley, Director of the Identity Theft Resource Center, testimony at the Special Oversight Hearing 

on Identity Theft, California Department of Motor Vehicles, Sacremento, California, November 16, 2000. 

85 



86 



Chapter 9. Conclusions and Recommendations 

Survey Results 

Concern with privacy among our survey participants, and by extension among the Texas 
population as a whole, appears widespread (see Chapter 2 and Appendix A for survey 
results). There is a strong sense that the right to privacy has been weakened over the 
years, that invasions of privacy are on the increase, and that concern with protecting 
privacy rights runs deep. The opinions of the respondents vary somewhat with gender, 
income, and ethnicity, but there remains the core belief that personal privacy is being 
eroded and should be better protected. 

Even though respondents are to some extent more trusting of government than of the 
private sector to keep their information secure, a large majority are either somewhat or 
very concerned about the possible release of private information by governmental 
agencies. Majorities in most cases were especially concerned about the mistaken release 
of financial and other personal data. This concern, coupled with the stated reluctance of 
sample members to trust agencies to keep data shared online via the Internet secure, 
suggests that Texas state agencies have a credibility problem with the public. Indeed, 
many of the E-government initiatives recently undertaken by state agencies may well 
languish until the general public is more confident that information will be appropriately 
guarded by them. This lack of confidence leads to a first recommendation . 

..... Recommendation 1: Texas state agencies, with guidance from the Department of 
Information Resources, should explore ways to reduce public concern over the security of 
personal information held by them. 

Agency Studies 

It appears from our case studies that the agencies we examined are making good-faith and 
extensive efforts to implement laws and regulations governing privacy. However, none 
seems to have developed a systematic way to examine the end results of these efforts 
except through complaints initiated by parties who believe their information to have been 
compromised. Nor do agencywide assessments of the implementation of their privacy 
requirements appear to be undertaken. In our view, such assessments are necessary, and 
the sunset review process seems an appropriate mechanism . 

..... Recommendation 2: The scope of sunset review should be expanded to include an 
agency privacy audit as part of the sunset review process. 

Privacy requirements placed on state agencies are myriad, fluid, and quite complex. As 
discussed above, more than 600 statutes pertain to privacy in Texas state agencies, many 
of which have multiple databases that are subject to different privacy requirements. 
Recent federal legislation requires the hiring of privacy officers in the Texas Department 
of Health, Texas Department of Human Services, Texas Department of Mental Health 

87 



and Mental Retardation, and the Health and Human Services Commission. Several states 
including California have created privacy officer positions in many state agencies. Such 
individuals meet to share information and developments and are members of a national 
professional organization. Such officers may not yet be needed in Texas state agencies in 
addition to those above. However, the growing complexity of privacy implementation 
and new requirements, such as information correction by individuals required by House 
Bill 1922, suggest that the designation of an individual with special competence in 
privacy matters as a privacy liaison may be appropriate. 

~ Recommendation 3: State agencies should consider the possibility of designating an 
agency privacy coordinator, especially in those agencies whose privacy burdens are 
complex and onerous. 

As is readily apparent, privacy legislation is complex. At two of the three agencies we 
studied, officials pointed out several instances in which the intent or wording of portions 
of the relevant privacy statutes were unclear or vague, and these officials indicated that 
clarification of certain provisions in privacy legislation affecting them would make their 
work more efficient. These ambiguities in nearly all cases could be resolved by minor 
amendments. 

~ Recommendation 4: The Texas Legislature should consider minor amendments to 
certain privacy statutes to be more specific as to legislative intent and to resolve 
ambiguities of language. 

During our research into the posting of privacy policies on agency websites, we 
discovered several which did not have a Spanish translation available and at least one 
instance in which the translation provided was inaccurate. We believe that agencies 
should be responsive to those for whom English is a second language or who have very 
few if any English language skills. While non-English speakers may be less likely to use 
state agency websites, it would seem equitable to make understanding posted agency 
privacy policies as easy as possible for all citizens. 

~ Recommendation 5: All agencies having substantial contact with the public should 
make accurate Spanish translations of their privacy policies available on their websites 
and on electronic documents that carry a privacy policy statement in English. 
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Appendix A. Survey Results 

6. "When comparing the privacy of your personal information today with what it was in 
the past, do you think that information about you is more protected?" 

More protected than in the past 

About the same 

Less protected than in the past 

Total 

Number 

43 

122 

421 

586 

Percent 

7 

21 

72 

100 

7. "How concerned are you that someone might be able to obtain personal information, 
such as your social security and driver's license numbers, from a Texas government 
agency?" 

Very concerned 

Somewhat concerned 

Not concerned 

Total 

Number 

337 

191 

70 

598 

Percent 

56 

32 

12 

100 

8. "How concerned are you that a criminal might be able to obtain personal information, 
such as your address, from a Texas government agency?" 

Very concerned 

Somewhat concerned 

Not concerned 

Total 

89 

Number 

389 

144 

67 

600 

Percent 

65 

24 

11 

100 



9. "How concerned are you that someone might be able to obtain financial information, 
such as your credit card and bank account numbers, from a Texas government 
agency?" 

Very concerned 

Somewhat concerned 

Not concerned 

Total 

Number 

378 

137 

86 

601 

Percent 

63 

23 

14 

100 

10. "On the Internet, the websites I visit and emails I send might not be private." 

Very concerned 

Somewhat concerned 

Not concerned 

Total 

Number 

290 

165 

103 

558 

Percent 

52 

30 

18 

100 

11. "How concerned are you that your health records might be released to insurance 
companies and other private organizations?" 

Very concerned 

Somewhat concerned 

Not concerned 

Total 

90 

Number 

289 

178 

131 

598 

Percent 

48 

30 

22 

100 



12. "How concerned are you about providing personal information about yourself on the 
Internet to Texas government agencies?" 

Very concerned 

Somewhat concerned 

Not concerned 

Total 

Number 

305 

153 

92 

550 

Percent 

55 

28 

17 

100 

13. "How confident are you that your personal information is kept private by Texas 
government agencies?" 

Very confident 

Somewhat confident 

Not confident 

Total 

Number 

64 

250 

266 

580 

Percent 

11 

43 

46 

100 

14. "How concerned are you that private information about you might be disclosed on the 
Internet?" 

Very concerned 

Somewhat concerned 

Not concerned 

Total 

91 

Number 

344 

160 

62 

566 

Percent 

61 

28 

11 

100 



15. "Which group do you fear might endanger your personal privacy the most?" 

Number Percent 

Government 44 8 

Commercial organizations 209 36 

Equally concerned 284 48 

Not concerned 49 8 

Total 586 100 

16. "In general, a member of the public can obtain someone else's mailing address and 
driver's license information from the Texas Department of Public Safety." 

True 

False 

Total 

Number 

359 

169 

528 

Percent 

68 

32 

100 

17. "A member of the general public can obtain your medical records from Texas 
government agencies." 

True 

False 

Total 

Number 

226 

291 

517 

Percent 

44 

56 

100 

18. "A member of the public can obtain a government employee's personnel file from the 
agency the employee works for." 

True 

False 

Total 

Number 

294 

250 

544 

92 

Percent 

54 

46 

100 



19. "Some Texas government agencies are permitted to sell personal information, such as 
your address, age, and occupation, to private companies." 

True 

False 

Total 

Number 

373 

172 

545 

20. "Do you know what an 'internet cookie' is?" 

Yes 

No 

Total 

Number 

225 

371 

596 

Percent 

68 

32 

100 

Percent 

38 

62 

100 

21. "Do you think that Texas government agencies provide more privacy protection than 
those in most other states?" 

More protection than most states 

About the same as other states 

Less than most states 

Total 

93 

Number 

35 

48 

390 

473 

Percent 

7 

10 

82 

99 



22. "Does it seem to you that state laws governing personal privacy.affect all groups of 
people equally?" 

Number Percent 

All groups equally 354 67 

Poor more than others 33 6 

Minorities more than others 36 7 

Poor and minority more than others 107 20 

Total 530 100 

23. "Do you think that Texas government agencies should notify you if your personal 
information has been released to others?" 

Yes 

No 

Total 

Number 

576 

24 

600 

Percent 

96 

4 

100 

24. "Do you think that Texas government agencies should be permitted to sell your 
personal information to private businesses?" 

Yes 

No 

Total 

Number 

15 

587 

602 

94 

Percent 

2 

98 

100 



25. "How familiar are you with privacy laws in Texas?" 

Very familiar 

Somewhat familiar 

Not familiar 

Total 

Number 

22 

271 

308 

601 

Percent 

4 

45 

51 

100 

26. "Do you believe that changes in Texas's current privacy laws are necessary?" 

Yes 

No 

Total 

Number 

240 

29 

269 

Percent 

89 

11 

100 

27. "Would you want to see privacy laws strengthened or weakened?" 

Strengthened 

Weakened 

Total 

Number 

237 

1 

238 

Percent 

99.6 

0.4 

100 

28. "How often do you read privacy policies posted on web sites?" 

Number Percent 

All the time 50 9 

Sometimes 153 27 

Rarely 145 25 

Never 228 40 

Total 576 101 

95 



29. "Are you interested in finding out more about your privacy rights?" 

Yes 

No 

Total 

Number 

456 

141 

597 

Percent 

76 

24 

100 

30. "To get more information about your privacy rights, would you be willing to read a 

pamphlet?" 

Yes 

No 

Total 

Number 

436 

13 

549 

Percent 

97 

3 

100 

31. "Would you be willing to attend an informational meeting?" 

Yes 

No 

Total 

Number 

186 

215 

401 

Percent 

46 

54 

100 

32. "Would you be willing to watch a television program or video?" 

Yes 

No 

Total 

Number 

411 

41 

452 

96 

Percent 

91 

9 

100 



33. "What is your age?" 

Number 

Under 18 6 

18 to 29 42 

30 to 39 59 

40 to 49 101 

50 to 59 114 

60 to 69 128 

70 to 79 83 

80to 84 37 

Total 570 

34. "What is your race or ethnic origin?" 

White 

Hispanic 

Black 

Other 

Total 

35. "Are you male or female?" 

Male 

Female 

Total 

Number 

393 

137 

36 

16 

582 

Number 

255 

348 

603 

97 

Percent 

1 

7 

10 

18 

20 

22 

15 

6 

100 

Percent 

68 

24 

6 

3 

101 

Percent 

42 

58 

100 



36. "How much formal education have you completed?" 

Number 

No high school 29 

Some HS & HS degree 146 

Some Col & Col degree 351 

Graduate degree 64 

Total 590 

37. "Roughly, what is your household annual income range?" 

Under $30,000 . 

$30-60 K 

$60-lOOK 

More than $1 OOK 

Total 

38. "Are you registered to vote?" 

Yes 

No 

Total 

Number 

149 

166 

109 

67 

481 

Number 

509 

85 

594 

98 

Percent 

5 

25 

60 

11 

101 

Percent 

30 

34 

22 

14 

100 

Percent 

86 

14 

100 



39. "What language do you speak at home?" 

Number Percent 

English 501 84 

Spanish 32 5 

Both English and Spanish 53 9 

Other 8 I 

Total 594 99 

99 



100 
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