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Abstract 

  

Cloud Computing: Security Risk Analysis & Recommendations 

  

Kapil Sachdeva, M.S.E 

The University of Texas at Austin, 2011 

  

Supervisor:  Uttarayan Bagchi 

 Cloud computing is here to stay and is the natural progression in the evolution of 

our computing and collaboration needs. The easy availability of computing 

infrastructures is motivating a new breed of entrepreneurs to realize their ideas and 

deliver innovations to masses. These innovations, however, have some serious security 

weaknesses. If not taken into account, these weaknesses could prove fatal for an 

organization’s reputation and existence. This thesis explains the potential risks 

associated with various types of cloud computing technologies and recommends 

methods to mitigate them. 
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Chapter 1: Introduction 
 
 

Cloud computing is the “phrase du jour” and is all the rage in today's technology 

arenas. The problem is that everyone seems to have their own definition of cloud 

computing. As a metaphor for the internet, “the cloud” is a familiar cliché, but when 

combined with “computing”, the meaning gets fuzzier and bigger. Some analysts and 

vendors define cloud computing narrowly as an updated version of utility computing: 

basically virtual servers available over the Internet. Others go very broad, arguing 

anything you consume outside the firewall is "in the cloud," including conventional 

outsourcing. 

 

Cloud computing comes into focus only when you think about what Information 

Technology always needs: a way to increase capacity or add capabilities without 

investing in new infrastructure, training new personnel, or licensing new software. Cloud 

computing encompasses any subscription-based or pay-per-use service that, in real 

time over the Internet, extends IT's existing capabilities. 

 

Cloud computing is at an early stage, with a motley crew of providers (large and 

small) delivering a slew of cloud-based services, from full-blown applications to storage 

services to spam filtering. Yes, utility-style infrastructure providers are part of the mix, 

but so are SaaS (software as a service) providers such as Salesforce.com. Today, for 

the most part, IT must plug into cloud-based services individually, but cloud computing 
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aggregators and integrators are already emerging. That being said, the categories in 

which cloud computing providers are generally classified are as follows: 

SAS (Software as a Service): 
 

This type of cloud computing delivers a single application via the browser to 

thousands of customers using a multi-tenant architecture. On the customer side, it 

means no upfront investment in servers or software licensing; on the provider side, with 

just one application to maintain, costs are low compared to conventional hosting. 

Salesforce.com and Google Apps are by far the best-known examples among 

enterprise applications. 

 
Utility Computing: 
 

The idea is not new, but this form of cloud computing is getting new life from 

Amazon.com, Sun, IBM, and others who now offer storage and virtual servers that IT 

can access on demand. The business model relies on charging a usage fee for 

computing resources such as RAM, Disk storage and CPU utilization. Early enterprise 

adopters mainly use utility computing for supplemental, non-mission-critical needs, but 

one day, they may replace parts of the data center. 

 
Platform as a Service: 
 

A SaaS variation, this form of cloud computing delivers development 

environments as a service. You build your own applications that run on the provider's 

infrastructure and are delivered to your users via the internet from the provider's 

servers. Like Legos, these services are constrained by the vendor's design and 

capabilities, so you do not get complete freedom, but you do get predictability and pre-
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integration. The leading PaaS provider in industry currently is Google App Engine. It 

provides necessary SDK (Software Development Kit) and libraries to write the 

applications in Python and Java programming languages. Once it is developed and 

tested using the SDK, the application can be uploaded on Google’s servers. App Engine 

based applications utilize the benefits of scalability by relying on Google’s technologies, 

however porting them to other platform becomes very challenging. 

 

Besides the above-mentioned classifications, another way to classify cloud 

computing is based on the following characteristics, which represent performance ideals 

that people want for the applications that run on the cloud: 

 

● Incremental Scalability. Cloud environments allow users to access additional 

compute resources on-demand in response to increased application loads. 

 

● Agility. As a shared resource, the cloud provides flexible, automated 

management to distribute the computing resources among the cloud's users. 

 

● Reliability and Fault-Tolerance. Cloud environments take advantage of the built-

in redundancy of servers that make them up in enabling high levels of availability 

and reliability for applications that can take advantage of this. 
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● Service-oriented. The cloud is a natural home for service-oriented applications, 

which need a way to easily scale as services get incorporated into other 

applications. 

 

● Utility-based. Users only pay for the services they use, either by subscription or 

in accordance with transaction-based models. 

 

● Shared. By enabling IT resources to be consolidated, multiple users share a 

common infrastructure, allowing costs to be more effectively managed without 

sacrificing the security of each user's data. 

 

● SLA (Service Level Agreement) driven. Clouds are managed dynamically based 

on service-level agreements that define policies governing delivery parameters, 

costs, etc. 

 

● APIs. Because clouds virtualize resources, as a service they must have an 

Application Programming Interface (API). 

 

Another way to understand cloud types and characteristics is by using the National 

Institute of Standards and Technology (NIST) visual model shown below: 
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Figure 1: Visual Model of Cloud Computing 

Drivers for Cloud Adoption 
 

Cloud computing represents a convergence of several IT drivers and offers cost-

effective solutions to key business demands. For example, clouds provide businesses 

with the agility required to move quickly in highly competitive business environments. 

This allows organizations to activate and retire resources as needed, dynamically 

update infrastructure elements, and move workloads to improve efficiency without 

having to worry about creating new infrastructures for each new application. 
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Organizations want to take advantage of several benefits provided by cloud 

computing. These include the price/performance package offered by readily available, 

commodity-grade computers, the ability to mitigate skyrocketing data center 

development and operational costs, and ability to utilize a shared infrastructure rather 

than having to create new platforms on an application-by-application basis. 

Thesis objectives 
 

Cloud computing is here, getting wide adoption, saving enterprises millions and 

encouraging more innovation by simplifying access to scalability for ever greater 

numbers of developers and organizations. However, multiple security threats come with 

the way cloud computing infrastructures are provided. Cloud security alliance identifies 

the following: 

 

Threat #1: Abuse and Nefarious Use of Cloud Computing 

Threat #2: Insecure Interfaces and APIs 

Threat #3: Malicious Insiders 

Threat #4: Shared Technology Issues 

Threat #5: Data Loss or Leakage 

Threat #6: Account or Service Hijacking 

Threat #7: Unknown Risk Profile 

 

Many efforts, in addition to CSA (Cloud security alliance), are on-going to identify 

the risks associated with cloud computing. One notable and comprehensive effort to 

assess the security risks (and benefits) associated with cloud computing is due to 
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ENISA (European Network and Information Security agency). ENISA is a center of 

excellence for the European Member States and European institutions in network and 

information security, giving advice and recommendations and acting as a switchboard 

for information on good practices. Moreover, the agency facilitates contacts between 

European institutions, the Member States, and private business and industry actors.  

 
ENISA has produced a comprehensive risk analysis document on cloud 

computing and made various recommendations to further evaluate and potentially solve 

some of the security vulnerabilities associated with cloud computing. This thesis takes 

the recommendation regarding the data security and proposes various means for both 

the cloud providers and users to manage potential security risks and vulnerabilities. 
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Chapter 2: Top Security Risks 
 
 The security risks related to cloud computing could be divided in three 

categories: 

 

● Policy and Organizational 

● Technical 

● Legal 

 

 This chapter presents an overview of some of the risks present in these 

categories. The diagrams for each category show High risks using red color (and on the 

right side of the category name). 

 
 
Policy and Organizational Risks 
 

 
Figure 2: Policy and Organizational Risks 
 

 
Lock In. There is not much portability or interoperability for data and services provided 

by the current cloud providers, and there is no clear incentive for cloud providers to 
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provide these benefits. This is very High Risk for a company as it may cause 

catastrophic business failure should the cloud provider go bankrupt. 

 

Loss of Governance. The loss of governance and control could severely impact the 

organization’s strategy and ability to meet its mission and goals. The loss of control and 

governance could make it impossible to comply with security requirements. 

Consequences could include a lack of confidentiality and integrity, un-availability of 

data, and a deterioration of performance and quality of service, not to mention 

compliance challenges. 

 

Cloud Service Termination. Failures in the services outsourced to the cloud provider 

may have a significant impact on the cloud customer’s ability to meet its duties and 

obligations to its own customers and employees. The customer of a cloud provider may 

held liable for any injuries suffered by its own customers and employees.  

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 10 

 
 
Technical Risks 

 
Figure 3: Technical Risks 
 
Management interface compromise. Since most of the time authentication and 

authorization for the cloud management consoles is protected by the provider’s 

technology, there are many factors, which could have an impact on the security of these 

steps. The management interface could suffer from problems such as man-in-the-

middle, script attacks etc. Their back-end technology could allow unauthorized 

connections leading to data theft and account compromise.   

 

Denial of Service (Dos). An attacker could launch a denial of service by using the public 

channel to use a customer’s metered resources. The mitigations against DoS attacks 

would depend on the capabilities and configurations of the provider’s cloud technology. 
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Loss of Security Keys. Vulnerabilities like poor management of keys and usage of 

certain algorithms could lead to the corruption or loss of the keys and potentially result 

in unauthorized use for authentication and signature purposes. 

 

Isolation Failure. Multi-tenancy and shared resources are two of the defining 

characteristics of cloud computing environments. Computing capacity, storage, and 

network are shared amongst multiple users.  This class of risks includes the failure of 

mechanisms separating storage, memory, routing, and even reputation of different 

tenants of the shared infrastructure (e.g., so-called guest-hopping attacks, SQL injection 

attacks exposing multiple customers’ data stored in the same table, and side channel 

attacks). 

 

 

 
Legal Risks 
 

 

Figure 4: Legal Risks 
 
Subpoena and e-discovery. In the event of the confiscation of physical hardware by law-

enforcement agencies occasioned bye a subpoena or civil suits, the centralization of 

storage as well as shared tenancy of physical hardware means many more clients are 
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at risk of the disclosure of their data to unwanted parties. At the same time, it may 

become impossible for the agency of a single nation to confiscate ‘a cloud’ given 

pending advances around long distance hypervisor migration. 

 
Changes of Jurisdiction. Customer data may be held in multiple jurisdictions, some of 

which may be high risk. High-risk countries include those lacking the rule of law and 

having an unpredictable legal framework and enforcement, autocratic police states, and 

states that do not respect international agreements, etc. 

 
Data Protection. It can be difficult for the cloud customer (in its role of data controller) to 

effectively check the data processing that the cloud provider carries out, and thus be 

sure that the data is handled in a lawful way. It has to be clear that the cloud customer 

will be the main entity responsible for the processing of personal data, even when such 

processing is carried out by the cloud provider in its role of external processor. Failure 

to comply with data protection laws may lead to administrative, civil and also criminal 

sanctions, which vary from country to country, for the data controller 
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Chapter 3: Analysis of IaaS 
 

One of the cloud computing service models is Infrastructure as a Service (IaaS), 

which allows consumers to configure processing, storage, network, and other 

computing resources, and to deploy and run desired software, such as operating 

systems or/and applications. The pioneer of this form of service is Amazon’s Elastic 

Cloud Computing (EC2), which, amongst other things, allows the consumer to configure 

and run instances of virtual machines on Amazon’s hardware. 

  

The most prominent IaaS usage model is the hybrid approach. All established 

organizations already have their own computing infrastructure and software; many of 

them have security, privacy, and other regulatory and compliance requirements. The 

hybrid approach leverages existing computing resources and uses the cloud resources 

as needed. It allows the organization to keep its key assets and applications in house 

for better control; it also provides an incremental process for moving to the cloud. The 

approach leads to hybrid applications that use an organization’s internal computing 

resources as well as the cloud resources. The cloud providers implement web services 

and Application Programming Interface (API) for client applications to access the cloud 

computing resources. The RESTful API is the most common API format for such 

purposes. 

  
Security is a key issue for outsourcing computing and data to the cloud because 

the consumer has no direct control of the infrastructure. The confidentiality, integrity, 

and availability of data and applications are crucial; any loss of them may result in 
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financial losses (e.g. loss of business, compensating injured party, payment to 

customers), reputation damage, loss of compliance, and pain to consumers. Cloud 

providers have deployed various mechanisms to provide security to the cloud, including 

the network firewalls, security settings for the account, separation of virtual machines, 

and access controls. Furthermore, they typically require that all API calls include 

authentication information, such as digital signature. The authentication serves dual 

purposes: access control and billing for cloud usage. The consumers’ application 

cryptographically computes the digital signature using the private key of a {private key, 

public key} pair or a shared secret key with the cloud provider. The signature proves 

that the consumer indeed is the holder of the secret and thereby mitigating unauthorized 

access. 

  
Cloud providers advise consumers to keep the secret keys in a secure place and 

never share with others. If the key is compromised, so are consumers’ data and 

applications in the cloud. The problem is how to keep the key secure. This includes 

secure key exchange, key storage, and key usage. With the current practice, in one 

scenario, the cloud provider generates a secret access key and its corresponding ID. 

The consumer copies the key and the ID from the cloud provider website and stores it 

on the consumer’s computer or a server. Depending on the use cases, the consumer’s 

application may read and use the key; the key may be hardcoded in the application; or 

the consumer may send the key back to the cloud server. If a malware resides in the 

consumer’s computer or the application is compromised, the attacker may steal the key. 

Once having the key, the attacker can access the consumer’s account in the cloud, 

accessing sensitive or private information, shutting down services, or using resources 
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for free (the bill goes to the key owner), leading to the damages mentioned earlier. 

Furthermore, the consumer often manually manages the key, which is a usability issue 

as well. 

 
Cloud providers build security features in many layers, including facility, 

hardware, virtual machine, storage, network, service, and APIs. Cloud providers, such 

as Amazon EC2 and S3, Microsoft Azure, Rackspace Mosso, Terramark, and Sun 

cloud, publish APIs and associated documentations on their websites for software 

developers to develop applications that programmatically access computing resources 

in the cloud. All these APIs require proper authentication in order to manage and 

interact with cloud services, including provisioning, management, operation, and 

monitoring. Most APIs are RESTful web service APIs. 

  
The APIs from different cloud providers have adopted different ways to 

authenticate the requester. For example, Amazon EC2 Query API requires computing 

HMAC-SHA hash using a secret access key; the SOAP API requires a digital signature 

using a private key associated with an X.509 certificate. Microsoft Azure API requires 

SSL mutual authentication using the client X.509 certificate and the associate private 

key. Rackspace cloud services share a common authentication system. The consumer 

first obtains an authentication token from the authentication service using a username 

and an access key. It then uses the authentication token to access other cloud services. 

Terramark’s API has the requester authenticate using HTTP basic authentication with 

the username and password; the server sets the authentication token as a cookie for 

subsequent requests. Sun cloud API requires all HTTP requests include the basic 

authentication with username and password. As evident here, while some providers use 
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stronger authentication means (X.509 certificate) others rely on vulnerable and less 

secure means (basic authentication).  

  
Cloud providers allow consumers to use the cloud services directly as well as 

through APIs. For example, a management console lets users directly manage cloud 

resources, such as virtual machine instances or associated storage. In both the direct 

use and API scenarios, consumers must authenticate to the cloud by presenting some 

secrets (e.g. password) or proving the possession of the secrets (e.g. secret access 

key, private key). If these secrets are compromised, so are consumers’ cloud accounts. 

Securely transferring, storing, and retrieving the secrets have not been well addressed, 

which negatively affects the security, usability, and adoption of cloud services.  

 

Figure 5 (below) shows the management console provided by Amazon EC2. 

Using this console an administrator can launch new virtual instances, shut them down, 

allocate computing resources etc.  
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Figure 5: Amazon EC2 Management Console 
 
 
 

Access to the management console, which provides these critical services, are 

currently, protected using standard username-password authentication mechanism. 

Figure 6 shows the login screen to access Amazon EC 2 management console. 
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Figure 6: Amazon login web page 
 
 

As described earlier, cloud computing providers are providing access to 

management of data, application and virtual machines running on their infrastructures 

using the programming API as well as using the web based management consoles. 

 

In order to distinguish between the two types of access management operations, 

let’s classify them in two system models. 

  
System model A 
  

In this model, user accesses the management operations of the cloud computing 

infrastructures using the web-based application. This application is generally provided 

by cloud computing providers. Some cloud companies also provide value-added 

services to the management operations. 
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Key Issues: 

1. Weak password based authentication mechanism 

2. No mechanism to use third party value-added web applications with out releasing 

the passwords and key-material to them 

3. Prone to all traditional attacks (password guessing, phishing, man-in-the-middle 

etc) for web applications 

4. No multiuser access to the account (employees at customer organization share 

the same account and password) 

  
System model B 
                                                                                                 
In this model, the user typically makes use of the tools provided by the cloud-computing 

provider to perform various management operations. These tools (command line, thick 

client applications etc) use a simple password to authenticate and/or secure the remote 

calls by applying some cryptography. Since APIs are also exposed, some tools are 

provided by third party companies and/or developed by enterprises internally to simplify 

the process. 

  
Key Issues: 

1. Cryptography not used by all cloud computing providers 

2. Not enough guidelines regarding key management (storage of keys) to the 

customer. 

3. Access to keys by logging to the web-based application of the provider by using 

password-based authentication. 

4. No multiuser access to the account. 

  



 20 

Both these approaches suffer from serious security and usability concerns. While the 

APIs of some providers required the use of cryptography, the management of keys is 

not well thought out and usage of password-protected web-based consoles defy the 

purpose of secure APIs by letting access to data as well as keys. 
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 Chapter 4: Analysis of SaaS 
 

Software as Service is essentially a service delivery model where business 

functions are hosted and managed by a cloud-computing provider. Not only are services 

rendered by these providers using web browsers and mobile devices but the associated 

data is also stored on their remote machines. Examples of these services include but 

are not limited to accounting, document collaboration, customer relationship 

management, enterprise resource planning, content management etc. 

 
According to a Gartner Group estimate, SaaS sales in 2010 have reached $10B, 

and are projected to increase to $12.1B in 2011. Gartner Group estimates that SaaS 

revenue will be more than double its 2010 numbers by 2015 and reach a projected 

$21.3b. Customer relationship management (CRM) continues to be the largest market 

for SaaS. SaaS revenue within the CRM market is forecast to reach $3.8b in 2011, up 

from $3.2b in 2010.  

 

Very much like infrastructure as service (IaaS), this mode of cloud computing 

raises many security issues. The data stored by SaaS providers is subject to 

unauthorized access and has multiple privacy concerns depending on the type of data 

and security policies of the SaaS cloud provider. In order to illustrate the inherent 

weaknesses, let’s take Google Apps as an example of SaaS.  

 

Google Apps is a set of business applications provided as browser and mobile 

accessible services. These applications allow you to create, store and share the 
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documents such as Microsoft Word, Spreadsheet, PDF and for that matter any standard 

or most widely used document format. The service provides great deal of flexibility by 

enabling access from any computer and majority of mobile devices, and because of 

sophisticated yet user-friendly collaborative features. These collaboration features 

greatly enhance the productivity of the users. In March 2010, Google announced 

opening up their apps ecosystem so that other vendors could build cloud-hosted 

enterprise applications. These applications are essentially granted higher privileges to 

access the users/enterprise documents. The access optionally requires user’s consent 

to access the document. 

 

Access to the Google Apps ecosystem was initially protected only via the 

username-password. Using Single Sign On (SSO), this username-password allows 

access to all the applications (provided by Google or other vendors in their ecosystem). 

While the flexibility is paramount because now one has to remember only one 

username-password, the security risks are substantially increased. A password 

compromise puts standard Google Apps (docs, email) as well the apps provided by 

other vendors in great danger. 

 

In 2009, Google Apps password of a Twitter employee was hacked and this 

created a chain of attacks on the documents that were stored in his account as well the 

documents that were shared by and with him.  
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Recently, Google has enabled an optional authentication mechanism where the 

users can register their phone numbers and in addition to the username-password they 

would be required to enter a new one-time valid number sent via SMS. Compared to the 

Amazon IaaS example in previous chapter this is a step in right direction.  Google Apps 

(Premium version) has a federation component, which is used by companies that have 

hybrid structure, i.e. they use services hosted in cloud as well as services that run in 

their intranet. Federation enables these companies to make use of their authentication 

and authorization systems to control access to Google Apps. Google uses an Identity 

Management standard & protocol called SAML (Security Assertion Markup Language) 

to enable this feature. For companies that intend to completely migrate their 

infrastructure to cloud (or Google Services in this example) this model unfortunately has 

some disadvantages as if they want to control the authentication they would need to run 

the authentication server and user management applications.  

 

Though, the new authentication mechanism using mobile phone and delegation 

of authentication using SAML to the customer in premium version have their quirks, they 

are the steps in the right direction. These mechanisms do strengthen the authentication 

of users in their ecosystem, however it still does not prevent the other vendor apps 

which have authorization to access data (such as documents) and introduce 

vulnerability because of their own security weaknesses.  
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Google Apps document services have been under investigation regarding 

confidentiality and privacy concerns, as entrusting another company to store your 

sensitive data is a big decision. Google’s answer to this is that the data stored is 

isolated and is in encrypted form at their data centers. This prevents access to them in 

case Google’s data center is attacked. Unfortunately, Google fails to acknowledge that 

the weakest link here is not the security of the data center but the very access to these 

documents using the authentication and privileges granted to the participating vendors. 

In other words, if an attacker wants to access documents stored in a user’s account 

then he would concentrate mostly on guessing and/or cracking user’s password or 

leverage the vulnerabilities in the applications of vendors participating in Google Apps 

ecosystem. 

 

This chapter described the security issues present in Google Apps ecosystem 

and especially related to the document storage and access, but the same kind of 

reasoning can be applied to other providers who store documents (e.g. cloud storage 

providers such as Box.net, DropBox etc) and provide business services (e.g. Sales 

Force). 
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Chapter 5: Analysis of PaaS 
 

Platform as a Service is a very interesting variation on the Software as Service 

(SaaS) in which the cloud provider gives you the capability to run your applications. This 

type of model came into existence to circumvent the challenges with Infrastructure as a 

Service. In IaaS, the cloud customer is responsible for fine-tuning the infrastructure and 

responsible for the low level security needs. This is quite frustrating for developers who 

want to focus on their business applications rather than dealing with one more 

infrastructure setup and configuration.  

 

A prime example of this type of cloud computing is Google App Engine which 

utilizes the Google server and database technologies. Once written for App Engine your 

application scales (with little effort) automatically and the developer is free from any low 

level or platform management concerns. This includes running and purchasing of 

Operating systems, anti virus, security s/w, networking tuning etc.  

 

Though PaaS is very developer friendly, it has its own perils. Developing for one 

PaaS essentially entails tying your application completely to that platform. This is the 

case with the leading PaaS solution (Google App Engine) on the market. This 

somewhat contradicts the “developer friendly” notion of PaaS because porting to other 

platform (if need be) means re-writing the application. 
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In matters related to security, PaaS suffers from similar problems as IaaS, albeit 

the consequence may be even more severe. As an example, Google App Engine 

management console provides a feature-rich and user-friendly interface of the data 

store to the application’s administrator. If an attacker obtains the administrative 

password, not only could he delete the data but the simplicity and usability of the 

interface could help him to manipulate it for his/her advantage. Google App Engine is an 

example where the usability is so high that security risks become paramount.  

 

Google has a variety of applications ranging from Docs, Email, Adwords, 

Analytics and now App Engine. It is quite strange that they allow usage of same 

username-password to access high risk applications such as App Engine.  



 27 

Recommendations 
 
          

Security controls in cloud computing are, for the most part, no different from 

security controls in any IT environment. However, because of the cloud service models 

employed, the operational models, and the technologies used to enable cloud services, 

cloud computing may present different risks to an organization than traditional IT 

solutions.  

 

An organization’s security posture is characterized by the maturity, effectiveness, 

and completeness of the risk-adjusted security controls implemented. These controls 

are implemented in one or more layers ranging from the facilities (physical security), to 

the network infrastructure (network security), to the IT systems (system security), all the 

way to the information and applications (application security). Additionally controls are 

implemented at the people and process levels, through separation of duties and change 

management, respectively.  

 

The following recommendations some of which are well established in traditional 

IT environments and cloud infrastructures while others have been formulated as part of 

this thesis: 

 

Governance. With Cloud computing, the need for control and oversight over policies, 

procedures, and standards for application development, testing and monitoring of 

deployed services is more important than ever.            



 28 

Ensuring that systems are secure and risk is managed is challenging in any 

environment; it is even more daunting with cloud computing. Audit mechanisms and 

tools should be in place to determine how data is stored, protected, and used; to 

validate services; and to verify policy enforcement. A risk management program should 

also be in place that is flexible enough to deal with the continuously evolving and 

shifting risk landscape.  

 

Compliance.   Compliance involves conformance to an established specification, 

standard, regulation, or law. Various types of security and privacy laws and regulations 

exist in different countries at the national, state, and local levels, making compliance a 

potentially complicated issue for cloud computing.  

 

 When it comes to compliance, the most challenging is the data location. Data 

protection laws of different companies may impose additional obligations on the 

handling and processing of data transferred from one location to another. My 

recommendation here is that cloud providers should specify unambiguous policies 

regarding their storage locations. They should enhance their technology so that their 

customers have better control over the location of data. 

 

Trust and Malicious insiders. All the technology-based protections of the data could be 

made irrelevant if an insider either employed by the cloud provider or the customer 

decides to hack or steal the data. This problem exists already in the traditional IT space. 

However, with cloud computing, the problem is bigger and remedies scarcer.  
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 This could be mitigated to certain extent by cloud providers implementing strong 

policies when hiring people; they should also implement sophisticated technology 

solutions that are able to determine employees’ actions and know when to warn 

management or mandate authorization from multiple people. 

 

Identity & Access Management. As the previous chapters highlighted, access to the 

administration panels for managing deployed applications or virtual machines is often 

secured by simple username-passwords. In the case where providers who have started 

to deploy or enable additional authentication solutions, they still keep username-

passwords as the primary method of authentication. 

 

 The cloud providers should default to stronger form of authentication such as that 

provided by Smart cards, one-time passwords and client certificates etc. They need to 

mandate them instead of making them optional or leaving to the customer to decide. 

 

The majority of the cloud providers are still providing a single account to manage 

the customer account. I recommend that they provide a secure and usable authorization 

solution so that cloud customers could exercise a more fine-grained control over access 

to the resources. 

 

Data Security. Most of the recommendations by various cloud computing security 

organizations currently emphasize data security by encrypting the data by the cloud 
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provider. This has been implemented by majority of the providers. However, the 

problem of data security should be viewed from a user’s perspective.  

  

 While data secured by encryption using keys of the provider offers protection 

when the provider’s infrastructure is compromised, it does not handle the case when the 

customer’s credentials are compromised. Evidently, the latter case is more because an 

attacker has more means to obtain user’s credential than of penetrating the potentially 

more secure computing boundaries of the cloud provider.  

 

 I recommend that cloud providers provide solutions where the customers are in 

control of security of the data. This can be accomplished by securing the data using 

customer keys and not that of the cloud provider. These keys should reside with the 

customer. This not only solves the data theft issue but also helps in addressing the 

privacy concerns which users have when storing their confidential data in the cloud 

provider’s data centers. 
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