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Abstract 

 

Reverse Engineering Toolbox 

 

 

 

 

Todd Connell Head, M.A. 

The University of Texas at Austin, 2011 

 

Supervisor:  Richard Crawford 

 

A reverse engineering toolbox containing measurement and disassembly tools 

needed to reverse engineer products in a high school engineering classroom would be 

helpful to many high school teachers. This study investigates and delineates the 

possibilities for such a toolbox in order to reverse engineer products in specific product 

domains. The study finds that certain tools are very useful for a wide variety of products; 

however, certain products require more specialized equipment not included in the 

toolbox. Recommendations are provided for generic and specialized equipment across 

product domains. This information will be helpful to high school teachers setting up 

reverse engineering projects and are deciding which tools and equipment are needed for 

the project. 
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Chapter 1: Introduction 

1.1 Importance of STEM education 

The importance of Science, Technology, Engineering, and Mathematics (STEM) 

education courses has led to more engineering courses being offered at the high school 

level (Brophy et al., 2008). The lack of qualified engineers from the United States 

graduating with an engineering degree has led to a push to encourage more students to 

enter STEM fields of study. 

1.2 Reverse Engineering toolbox  

Reverse engineering projects are a good way to introduce engineering design into 

a high school engineering class. A reverse engineering methodology gives students 

hands-on experience studying how a product was designed and how to improve the 

product(Otto and Wood, 1998, Otto and Wood, 2001, and Wood et al.). One shortcoming 

of reverse engineering methodologies is that they incorporate the use of various tools that 

are not familiar to many high school teachers. A reverse engineering toolbox that 

includes all the tools needed could be helpful to many of these teachers. 

1.3 Walkthrough of the study 

The purpose of this study is to determine what tools should be included in a 

reverse engineering toolbox for high school projects. The toolbox should include 

measurement and dissection tools needed for a reverse engineering project in a high 

school classroom. The study will focus on specific product domains that are commonly 

reverse engineered by high school students. This report describes relative literature 

concerning this study, the contents of a reverse engineering toolbox, and data on whether 

this toolbox fulfilled the needs of several groups completing a reverse engineering 
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project. One tool that would be helpful in a reverse engineering toolbox would be a Prony 

brake, which is a simple dynamometer, to test the output of small electric motors by 

creating a torque/speed curve.  The design, construction, and testing of a Prony brake 

prototype used to characterize an electric motor will also be discussed. The last section 

will present how this research can be applied in a high school engineering classroom. 
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Chapter 2: Literature Review 

2.1 Engineering as a vehicle to STEM 

Currently in the United States, there is a movement towards increased STEM 

education (Brophy et al., 2008).  A high school engineering class can be the capstone 

course that allows students to bring together what they have learned throughout school in 

science, technology, and mathematics (Carlson and Sullivan, 1999 and Otto et al., 1998). 

2.1.1 Engineering should start young 

Several studies have shown how starting science, specifically related engineering 

concepts at a younger age can have a positive effect. Our increasingly disposable society 

has created students that do not have hands-on experience fixing equipment and many 

college engineering programs have few hands-on courses. Having exposure to 

measurement equipment and tools early in their education can aid students in later 

engineering classes since they already are familiar with the equipment and excited about 

using it. This familiarity and hands-on experiences can help clarify the purpose of many 

core engineering courses where students often do not see the correlation between the 

theory being taught and the real world. (Eggert, 1996) Another opinion states that, 

exposure to engineering should be started when students are very young and reinforced 

continually (Sheppard and Tsai, 1992).  In addition, one can see how the movement of 

engineering design to earlier in a student’s education is similar to learning language 

where we start exposing our children at a young age to literature by reading stories. Later 

the students are taught the rules of language and encouraged to read and create their own 

stories. (Sheppard, 1992)  
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2.1.2 Necessary skills are missing from this generation 

Necessary skills in engineering are often missing from the current generation of 

students. When looking at current engineers in the field, we find that many engineers who 

grew up before the computer age got started early on by tinkering with an old car or 

“fixing” mom’s appliances. These tinkering skills developed over years gave them an 

instinctual grasp of engineering, tool usage, and visual thinking. These skills provided a 

solid foundation to an engineering education. (Barr et al., 2000) “Students who feel more 

comfortable with the machines that surround them are more likely to choose engineering 

as a profession or at the very least be more informed consumers (Sheppard and Tsai, 

1992).” Many engineering students of today are studying engineering simply because 

they excelled in mathematics and science, and often do not understand the underlying 

concepts and their applications. Students that do not have any physical experiences of 

how everyday things work will tend to have difficulty with the theoretical engineering 

courses at most universities. (Barr et al., 2000) Exposure to engineering design early has 

the potential to positively impact subsequent engineering courses (Sheppard, 1992). 

2.1.3 Problem solving skills needed to be an engineer  

A good engineer has to have problem solving skills and be innovative. According 

to cognitive psychologists, the traits of an “expert” problem solver are to recognize 

familiar patterns in their field, develop a solution strategy using the underlying principles, 

and identify constraints in the given problem. (O’Brien and Abulencia, 2010) Hands-on 

problem solving activities are instrumental in gaining some of these “expert” problem 

solver traits. Engineering courses should develop a student’s confidence in asking 
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questions about a problem. These questions include: how did others solve a particular 

problem; how should I as a student solve a particular problem; would the solution work; 

and what problems am I as a student interested in solving (Sheppard, 1992). To be a 

successful engineer, students should learn structured problem-solving methods that they 

may use to tackle open-ended design problems (Otto et al., 1998). 

2.2 Engineering design 

The end goal of engineering design is to perform a function to fulfill customer 

needs (Hirtz et al., 2002). Virtually all educators agree that “designing” is what 

distinguishes engineering education from science education (Otto et al., 1998). Having a 

structured design process gives students experience in hands-on interaction with a 

product, applications of mathematics and science principles, concept generation, 

systematic approaches to experimentation, design methodology, and decision making 

(Otto and Wood, 1998). An engineering design course should incorporate the analysis 

skills students have learned in mathematics and science courses (Otto et al., 1998) and 

bring together textbook and hands-on learning so students can see the relevance of their 

lecture classes to the real world of engineering. Students often see no continuity between 

core engineering classes and anything physical. (Eggert, 1996) Hands-on engineering 

design activities help students relate their lives to what they have learned in their mainly 

theoretical core mathematics, science, and engineering courses (Carlson and Sullivan, 

1999). The consensus among engineering educators is that engineering curriculum must 

be interesting, enjoyable, hands-on, and related to real-world applications in the students’ 

lives (Carlson and Sullivan, 1999) in order to motivate students to stay in an engineering 

program (Wood et al., 2001). Many engineers learn best with visual and tactile teaching 
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methods and often drop out of formal engineering programs that are mostly lecture based. 

They do not see the relevance of the lecture classes to the practice of being an engineer. 

(Barr et al., 2000) Most students in engineering, mathematics, and science believe that if 

there is no real world application, then there is no point. 

2.3 REVERSE ENGINEERING  

2.3.1 Reverse engineering is one method used to redesign a product. 

The redesign process is an integral part of the iterative design process and 

includes understanding customer needs, specification measurement and development, 

benchmarking, concept generation, product embodiment, design for manufacturing, 

prototype construction and testing, and production (Otto et al., 1998). “Reverse 

engineering initiates the redesign process wherein a product is predicted, observed, 

disassembled, analyzed, tested, “experienced”, and documented in terms of its 

functionality, form, physical principles, manufacturability, and assemblability” (Otto and 

Wood, 1998).  By giving students the ability to rethink a common tool they or their 

families may use, while applying needs or wants in the product, students take on the 

engineering process and begin to develop a greater understanding through application of 

process. 

2.3.2 Methodology of reverse engineering 

Reverse engineering exercises provide a way for students to apply an engineering 

design process (Otto et al., 1998). When they begin to use the process the methodology 

becomes clearer. This methodology then allows students to learn how to design a product 

through reverse engineering an existing product (Wood et al., 2001). Starting with 

existing products allows a student to develop consistency in the design process. A 
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methodology for reverse engineering is critical for providing a repeatable procedure 

(Cooper and Ortiz, 2005) and allows for the unbiased and systematic redesign of a 

product (Little, 1997). Through repetition of this process, students can build up their 

confidence in their design skills, as well as relating these skills to supporting 

mathematical and science principles. Reverse engineering methodologies enable students 

to investigate a product including its functions, assemblability, physical parameters, and 

manufacturing process (Otto and Wood, 1998). A reverse engineering scenario in a class 

would have students completing the following steps: predict how the product works, 

gather customer needs data, develop a black box diagram and other functional models, 

disassembly, documentation of product including internal workings, reassembly, test 

product functions, re-document product functions, and propose design changes (Wood et 

al., 2001). By taking a project through this entire process, students learn a consistent 

methodology and get experience in all the steps of the design process. They also may test 

and create concrete experiences for the abstract concepts from other core high school 

STEM topics. 

2.3.3 Reverse engineering teaches by example 

Reverse engineering projects provide concrete experiences for students as they 

learn engineering design methods and is similar to students solving a homework problem 

by working backwards from the answer (Otto et al., 1998). Many students do not react 

well to open-ended design projects without any incremental support. An effective 

methodology in teaching is to teach by example. (Wood et al., 2001) Engineering classes 

that do not have a physical example for students to work with are often less effective and 

have poor material retention rates due to low student interest (Eggert, 1996). Having an 
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existing product for the student to examine helps jump start the student in the design 

process instead of having the student face a blank drawing board as they start a design 

project (Otto et al., 1998). Reverse engineering gives students problem solving methods 

and experiences that help them understand the “big picture” in engineering by giving 

them a concrete hands-on project where they can practice what they have learned 

beforehand  (Wood et al., 2001).   

Teamwork is an integral part of being an engineer and reverse engineering allows 

students to learn about team dynamics and the importance of inter-personal 

communication skills (Barr et al., 2000). In order to foster teamwork, Myers Briggs Type 

Indicators can be used to choose groups (Wood et al, 2001, Jensen et al, 2000, Jensen and 

Wood, 2000). The presentation component of the project helps students understanding 

the power of clear, concise communication (Sheppard, 1992). The benefits of the 

communication portion of the project are two-fold in that first it develops a sense of 

understanding as to the needs of others when designing products. Secondly, the student 

reinforces their communication skills which are needed when working with a team of 

engineers, or any other professional endeavor. 

2.3.4 Educational background of the reverse engineering methodology 

Engineering classes usually introduce a topic and assign repetitive problems to 

familiarize students with the concepts. This confines students to the lower levels of 

Bloom’s taxonomy (knowledge, comprehension, and application) and does not foster a 

deep level of understanding.  Reverse engineering fosters a deeper understanding through 

using the upper levels of Bloom’s taxonomy (design, implementation, and evaluation) 

which creates a strong foundation or scaffold to build upon in later engineering courses. 



 9 

Reverse engineering allows students to use their creative thinking skills and not just the 

critical thinking skills that are used in most engineering classes. These two sets of skills 

are synergistic and when used together increase the depth of learning. It has been proven 

that reverse engineering exercises have increased students proficiency in engineering 

compared to students that received only engineering practice problems. (O’Brien and 

Abulencia, 2010)  

The process of reverse engineering is upheld by educational research such as 

Kolb’s learning framework (Wood et al., 2001) where students go through a cycle of 

concrete experience, reflective observation, abstract conceptualization and theory, and 

active experimentation (Stice, 1987). Concrete experience and reflective observation are 

seen in the dissection and measurement of functions. The abstract conceptualization and 

active experimentation are seen in the redesign component of the project. (Brereton et al., 

1993) 

2.3.5 Industry 

Reverse engineering is used in industry as well as in education. Reverse 

engineering in industry is often concerned with manufacturing applications and has a 

different focus than reverse engineering used in education (Ingle, 1994). Reverse 

engineering is often used to benchmark products (Zayed, 1995) and can be used to 

analyze competitors’ products strengths and weaknesses (Cooper and Ortiz, 2005). By 

learning this process in class students can develop a more competitive edge in the work 

force. 
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2.3.6 Redesign 

Most companies offer established product lines to consumers. Much of the 

engineering in such companies is based on reverse engineering to make the products 

better, more efficient, and attractive to consumers. Very few products are the result of a 

completely new design, but are the result of engineers modifying existing subassemblies 

or seeing the novel application of an existing mechanism (Sheppard and Tsai, 1992). The 

final step to most reverse engineering projects is the redesign where students discuss 

ways to improve the product (Barr et al., 2000). A redesign can be a parametric redesign 

where the product is only changed superficially, adaptive redesign where new subsystems 

are included, or original redesign where the product is profoundly changed (Otto et al., 

1998). 

2.4 DISSECTION EXERCISES 

2.4.1 Dissection exercises are a key part to reverse engineering 

Product dissection is the process of taking a product apart as much as possible. 

This allows students to see how the product operates, was built, and what materials were 

used (Cooper and Ortiz, 2005). Allowing students to dissect a commercial product helps 

them understand first-hand how someone else embodied a product design (Otto et al., 

1998). Mechanical dissection allows students to have a fun, hands-on experience 

dissecting a mechanical system (Sheppard, 1992). If possible, it is better to have a series 

of products to review instead of just one product so that students can be more 

comfortable tinkering with the product.  Choosing a product for the students to explore 

should take into account the size and weight of the product, ease of disassembly and 

reassembly, cost, number of tools needed for assembly and disassembly, number of 
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actions of the product, time required for dissection and measurements,  and student 

interest. (Sheppard and Tsai, 1992) To further this process, giving students the ability to 

take apart different competitors products allows them to discuss modifications made by 

each group of engineers and how the needs of different groups are met.  

2.4.2 Many courses use dissection exercises and do not incorporate the other 

components of reverse engineering 

There are many methodologies being used to teach product dissection in 

education. The course structure varies, but all include hands-on activities for students 

(Cooper and Ortiz, 2005). Dissection projects should be paired with a structured 

methodology in order to have the students focus on the engineering design aspect of the 

project. A student cannot be expected to learn simply by taking a product apart and 

looking at how it works. (Otto et al., 1998) The objectives of mechanical dissection are to 

understand mechanical artifacts, develop an awareness of the design process, make 

students aware of the power of clear, concise communications, and develop 

resourcefulness and problem solving skills (Sheppard, 1992). 

The documentation of the disassembly of the product should include the 

description of the parts, tools needed to remove the parts, how the part was removed, and 

an exploded view of the product (Zayed, 1995). The dissection should be documented 

with pictures taken before dissection begins and at key steps in the dissection (Cooper 

and Ortiz, 2005). Students can learn how a product was originally designed during the 

dissection of the product. (Otto and Wood, 1998) As students take apart a particular 

product and draw images of the design they can gain a better grasp on the internal 

workings of the product and how it was designed. 
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2.4.3 Computer dissections 

Dissection activities are often inhibited by cost, space and storage, preparation of 

activities, and access to complex products (Davendorf et al., 2007). Many product sub-

assemblies such as motors cannot be taken apart without damage (Cooper and Ortiz, 

2005). Computer aided dissections, similar to what are becoming commonplace in 

biology classes, can overcome many of the downfalls of traditional dissection exercises 

(Davendorf et al., 2007). Multimedia courseware that presents tutorials and simulations 

covering the content material through graphics, text, sound, and movies can aid students 

involved with the hands-on exercises (Regan and Sheppard, 1996). Building computer 

models of the key parts of a product can be used to document the sub-assemblies of a 

product or to recreate the part using rapid prototyping (Barr et al., 2000).  The use of 

computers to replace or supplement dissection activities will likely increase in the future 

due to more realistic simulations and better graphics being developed. However, 

activities that involve only computer simulations lack the hands-on component so 

valuable to student understanding and engagement. 

2.5 Reverse engineering toolbox 

There should be four steps to designing a reverse engineering toolbox: selecting a 

product domain, determining what sub-functions should be measured, how the sub-

functions should be measured, and actually selecting the measurement tools. After all 

measuring devices are chosen and purchased, the toolbox should be capable of measuring 

all the important sub-functions of a product domain. (Little, 1997) There is a lack of 

literature concerning what to include in a reverse engineering toolbox, most likely due to 

engineers that work daily with tools and measuring equipment having previous 
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knowledge or training on how to dissect and analyze a product (Cooper and Ortiz, 2005). 

The lack of documentation on what should go into a reverse engineering toolbox could be 

a stumbling block for many high school teachers wishing to gather the tools and 

equipment needed for a reverse engineering toolbox. 

2.5.1 Select product domain 

A reverse engineering toolbox can be constructed by analyzing the measurement 

tools and disassembly tools needed for a product domain. By creating product domains of 

similar products, we should be able to construct a toolbox that can measure the most 

common metrics. A product domain contains products with similar functions. Although it 

would be nice to have a toolbox for every product domain, practicality and cost often 

determine the size of the domain and which domains are chosen. (Little, 1997) Many 

articles use the term product family, which is similar to a product domain. A product 

family is defined as a group of products that have similar features, components, and 

subsystems (Cooper and Ortiz, 2005).  

2.5.2 What functions should be measured? 

Functional modeling and analysis are key parts of the design process (Stone and 

Wood, 1999).  Analyzing the input and output of each sub-function of the product can be 

used to determine what measurement tools are required for a product or product domain, 

with the more important sub-functions being more crucial (Little, 1997). Little 

knowledge of the internal components or workings of the product is required (Otto and 

Wood, 1998). 

The Black Box model shows the input and output flows of materials, energies, 

and signals and is labeled with the global function of the product (Otto and Wood, 1998). 



 14 

This allows a product to be described at its highest level of functional abstraction (Stone 

and Wood, 1999). Having the customer needs determine the function in the black box 

model allows a fresh look at the design of a product (Otto and Wood, 1998) and avoids 

bias and psychological inertia (Otto et al., 1998). 

After determining the measurements needed for function-flow combinations, the 

importance of the sub-function can determine what tools to put into the reverse 

engineering toolbox. If there are too many trivial sub-functions, then it is advisable to 

only keep the top twenty or so and eliminate the rest of the sub-functions. This step has 

been developed after testing about sixty household products. Each function/flow can be 

measured either using a direct approach or indirectly. An example is that the torque and 

speed of a motor can measured after the flow has been transformed to linear velocity by 

measuring the speed and acceleration of the car. (Little, 1997) 

2.5.3 Measurement criteria 

Measurement criteria should be investigated in order to develop a high quality 

toolbox of measurement tools that answer any needed question about the product while 

not including any unnecessary tools (Little, 1997). The reverse engineering method for 

deciding what parameters of a product to measure requires the use of previously gathered 

data such as customer needs, predicted product features, physical principles, and the bill 

of materials (Otto and Wood, 1998). A list of the measurement criteria that are crucial in 

a specific product domain would help support the teacher in guiding students through 

their decisions on what to measure. 

 

 



 15 

2.5.4 Actually select tools 

Universality, dynamic accuracy, accuracy, range, calibration, recorder, safety, 

mass, size, ease of use, reliability, and non-destructiveness are important criteria to 

consider in choosing measurement equipment for the toolbox. (Little, 1997, Cooper and 

Ortiz, 2005 and Zayed, 1995) Various catalogs have different levels of information about 

a measurement device. This includes hard information read directly from the catalog and 

soft information inferred from the catalog, such as experience-based information or 

manufacturing tolerances. (Little, 1997) 

Previous research on reverse engineering indicated the need to actually create a 

toolbox for a product domain and conduct case studies to determine its effectiveness 

(Little, 1997). The steps listed above for developing a toolbox most likely are too time 

consuming to be used by high school teachers and a set of comprehensive measurement 

and disassembly tools for each product domain could not be located in the available 

literature. This opens up an area of research that is the focus of this paper where a 

comprehensive toolbox is constructed that will meet all the needs of a chosen product 

domain. 
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Chapter 3: Problem Needs and Constraints 

3.1 STEM education  

As discussed in the introduction and the literature review, STEM education at the 

high school level has risen in importance within the last few years mainly due to a lack of 

qualified students graduating from STEM majors. Engineering is a key component of the 

STEM initiative since engineering students must often use the skills they learned in their 

other STEM courses in order to solve engineering problems.  

3.2 Reverse engineering methodology 

Reverse engineering is one good methodology to teach some of the components 

of engineering design. This methodology gives students a concrete product to review, 

test, and analyze (Stice, 1987 and Kolb, 1984). This way, the student has a starting point 

for redesigning the product. Two components of the reverse engineering project are 

making a list of the specifications of the existing product and product disassembly. To aid 

in the completion of these two tasks, this project will document the creation of a reverse 

engineering toolbox.  

The reverse engineering methodology described is taken from the UTeach-

Engineering courses offered at The University of Texas at Austin. In a reverse 

engineering project, students work in teams to reverse engineer a mechanical or 

electromechanical device. The goal is to understand the objectives of the design (i.e., 

performance goals), to deduce the rationale that underlies the design (i.e., the reasons for 

the engineers’ decisions), and to assess how well the design meets the performance goals.  
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Table 1 lists the steps that comprise a reverse engineering project. A more detailed 

description of these steps is located in Appendix 1.  

Product description Provide a description of how the product works. 

Customer needs analysis Develop a prioritized customer needs list. 

Background research Benchmark your product against competitors. 

Specifications Develop a specifications sheet that includes the important 
quantitative performance metrics and constraints related to 
the product’s customer needs.  

Performance metrics Measure and record important performance metrics. 

Predicted subsystems Predict the internal workings of the device. 

Functional modeling Develop a black box model, activity diagram, and function 
tree. 

Product disassembly Disassemble the product and document the disassembly 
process with photos. 

Redesign Based on your analysis, propose redesign strategies to 
improve the performance of the device. 

Table 1: Steps of a reverse engineering project 

This project focuses on the product domain of household, electromechanical 

appliances such as toasters, hair dryers, mixers, etc. This product domain contains many 

products that are proven through experience to work well for a reverse engineering 

project. When choosing a product to reverse engineer, there are several guidelines to 

follow to help ensure student success. These guidelines are listed below in Table 2. 

 
1) Should be a “black box”, i.e., the internal components should not be visible. 

This allows honest prediction of the internal subsystems and components. 
2) Should be easy to disassemble/assemble. 
3) Should have an available customer base for customer needs analysis. 
4) Avoid products that are substantially electronic or software products because 

these are difficult to disassemble into components. 
5) Should have important performance metrics that can be measured readily. 
6) Should be fun and something interesting to the students 

 
Table 2: Guidelines for choosing a product to reverse engineer 
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3.3 Needs and constraints for a reverse engineering toolbox 

A reverse engineering toolbox should contain all the measurement and 

disassembly tools needed for a high school engineering class to complete a reverse 

engineering project. The constraints on the toolbox are that it should be inexpensive and 

comprehensive enough to reverse engineer common products. As stated previously this 

project focuses only on the tools needed to reverse engineer products in the domain of 

household, electromechanical appliances. Focusing on one product domain limits the 

tools required for disassembly and measurements. This allows for the creation of a 

limited toolbox that can be expanded as other product domains are added. 
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Chapter 4: Prototype Reverse Engineering Toolbox 

4.1 Solutions evaluated 

To develop a reverse engineering toolbox, the process shown in figure 1 is 

followed where the foci are to research available commercial off the shelf (COTS) 

equipment and study current reverse engineering projects undertaken as part of the 

UTeach-Engineering program. Since the toolbox will be used in high school classes, 

student safety, cost, ease-of-use, and current school equipment inventory are critical 

factors in equipment selection.    

 

 Research commercial off the shelf (COTS) equipment for disassembly of 
products. 

 Research commercial off the shelf (COTS) equipment for measurement of 
important product functions. 

 Record the tools used during current reverse engineering projects. 

 Select appropriate tools based on the research and observations. 

Figure 1: Process used to develop a reverse engineering toolbox 

 

For disassembly tools there was the option of selecting a pre-made comprehensive 

toolkit or compiling individual tools. In this project, students had access to a 

comprehensive toolkit shown in Figure 2 and a class set of individual tools. 
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Figure 2: Belkin 55 piece computer toolkit (Belkin is a registered trademark of Belkin 
International, Inc.) 

4.2 Solution selected 

For measurement tools, the students in this project had their choice of using tools 

from their computer toolkit as shown in Figure 2, individual tools from a class toolbox, 

other tools commonly found in a high school science department, and specialty tools such 

as a photo tachometer and anemometer. A major component of the set of measurement 

tools is the probe-ware that connects with a Vernier Labquest datalogger. Some type of 

similar probe-ware is often found in the science department of most schools (Vernier 

Labquest is a registered trademark of Vernier Software & Technology, LLC). 
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4.3 Prototype toolbox 

A list of tools was compiled before the reverse engineering exercises began and 

was compared to the actual tools used by groups involved in a reverse engineering 

exercise. A compiled list of the tools is given below in Table 3 and Table 4. 
 
 

Class set of #1 and #2 phillips screwdrivers Nutdriver set 

Class set of #1 and #2 flat head screwdrivers Torx wrench set 

SAE and metric wrench set Jeweler’s screwdriver set 

SAE and metric socket set Adjustable (crescent) wrench 

SAE and metric hex key (allen) wrench set Pliers set 

Table 3: Dissection Tools 

 

Rulers Stopwatch 

Meter stick Electronic scale 

Multimeter Caliper (SAE and metric) 

Amprobe Anemometer 

Kill-a-Watt Photo tachometer 

Sound level meter Vernier Labquest with motion detector, voltage, current, 
temperature, microphone, photogates, force, acceleration, and 
light probe ware. 

Table 4: Measurement tools 

4.4 Test data 

The test groups observed during a reverse engineering project comprised of 

primarily of high school teachers enrolled in a summer engineering institute and in an 

engineering education master’s program through UTeach-Engineering at The University 

of Texas at Austin. Two members of the test groups were currently enrolled as 

undergraduates in the UTeach program. 

There were six test groups total and each group had approximately four to five 

members each. The first two groups were in a summer engineering institute and 

appropriate demographic data was gathered on the students from these groups. These two 

groups chose their own products to reverse engineer with very little guidance from the 
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instructor. The other four groups were completing a final project for their design of 

machines and systems class and were assigned products chosen by the instructor. 

The test data was compiled from observing the groups during their projects and 

documenting tool usage. This documentation includes the tools were requested and used, 

student comfort level with the tools, and comments made by students concerning tool 

usage.  

4.4.1 Water filter and purifier group 

The water filter group was composed of four experienced teachers and one 

undergraduate student. Only one member of the group had prior engineering experience. 

The group chose a water filter and purifier as their product to reverse engineer. They 

planned to compare the results of filtering and purifying water from several different 

water filters and purifiers. The tools and equipment needed to test the various water 

samples were not contained in the toolbox of tools listed in Table 3 and Table 4. Water 

sampling equipment shown in Figure 3 was the only measurement equipment used for 

their project. These measurement tools include pH paper, litmus paper, Vernier Labquest, 

pH probe, conductivity probe, dissolved oxygen probe, and a microscope. An X-acto 

knife and Dremel tool were used to slice the water filters in half after completing the 

water testing in order to document the internal structure of the filters.  
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Figure 3: Test equipment used for water filters and purifiers. 

 The group had difficulty in gathering data with the probes initially. It took 

approximately fifteen minutes for the group to read through the operating instructions for 

the probes before accurate data could be gathered. Students complained of the setup and 

operating instructions being vague with no pictures or quick-start guide. 

 All the other groups reverse engineered electromechanical devices. These include 

an electric bubble machine, electric mixer, tabletop electric can opener, Clocky (a clock 

that rolls around), and a remote controlled car.  

4.4.2 Electric bubble machine group  

The electric bubble machine group was composed of four experienced teachers 

and one undergraduate. Three of the members had an engineering background. The group 

used a #2 phillips screwdriver and a drill to disassemble their machine. The measurement 

tools used include a video camera to record the rate of bubbles released, photo 

tachometer to measure fan speed, Kill-a-Watt to measure input power, ruler, digital scale, 

and an anemometer to measure air velocity inside the machine. The team had trouble 

operating the keyless chuck for their drill and had difficulty disassembling the product 

since they were trying to use a #1 screwdriver on #2 screws. 
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4.4.3 Mixer group 

 The mixer group only used a screwdriver to disassemble their product. They were 

able to measure output speed of the mixer with the photo tachometer, voltages to the 

motor with a multimeter, and loudness using a sound meter. The motor windings were 

damaged during disassembly and could not be repaired. The team used a ring stand and 

clamp to mount their motor for testing after disassembly.  

 
Figure 4: The mixer group using the photo tachometer and multimeter 

4.4.4 Electric can opener group 

 The electric can opener group only used screwdrivers for disassembly. The 

jeweler’s screwdrivers and a #2 screwdriver were used interchangeably often for the 

same screws. They were able to measure the motor speed with a photo tachometer, output 

speed with a stopwatch, and forces needed to operate the product with a spring scale. 

 
Figure 5: Jeweler and #2 phillips screwdrivers being used interchangeably. 
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4.4.5 RC car group 

 The RC car group was able to disassemble their car using a jeweler’s screwdriver 

and pliers. The pliers were used to break away some of the external housing during 

disassembly. The group used a stopwatch and meter stick to measure time and distance in 

order to calculate velocity and a photo tachometer to measure wheel speed.  

 
Figure 6: Calculating speed and disassembly of the RC car 

4.4.6 Clocky group 

Clocky is an alarm clock that rolls off the nightstand and around the room if it is 

not turned off after the first alarm. The clocky group only used an allen or hex wrench to 

remove the triangular shaped security screws. The group measured the loudness or sound 

level with a sound meter, dimensions with a ruler, and timed its activities with a 

stopwatch. 

4.4.7 Summary of data 

 The most commonly used tool used for disassembly was a #2 phillips screwdriver 

which was used extensively by three of the groups. Two of the groups used a jeweler’s 

Phillips screwdriver. An allen wrench, needle nosed pliers, drill, X-acto knife, and 

Dremel tool with attached abrasive cutting wheel were only used by one group each. By 

far the most commonly used tools were the Phillips screwdrivers of various sizes.  
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 The most commonly used equipment used for measurements was an infrared 

photo tachometer and stopwatch which were used by four of the groups. Two of the 

groups used a ruler and sound meter. A meter stick, spring scale, multi-meter, ring-stand 

with clamp, video camera, kill-a-watt, digital scale, anemometer, pH paper, litmus paper, 

microscope, and Vernier Labquest with a pH, conductivity, and dissolved oxygen probe 

were only used by one group each. The one photo tachometer available to the students 

was passed around continually between the groups.  
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Chapter 5: Documentation of Final Design 

5.1 Final recommended list of tools 

 A final recommended list of dissection and measurement tools is located in Table 

5 and Table 6. An optional list of tools is located in Table 7 that can be added to the kit if 

funds are available. These tables are based on the tools used by the reverse engineering 

groups in the study and previous experience with reverse engineering projects. The 

dissection tools listed can also be found in complete tool kits similar to the toolkit shown 

in Figure 1. The tools are listed separately since experience has shown that high school 

student often lose tools from these sets or try to use the wrong tool for the job. By 

handing out only the tools necessary for the reverse engineering project, the loss or 

incorrect usage of tools can be reduced. The part number, cost, and vendor are listed for 

comparison purposes only since similar tools can often be found at reduced price and 

schools often have strict purchasing guidelines that must be followed. It is recommended 

that dissection tools be stored in a toolbox separate from the measurement tools. The 

measurement tools are more fragile and should be stored in a protected area such as a 

cabinet.   

 

Tool Description Part 
No. 

Recommended 
number of tools 

Unit 
Cost 

Vendor 

Tool chest 156760 1 39.98 Lowes 

Screwdriver with 
interchangeable bits 

 Class set  2.97 Home Depot 

Nutdriver set 88364 1 19.18 Lowes 

Magnetic parts bowl 130675 Class set 9.96 Lowes 

Micro screwdriver set 115462 1 14.97 Lowes 

10 piece pliers and 
adjustable wrench set 

 1 19.97 Home Depot 

Hex (Allen) wrench 
set (SAE and metric) 

26377 1 8.58 Lowes 

Table 5: Dissection tools 
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 The measurement tools listed are also based on what is available in most high 

school science departments. Most of the measurement tools can simply be borrowed 

initially to reduce startup cost. Vernier probe ware is listed but comparable equipment is 

available from other companies such as Pasco, Texas Instruments, and National 

Instruments.  

 

Tool Description Part No. Recommended 
number of 

tools 

Unit 
Cost 

Vendor 

Kill-a-Watt 322553 Class set 28.97 Lowes 

Stopwatch ME1234 Class set 29.00 Pasco 

Ruler (in and cm) 549964 Class set 0.53 Office 
Depot 

Meter stick 279832 Class set 4.09 Office 
Depot 

Multimeter 33XR-A 1 95.95 Amprobe 

Amprobe ACDC-100 1 110.95 Amprobe 

Electronic scale SP4001 1 538.00 Ohaus 

Caliper (SAE and metric) 293883 1 29.99 Lowes 

Anemometer 45118 Class set 109.99 Extech 

Photo tachometer 20713A 1 22.00 Neiko 

Sound level meter 33-2055 1 49.99 RadioShack 

Vernier Labquest LABQ Class set 329.00 Vernier 

Motion detector probe-
ware 

MD-BTD 1 79.00 Vernier 

Temperature probe-ware TMP-BTA Class set 29.00 Vernier 

Light probe-ware LS-BTA 1 55.00 Vernier 

Force probe-ware DFS-BTA 1 109.00 Vernier 

Table 6: Measurement tools 
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Tool Description Part No. Recommended 
number of 

tools 

Unit 
Cost 

Vendor 

Dremel tool 393356 1 64.97 Home Depot 

Cordless drill 338116 1 79.00 Home Depot 

Microscope 528600 1 239.95 Frey Scientific 

Spring scale 595686 1 21.00 Frey Scientific 

Ring-stand ME-9355 1 69.00 Pasco 

Clamp SE-9445 1 25.00 Pasco 

Video camera DCR-SX85/S 1 329.00 Sony 

X-acto knife 401198 1 3.99 Frey Scientific 

Table 7: Optional tools 

 Some of the lesson learned during this project should help teachers compiling a 

reverse engineering toolbox. Primarily it was observed that #1 and #2 phillips 

screwdrivers were the main tool used in all disassemblies and it was often the only tool 

used. Providing more than one of these screwdrivers per group should decrease 

disassembly time and include more students in the disassembly process. It is 

recommended to purchase a class set of #1 and #2 phillips screwdrivers if the budget 

permits.  It was noted during this project that the first student to grab a screwdriver often 

did all the disassembly. A reverse engineering toolbox should focus primarily on 

measurement equipment since most products were able to be disassembled with few 

tools.  

5.2 Safety in the high school engineering classroom 

Safety is a primary concern during any engineering project. Efforts must be made 

to ensure that all students are familiar with safety rules for their project. These rules are 

similar to the rules in any science lab but include some rules specific to reverse 

engineering projects such as avoiding shock hazards by not plugging in products after 

they are disassembled and not taking internal measurements of a product while it is 
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plugged in. Figure 7 shows some common safely rule breaches by students, such as 

plugging in a product after it is disassembled. 

 

 

 

Figure 7: Safety hazard. Plugging in products while disassembled 
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Chapter 6: Prony Brake 

6.1 Background of the Prony brake 

One tool that would be valuable in a reverse engineering toolbox is a 

dynamometer to test the torque output of electric motors. The input of an electric motor 

can be calculated by measuring the voltage and current. Commercial dynamometers are 

prohibitively expensive for most classes, however building an inexpensive dynamometer 

known as a Prony brake from off-the-shelf components is an option for many high school 

teachers. 

A Prony brake was invented in 1821 by French engineer Gaspard Prony (Figliola 

and Beasley, 2000). The design shown in figure 8 allows for the output shaft of an engine 

to slip against a braking material with the energy dissipated by heat. By adjusting the 

clamping force on the braking materials, the torque level can be changed. By combining 

this with a speed measurement, a torque/speed curve can be obtained. 

 

 

 

Figure 8: Prony brake (Longoria, 2002)          

A simple Prony brake design is shown in Figure 9. This design was borrowed 

from a mechanical engineering assignment produced by Dr. Raul Longoria at The 

University of Texas at Austin. To get a sense of scale, the motor shaft is 0.25 inches in 
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diameter and the Quick-Grip
®
 clamp (American Tool Companies, Inc., Vernon Hills, IL) 

is about 8 inches long. The output shaft of the motor rubs against a set of brake shoes to 

transfer the torque to the lever arm. At a proscribed distance along the lever arm from the 

motor shaft, the force is measured as it pushes down on a digital scale. By multiplying the 

force by the length of the lever arm, the torque output of the motor can be calculated. The 

speed of the motor can be measured using a photo tachometer and a strip of reflective 

tape on the output shaft of the motor. 

 
 

 

 

Figure 9: Basic Prony brake design (Longoria, 2002) 
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6.2 Prototype Prony brake design 

              

Figure 10: First Prony brake design             Figure 11: Second Prony brake design. 

  

The first prototype Prony brake design shown in Figure 10 was based on the 

design in Figure 9 but was adapted to use a chuck from a drill press in order to attach an 

output load to the motor being tested. This design was tested using a corded drill motor. 

While this prototype worked, it was considered too dangerous to use in a high school 

class due to the high torque involved and the amount of heat dissipated during operation. 

The second Prony brake design shown in figure 11 was a scaled down version that 

worked well except for excessive vibration during operation that hindered accurate 

measurements.  
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Figure 12: Final Prony brake design 

 
 

Part Description Part No. Cost Manufacturer         Vendor 

¾ inch plywood 
base 

166103 17.57 Home Depot Home Depot 

1” by 4” Wood 
block 

914681 3.75 Home Depot Home Depot 

Mini drill set or 
pin vise 

91682 4.99 Harbor Freight Harbor Freight 
Tools 

3/8 inch square 
wooden lever 

8306U 0.98 Home Depot Home Depot 

Five finishing 
nails 

45394 1.30 Crown Bolt Home Depot 

Digital scales HJ-150 59.99 A&D Co. Fry’s Electronics 

Rubber band 856225 1.99 Office Depot Office Depot 

Wood glue E7010 2.97 Elmers Home Depot 

Photo-tachometer 20713A 22.00 Neiko Neiko 

Power supply SF-9582 450.00 Pasco Pasco 

Table 8: Bill of Materials for Prony brake. 
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A final prototype for a Prony brake is shown in Figure 12 and a complete bill of 

materials used in its construction is listed in Table 8. The Prony brake is mounted on an 

approximately one-foot square piece of ¾ inch plywood. A 1” by 4” by 6” board was 

fastened to the plywood as shown to elevate the motor. The motor to be tested can then 

be mounted on the wooden block with the supplied screws. A mini-drill, sometimes 

called a pin vise, was cut in half with a hacksaw so that it was approximately 2 inches in 

length. The mini-drill chuck provides a way to attach a centered load onto the 2 mm 

diameter motor shaft. A piece of reflective tape was applied to the mini-drill chuck in 

order to operate the photo tachometer. The lever arm was constructed of two 3/8 inch 

square hardwood pieces approximately six inches long. A 3/8 inch hole was drilled in the 

center at the end where the wooden arms clamp around the mini-drill. Small holes were 

drilled in each end of the lever arm in order to fit the pins made from finishing nails. 

These pins keep the two boards from sliding sideways during the operation of the Prony 

brake. Another finishing nail was placed in a hole drilled 10 cm from the motor output 

shaft in order to transfer the load onto a digital scale. A rubber band fastened around the 

lever arm provides the adjustable clamping force needed. Two finishing nails were driven 

into the plywood base to each side of the lever arm to prevent the arm from sliding off the 

rotating mini drill during operation. The motor was then connected to a power supply for 

each test. 

The mini-drill was shortened as much as possible to reduce vibration during use. 

Teflon tape was also added to the inside of the chuck to make sure the motor shaft 

remained centered in the chuck. The mini-drill chuck was painted to reduce reflections 

that interfere with the operation of the infrared photo tachometer. The photo tachometer 
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must register only one reflective point on a spinning shaft in order to record the motor 

speed accurately. 

6.3 Prony brake test data 

The Prony brake was initially tested using a high torque motor/generator from a 

KidWind kit (KidWind is a registered trademark from The KidWind Project). The motor 

was connected to a six volt NiMH battery pack. The placement and tightness of the 

rubber band around the lever arm was varied to produce different motor speeds. At each 

motor speed the torque was calculated by measuring the force on a digital scale and 

measuring the motor speed with the infrared photo tachometer. A graph of the 

torque/speed data is shown in Figure 13 and is shown fitted with a linear trend line.  

 

 

 

           Figure 13: Torque/speed curve using the high torque KidWind motor. 
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While a linear torque/speed curve was expected, no manufacturer data could be 

located in order to compare the recorded test data to the manufacturer’s data. A RE280 

motor manufactured by Mabuchi was then tested since this motor had a speed/torque 

curve published by the manufacturer. The manufacturer’s data in Figure 14 can then be 

compared to the measured test data in Figure 15. 

 

 

Figure 14: Speed/torque curve from the manufacturer for the RE280 motor. 

(Kysan Electronics) 
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Figure 15: Speed/torque curve of the RE280 motor connected to a 3V battery pack 

The speed/torque curve produced while testing the RE280 motor did not match 

the speed/torque curve (labeled Ɲ on figure 14) provided by the manufacturer. The torque 

and speed measurements were both considerably lower than those provided by the 

manufacturer.  It was found that the 3 volt battery pack was dropping as low as 1.7 volts 

during testing. In order to keep the supply voltage more stable, the battery pack was 

replaced by a heavy duty power supply rated at 6 amps. However, the power supply still 

caused the voltage to range from 4.5 volts with no load down to 2.0 volts while the motor 

was stalled. The speed/torque curve is shown in figure 16. This speed/torque curve most 

closely resembles speed/torque curve, shown in figure 14, provided by the manufacturer. 

It is recommended that future tests be conducted using a regulated power supply in order 

to reduce this voltage fluctuation. It was also noted during testing that any vibration 

caused the torque readings to fluctuate. 
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     Figure 16: Speed/torque curve of the RE280 motor connected to a power supply 

 

6.4 Summary 

 The Prony brake design tested would be useful in demonstrating to students that a 

linear speed/torque curve can be produced using simple off-the-shelf equipment and 

could reasonably be assembled as a group project if the lumber was pre-cut ahead of 

time. The equipment cost is also very reasonable for most high schools, especially if 

equipment such as power supplies and digital scales can be borrowed from the science 

department. Care must be taken during assembly to center the mini-drill on the motor 

shaft to avoid vibrations that produce fluctuations in torque/speed readings.  
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Chapter 7: Application to Practice 

The goal of this project is to produce a helpful guide for high school teachers 

gathering tools and equipment necessary for a reverse engineering project. In this sense, 

this report will be helpful to high school teacher’s first implementation of reverse 

engineering at their high school campus. 

7.1 Developing engineering awareness 

During the past years as a high school engineering teacher, I have been concerned 

whether or not my curriculum accurately represented current engineering careers and 

practices. The UTeach-Engineering Master’s program has helped me address these 

concerns, and I now feel confident in representing engineering careers and practices in 

my classes. I feel that it is important for students to experience projects that include 

common engineering practices from various fields of engineering. This experience should 

help them decide whether or not engineering is a field they would like to enter and what 

field of engineering to pursue in college. Many students feel that engineering is too hard 

or boring, and I feel it is my job show students the positive aspects of choosing 

engineering as a career and the many possibilities it provides. 

7.2 Developing engineering habits of mind 

Engineers generally have a methodical way of approaching problems. These 

engineering habits of mind must usually be learned. These habits give engineers a place 

to start when confronted with a problem and a systematic way of solving the problem. 

Having students use the engineering design template to attack an engineering design 

problem is an example of this methodical way of reaching a solution for a design 

problem. Personally, from this program I have gained the confidence to attempt to solve 

almost any problem I encounter. 
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Using the reverse engineering methodology described in this paper is very 

powerful in that it gives students a concrete set of steps in order to redesign a product. 

Most students would not know where to start redesigning a product without the guidance 

of a methodical process such as the reverse engineering methodology. 

7.3 Developing an understanding of the design process 

My project matched up well to the design process as presented by UTeach-

Engineering. I first looked at the customer needs and constraints which included the need 

to have a list of tools for a reverse engineering toolbox for use by high school teachers. 

Then I researched how others might have fulfilled this need. A list of tools was then 

compiled and compared to tools actually used by teams involved in a reverse engineering 

project. This list was then revised to include an updated list of tools.  

During the building of the Prony brake portion of this project, following the 

design process gave me a systematic way to design, build, and test a Prony brake for use 

in a high school engineering class. 

7.4 Developing knowledge for and of engineering teaching 

Before entering the MASEE program, I thought that engineering design 

challenges could be attempted by high school students without any prior instruction and 

that they would naturally create an engineering design process on their own with no 

assistance from the instructor. While discovery activities are very important, I now know 

that students need to be led through the design challenges more carefully and that 

necessary engineering skills should be scaffolded in throughout the course.  

This coming year, I will be implementing version 2.0 of the UTeach-Engineering 

High School Course. I feel the MASEE courses have given me an excellent background 

in order to implement these lessons. Having first-hand experience learning and using the 
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engineering habits of mind should improve my classroom instruction since students will 

often face many of the same challenges that I encountered during my courses. 
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Appendix A: Sample student handout 

 Reverse Engineering of an Everyday Machine 
For this project, you will work in a team to reverse engineer a mechanical or 

electromechanical device. The goal is to understand the objectives of the design (i.e., 
performance goals), to deduce the rationale that underlies the design (i.e., the reasons for 
the engineers’ decisions) and to assess how well the design meets the performance goals. 
An equally important and complementary goal is to have FUN on this project! Discover 
and explore the aspects of the devices that inspire you. 

 
Use the following guidelines in choosing your product: 

 
1. Should be a “black box”, i.e., the internal components should not be visible. 

This allows honest prediction of the internal subsystems and components. 
2. Should be easy to disassemble/assemble. 
3. Should have an available customer base for customer needs analysis. 
4. Avoid products that are substantially electronic or software products because 

these are difficult to disassemble into components. 
5. Should have important performance metrics that can be measured readily. 
6. Should be something interesting. 

 
Each team will perform the following steps: 

  
1. Product Description: Provide a description of how the product works 

(similar in detail to those in Macaulay’s The Way Things Work). 
2. Customer Needs Analysis: Develop a prioritized customer needs list. In 

addition to your own assessment of customer needs, seek input from your 
classmates and other acquaintances. 

3. Background research: Benchmark your product against competitors. Include 
patents related to the product and product class, product reviews, such as 
Consumer Reports (http://www.consumerreports.org) or ePinions 
(http://www.epinions.com) reviews, product development history, etc. 

4. Specifications: Develop a specifications sheet that includes the important 
performance metrics and constraints related to the product’s customer needs. 
Estimate target values for the performance metrics. 

5. Performance Metrics: Develop a plan to measure important performance 
metrics of the product. Execute the plan and record the values of the metrics 
in your specification sheet. Present the values graphically as appropriate. 

6. Predicted subsystems: Predict the internal workings of the device. Sketch a 
cross-sectional layout of the predicted subsystems and components. 

7. Functional modeling: Develop a black box model documenting the overall 
product function and input/output material, energy, and signal flows. Create 
an activity diagram describing how the user operates the product. Create a 
function tree describing how the product achieves the overall function and 
transforms the input flows into the output flows. 

http://www.consumerreports.org/
http://www.epinions.com/
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8. Product disassembly: Disassemble the product and document the 
disassembly process with photos. Include all major subsystems in the product. 
Create a bill of materials and sketch of the components in the product. 
Compare predicted components with actual. 

9. Redesign: Based on your analysis, propose redesign strategies to improve the 
performance of the device. Propose at least one redesign strategy for each 
class of redesign: parametric, adaptive, and original. Document proposed 
redesigns with drawings. Implement your redesigns in proof-of-concept 
models to demonstrate potential performance improvements. 

10. Conclusions: Discuss your discoveries about the device based on your 
investigations and analysis. What surprised your team? What did you find 
intriguing, unexpected or innovative? Comment on the quality of the design 
based on your analysis and the hypothesized target values for the performance 
metrics. 

Assessment. Each team should summarize its work in a PowerPoint presentation. Your 

work should also be documented in your design notebook. 
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