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Supervisors:  Christine L Julien and William C Bard  

 

The intent of this report is to expose the audience to the contemporary 

organization of the Internet and to highlight the challenges it has to deal with in the future 

as well as the current efforts being made to overcome such threats. This report aims to 

build a frame of reference for how the Internet is currently structured and how the 

different layers interact together to make it possible for the Internet to exist as we know 

it. Additionally, the report explores the challenges the current Internet architecture design 

is facing, the reasons why these challenges are arising, and the multiple efforts taking 

place to keep the Internet working.  In order to reach these objectives I visited multiple 

sites of organizations whose only reason for existence is to support the Internet and keep 

it functioning. The approach used to write this report was to research the topic by 

accessing multiple technical papers extracted from the IEEE database and network 

conferences reviews and to analyze and expose their findings.  This report utilizes this 



 vii 

information to elaborate on how network engineers are handling the challenges of 

keeping the Internet functional while supporting dynamic requirements. This report 

exposes the challenges the Internet is facing with scalability, the existence of debugging 

tools, security, mobility, reliability, and quality of service. It is explained in brief how 

each of these challenges are affecting the Internet and the strategies in place to vanquish 

them.  The final objectives are to inform the reader of how the Internet is working with a 

set of ever changing and growing requirements, give an overview of the multiple 

institutions dedicated to reinforcing the Internet and provide a list of current challenges 

and the actions being taken to overcome them. 
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 1 

Introduction 

The Internet started as a military project to keep communications running in case 

of a major disaster. Nowadays, the Internet is an integral part of people’s lives. The 

original protocols are facing new challenges. The Internet began at UCLA Computer 

Labs, by connecting it to MIT Computer labs back in 1960. In those days, there were 4 

computers connected at a rate of 4000 bps [1]. As of 2010, there were 1,200,000,000 

computers connected to the Internet at a rate of 20,000,000,000 bps serving 500 million 

devices not counting servers, routers or PDAs [1]. In the last fifty years, the Internet has 

gone through several protocols to address the devices connected to it.  The latest two 

protocols are IPv4 and IPv6.  IPv6 was created because IPv4 was running out of 

addresses. The  

The Internet is a technological phenomenon that has revolutionized the way we 

communicate with each other and the way we do business. In a few words, it has changed 

the way the world works. It has re-shaped the standards of human communication, the 

way we use computers and the way computers interact with each other. There is no 

industry that has not modified its way of doing business as a result of the Internet. 

The Internet can be defined as a suite of protocols including the Internet Protocol 

(IP), the User Datagram Protocol (UDP), the Transmission Control Protocol (TCP) and 

the routing protocols that keep communication going between hubs, switches, routers, 

and computers optically, electronically and wirelessly. This grid of social and business 

interaction exists by itself with no regulation, but the will of all involved parties is to 

keep it working. Consequently, some organizations have come about to study the 

functionality and performance of the Internet. 
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The Cooperative Association for Internet Data Analysis (CAIDA) [2] researches 

the applied and ideal conditions of the Internet in order to offer data about the framework, 

nature, operations, and changes of the Internet. It also promotes a synergetic atmosphere 

in which data can be gathered, evaluated and distributed. Other duties of this organization 

are to promote the coherence of the Internet domain and to offer advice on its culture, 

technical knowledge and public policies. 

The Internet Society (ISOC) [3] is an organization associated with standards, 

education and policies regarding the Internet. The Internet Society is home to groups in 

charge of developing and writing Internet base standards, including the Internet 

Engineering Task Force and the Internet Architecture Board. The ISOC works as a 

regulation authority to clarify Internet information and education. It also works as a 

facilitator between the parties involved in driving initiatives related to the Internet. 

The objective of the Internet Engineering Task Force (IETF) [4] is to improve the 

performance of the Internet. The IETF is focused on assembling accurate, quality and 

consistent technical papers that direct the way people work with, use and manage the 

Internet. The IETF works on developing protocols that regulate the interactions between 

layers, especially between the transmission hardware and the application layers. An 

example of this is the Internet Protocol. IETF is divided into eight areas, “Applications”, 

“General”, “Internet”,   “Operations and Management”, “Real-time Applications and 

Infrastructure”, “Routing”, “Security” and “Transport”. Each of these areas has multiple 

working groups focused on specific topics. 

The purpose of the Internet Architecture Board (IAB) [5] is to act as a consulting 

member for the ISOC as well as a committee member for the IETF. The IAB is focused 

on supervising network architectural efforts from the IETF, reviewing Internet standard 
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processes, making the final edits to those processes, and administering the IETF protocol 

specification repository.  

The National Science Foundation (NSF) [1] is an independent governmental 

agency in the United States of America created in 1950 to support and promote 

developments in science, technology and health. The wide scope of the NSF allows it to 

focus on technologies such as the Internet and to fund the Internet’s development and 

growth. The NSF is one of the major stakeholders in supporting and developing the 

Internet. The Internet has taken over such a big part of civilian life that the NSF has spun 

off organizations to support it. The North American Network Operators’ Group 

(NANOG) [39] is one of these spin off organizations. NANOG focus on providing a 

place to talk about creating, maintaining and running IP networks.  NANOG promotes 

mutual help between private and public initiatives across the United States and Canada. 

Internet2 [8] is another spin off organization from the NSF whose purpose is to provide 

the United States of America with a laboratory to study, develop and exercise new 

technologies related to the future of the Internet. Internet2 works with packet and hybrid 

optical networks. One of the objectives of Internet2 is to provide a launching pad for the 

next generation of Internet services. Internet2 has the resources and bandwidth necessary 

to allow its members to run collaborative applications, distributed experiments, grid-

based data analysis, and social networks. In the next figure you can appreciate the 

topology of Internet2. 
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Figure 1. Internet2 Topology [8]. 

Organizations with objectives similar to Internet2 exist to support different 

geographical regions, but considering the purpose of this report, they will not be 

elaborated upon past a brief mention of their names. Europe has the European Future 

Internet Portal (FIA) [9] and Asia has Asia Future Internet Forum (AsiaFI) [10]. Other 

related organizations are the International Telecommunication Union (ITU) [6] and the 

Internet Governance Forum (IGF) [7]. Both of these are linked to the United Nations 

agency for information and communication technology issues. The ITU is focused on 

regulating the private sector intentions to extend networks. Both organizations are more 

focused on the social aspect of the interactions between parties around the world. The 

IGF acts as a subgroup of the ITU and focuses mainly on accomplishing the milestones 
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proposed at the World Summit on the Information Society (WSIS) [40]. The WSIS was a 

unique conference devoted to telecommunications that took place it two different years.  

The first session of WSIS was on December of 2003 and the second session on 

November of 2005. The IGF acts as mediator and provides space for collaboration in 

which members can share their views about the Internet around the world. 

The intention of this report is to provide a picture of the Internet, how it is 

currently working and the challenges it faces in continuing its existence. This report will 

build a frame of reference for how the Internet is built. It will also elaborate on the 

principles it was originally meant to satisfy as well as those it is currently satisfying. This 

report will explore the challenges being faced with the new requirements of the Internet, 

and it will also elaborate on the different initiatives needed to enable the current Internet 

to handle such challenges. 
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The Current Internet  

The current state of the Internet will serve as a starting point. Different 

organizations that regulate and explore the development of the Internet have already been 

mentioned. Let’s now turn to the contemporary status of the Internet. The goal is to build 

a frame of reference for the objectives used to build the Internet and the conventions used 

to shape the Internet as we know it today. The Internet was designed and built in a 

layered manner. The next figure shows the Protocol Stack of the Internet: 

           

Figure 2. Internet Protocol Stack [11]. 

The Internet is currently based on the following concepts [11]: 

1. Layering 

2. Packet Switching 

3. Network of collaborating networks 

4. Intelligent end-systems 

5. End-to-end arguments 

These concepts are used to satisfy the architectural objectives of the Internet. The 

first six objectives of the Internet at its inception were to connect existing networks, be 

able to survive in the context of deterioration of one node, support multiple types of 

services, contain an array of concrete networks, allow each network to be managed by its 

own administrator, and be economically viable. 
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The Internet was based on a layer-based architecture (concept number one) as you 

can see in figure 2. The reasoning behind using layers was to simplify the architecture 

and segregate functionality in the Internet. The five layers coexist by exchanging services 

between them. The services are layer specific and are delivered from one layer to the 

other in the order previously mentioned. Each layer offers a service to the layer above, 

and that offered service is based on the layer below. There is a logical communication 

happening among network nodes at each layer of the stack. The interaction of the five 

layers generates the communication that goes from the sender on one application layer to 

the receiver on other application layer and back again. To recap, the five layers in figure 

2 from bottom to top are physical, link, network, transport and application. The bottom 

layer “physical” is in charge of transporting the information across various 

communication media. The next layer “link” sets up neighbor-to-neighbor (ISP or 

Internet Service Provider) connections. The following layer “network” allows the host-to-

host (users) connection. It arranges access to the addressing host, sends the data using 

Internet Protocol (IP) addresses and packages respectively, and plots the routes. The 

network layer is often named the IP layer because it commonly relies on the IP protocol 

for implementation. The subsequent layer is the “transport” layer. It establishes 

application-to-application connection using commonly either the Transmission Control 

Protocol (TCP) or the User Datagram Protocol (UDP). The transport layer selects the 

service type TCP or UDP based on the application connection requirement. TCP employs 

byte-stream transport offering a reliable way to transfer information with congestion and 

flow control while UDP uses message services that allow sending or receiving with no 

control at all. The top layer, the “application” layer, is the one that carries out the 

application-specific protocol, which is most commonly HTTP or FTP nowadays. Using 

layers enables the Internet to satisfy the first, third and fourth architectural objectives. We 
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can see that by using layers, the Internet is allowed to connect existing networks that 

differ from one another. By doing so, it satisfies the first and fourth architectural 

objectives, which are to connect existing networks and to allow multiple types of 

networks to interact. By being able to use either of the two services available, TCP or 

UDP, on the transport layer, to connect to other nodes it fulfills the second architectural 

objective, which is to survive if a node fails.  

The Internet Protocol Stack utilizes “Packet Switching” to handle the data 

between parties. By using Packet Switching, the message is broken into parts and each 

part is transferred independently from the others. This allows each packet to fully utilize 

the available bandwidth. Selecting this method to handle data enables the Internet to 

satisfy growth if needed and to be cost effective when not in use. This convention 

satisfies architectural objective number six. The Internet needs to be economically viable.  

The Internet is a grid of collaborating networks also called autonomous systems 

(AS). Each AS communicates with an Internet Service Provider (ISP). Each ISP connects 

to other ISPs and keeps routing lists of them. This grid organization allows users to 

connect with other users independent of the network that they are connected to. Building 

the Internet with this architectural objective in mind allowed it to survive in case one or 

more of this ISP deteriorated or failed, fulfilling the second architectural objective, which 

is the ability to survive. The Internet being the result of a connection of different 

networks allows independence in the way each individual network is managed, which is 

the fourth architectural objective.  

The Internet assumes that end systems are intelligent. The messages were meant 

to be broken into packets by an end system and given to the Internet which would just let 

the packets flow through the different layers until each of the packets reached its 

destination, and at that point, the end system would rebuild the message. Depending on 
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the type of application the end system was running it would use either a TCP or UDP 

based connection. This particular concept helped the Internet support multiple types of 

services, which is the third architectural objective. 

The Internet transferred the packets from end-to-end, and by doing so it kept the 

functionality inside the network. This benefited the user in two ways. First, the 

functionality could be used by all applications. Second, the functionality benefited a large 

number of applications. This concept contributes to enable the Internet to achieve its 

second architectural objective, survivability and the sixth architectural objective, 

economic viability. 

In more recent years organizations involved with the Internet have added two new 

architectural objectives. The seventh architectural objective is that the Internet needs to 

allow host attachments with a low level of effort. The eighth architectural objective 

stipulates that the Internet needs to allow resource accountability by identify users to 

actions. The Internet community was able to achieve the seventh architectural objective 

by enabling Dynamic Host Configuration Protocol (DHCP), which allows computers to 

configure themselves before they can establish communication with other computers in 

the network. The eighth architectural objective was solved by implementing Simple 

Network Management Protocol (SNMP) and NetFlow. Simple Network Management 

Protocol was developed to manage devices on IP networks. The purpose of SNMP is to 

permit to network administrators to manage large networks. This protocol allowed the 

Network Administrator to make users accountable for their use, and it satisfied the eighth 

architectural objective. NetFlow is another type of protocol that allowed network 

administrators to make users accountable for their use. NetFlow, is a protocol developed 

by Cisco Systems [12] to help achieve the eighth architectural objective in the Internet. 
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Internet usage keeps growing, and requirements from users continue to arise. In 

researching different sites and multiple papers, seven areas came up where the Internet 

has pitfalls, and it faces challenges in supporting current users. The first challenge is 

scalability. With the levels of growth the Internet has experienced in the last few years, 

the number of future users will surpass the capability of the Internet. The second 

challenge is the availability of tools to debug problems in networks. There is not a 

defined set of tools that a network administrator can access to debug a network problem. 

Most of the network problems are repaired in an empirical way by replacing components 

or by eliminating variables, but there is not a tool that can help to pin point the problem. 

The third challenge comes with the high number and type of users on the Internet; it is 

the Quality of Service (QoS). The Internet does not have a built in feature whereby QoS 

can be evaluated. The speed of download and upload can be measured and managed, but 

the quality in the transfer of data is not being measured. The fourth challenge is related to 

the third one. Nowadays the Internet is a service used in the private and public sector for 

business and entertainment, and users require reliability and availability. Reliability and 

availability form the fourth challenge the Internet faces today. The fifth challenge for the 

Internet is defined as security. The Internet started with a community of people interested 

in being connected. The community was limited, and everyone had the same purpose in 

mind. Nowadays the community has grown to the point that we do not know who is on 

the Internet, and users want to feel safe to do business and socialize without worrying 

about who is on the other end. The sixth challenge the Internet faces is mobility. Wireless 

applications are growing in demand and the current Internet does not have specialized 

applications in this field. These challenges are in the minds of network engineers who are 

building up the Internet to support current users while working with an architecture that 

was created more than thirty years ago. It is very impressive how well the technology 
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used to create the Internet has held up for all these years, and it is even more astonishing 

that current network engineers have been able to keep the same structure while 

supporting newer and more dynamic requirements. The Internet of the future needs to 

provide debugging tools, QoS, security, mobility, reliability, availability, and scale up or 

down on demand. 
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Scalability  

There are studies showing that Internet demand is expected to grow by a factor of 

one thousand by 2020 [14]. The challenge of scaling the Internet to such levels is being 

tackled now. Current Network engineers are working on transmission, routing and 

switching systems to be able to support the growth forecast. Internet traffic has grown to 

very high rates in the last twenty years. The Minnesota Internet Traffic Studies Center 

(MINTS) [15], an educational organization devoted to monitoring the traffic levels on the 

Internet, stated in 2009 that the current growth level is fifty percent yearly. Cisco 

Systems, the biggest IP router vendor, has predicted the aggregated rate of Internet 

expansion between 2008 and 2013 to be thirty five percent [16]. AT&T, one of the 

United State of America’s biggest telecommunication carriers, has calculated its IP traffic 

expansion rate to be forty five percent per year in the last five years [17]. Adel A. and 

Jane M. two engineers from the private sector [14] have run some calculations and 

plotted the same growth model with various compound annual growth rates. In figure 3 

Adel and Jane show the factor by which the Internet can grow at different compounded 

growth rates. 
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Figure 3. Internet Traffic level Vs. Years in the future using different annual compound 

growth rates. [14] 

In order for the Internet to keep up with the traffic growth level, there are different 

approaches network engineers can take. Two of these approaches are the technological 

advances to grow the bandwidth of fiber and routers and the architectural enhancements 

that can relieve traffic load from the network [14]. 

During the nineties, transmission systems have been able to keep up with the 

Internet traffic level by adding more optical wavelengths carried by the fiber and raising 

the bit-rate on each wavelength. In the nineties, the most sophisticated network had 

implemented fiber with 16 wavelengths of 2.5 Gigabits per second, each resulting in a 

spectral efficiency of 0.01b/s/Hz [16]. Nowadays the networks running in Internet2 [8] 

have fiber running 80 wavelengths at 40 Gigabits per second, each setting a spectral 

efficiency of 0.8 b/s/Hz. Network engineers are trying to achieve 80 wavelengths at 100 

Gigabits per second in the near future by working with more advanced modulation 



 14 

arrangements and more progressive electronic handling. In the past, raising the 

transmission rate on the channel has helped the Internet to support the traffic 

requirements from the users. Although physics has established that the theoretical limits 

of spectral efficiency on fiber optic capacity per polarization for a range of 2000 km is 7 

b/s/Hz [18], in practice it will be difficult to reach theoretical rates in a network, due to 

physical limitations. However, it is possible to attain sixty percent of the theoretical rate. 

It is assumed that we can reach spectral efficiency of 4 b/s/Hz per polarization. In a dual 

band we can expect to have a spectral efficiency of 8 b/s/Hz. Taking previous 

assumptions into account, transmission lines can achieve 80 wavelengths at 400 Gigabits 

per second.  

Another field where researchers are laboring to scale the Internet is the actual 

transmission band. Currently the Internet operates in a mode of 80 wavelengths by 40 

Gigabits per second in the C-band in 32nm spectrum. Increasing the spectral efficiency to 

drive the networks to 80 wavelengths by 400 Gigabits per second will be supported on 

the same bandwidth as the spectrum on C-band, but expanding the use to other 

bandwidths could help support the growth of traffic in the future. One possible choice to 

move to is the L-band because the L-band has low fiber loss. The other positive point of 

choosing the L-band is that there are current network systems using the amplifier 

covering the L-band and the C-band on the 54nm spectrum [19]. This fact makes this 

technological move more appealing to the network owners. 

The capacity of single core fiber is reaching its limit, but experiments working 

with multicore fibers have been taking place [20]. Using multicore fiber technology helps 

avoid the extra cost of using single core fibers. Using multiple single core fibers would 

not be economically feasible for the cost incurred by adding more optical amplifiers and 

the modification on port-size of all-optical switching devices on the network. Increasing 
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the number of cores increases the capacity of the fiber proportionally. Although the 

technology has just been proven to work on distances up to 100km, the increment of this 

range needs to grow to at least 2000km to replace the current solutions in order to make 

the technology economically viable. Multicore technology needs to work with the current 

optical amplifiers and port-size of the all-optical switching devices in the field to achieve 

financial viability. 

The IP architecture is an area where scalability can find relief. IP traffic flows are 

generally smaller than the possible data rate of the fiber. Carriers do not pack the IP 

packets tightly to avoid issues with the burst of traffic that can happen from time to time. 

Studies showed that in 2005 the carriers used around twenty five percent of their IP links 

capacity [21]. With the previous note in mind and the possibility of growing the 

wavelength and bandwidth, the carriers could potentially increase the load on the links by 

a factor of two without any risk of incrementing the packet loss or delay. This technique 

can also be added to better match the data rate with ranges of the wavelength on the IP 

routers. Once the wavelength data-rate matches the data-rate service, the IP routers are 

not required to spend time and effort processing the data and capacity to scale can be 

released. [23]  

The traditional Internet architecture has flaws that can be easily avoided just by 

changing the way it operates. For example, with the growing amount of streaming video, 

traditionally the source did multiple unicasts. If the streaming source changes its 

operation mode to use multicast instead, it can reduce the capacity requirement on the 

Internet [14]. An example of this application can be appreciated in figure 4. However, 

due to the competitive nature of the ISP business model, this type of technical 

arrangement will never exist. 
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Figure 4. (a) Node A have three unicast session to nodes C F and G. (b) Node A have a 

single multicast connection with nodes C, F and G. [14] 

The Internet is a result of networks that are virtually fixed and set up manually at 

the connecting location. In order to change the setup, a manual setup has to take place. 

For this reason, networks stay connected the same way for long periods of time. The 

issue with this arrangement is that a network with no traffic can be holding a connection 

setup for heavy traffic. Work is happening to change this arrangement. The first step on 

this road is to modify the network connection so that it is configurable through software. 

The idea is to enable network administrators to remotely bypass, drop or add wavelength 

without interfering with the current traffic of the network. The second step would be to 

have a dynamic and self-sustaining network set up. In this arrangement the network 

would bypass, drop or add wavelength without human involvement. [22]  

The advantage of Dynamic Networks is that they can deliver bandwidth in the 

area that is needed and in the capacity required. Experiments with this type of 

arrangement have been done in Internet2 [8] simulating backbone operation. The 

simulated network is showed in figure 5. 

  



 17 

 

Figure 5. Simulated network on Internet2 using 60 nodes for Dynamic Networking 

experiment. [8] 

The experiment took place by working with 10 percent of the bandwidth capacity 

of the network services available being turned on and off on demand. The results improve 

the overall capacity of the network. Based on the experiment, the bigger the area of the 

Internet that is enabled to work with a Dynamic Network arrangement, the more flexible 

the network is to scale up or down depending on the demands. In contrast, if the DNA is 

applied to a small part of the network, the benefits decrease. 
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Debugging Tools 

When the Internet was developed, it worked as a system and the parent parties did 

not create tools to debug it in case of a failure. Currently the Internet exists by switching 

routing tables in case one of the nodes fails. An example of this happened on September 

twenty ninth in 2008 when the popular website “www.YouTube.com” disappeared from 

the Internet [1]. This event occurred in Pakistan where a telecommunication company 

started routing the traffic to and from YouTube to an Internet address that did not exist. 

The IP address came from the Internet Assigned Number Authority (IANA) who 

provides them. The issue arose when there was no one following up on what happened 

with those IP addresses once they were assigned. The issue was solved by bypassing the 

Pakistan ISP. This event motivated network engineers to develop tools like the Internet 

Alert Registry (IAR) [24]. The IAR was developed by Josh Karlin, a graduate student of 

New Mexico University, his advisor Professor Stephanie Forrest, and Princeton 

University computer science Professor Jennifer Rexford. IAR allows ISP to register and 

be alerted when there is a traffic network issue in their part of the world. IAR was based 

on the Border Gateway Protocol (BGP). The modification of the protocol is based on 

regular flows of traffic. If the flow of traffic changes all of a sudden, it raises an alert and 

invites the ISP to switch the flow to a more stable route. Tools like these are built once 

problems arise and can help to overcome current issues.  

The National Science Foundation assembled a group to research the future of the 

Internet. This organization is known as Internet2 [8]. One focus of Internet2 is to build 

tools to help debug, develop, deploy, and used the high-performing networks that will 

form the next Internet. Internet2 offers a pS-Performance Toolkit [41] that dispenses a 
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pre-arranged array of network administration tools prescribed and supported by Internet2 

to gather, archive and evaluate network data. 

 

Figure 6.  Internet2 pS-Performance Toolkit suite of means to trouble shoots 

networks.[41] 

This suite of tools includes perfSONAR-PS, Network Diagnostic Tool, Grouper, 

OenSAML, Shibboleth, Bandwidth Test Controller, EDDY, and One-way Ping. The first 

tool mentioned, perfSONAR-PS (pS-PS), is a series of stand-alone software utilities that 

install perfSONAR protocols for network administration monitoring. pS-PS is capable of 

aligning domains in the middle of networks implementations, especially those that bridge 

multiple domains, thereby addressing the issue of end-to-end efficiency on paths 
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connecting several networks. The second tool is the Network Diagnostic Tool (NDT). 

NDT is a client-server utility software that enables network arrangement and efficiency 

measurements in client computers. NDT is a command line utility that allows the user to 

understand and visualize test results with a small learning curve. The third tool is 

Grouper. Grouper is a group administration tool that allows network administrators to 

create and control corporative and individual groups. Grouper enables an individual 

person to manage enrollment to the group to access specific resources. The fourth 

component of the toolkit is OpenSAML. OpenSAML is a bundle of C++and Java 

libraries with the purpose of enabling programmers to interact with the Security Assertion 

Markup Language (SAML) [25]. The fifth gadget is Shibboleth. Shibboleth is an open 

source software system that enables Web Single SignON. Shibboleth enables the network 

administrator to authorize connections to secured online assets in a confidential and 

guarded manner.  

The sixth tool is Bandwidth Test Controller (BWCTL). BWCTL is a command 

line software utility and a daemon that controls and packages the results of Iperf, Thrulay 

and Nuttcp. Iperf is a utility that measures TCP and UDP bandwidth performance and 

reports datagram losses, bandwidth and delay jitter [26]. Thrulay is a software utility that 

helps measure multiple efficiency metrics including delay and capacity of a network by 

transferring bulk TCP or UDP flow of data [8]. Nuttcp is a network efficiency evaluator 

tool meant to be used by network and system administrators [27]. BWCTL uses any of 

the previous three pieces of software and creates a set of processes that connects them 

across the network between two servers or end-point systems. 

The seventh tool of the pS-Performance toolkit is EDDY. EDDY is a software 

platform used to develop end-to-end diagnostic discovery tools. EDDY is a framework 
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that allows the network administrator to build the tools it requires to correlate 

architectural issues defining and comparing parameters.  

The last tool available for now is One-Way Ping (OWAMP). OWAMP is a 

command line software utility and daemon that assists network administrators in 

detecting direct latencies between hosts. OWAMP helps to detect in which part of the 

communication the issue is occurring during the transfer of data. This tool allows the 

network administrator to make more intelligent decisions on where to distribute resources 

before the symptoms of possible network traffic problems appear.  
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Quality of Service  

When the Internet originated, the intention was just for it to work. There was no 

question of how well it should work and even less emphasis on how to measure it. The 

Internet was developed as a resource to use when everything else failed. Nowadays, the 

Internet has morphed from being a closed laboratory system to an everyday tool used by 

everyone. As the Internet moves to a commercial environment where people pay to get 

access, the market itself has started building up the concept of Quality of Service (QoS). 

The purpose of QoS is to measure the service and the experience of the user. The issue 

here is that there was not a place in the Internet Architecture where such a measuring 

scale could be installed, nor a clear guideline of what the measuring tools should be.  

Nowadays network administrators compensate for the lack of measurable QoS by 

providing extra bandwidth. This approach currently works, but with the development of 

new applications, types of services and the increase of users, more thought needs to be 

applied to work out this challenge. The traditional methods used to provide QoS such as 

packet scheduling, active concatenation management and admission control [28] are 

effective on current static network environments. However, in the future it seems the 

Internet will have more requirements, so it needs to be more dynamic and have higher 

elasticity. The current QoS tools might not be adequate in the years to come.  

Quality of Service is a requirement for the future Internet. Currently there are 

three proposed scenarios of how the Internet is going to evolve in the future. These 

scenarios are proposed by the 4WARD Project [29]. Figure 7 illustrates these three 

scenarios. 
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Figure 7. Three scenarios where the Internet can evolve. [28] 

The Network Virtualization scenario was constructed to use common 

infrastructures to enable the organization of multiple networks. The Generic Path is based 

on the administration of technologic resources to facilitate new data transport 

mechanisms to empower multiple types of communications in dynamic and mobile 

network scenarios. In-Network Management architecture seeks to transfer management 

intelligence into the network and diffuse management logic across all nodes with the 

objective to simplify and boost growth of management operations. 

Network Virtualization is the scenario of sharing the substrate of the network to 

create multiple virtual networks (VNet) on top of the shared resources, such as nodes and 

links. Figure 8 shows a simple VNet scenario. This particular scenario shows the 

arrangement of three virtual networks distributing nodes and links belonging to one 

physical infrastructure. The Quality of Service on VNet needs to appear in two specific 

places. It needs to be defined at the physical infrastructure level and at the individual 
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virtual level. The QoS on the virtual level is going to be dependent on the QoS on the 

physical infrastructure level. QoS is required at the infrastructure level to provide 

isolation between virtual networks and avoid negative impacts between them. There 

should be multiple levels of traffic control and resource allocation to allow the 

coexistence of virtual networks without negative collision between them. A Service Level 

Agreement (SLA) needs to be in place before the deployment on the network. The three 

proposed types of SLA are Best Effort, Statistical Multiplexing and Hard QoS Guarantee 

[30]. The Service Level Agreement known as Best Effort, like the name implies, is the 

best service that the infrastructure can afford to provide to the VNet. The next SLA level, 

Statistical Multiplexing, allows the network administrator of the physical infrastructure to 

use its resources more efficiently and assign them to the virtual network according to 

their demands. Finally, Hard QoS Guarantee is used in case the VNet requires a fixed 

amount of support regardless of its current utilization, and the network administrator 

allocates those resources specifically to the virtual network. The QoS mechanism at the 

VNet level is dependent on the SLA agreements at the physical level. Once inside the 

virtual network, the administrator of the VNet can deploy the favorite QoS model as long 

as it agrees with the Service Level Agreement at the physical infrastructure level where 

the VNet resides. 
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Figure 8.  Simple scenario of VNet. [28] 

The current Internet was developed under a layer-based architecture. This 

architecture has been proven to work but has also built up limitations in the way the 

system needs to grow. The Generic Path (GP) architecture aims to get around the 

limitations of the layer-based architecture. The developers of the GP architecture plan to 

be able to reuse functionality and make the architecture easy to scale. The intention is 

also to redefine the cross layer interaction in the current Internet by rewriting the scope of 

multiple layers. The GP architecture focuses on employing distributed semantic concepts 

and delineating different communication technology with ontologies [29]. In this context 

we use ontologies to define systematic relationships that help exchange information 

between transmitter and receiver. Additionally the GP architecture encompasses a key 
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mechanism on the routing and mobility domains. The GP uses ontologies that define 

systems or networks as data links with logical liaisons to initiate and derive 

information/data transactions. The use of ontologies allows multiple systems to recycle 

data and components. In the current Internet architecture there is an enormous semantic 

hole between the transport and application layer. The GP architecture strategy is designed 

to blur the boundaries and create a vertical interplay by bringing ontologies into the 

network context. Under the GP architecture, there are already defined QoS ontologies 

that account for traffic characteristics and QoS. Thinking about QoS requirements in the 

GP architecture leads network engineers to approach QoS in a similar way as they do 

with semantic web services [28]. The goal of GP is to have QoS built into the network 

without the need of human interaction. Figure 9 shows a representation of QoS metric 

ontology laid out and separated into static and dynamic metrics [30]. Efforts are in place 

to express GP QoS attributes with QoS ontology to proceed in the GP traffic profile 

development. 
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Figure 9.  Display of QoS metric Ontology for Static and Dynamic metric. [28] 

The future Internet is going to be a grid of networks that will provide combined 

services. Through the same channel users are going to exchange data, voice and video. 

Since not all services, for example, data, video and voice, require the same traffic 

bandwidth, there is a network architecture that is based on classifying the transport 

information and managing it accordingly. In-Network Management (INM) architecture 

focuses on maintaining and defining quality of service agreements (SLA) between the 

network operator and the end user. In-Network Management architecture includes QoS in 

two different ways as Self-management Entities (SE). The first level is the organization 

interface (ORG) used by network administrators to execute high level commands into 

particular In-network management systems (INM). The second way is the collaboration 

interface (COLL) whose main purpose is to expedite communication between 
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management systems located in the same or separates nodes. The INM architecture 

Cross-Layer QoS (CLQ) accesses the nodes directly through COLL in two different 

ways, bottom-up and top-down [32]. The bottom-up approach allows gathering traffic 

parameters, such as available transfer rate (ATR), one-way delay (OWD) and bit-error 

rate (BERT), which helps characterize the physical link. In contrast, the top-down 

approach sets a fixed transfer rate to the hardware via ORG. Figure 10 demonstrates the 

interaction between the INM CLQ and other entities using the two different ways. 
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Figure 10.  It shows the interaction between INM architecture, CLQ and other systems. 

[28] 

The INM architecture has only been tested exclusively in combination with GP 

architecture [32].  

In this section we have explored three different ways in which the current Internet 

could evolve. As shown, the three scenarios have QoS built into their design. QoS is a 

requirement that helps the Internet provide a more satisfying experience to users, and the 

network communities acknowledge it. 
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Security  

The Internet was developed to sustain communication in case of a disaster. The 

focus was to keep parties connected. The Internet has since evolved to the point where 

users are afraid and question who else is connected. The Internet is a place where lots of 

information is exchanged, and some of that information is meant to be kept private. In the 

current world, all the parties involved with the Internet, users, application developers and 

network administrators are concerned with the security and confidentiality of their 

content. Security is a topic at the forefront of any network administrator’s mind from the 

end-to-end level to the backbone level. 

The organization supporting the Internet came up with protocols to implement in 

the multiple layers to bring security to the Internet. The IETF writes security protocols 

and makes them public [4]. The IETF has brought to life protocols like the Internet 

Protocol Security (IPsec), the Transport Layer Security protocol (TLS), and the Simple 

Network Management Security Protocol (SNMP), just to name a few. The SNMP is a 

management protocol for the point-to-point connection. IPSec is another security 

protocol that regulates security operations in the multiple-layer-architecture of the 

Internet. IPsec is used to offer confidentiality to the data exchange between nodes from 

end-to end. IPsec has been reviewed several times by the IETF and now supports IPv4 

and IPv6 environments. The TLS Protocol seeks to provide privacy and integrity to the 

exchange of data between nodes using the same application. The TLC protocol is capable 

of using different encryption methods to guard the integrity of the data and to ensure the 

data is exchanged between the sender and receiver. SNMP is a management protocol that 

provides network administrators with a framework for setting up security to offer data 

integrity, authentication and confidentiality to the user’s transactions within the network. 
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The security protocol for the point-to-point protocol provides security to the Management 

Information Base within TCP/IP networks. It describes the way the objects need to be 

managed with the security protocols on an intranet using the many different point-to-

point protocols available. 

There are also organizations that are concerned about integrating security as a 

requirement in the future Internet. Organizations, such as the NSF[1], which created 

Internet2 [8], are concerned about this challenge. The Internet2 has created a list of the 

top twenty concerns in security. Table 1 shows the list of the top twenty security concerns 

(Appendix 1 provides more detail about this table). 
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Table 1.  20 topics where the group focus on security from the Internet2 initiative could 

work to develop solutions for the future Internet. [8] 

In the development of the future Internet, network engineers need to have in their 

minds the concepts of authentication, authorization, integrity, anonymity and 

confidentiality [33]. Authentication and authorization will be fundamental security 

concerns in the future Internet. Authentication and authorization will be key security 

mechanisms in two different levels of the Internet, especially because in the future, the 

users are expected to move and hop between networks. The two levels are the user level 

within the network and the application level at the other end. Users are going to move 

between wired and wireless networks. The Internet is expected to accommodate 
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authentication and authorization between networks without affecting the user’s 

experience. The roaming and handoff between networks should implement security 

within the same domain and between different domains. The security should include at 

least protocols like in the 3GPP (3
rd

 Generation Partnership Project) technical 

specification shown in figure 11. 

                   

Figure 11.  List of Security Standards in the 3GPP TS. [33] 

Confidentiality will guard data by arranging some secure cryptographic 

algorithms of public-key cryptography like RSA. The object of this is to guard the data 

exchanged by the transmitter and receiver.  
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Mobility  

The Internet was developed connecting static nodes, and it has evolved to support 

wireless connections of static nodes. Nowadays the nodes are dynamic. They move, and 

developers are facing the challenge of building mobile applications with a structure for 

static systems. 

The Internet community led by the IETF has created a series of protocols to 

support mobility within the layer architectures that the Internet [4] is based on. The IETF 

wrote the document to provide users with the ability to roam for networks while keeping 

their current network connection.  This protocol also enables the networks to keep track 

of mobile users. The name of this mechanism is Mobile IP protocol. It was developed to 

support IPv4 and enhanced to keep working with IPv6. The protocol has been reviewed 

several times and upgraded to keep up with the requirements of the Internet community. 

The Mobile IP protocol was initially driven by applications that enable mobile cellular 

phones to access the Internet across multiple local area networks (LAN). The key 

fundamental of the Mobile IP protocol is that mobile nodes hold two addresses. One of 

these addresses is the permanent address and the second is the Care-of-Address (CoA). 

The first address tells the networks being visited where the foreign node originated. The 

second address is assigned by the visited network and is used to execute operations 

locally. The protocol is meant to support applications that use IP over wireless systems, 

such as wireless local area networks (WLAN), digital video broadcasting (DVB), 

worldwide interoperability for microwave access (WiMAX), and wireless broadband 

(BWA) just to mention some of them. 

The effect of changing the status of devices such as mobile computers and 

microcomputers from luxury to commodity items has led to the growth in the Internet 
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connection usage from the wired to wireless space. Cisco, one of the big names in 

network industries has forecasted that from 2010 to 2015 mobile data transfer over the 

Internet is going to grow to a compounded rate of ninety two percent per year [34]. The 

study compares the growth of the mobile data transfer from 2008 to 2012 to the Internet 

growth proliferation during the nineteen nineties. This can be seen in table 2. 

                

Table 2.  Display of the Global Internet traffic growth during the nineteen nineties and  

the Global Mobile Data Traffic Growth from two thousand eight to two 

thousand twelve. [16] 

From the results exposed in this study, we can conclude that the robustness of the 

devices that enable mobile nodes to connect to the Internet is increasing. This means that 

the devices are able to support more data processing, thereby increasing the traffic 

flowing through the Internet. These devices are getting better and better, so the networks 

are able to increase transfer speed, which also drives the development of new applications 

and the proliferation of the existing ones. 
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Table 3. Mobile node hardware growth in transfer data capability from year 2009 to 

2015. [16] 

Video streaming is a feature that utilizes lots of bandwidth, and the proliferation 

of using this kind of application will result in an increase in the load on mobile networks. 

The study also shows a shift in the type of connections used to interact on the Internet. 

Users are going to connect to the Internet wirelessly more and more as the experience of 

using a wireless connection gets closer to the experience of using a wired connection. 

Figure 12 shows the forecasted growth of the data traffic over mobile networks divided 

into the different applications responsible for the traffic. The graph illustrates that one of 

the areas that will consume the most bandwidth is mobile video. The more technology 

advances, the higher the data rate transfer will be between mobile devices transferring via 

wireless networks, which is going to cause users to stream video through wireless 

networks for entertainment purposes. 

  



 37 

 

 

Figure 12. Forecast growth of Petabytes of Data transfer through a mobile node. [16] 

Ubiquitous mobile networks are also discussed in the study. The proliferation of 

mobile networks is starting to surpass the geographical limits of the wired networks. All 

previous factors show a trend that mobility needs to be a requirement of the future 

Internet. 

The efforts to include mobility as one of the fundamental design principles in the 

future Internet are easy to appreciate. The three websites from the initiatives driving the 

development of the future Internet show technical papers and working groups dedicated 

to developing mobile networks or Internet connections on the go.   

I found resources showing protocols for the future Internet with support for 

mobile nodes. One of the protocols is Seamless Mobility Support Scheme (SMOS) [35]. 

The SMOS protocol’s top concern is to provide mobile nodes uninterrupted connections 
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to the Internet using mechanisms to improve routing algorithms on networks and 

mapping the network-bases on the nodes’ graphical state. The SMOS protocol plans to 

minimize the network transfer latency, the packet loss and the data exchange overhead. 

The key design principle of the SMOS protocol is that it separates access control to the 

Internet from mobility management. Splits the mobility management into macro-mobility 

and micro-mobility and treats them both differently. The difference between the macro 

and micro mobility is the geographical location within the service area. Treating the 

macro-mobility and micro-mobility separately allows the node to be mobile within bigger 

geographical areas. The SMOS protocol is more complex than the previous description. 

The SMOS protocol is explained in detail by Jie H, Yapping L and Shenghy G. in the 

bibliography note 35. 
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Reliability and Availability  

The mature telephone system, with its flawless and consistent reliability, is the 

way users are expecting the Internet to perform. ISP providers have some big shoes to 

fill. Even though the Internet service is part of daily life, just as the telephone system was 

in the past, it is more complicated and needs to meet more requirements. The 

expectations are that it be reliable, available and resilient. The Internet needs to meet all 

three of these expectations to fulfill the requirements of the users. 

On the current Internet, the IETF has been working to introduce protocols to 

ensure reliability and availability to the users at multiple levels. Examples of these efforts 

are Home Agent Reliability Protocol (HARP), Reliability-only Ciphersuites for Bundle 

Protocol, and Operational Reliability for EDIINT AS2 among others. The IETF is also 

currently working on proposed protocols to keep up with the increasing demand 

requirements of the Internet. A sample list of such protocols in the making includes 

TIP/Tenex reliability improvements, Reliability of Provisional Response in Session 

Initiation Protocol (SIP), and Stream Control Transmission Protocol Partial Reliability 

Extension just to mention a few. 

In order to broaden the perspective of this report, I will elaborate on the objective 

of some of the protocols in place to boost the reliability of the Internet. Operational 

Reliability for EDIINT AS2 focuses on the EDIINT AS2 protocol reliability [36]. The 

Internet community has been experiencing issues with this protocol because of transient 

server problems, socket exceptions, connections refused, and server busy replies. The 

TCP efforts to keep communication flowing with the AS2 protocol are not enough. 

Operation Reliability for EDIINT AS2 intends to take care of these inconvenient issues. 
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It seeks to achieve this by adding an AS2-Reliability value in the header of the message 

as an EDIINT-Feature [4].   

It has also been perceived by the Internet community that a home IPv6 agent 

failure could generate a failure for the mobile nodes in operation. The IETF is currently 

working on dissecting this point of failure. These efforts are reflected in the draft of the 

Home Agent Reliability Protocol (HARP) [37]. HART looks to ensure home agent 

reliability in the case of a home agent deteriorating to the point of failure or to a point 

where it can no longer support its mobile nodes. HARP intends to set mechanisms in 

place to allow the home agent substitution to keep the mobile nodes operating. This 

protocol’s list of mechanisms enables it to detect the failure of home agents. It also 

provides the procedures necessary to enable home agents to start transferring and 

switching mobile nodes. The protocol also provides descriptions of home agents and 

mobile nodes, as well as the relationships and dependencies between them before and 

after bringing up HARP protocol. This particular protocol can also be considered an 

effort to enable mobility and security over the current Internet since those two areas are 

included in its development.  

The challenges the Internet faces are not isolated from each other. Most of the 

time, two or three challenges are covered by a single effort. The IETF is working on a 

protocol for Delay-Tolerant Networks (DTN) named Reliability-only Ciphersuites for the 

Bundle Protocol [38]. Reliability-only Ciphersuites is being designed to fill a specific 

deficiency in DTN bundle protocol. The community has been learning that DTN bundle 

protocol does not have check sum capability and because of this, there is not a guarantee 

on the integrity of the message when it crosses through the different layers to reach its 

destination. The Reliability-only Ciphersuites is intended to be used along with the 

current DTN Bundle Security Protocol’s Payload Integrity Block. This will provide 
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DTN-Bundles with an integrity mechanism within the protocol, thereby minimizing the 

load on it. This protocol limits the support it brings to DTN. It provides an error-proof 

delivery mechanism for deviations or random alterations. The draft emphasizes other 

loopholes on the DTN bundle protocol and acknowledges the efforts needed to solve 

them. This is another example of how the efforts to provide reliability to a mobility 

protocol points out the need for security in particular areas of the Internet, in this case in 

the DTN bundle protocol. 
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Conclusion  

We have explored many different websites of organizations whose unique reason 

for existence is to study, support and embrace the Internet. Organizations such as the 

NSF, CAIDA, ISOC, IETF IAB, ITU, Internet2, ASIAFI and FIA are parties whose first 

interest is to support the existence of the Internet and to look into the challenges that it 

will face in the feature. I have learned through the many technical papers I have 

researched that these organizations also act as mediators for each other’s efforts. I have 

found that even though these agencies are in different geographical areas, foreign 

agencies work as peers with national organizations through the Internet.  

The Internet currently operates on a layer-based architecture. These five layers are 

Application, Transport, Network, Link, and Physical, which are stacked (Figure 2). These 

are the original layers that the Internet was based on thirty years ago. Since its inception, 

new requirements have emerged, and the community of network engineers has come 

together with new protocols to operate on the existing layers in order to keep users 

satisfied without having to alter or modify the original layers. The layers keep providing 

services between each other transferring packets from one end to another. The Internet 

community detects challenges that the current architecture faces in keeping up with the 

growing requirements and efforts to meet these new requirements are in place.  

The Internet now faces challenges in multiple areas. The challenges are related to 

scalability, the existence of debugging tools, quality of service, security, mobility, and 

reliability and availability. There are concerns about how the Internet is going to continue 

to provide service in the future the way it does today. We can conclude through this 

report that there are all different types of organizations making efforts to improve the 

Internet and contemplating the best way to go about it. It is difficult to believe that the 
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future Internet is going to be a brand new architecture where users stop using the old one 

and start using the new one. Rather we can surmise that the current layer-based 

architecture will continue to evolve into what the future Internet will ultimately become. 
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Appendix 

Table showing the 20 areas where the Security Group of the Internet2 initiative 

could work on. [8] 
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