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Monitoring of user-defined constraints on time-varying data is a fundamental func-

tionality in various sensor-based real-time applications such as environmental mon-

itoring, process control, location-based surveillance, etc. In general, these applica-

tions track real-world objects and constantly evaluate the constraints over the object

trace to take a timely reaction upon their violation or satisfaction. While it is ideal

that all the constraints are evaluated accurately in real-time, data streams often

contain incomplete and delayed information, rendering the evaluation results of the

constraints uncertain to some degree. In this dissertation, we provide a compre-

hensive approach to the problem of monitoring constraint-based queries over data

streams for which the data or timestamp values are inherently uncertain.

First, we propose a generic framework, namely Ptmon, for monitoring timing

constraints and detecting their violation early, based on the notion of probabilistic

violation time. In doing so, we provide a systemic approach for deriving a set of
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necessary timing constraints at compilation time. Our work is innovative in that

the framework is formulated to be modular with respect to the probability distribu-

tions on timestamp values. We demonstrate the applicability of the framework for

different timestamp models.

Second, we present a probabilistic timing join operator, namely Ptjoin, as an

extended functionality of Ptmon, which performs stream join operations based on

temporal proximity as well as temporal uncertainty. To efficiently check the Ptjoin

condition upon event arrivals, we introduce the stream-partitioning technique that

delimits the probing range tightly.

Third, we address the problem of monitoring value-based constraints that are

in the form of range predicates on uncertain data values with confidence thresholds.

A new monitoring scheme Spmon that can reduce the amount of data transmission

and thus expedite the processing of uncertain data streams is introduced. The

similarity concept that was originally intended for real-time databases is extended for

our probabilistic data stream model where each data value is given by a probability

distribution. In particular, for uniform and gaussian distributions, we show how

we derive a set of constraints on distribution parameters as a metric of similarity

distances, exploiting the semantics of probabilistic queries being monitored. The

derived constraints enable us to formulate the probabilistic similarity region that

suppresses unnecessary data transmission in a monitoring system.

ix



Contents

Acknowledgments v

Abstract viii

List of Tables xiii

List of Figures xiv

Chapter 1 Introduction 1

1.1 Sensor-based Real-Time Monitoring Systems . . . . . . . . . . . . . 1

1.2 Related Work . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 12

1.2.1 Event-based Monitoring . . . . . . . . . . . . . . . . . . . . . 12

1.2.2 Monitoring with Uncertainty . . . . . . . . . . . . . . . . . . 14

Chapter 2 PTMON: Probabilistic Timing Monitoring 18

2.1 A Probabilistic Framework for Monitoring Timing Constraints . . . 19

2.1.1 Notations and Assumptions . . . . . . . . . . . . . . . . . . . 19

2.1.2 Monitoring Probabilistic Constraints . . . . . . . . . . . . . . 21

2.1.3 Monitoring Constraint Conjunctions . . . . . . . . . . . . . . 24

x



2.2 Monitoring in Gaussian Timestamp Model . . . . . . . . . . . . . . . 29

2.2.1 Gaussian Timestamp Model . . . . . . . . . . . . . . . . . . . 29

2.2.2 pvt in Gaussian Timestamp Model . . . . . . . . . . . . . . . 31

2.2.3 Computing pvw . . . . . . . . . . . . . . . . . . . . . . . . . . 35

2.3 Monitoring in Histogram Timestamp Model . . . . . . . . . . . . . . 39

2.3.1 Histogram Timestamp Model . . . . . . . . . . . . . . . . . . 39

2.3.2 pvt in Histogram Timestamp Model . . . . . . . . . . . . . . 43

2.3.3 Computing pvw . . . . . . . . . . . . . . . . . . . . . . . . . . 46

2.4 Monitoring in Uniform Timestamp Model . . . . . . . . . . . . . . . 46

2.4.1 Uniform Timestamp Model . . . . . . . . . . . . . . . . . . . 47

2.4.2 Maximum Probability with Different Configuration Cases . . 49

2.4.3 pvt in Uniform Timestamp Model . . . . . . . . . . . . . . . 55

2.5 Realizing the Potential of Monitoring Uncertain Event Streams . . . 57

2.6 Summary . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 65

Chapter 3 PTJOIN: Probabilistic Timing Join 67

3.1 Event Timing Join . . . . . . . . . . . . . . . . . . . . . . . . . . . . 68

3.1.1 Partitioning Max-time Sorted Streams . . . . . . . . . . . . . 71

3.1.2 Managing Stream Buffers . . . . . . . . . . . . . . . . . . . . 74

3.1.3 Handling Unknown Templates . . . . . . . . . . . . . . . . . 76

3.2 Evaluation . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 78

3.3 Summary . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 86

Chapter 4 SPMON: Similarity-based Probabilistic Monitoring 89

4.1 Probabilistic Monitoring and Filtering . . . . . . . . . . . . . . . . . 90

xi



4.1.1 Uncertain Data Stream Model . . . . . . . . . . . . . . . . . 92

4.1.2 Value-based Constraints with Thresholds . . . . . . . . . . . 93

4.1.3 Similarity-based Uncertain Data Filtering . . . . . . . . . . . 95

4.2 psr Formation with Static Variances . . . . . . . . . . . . . . . . . . 99

4.2.1 psr for Uniform data . . . . . . . . . . . . . . . . . . . . . . . 99

4.2.2 psr for Gaussian data . . . . . . . . . . . . . . . . . . . . . . 105

4.2.3 Pre-calculated Table for Constrained Curves . . . . . . . . . 110

4.3 psr Formation with Dynamic Variances . . . . . . . . . . . . . . . . 113

4.3.1 Rectangular psr Formation . . . . . . . . . . . . . . . . . . . 113

4.3.2 psr for Join Constraints . . . . . . . . . . . . . . . . . . . . . 116

4.4 Evaluation . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 119

4.5 Summary . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 125

Chapter 5 Conclusion and Future Work 126

5.1 Ongoing and Future Work . . . . . . . . . . . . . . . . . . . . . . . . 126

5.1.1 Efficient Monitoring based on Analysis for System Safety Ver-

ification . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 126

5.1.2 Monitoring and Filtering Framework . . . . . . . . . . . . . . 134

5.1.3 Extended Stream Timing Joins . . . . . . . . . . . . . . . . . 135

5.2 Conclusion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 135

Bibliography 138

Vita 147

xii



List of Tables

3.1 Stream parameter settings . . . . . . . . . . . . . . . . . . . . . . . . 82

4.1 Experiment parameters . . . . . . . . . . . . . . . . . . . . . . . . . 119

xiii



List of Figures

1.1 A probabilistic monitoring system . . . . . . . . . . . . . . . . . . . 3

1.2 Uncertainty of event occurrence times . . . . . . . . . . . . . . . . . 4

1.3 Central Monitor, Edge Monitor, and Spmon . . . . . . . . . . . . . . 7

1.4 Time-varying gaussian pdf s and psr -based filters . . . . . . . . . . . 10

2.1 gt(.) with various κ (detection latency) settings . . . . . . . . . . . 33

2.2 gt(.) with various δ settings . . . . . . . . . . . . . . . . . . . . . . . 33

2.3 An example graph of probabilistic violation time offset . . . . . . . 34

2.4 An example of compilation . . . . . . . . . . . . . . . . . . . . . . . 38

2.5 An example of h-streams . . . . . . . . . . . . . . . . . . . . . . . . . 41

2.6 Event occurrence, detection, and arrival times . . . . . . . . . . . . 60

2.7 Wireless mesh network for process control . . . . . . . . . . . . . . . 64

3.1 An example graph for partitions . . . . . . . . . . . . . . . . . . . . 73

3.2 Updating the bounds of ge(Hi,Hj, 0) . . . . . . . . . . . . . . . . . . 77

3.3 Event monitoring architecture for Ptjoin . . . . . . . . . . . . . . . 79

3.4 The number of joined tuples and probings with various δ . . . . . . 83

xiv



3.5 The number of joined tuples and probings with various d (window

size) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 84

3.6 Performance with various δ . . . . . . . . . . . . . . . . . . . . . . . 85

3.7 Performance with various d (window size) . . . . . . . . . . . . . . . 85

3.8 Base with various λ (event rate) . . . . . . . . . . . . . . . . . . . . 86

3.9 PTJ1 with various λ (event rate) . . . . . . . . . . . . . . . . . . . . 87

3.10 Performance with different classes and δ . . . . . . . . . . . . . . . . 88

3.11 Performance with different classes and λ (event rate) . . . . . . . . 88

4.1 Spmon structure . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 95

4.2 Constrained graph for uniform data . . . . . . . . . . . . . . . . . . 100

4.3 Cases of overlapping formations . . . . . . . . . . . . . . . . . . . . 102

4.4 Weighted middle partition . . . . . . . . . . . . . . . . . . . . . . . 105

4.5 Constrained graph for gaussian data . . . . . . . . . . . . . . . . . . 107

4.6 psr for pcU . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 114

4.7 psr with respect to (cU , 0.2) . . . . . . . . . . . . . . . . . . . . . . 117

4.8 psr for σ part . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 119

4.9 Stream monitoring example . . . . . . . . . . . . . . . . . . . . . . . 120

4.10 msg with various settings . . . . . . . . . . . . . . . . . . . . . . . . 122

4.11 Adaptive weight . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 123

4.12 Multiple constraints . . . . . . . . . . . . . . . . . . . . . . . . . . . 125

5.1 Development Cycle (proposed in [64]) . . . . . . . . . . . . . . . . . 128

xv



Chapter 1

Introduction

1.1 Sensor-based Real-Time Monitoring Systems

Recent emergence of embedded sensor technologies has generated a demand for

new hardware/software architectures for monitoring real-time, high volume data

streams [5]. The requirements of these new architectures go beyond active databases

or reactive programs that monitor and react to external events in a control loop. To-

day’s sensor-based systems often must operate in harsh and far-flung environments,

where sensor operation might be subject to uncertainty with respect to the times-

tamp or data values that are continuously conveyed in data streams. In practice,

uncertainty is a common and key challenge in various domains of real-time event and

data stream processing such as environmental monitoring, process control, location-

based surveillance, RFID-enabled supply chain management [8, 10, 14, 13].

Uncertainty comes from such factors as measurement errors by sensing mech-

anism, natural limitation with respect to spatial/temporal tracking ranges, imper-

fectly synchronized clocks, or systematic errors in modeling unpredictable environ-
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ments, etc. For example, mobile sensors often are subject to a very limited power

budget and this may preclude the use of GPS and frequent clock synchronization

mechanisms; the cost of data capture such as visual images necessarily limit the

precision of detection time to within the time interval between successive video

samples. These restrictions render the accuracy in timestamping events variable

and not completely reliable. Similarly, data values of a physical attribute may be

estimated by confidence intervals depending on the statistical properties of its sens-

ing mechanism and surrounding environment, e.g., a temperature reading is simply

given by an interval between 80 and 82 with 99.9% confidence.

In this dissertation, we consider the issues of processing data streams for

which timestamp or data values are uncertain. In particular, we focus on moni-

toring the satisfaction/violation of constraints on the timing and evolving values

of data streams. Consider a monitoring system in process control where various

constraints need to be rigorously monitored for keeping all the control parameters

in safe and consistent states, e.g., there might be a constraint such that sensor read-

ings from nearby nodes in a chemical plant must be consistent in certain safe ranges.

Furthermore, upon a violation of such constraint appropriate recovery action may

need to be completed to satisfy a real-time constraint of tolerable violation time

duration. We term the former type of constraint imposed on current data values or

their relationship, value-based constraint and the latter type of constraint imposed

on temporal relationships of event occurrences, timing constraint. We consider any

state change that might result in a constraint violation and/or recovery action as

the occurrence of an event of significance.

To cope with uncertainty, we take a probabilistic approach: we represent the

2
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uncertainty in object trace data probabilistically and specify a minimum probability

requirement to each constraint that denotes the confidence level of its violation or

satisfaction. Figure 1.1 sketches our architecture for a constraint monitoring system

where data sources (i.e., sensor nodes) track real-world objects in unpredictable

environments via error-prone sensing mechanism and generate continuous streams

of object trace data, and a stream processor constantly processes these data streams

to keep the constraint results up-to-date. Our approach to the issues of this system

is focussed specifically on the type of constraints to be monitored: timing constraint

or value-based constraint.

The first part of this dissertation proposes a probabilistic monitoring model

that incorporates temporal uncertainty into an event-based timing monitor. In

Chapter 2, we first present a generic framework Ptmon (probabilistic timing mon-

itor) [61] for monitoring timing constraints and capturing the early detection of

their violation. Monitoring timing constraints over events has been recognized as

an important issue in the area of real-time systems [11, 29, 45, 33]. In general, a

timing constraint defines a lower or upper bound on the time difference between

the event occurrences of interest. Given a set of such timing constraints as a part

3
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of timing specification, an event monitor checks the constraints against an event

trace to detect their violation or satisfaction. In particular, detecting the violation

at the earliest time possible is desired since it allows users to take proper actions on

erroneous conditions in a timely manner [11, 45, 39].

Consider the following example illustrating an anomaly that arises when

events are correlated by using as input the time points at which the events are

detected from processing the data streams. This mode of event processing is said

to be by detection semantics. If the exact times of occurrence of the events are

known and are used as input, then we say that the mode of event processing is by

occurrence semantics. Unqualified use of the detection semantics can easily yield a

wrong answer where occurrence semantics is intended.

Example 1. Consider a constraint c stipulating that event e2 must occur within

60ms after the occurrence of event e1. Suppose that both sensors s1 and s2 have im-

perfect hardware that can incur errors in the timestamps that mark event detection.

Event e1 occurs at time=30 and event e2 occurs at time=150. However they are

detected and given timestamps equal to 70 and 120 respectively by sensors s1 and

s2, as shown in Figure 1.2. Notice that the constraint has indeed been violated and

should have been caught at time=90 but the violation is not detected in this case if

4



detection semantics applies.

As such, an event occurrence time may not be accurately known, but it is

often possible to represent it probabilistically by finding statistical properties of

individual sensing mechanisms via experiments and simulations [3].

By extending the run-time monitor models, temporal uncertainty was ad-

dressed in earlier work [46, 45] with the simplifying assumption that the occurrence

time of an event is uniformly distributed within a time interval [37]. There has also

been significant work from the database community to deal with the uncertainty

of time-varying objects in the context of probabilistic data and query execution

models [10, 13]. However, these models do not address the issue of correlating

the temporal relationship among data streams in order to determine whether cer-

tain timing constraint violation/satisfaction has occurred, which may in turn decide

whether the value of data attributes and occurrence times further down the data

stream are valid or not. We extend the problem of monitoring timing constraints

so as to cover a much broader class of models regarding timestamp uncertainty.

Based on the notion of probabilistic violation time, our framework provides a

systematic method for deriving the early detection of timing constraint violations.

We transform constraints between event occurrences into those between event de-

tections. We call such a transformed constraint a derived constraint, as opposed

to those that are explicitly given as a part of system specification. We also exploit

implicit constraints that can be inferred from a set of derived constraints in order to

monitor a constraint conjunction. An implicit constraint is considered necessary if

its violation can be detected earlier than any other constraints that will eventually

be violated. We note that the algorithm for identifying necessary implicit constraints

5



was first developed in the time point model [45]. Our framework distinguishes itself

from the past work (i.e., [29, 45, 44, 37, 43, 47]) in that it incorporates tempo-

ral uncertainty and is not limited to a specific probability distribution. Using the

proposed framework, we illustrate its applicability for different timestamp models.

The gaussian timestamp model can be used for various domains of monitoring data

streams where the physics of the noisy sensing mechanisms is well modelled. We

demonstrate that we can efficiently check the violation of timing constraints against

gaussian timestamps by exploring the graphs of probabilistic violation time with

respect to gaussian pdf (probability distribution function) parameters. In contrast,

the histogram timestamp model can be used when timestamp uncertainty is from

measurements only and may be represented by arbitrary probability distributions.

In this case, we show how to efficiently check the violation of timing constraints un-

der our framework. The framework allows the derivations to be done in a systematic

approach that can be followed like a recipe for other distributions. More specifically,

the framework leads to a timestamp-model-independent architectural layer that is

the core engine for conjunction compilation and run-time monitoring. Compiling

for some other distributions can thus be simplified as the implementation of the

function specified in Ptmon i.e., ge, pvt and pvw .

In Chapter 3, we also investigate a stream join operator Ptjoin (probabilistic

timing join) [47] of which join specification is based on temporal proximity as well

as temporal uncertainty. We show that the calculation of timing correlation shown

in Ptmon can be cast into a stream join operation that creates an output stream,

where each output tuple must satisfy the probability that the events in the join

specification occur together within a specified time interval. For efficiently checking

6
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Figure 1.3: Central Monitor, Edge Monitor, and Spmon

the Ptjoin condition upon event arrivals, we introduce the stream-partitioning

technique that delimits the probing range tightly. Ptjoin requires the detection of

timing constraint satisfaction, and so it can be seen as a dual problem of checking

timing constraint violations in Ptmon.

The second part of this dissertation addresses the problem of handling un-

certain data values and monitoring value-based constraints. This work is orthogonal

to that for accommodating uncertain timestamp values in event-based timing moni-

tors, which is covered by Ptmon and Ptjoin in the first part. As mentioned earlier,

a value-based constraint is in the form of range predicates on individual data values

or their relationships. In Chapter 4, we propose a new stream processing technique

Spmon (Similarity-based Probabilistic Monitoring) [58] which can incorporate un-

certainty in the monitoring of value-based constraints and reduce the amount of

data transmission from sensor nodes to a stream processor. More specifically, Sp-

mon considers the following problem: given a set of objects being tracked O, their

7



corresponding data streams capturing uncertainty of O in the form of time-varying

pdf s, and a set of user-specified value-based constraints C with confidence require-

ments, we want to monitor C over the data streams by updating the violation set

of C that contains all the violated constraints c ∈ C. Note that our approach can

be used for updating the satisfaction set that contains all the satisfied constraints

in C.

A straightforward approach, namely centralized monitor, is that upon detec-

tion of each change in value or each timestep, the data sources immediately transmit

new data to a stream processor, thus enabling it to keep the result of evaluating C

up-to-date. Figure 1.3(a) depicts the architecture of the centralized monitor. Two

snags can be seen in this approach. (1) Data sources may not be aware of the

constraints being monitored by a stream processor. Hence, this approach is likely

to increase the redundancy in data streams and thus rapidly depletes resources. In

principle, transmitting redundant or unnecessary data needs be suppressed to re-

duce the amount of communication, particularly when the underlying infrastructure

is constrained by energy supply and network bandwidth [52, 23]. (2) The redun-

dancy in data streams can aggravate the overall response time of the monitor by

possibly increasing the latency of data communication and aggregation, and sad-

dling a stream processor with more workload. Alternatively, we may consider the

edge monitor in Figure 1.3(b) where each data source locally monitors its own con-

straints and reports only their results, thus decentralizing the monitoring procedure

over autonomous data sources via a centralized process for local monitoring and

data replication plans. Although we might expect that this approach involves a

lower communication bandwidth, it does require a relatively high computational ca-

8



pacity for individual data sources. Moreover, monitoring constraints involving more

than a single data stream (e.g., monitoring the join relation on two objects for which

data values are captured by different remote sensor nodes) requires data replication

between data sources, which is often challenging in resource constrained environ-

ments. As such, both seemingly simple methods rely solely on either server-side

or source-side processing and both have limitations. Therefore, we take a different

approach to combine edge filters and a server-side monitor, and this is briefly illus-

trated in Figure 1.3(c); each data source monitors not user-specified constraints but

its filter, and a stream processor re-calculates the filter condition of data sources

upon the arrival of new data passing a filter.

In real-time databases, the consistency requirement of a transaction can be

relaxed in the sense that two different values of a database object are interchangeable

with respect to the transaction without incurring any undue effects if they are

similar [34, 7]. In general, two values of a database object are considered similar, if

their distance is within the deviation bound tolerance, and this is usually given by an

application designer as a part of the specification of the transactions referencing the

object. We adapt this notion of data similarity to the processing of uncertain data

streams. In doing so, we provide a systematic method to derive psr (probabilistic

similarity region) that specifies similarity relation on the pdf parameter space from

the semantics of given constraints.

Consider the example in Figure 1.4 (the detail is in Example 9-10 in Chap-

ter 4.1). We have a set of user-defined constraints over two objects o1 and o2 that

have the same type. Assume in this case the data values of o1 and o2 are given by

the gaussian distribution with different parameters, and accordingly each constraint

9
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Figure 1.4: Time-varying gaussian pdf s and psr -based filters

specification contains a given probability threshold. In figure(a), we have a pair of

gaussian distributions u and v that denote the estimate of o1 and o2 respectively

in timestep t1. As time progresses to the next timestep t2, we have new estimates

u′ and v′ for o1 and o2. Figure(b) depicts an example of psr as rectangles in the

2-dimensional (mean vs. standard deviation) space of gaussian pdf parameters. A

point in this space denotes a gaussian pdf. The gray (white) rectangle, the psr of

o1 (o2), depicts the area where any point (gaussian pdf ) is similar to u (v) with

respect to the given constraints. Notice that psr is not given by the user, but is

derived from the constraints. The derivation for psr will be shown in Chapter 4.

In figure(b), both estimates of o1 and o2 in timestep t2 are located within their

respective psr, ensuring that they do not affect the evaluation result of the given
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constraints, and so they do not have to be forwarded to the stream processor. As

such, psr is a major component that enables each of data sources to maintain its

own edge filter (in Figure 1.3(c)), by which the transmission of unnecessary data to

a stream processor is efficiently reduced.

While the computation of psr for a data object is performed by the stream

processor, the filtering of inconsequential new data can be done locally at the data

sources by having them maintain their own edge filters. As pointed out in [52, 50, 23],

it is often critical to reduce communication load where the underlying infrastruc-

ture is constrained in energy and network resources. In our approach, psr realizes

the construction of edge filters on probabilistic data, thus enabling suppression of

unnecessary data transmission.

Note that psr is different from the similarity relation of the past work (e.g.,

[34, 7]) in that (1) its domain is not exact numerical data but probabilistic data,

and (2) it is not based on explicit application-dependent thresholds, but is derived

from the constraint-based query specification. Spmon is beneficial in that a filter

is specified by simple predicates on pdf parameters so that checking itself is com-

putationally less expensive than monitoring original user-specified constraints, and

further locally done by a data source. More importantly, the suppression on data by

filtering not only save precious energy, communication, and computational resources

but favor a real-time task of stream processing. To demonstrate the applicability

of Spmon for gaussian distribution which is very common in modelling statistical

properties of noisy sensing mechanism, we show how to systematically update the

filter for individual objects. We pre-calculate and cache the information of violation

and satisfaction partitions for various confidence thresholds and efficiently compute
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psr at run-time using these cached partitions.

The last part of this dissertation discusses our ongoing research issues. We

first introduce the hybrid monitoring technique [64] for resource-critical control-

oriented embedded systems. We also describe some extended functionalities in Pt-

mon and Spmon: (1) a generalized framework for probabilistic monitoring and fil-

tering of uncertain data streams to cover various types of probability distributions,

and to meet real-time requirements of a monitoring task by using adaptive monitor-

ing technique and data prediction models, and (2) a new stream join operator that

handles the intersection of uncertain period data.

1.2 Related Work

1.2.1 Event-based Monitoring

Much work on event-based monitoring systems has been done in the area of real-

time systems and active databases. In [11], Chodrow et al. presented the run-time

monitor model where system specifications expressed as invariant assertions in real-

time logics are constantly checked against event occurrences. The model includes

a graph-based monitoring scheme for catching the violation of invariant assertions

during the execution of time critical applications. In [46, 45], Mok and Liu devised

this run-time monitor model to improve its performance by exploiting the shortest

path graphs which can be constructed at the compilation time and the implicit

constraints which can expedite the violation detection of timing constraints. The

compilation algorithm for deriving a constraint graph containing all the necessary

constraints and the run-time algorithm for monitoring the constraint graph against
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event occurrences were presented in [46] and the detail proofs for the correctness of

the algorithms were shown in [45]. This extended monitor model provides a distinct

advantage over the work by Chodrow et al. [11] in that it works in the complexity

O(n) at run-time where n is the number of time terms in a constraint in comparison

of the complexity O(n3) of [11].

Several composite event detectors e.g., [20, 19, 6] were proposed within trig-

ger systems of active databases, which enable databases to react to incoming events

or specific changes of database states. In general, composite event detectors have

similar specifications in the event-condition-action style; a trigger rule with event e,

condition c, and action a works as: upon the detection of e, c is evaluated against

the current database state, and if c holds, a is executed. On the contrary, they differ

in detection mechanism, for example, finite state automata in Ode [20], Petri-net

in SAMOS [19], event graphs in Sentinel [6]. While the event specification and de-

tection of the run-time monitor model above is based on event instances, that of

active databases is typically based on event types and event consumption policies

(e.g., parameter context [6]). Event consumption policies define semantics of event

composition by specifying which event instances should match the type-based argu-

ments in event operators and when they can expire. Owing to application-specific

properties of event consumption policies [43], active databases often become more re-

strictive in semantic clarity and extensibility of event operators than instance-based

models (e.g. [11, 46, 45]).
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1.2.2 Monitoring with Uncertainty

As utility of wireless and embedded sensor technologies grows, event-based moni-

toring has become fundamental to today’s sensor-based applications. Here, we list

some of recent studies incorporating uncertainty in processing continuous streams

of sensor data, which are most closely related to the issues discussed in this disser-

tation.

In [44], Mok et al. proposed two qualitative modalities, possibly and certainly

in the run-time monitor model [46, 45] in order to handle uncertain event times-

tamps where each timestamp value is bounded in a time interval. These modalities

allow users to specify their certainty requirement by either non-zero possibility or

100% possibility for monitoring timing constraints over time intervals. In [37], the

assumption of uniform distribution on time intervals was made and accordingly the

algorithm for calculating the satisfaction probability of a timing constraint of two

time intervals was presented. We generalize this uncertainty-aware monitor model

and provide a probabilistic framework Ptmon by which we can capture the viola-

tion of a timing constraint over uncertain event occurrences at early stages and we

can adapt the monitoring functionalities to a broader range of uncertainty models

in a lightweight procedure. The approximate but histogram-like representation in

the context of valid-time indeterminacy has been used to express the probability

of the temporal data precedence, termed ordering plausibility [16]. The valid-time

indeterminacy is conceptually compatible with the notion of temporal uncertainty

of Ptmon. However, the target domain of valid-time indeterminacy is not a sensor-

based monitoring system but a temporal database. In the former, queries are re-

peatedly evaluated over high volume of data streams, but in the latter, queries are
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once executed on temporal data, which are less frequently updated.

In recent years, various adaptive techniques in stream data management

have been proposed [30, 50, 52, 9, 2, 57]. In general, the tradeoff between the

quality of query results and the update frequency has been explored for achieving

either of two related goals: maximizing the precision of query results under the

resource limitation or minimizing the resource consumption while satisfying the

precision requirement. Particularly the work in [50, 52, 27, 9] can be categorized

as edge filtering on remote data sources. The edge filtering approach exploits the

specific query semantics (e.g., numerical aggregation queries with absolute precision

requirements [50], spatial range queries [27, 52], and entity-based queries [9]) for

efficient filter adaptation. In [27, 52], a safe region of objects being tracked is used for

efficiently monitoring spatial queries in the moving object database literature. A safe

region ensures the result of its associated spatial queries to remain unchanged as long

as a newly measured data value does not deviate from the safe region itself. While

none of these previous studies in edge filtering considered inherent uncertainty in

underlying data, our work Spmon specifically addresses the probabilistic models for

uncertain data together with the probabilistic semantics for constraint-based queries,

and concentrates on the efficient derivation of filter conditions for probabilistic data.

It is also important to note that we consider the probabilistic models only

for capturing the inherent imprecision in measurement data [8, 15, 24]. Such impre-

cision is generally incurred by error-prone sensing mechanisms independently from

the monitoring process. Thus our work differs from the approximate processing

(e.g., [50, 57]) that trades off the data quality for the query processing performance.

The notion of data similarity was originally introduced in the real-time
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database literature to cope with the dynamics of real-world objects in real-time

environments, inasmuch as their updates are often captured with uncertainty but

those uncertain values are acceptably referenced by real-time transactions in a cer-

tain context. Especially, this similarity notion has been explored for relaxing the

data consistency requirements [34] and representing the flexible query semantics in

distributed real-time databases [7]. Work in [34, 7] only handled the uncertainty by

deterministic error bounds without the consideration of probability distributions of

underlying data. Our work Spmon is conceptually related with [34, 7], but it adapts

the similarity to pdf parameter spaces and furthermore exploits the given constraint

semantics for the derivation of local constraints on the pdf parameters of individ-

ual objects. As we described earlier, temporal uncertainty in the run-time monitor

model was first treated quantitatively [44] and later probabilistically [37, 61]. This

line of work has focused on the monitoring of timing constraints and accordingly

handled the temporal uncertainty of event streams, but not accommodated the

value uncertainty of data attributes contained in events. Therefore, Spmon can be

considered complementary to this prior work.

Data streams are unbounded and thus a stream operation needs to be re-

stricted with respect to its valid scope on input data streams. One common way is

to specify a time duration d and constantly keep a sliding window [tcur - d, tcur] on

data streams where tcur is the current system time. Significant work on data stream

research has been based on this sliding window mechanism [31].

While uncertainty regarding the transmission delay between data acquisition

and arrival to the stream processor has been considered for the sliding window mech-

anism in [22, 56], the issue of uncertain timestamps was not addressed. Particularly,
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in [22], Hammad et al. introduced a sliding window join, so-called W-join, which can

handle the possible disorder and delay of data streams, given the assumption that

timestamp values of stream data are explicitly determined by remote data sources

with variable transmission capacity. This assumption is distinct from what typically

made in general stream join processing, that is, timestamp values of stream data

are implicitly consistent with their arrival time to a stream processor. Ptjoin can

be seen as one form of W-join operations, but its main concern is on the underlying

temporal uncertainty of event streams.

In the temporal database literature, many indexing structures for interval

data have been introduced. Efficient indexing structures are beneficial for imple-

menting temporal join operations if scanning the entire data stream is prohibitive

because of the database’s sheer size [17]. On the contrary, Ptjoin exploits statistical

properties of streams so as to improve the join performance and keep the necessary

index as simple. Indeed, in stream environments, a decision on selecting an index

structure should be made restrictively due to the high maintenance cost.
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Chapter 2

PTMON: Probabilistic Timing

Monitoring

This chapter provides a comprehensive approach to the problem of monitoring tim-

ing constraints over event streams for which the timestamp values are inherently

uncertain and so they can be only given probabilistically. We propose a generic

probabilistic framework Ptmon by which the early detection of the violation of

timing constraints is made possible. To do so, we provide a systemic method for

deriving a set of necessary constraints at compilation time, using the notion of prob-

abilistic violation time. The framework is formulated to be modular with respect

to the probability model on uncertain timestamp values so that its implementa-

tion can be extended for different application requirements. We demonstrate the

applicability of the framework with different timestamp models.
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2.1 A Probabilistic Framework for Monitoring Timing

Constraints

In this Chapter 2.1, we describe our framework for monitoring timing constraints

over event streams in probabilistic timestamp models.

2.1.1 Notations and Assumptions

A data stream A consists of a sequence of event occurrences (or simply, events)

{a1, a2, a3, . . .}. Events are detected by sensor nodes and transmitted to a data

stream processor.

Definition 1 (timing data). For an event ai, the timing data of ai, denoted by

ai.td, is a pair:

(ai.ts, ai.dt)

where ai.ts denotes the occurrence time of ai and ai.dt denotes the detection time

of ai.

Throughout this chapter, we make the following assumptions.

(1) The domain of time points is the set T P = R
+ + {0}.

(2) For any event ai, its occurrence time is given by a pdf (probability distribution

function) and its detection time is given by a time point. We shall use the term

probabilistic timestamp1 to denote the probabilistic characterization of the occur-

rence time of an event. The timestamp of ai is made available at its detection time.

Accordingly, we assume that ai.dt = ∞ holds and ai.ts is not defined during at any

time t < ti, if ai has been detected at time point ti.

1For simplicity, we use timestamp to mean probabilistic timestamp throughout this chapter.
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(3) The probability distributions associated with different event occurrences are in-

dependent of one another as in [16]. We emphasize that this assumption pertains

only to when within the time domain of its timestamp an event occurs, given that it

has been detected to occur within the time domain. The assumption is an assertion

about properties of the detection system, and not about the causes of the events

whose correlation is the subject of interest.

(4) If the degree of uncertainty of the occurrence time and the network delay of

events cannot be bounded, it is impossible to determine the violation or satisfaction

of a timing constraint. Henceforth, we consider only streams for which the tem-

poral uncertainty can be bounded. We use the term model parameter to denote a

parameter that applies as a bound for every event in a stream, to be detailed in

Chapter 2.2-2.3. We shall use M to denote a set of model parameters defined for

events and T DM to refer to the domain of timing data that satisfy all the parameters

in M.

Definition 2 (probabilistic timing relation, ge (≥) function). Given proba-

bilistic timestamps tsi, tsj and d ∈ R, we define the function ge as follows:

ge(tsi, tsj , d) = P (Xi + d ≥ Xj) =

∫

T P
Fj(t + d)fi(t)dt

where Xi and Xj are r.v. (random variable) on tsi and tsj respectively and Fj(t) =

P (Xj ≤ t) and fi(t) = P (Xi = t).

Note that timestamp arguments of the function ge above are each repre-

sented by their respective pdf in the definition. ge(.) is a basic function to define

the temporal relationship of two events. Most temporal operators in conventional

uncertain data models are formalized on top of such a temporal relationship.
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Definition 3 (timing constraint). Given timing constraint

c : T1 + d ≥ T2

where T1, T2 are the time terms corresponding to the occurrence time of events and

d ∈ R (following the notation in [45]), we define probabilistic (timing) constraint

in the form of

(c, δ)

where 0 < δ < 1 is the confidence threshold [37]. P (X1 + d ≥ X2) is known as

the satisfaction probability of c where X1 and X2 are r.v. associated with T1 and T2

respectively. Let spc = P (X1 +d ≥ X2). The satisfaction of (c, δ) occurs if spc ≥ δ;

likewise, the violation of (c, δ) occurs if spc < δ.

2.1.2 Monitoring Probabilistic Constraints

As illustrated in [45], one of the main problems of monitoring timing constraints

is to find the inspection time point for expediting the violation detection of timing

constraints. Consider timing constraint c: a1.ts + 120 ≥ a2.ts. This asserts that

the occurrence of a2 is within 120 time units (i.e., ms) after the occurrence of a1.

Suppose that a1 occurs at time 100 but a2 does not by that time. In this case, c is

imposed on the occurrence of a1 with respect to the occurrence of a2 at runtime. If

uncertainty is not considered, i.e., ts is a time point, we can set up a timer expiring

at time 220 to detect the violation of c. The state of c must be unknown until time

220 unless a2 occurs by that time. This earliest time at which we can certainly

detect the violation of timing constraints is known as earliest violation time [45].

Now consider probabilistic constraint pc: (c, δ) in our probabilistic timestamp

model. If both a1 and a2 are detected by time 100, it is possible to determine the
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violation or satisfaction of pc at no later than time 100 by calculating the satisfaction

probability of c, ge(a1.ts, a2.ts, 120). Like the previous example, suppose only a1 is

detected at time 100. In this case, owing to the absence of a specific timestamp of

a2, we cannot calculate the satisfaction probability of c until a2 is detected. With

a specific value of δ, however, it is only necessary to know whether the satisfaction

probability of c can exceed it or not in order to detect the violation of pc. Henceforth,

we consider the upper bound of the satisfaction probability of a timing constraint

and call the earliest time when it is impossible to meet the confidence threshold the

probabilistic violation time.

Definition 4 (pvt). Consider probabilistic constraint pc: (T1 + d ≥ T2, δ) and the

model parameter set M where T1 and T2 are time terms, d ∈ R, and 0 < δ < 1.

The probabilistic violation time of timestamp tsi is defined as follows:

pvt(tsi)|Mpc = max t s.t. ∃tsk ∈ S(t), ge(tsi, tsk, d) ≥ δ

where S(x) = {tsk|(tsk, dtk) ∈ T DM, dtk ≤ x}. Likewise, the probabilistic violation

time offset from time point tr is denoted by:

pvt(tsi, tr)|Mpc = pvt(tsi)|Mpc − tr.

Considering the domain set of possible timestamps where the detection time

is no later than some time point t, (denoted by S(t)), Definition 4 is meant to

capture the intuitive meaning of a probabilistic violation time. For example, given

probabilistic constraint pc: (a1.ts + d ≥ a2.ts, δ), the time point t1 = pvt(a1.ts)|Mpc

denotes the maximum possible time for the detection of a2 in order not to unavoid-

ably violate pc, provided a1.td, a2.td ∈ T DM. Put differently, t1 denotes the earliest

time at which we can detect the violation of pc during the period when a1 has been
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detected but a2 has not. It should be noted that in practice, S(t) is not finite; it is

introduced only for the purpose of definition and not for implementation.

Theorem 1 (constraint derivation). Consider probabilistic constraint pc: (ai.ts+

d ≥ aj.ts, δ) where ai.td, aj .td ∈ T DM. A constraint cc

ai.dt + pvt(ai.ts, ai.dt)|Mpc ≥ aj .dt (2.1)

is said to be a derived constraint of pc. Clearly, cc is violated at time point t iff

t ≥ max(ai.dt, ti) ∧ aj .dt > ti where ti=pvt(ai.ts)|Mpc . For a probabilistic constraint

pc and its derived constraint cc, we have

violation of cc⇒ violation of pc.

Proof. Let ti = pvt(ai.ts)|Mpc . According to Definition 4, we have ge(ai.ts, ak.ts, d) <

δ for all ak such that ak.td ∈ T DM and ak.dt > ti.

Based on the notion of probabilistic violation time, Theorem 1 derives cc,

a timing constraint that is specified by the relationship of event detection times

given by time points from pc. Notice that cc is also a necessary constraint for pc,

particularly useful for catching its violation as early as possible. Accordingly, pc can

be evaluated at time point t in the following way:






































satisfaction : if t ≥ max(ai.dt, aj .dt) ∧ spc ≥ δ

violation : if t ≥ max(ai.dt, aj .dt) ∧ spc < δ

: ∨ t ≥ max(ai.dt, ti) ∧ aj.dt > ti

unknown : otherwise,

where ti=pvt(ai.ts)|Mpc and spc=ge(ai.ts, aj .ts, d). The following algorithms encode

the monitoring method above particularly for detecting the violation of probabilistic
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constraint pc. Algorithm 1 is invoked upon either the detection of events or the

expiration of a timer at time point t. Note that the algorithms contain the function

calls to ge(.) and pvt(.) and their implementation is timestamp model dependent.

They will be presented in Chapter 2.2 and 2.3.

Algorithm 1 checkPC (pc, cc, t)

1: // pc : probabilistic constraint (ai.ts + d ≥ aj .ts, δ)
2: // cc : derived constraint of pc by Theorem 1
3: if checkTC (cc, t) = violation then
4: violationHandler (pc)
5: else if t ≥ max(ai.dt, aj .dt) ∧ δ > ge(ai.ts, aj .ts, d) then
6: violationHandler (pc)
7: end if

Algorithm 2 checkTC (cc, t)

1: // cc : ai.dt + pvt(ai.ts, ai.dt)|Mpc ≥ aj.dt
2: if t = ai.dt ∧ t < aj .dt {upon the detection of ai} then
3: // calculate probabilistic violation time offset
4: time offset o← pvt(ai.ts, t)|Mpc

5: if o > 0 {set the timer} then
6: set timer mcc at expiration time t + o
7: else
8: return violation
9: end if

10: else if the expiration time of mcc = t ∧ t < aj.dt {upon the timer expiration}
then

11: return violation
12: end if

2.1.3 Monitoring Constraint Conjunctions

Consider a conjunction of timing constraints:

c1 : a1.ts + 100 ≥ a2.ts and c2 : a2.ts− 90 ≥ a3.ts
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In case that uncertainty is not considered (i.e., time point model), we can find a

constraint c3: a1.ts + 10 ≥ a3.ts which makes it possible to detect the violation of

the conjunction early. For example, suppose a1 occurs at time 10 but neither a2

nor a3 occurs by time 20; then, c3 is violated at time 20 but neither of c1 nor c2

is violated at that time. Such a constraint being inferred from explicitly specified

constraints is known as an implicit constraint [45]. As such, monitoring implicit

constraints often expedites the violation detection. Now, consider a conjunction of

probabilistic constraints, (c1, 0.8) and (c2, 0.4). Finding implicit constraints, in this

case, is not as simple as that above since we need to consider uncertainty while

attempting to combine two constraints and to cancel the intermediate time term

being shared by the constraints.

Definition 5 (pvw). Consider probabilistic constraint pc: (T1 + d ≥ T2, δ) and the

model parameter set M where T1 and T2 are time terms, d ∈ R, and 0 < δ < 1.

The probabilistic violation window is defined by the time interval:

pvw |Mpc = [ min
(tsk ,dtk)∈T DM

pvt(tsk, dtk)|Mpc ,

max
(tsk,dtk)∈T DM

pvt(tsk, dtk)|Mpc ]

We denote the lower and the upper bound of probabilistic violation window v by lb(v)

and ub(v) respectively.

pvw |Mpc specifies the possible range of the probabilistic violation time offset

from the detection time of an event. Using this notion of probabilistic violation

window, we now present a way for inferring implicit constraints from a set of derived

constraints.
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Definition 6 (implicit constraint). Given a conjunction Cec of probabilistic con-

straints, let Cdc be the set of derived constraints obtained from Cec by Theorem 1.

We call a constraint ccl

ccl : ai.dt + pvt(ai.ts, ai.dt)|Mpci
+ Dl ≥ ak.dt (2.2)

an implicit constraint of Cdc if

cci : ai.dt + pvt(ai.ts, ai.dt)|Mpci
+ Di ≥ aj.dt

and

ccj : aj .dt + pvt(aj .ts, aj .dt)|Mpcj
+ Dj ≥ ak.dt

are derived constraints in Cdc or implicit constraints of Cdc where

Dl = Di + Dj + ub(pvw |Mpcj
)

and pci, pcj are probabilistic constraints in Cec. Note that for any cci that is a

derived constraint but not an implicit constraint, Di = 0 holds.

Since Dl ≥ Di + Dj + pvt(aj .ts, aj .dt)|Mpcj
necessarily holds for any aj.td, we

obtain

violation of ccl ⇒ violation of cci ∧ ccj ⇒ violation of Cec.

More specifically, the violation of cci ∧ ccj implies the same for at least one derived

constraint in Cdc, regardless whether cci and ccj are derived constraints or implicit

constraints, and this in turn leads to the violation of at least one probabilistic

constraint in Cec by Theorem 1.

Monitoring a conjunction Cec of probabilistic constraints requires a multi-

step compilation task: (1) transforming the probabilistic constraints in Cec to the
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corresponding derived constraints by using Theorem 1, (2) constructing a constraint

graph using the derived constraints, (3) adding edges to the constraint graph to in-

corporate the implicit constraints being generated according to Definition 6, (4)

eliminating unnecessary constraints. After completing this compilation task, we

obtain a necessary constraint set Cnc where each constraint is a derived constraint

or an implicit constraint for detecting the violation of Cec early. Each derived

constraint in Cnc and its paired probabilistic constraint in Cec can be monitored

together by Algorithm 1-2. Similarly, each implicit constraint in Cnc can be moni-

tored by Algorithm 2 with a simple modification: given an implicit constraint form

in Equation 2.2, the time offset in line 4 must be given by pvt(ai.ts, t)|Mpci
+ Dl.

Since derived constraints are in the form of timing constraints between event

detection time points, they can be readily converted into the constraint graph rep-

resentation in step (2). A constraint graph consists a set of vertices corresponding

to the event detection times and a set of edges being annotated by time difference

between the vertices. We denote such a constraint graph that contains all the de-

rived constraints and all the implicit constraints by Gdc. Gdc is obtained in step

(3). It is noteworthy that every path in Gdc containing at least one intermediate

vertex corresponds to an implicit constraint. In step (4), based on the constraint

compilation method introduced in [45], we prune any constraints that are redundant

in terms of their timeliness for possible violations. However, owing to the fact that

every edge in Gdc is annotated by not a constant but a function of the timestamp

on its starting vertex (recall that pvt(.) function is contained in both Equation 2.1

and 2.2), we cannot directly use the time point based technique of [45].

In the following, we introduce a modified pruning technique for our prob-
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abilistic model. Firstly, we prune every constraint that cannot possibly become a

shortest path of the vertex pair corresponding to the detection time pair of the

constraint. For any constraint ccl in the form of Equation 2.2, the lower and upper

bounds of its corresponding path length are given by

lb(pvw |Mpci
) + Dl and ub(pvw |Mpci

) + Dl (2.3)

respectively. From these bounds, we can prune a constraint whose lower bound is

longer than the upper bound of some other constraint that has the same vertex

pair. We denote a constraint graph that contains only the candidate shortest paths,

Gsc. Secondly, we prune from Gsc every implicit constraint that is inferred from a

constraint pair for which a violation must occur no later than that of the implicit

constraint itself.

Theorem 2 (pruning). Consider constraints cci, ccj , and their implicit constraint

ccl in Definition 6. If

ub(pvw |Mpci
) + Di ≤ 0 ∨ lb(pvw |Mpcj

) + Dj ≥ 0 (2.4)

then ccl can be pruned.

Proof. Given constraint c, let evt(c) be the earliest time at which c can be violated

and furthermore let ti = pvt(ai.ts)|Mpci
and tj = pvt(aj .ts)|Mpcj

. We shall show that

either cci or ccj must be violated no later than evt(ccl) if ccl is violated; therefore, ccl

is redundant and can be pruned. Consider the condition that ub(pvw |Mpci
) + Di ≤ 0

holds. In this case, we have

evt(ccl) = max(ai.dt, ti + Di + Dj + ub(pvw |Mpcj
)),

evt(cci) = ai.dt,

evt(ccj) = max(aj .dt, tj + Dj)
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regardless of the values of ai.ts and aj.ts. This is simply because we have evt(c) =

max(T1, T1+d) for any timing constraint c in the form: T1 +d ≥ T2. Now, suppose

ccl is violated at time evt(ccl), and so

ti + Di + Dj + ub(pvw |Mpcj
) < ak.dt. (2.5)

Since evt(ccl) ≥ evt(cci) = ai.dt necessarily holds, we conclude that cci must be

violated no later than time evt(ccl) if cci is violated. Similarly, let us consider the

other case where cci is not violated at time evt(ccl), i.e, ti + Di ≥ aj.dt. From

Equation 2.5, we obtain aj .dt + Dj + ub(pvw |Mpcj
) < ak.dt. Owing to the fact that

aj .dt + ub(pvw |pcj
) ≥ tj necessarily holds, we obtain tj + Dj < ak.dt, which implies

evt(ccl) ≥ evt(ccj). The proof for the other condition (i.e., lb(pvw |Mpcj
) + Dj ≥ 0) is

similar and is omitted.

2.2 Monitoring in Gaussian Timestamp Model

In Chapter 2.2, we describe the realization of the proposed framework in the gaus-

sian probability model. We consider timestamps that follow gaussian distribution

(namely, gaussian timestamp) and accordingly event streams with gaussian times-

tamps (namely, g-stream).

2.2.1 Gaussian Timestamp Model

For an event ai in g-stream A, we denote its gaussian timestamp by ai.ts = Gi:

(µi, σi) such that Xi ∼ N(µi, σ
2
i ) where Xi is r.v. on ai.ts. Thus, we have

P (Xi ≤ x) =

∫ x

−∞

1√
2πσi

exp(−(y − µi)
2

2σ2
i

)dy
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for Gi. Since no closed form solution exists for such an integral on gaussian distri-

bution, we use a well-known error function

Erf (x) =
2√
π

∫ x

0
exp(−y2)dy

and the standard normal distribution function and its inverse function

Φ(x) = P (z ≤ x) =
1

2
(1 + Erf (

x√
2
)), Φ−1(Φ(x)) = x (2.6)

where z ∼ N(0, 1).

To realize the framework in the gaussian model, we first define model pa-

rameters and then provide the methods for computing ge(.) and pvt(.) functions.

Definition 7 (Gaussian timestamp). The following model parameters M =

{ω, κ,D} are defined for the gaussian model.

(1) ω is the model parameter that denotes the degree of uncertainty on the occurrence

time of events, i.e., for any gaussian timestamp Gi: (µi, σi), 0 < σi ≤ ω holds.

(2) κ is the model parameter that denotes the detection latency of events, i.e., for

any event ai with Gi: (µi, σi), ai.dt = µi + κσi holds. We assume that κ > 0 holds.

(3) D is the model parameter that denotes the network transmission delay of events,

i.e., any event ai is transmitted to a stream processor by time ai.dt+D. D is needed

to ensure that events are processed in the order of their detection time and the expi-

ration of a timer is delayed until the time by which the processing of all the events

detected no later than the expiration time of the timer has been completed.

Accordingly, the domain of timing data in g-streams, T DM is represented as

{((µk, σk), dtk)|µk, dtk ∈ T P , 0 < σk ≤ ω, dtk = µk + κσk}.
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Throughout this Chapter 2.2, we shall suppose gaussian timestamps Gi:

(µi, σi), Gj : (µj , σj) and d ∈ R. Let us now consider the ge(.) function in Defi-

nition 2. By the linear transformation of gaussian distribution, we have

ge(Gi, Gj , d) = P (Xi + d−Xj ≥ 0) = 1− Φ(
µj − µi − d)
√

σ2
i + σ2

j

) (2.7)

where Xi and Xj are r.v. associated with Gi and Gj respectively.

Example 2. Consider c: a1.ts + 110 ≥ a2.ts and δ = 0.9 where a1.ts = G1:

(100, 8), and a2.ts = G2: (200, 6). We obtain ge(G1, G2, 110) = 1−Φ(200−100−110)√
82+62

)

= 1− Φ(−1) = 0.841 and thus (c, δ) is violated.

2.2.2 pvt in Gaussian Timestamp Model

In the following, we show how to compute pvt(.) in Definition 4 using the model

parameter set M = {ω, κ,D}. Consider probabilistic constraint pc in Theorem 1

and suppose pc is satisfied. Then, we have

ge(Gi, Gj , d) = 1− Φ(
µj − µi − d
√

σ2
i + σ2

j

) ≥ δ

by Equation 2.7 and subsequently have

Φ(
µj − µi − d
√

σ2
i + σ2

j

) ≤ 1− δ.

Due to the fact that Φ(x) < Φ(x + θ) necessarily holds for any x and θ > 0, we

obtain

µj − µi − d
√

σ2
i + σ2

j

≤ Φ−1(1− δ)

which is equivalent to

µj + κσj ≤ Φ−1(1− δ)
√

σ2
i + σ2

j + µi + d + κσj . (2.8)
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Let v = Φ−1(1 − δ). Notice that Equation 2.8 denotes the upper bound of the

detection time of aj that can satisfy pc. Recall that pvt(.) ensures the violation for

any timestamp being detected after that time, and that it is calculated without a

specific timestamp of aj . Hence, we denote the right-hand side of Equation 2.8 by

a function of x = σj,

gt(x)|κGi,d,δ = v
√

σ2
i + x2 + µi + d + κx (2.9)

where 0 < x ≤ ω. From Equation 2.9, considering all the possible values of σj, we

finally obtain the following equation:

pvt(Gi)|Mpc = max
0<x≤ω

gt(x)|κGi,d,δ (2.10)

We show examples of the graphs of gt(.) with various settings on κ (in Defi-

nition 7) and δ in Figure 2.1-2.2. In Figure 2.1, X-axis represents 0 < x = σj ≤ 50,

Y-axis represents 0 < κ ≤ 5, and Z-axis represents gt(x)|κGi,d,δ. And we set δ = 0.995,

Gi=(100, 8), and d=120. In Figure 2.2, X-axis represents 0 < x = σj ≤ 50, Y-axis

represents 0 < δ < 1, and Z-axis represents gt(x)|κGi,d,δ. And we set κ = 1.96,

Gi=(100, 8), and d=120.

In what follows, we explain how to find the maximum value of those graphs

for completing Equation 2.10.

First, consider the case when v ≥ 0 (equivalently, 0 < δ ≤ 1
2 ) holds. In this

case, gt(.) is a monotonic increasing function with respect to x = σj, and so we have

the following equation:

pvt(Gi)|Mpc = v
√

σ2
i + ω2 + µi + d + κω (2.11)

Second, consider the other case when v < 0 (equivalently 1
2 < δ < 1) holds. In this

case, the function gt(.) is not necessarily monotonically increasing, and so we find
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Figure 2.1: gt(.) with various κ (detection latency) settings
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Figure 2.2: gt(.) with various δ settings

the upper bound of gt(.) by computing its derivative

dgt(x)|κGi,d,δ

dx
= κ +

xv
√

σ2
i + x2

and a critical point,

x′ =
σiκ√

v2 − κ2
s.t.

dgt(x′)|κGi,d,δ

dx
= 0.

If x′ is within the possible range of σj , that is

0 < x′ ≤ ω which is rewritten as δ ≥ Φ(
κ

ω

√

ω2 + σ2
i ), (2.12)
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Figure 2.3: An example graph of probabilistic violation time offset

then we obtain the following equation:

pvt(Gi)|Mpc = gt(
σiκ√

v2 − κ2
)|κGi,d,δ (2.13)

Otherwise, x′ > ω, and we have Equation 2.11 since in this case gt(.) is a monotonic

increasing function in the range of σj.

Theorem 3 (Gaussian pvt). The probabilistic violation time, pvt(Gi)|Mpc in Defi-

nition 4 can be calculated in the gaussian model as follows:











v
√

ω2 + σ2
i + µi + d + κω : if δ < Φ( κ

ω

√

ω2 + σ2
i )

σi(κ
2−v2)√

v2−κ2
+ µi + d : otherwise,

where v = Φ−1(1− δ).

Proof. By Equation 2.11 and 2.12, we obtain the first formula for the case that

0 < δ < 1
2 = Φ(0) < Φ( κ

ω

√

ω2 + σ2
i ). Similarly, we obtain the second formula by

Equation 2.12 and 2.13.
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Example 3. Figure 2.3 shows the graph of probabilistic violation time offset

pvt(ai.ts, ai.dt)|Mpc where pc: (ai.ts + 120 ≥ aj.ts, δ), κ=1.96, and ω=50 are given.

In the figure, X-axis represents 0 < δ < 1, Y-axis represents 0 < σi ≤ ω, and Z-axis

represents probabilistic violation time offset. We find the derived constraint cc where

the time difference between the time terms is given by this time offset function of

ai.ts by Theorem 1 for a specific value of δ. For example, suppose δ = 0.8, ai is

detected at time 119.6 and its timestamp is given by Gi: (100, 10). Then, we obtain

δ = 0.8 < Φ( κ
ω

√

ω2 + σ2
i ) = 0.98 and accordingly, the time offset, pvt(ai.ts, ai.dt)|Mpc

= pvt(ai.ts)|Mpc − ai.dt = 155.5 by using the first formula in Theorem 3, as marked

in the graph. Hence, a deadline timer can be set to expire at time 275.1 for checking

the violation of cc upon the detection of ai as in Algorithm 2.

2.2.3 Computing pvw

As shown in Chapter 2.1.3, monitoring a constraint conjunction requires the calcu-

lation of probabilistic violation windows. Here we present the calculation for the

gaussian model.

Theorem 4 (Gaussian pvw). Consider a probabilistic violation window pvw |Mpc

in Definition 5 in the gaussian model. Let

g1(x) = v
√

x2 + ω2 − κx + d + κω,

g2(x) =
x(κ2 − v2)√
−κ2 + v2

− κx + d
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where v = Φ−1(1− δ). Then, pvw |Mpc is given by:























[g1(x
′),max(g1(0), g1(ω))] : if 0 < δ ≤ δ1,

[g1(ω), g1(0)] : if δ1 < δ ≤ δ2,

[min(g1(ω), g2(ω)),max(g1(0), g2(0))]: otherwise,

where x′ = κω√
−κ2+(Φ−1(δ))2

, δ1 = Φ(−
√

2κ), and δ2 = Φ(κ).

Proof. First, consider the case that 0 < δ ≤ 1
2 holds. Since

1

2
< Φ(κ) < Φ(

κ

ω

√

ω2 + σ2
i ) (2.14)

necessarily holds (due to κ > 0 in Definition 7), we have

g1(σi) = pvt(ai.ts, ai.dt)|Mpc where ai.ts = Gi : (µi, σi) (2.15)

according to the first formula in Theorem 3. Then, we have

dg1(x)

dx
= −κ +

vx√
ω2 + x2

and its critical point

x′ =
κω√

v2 − κ2
.

Since we have

x′ ≤ ω ⇒ Φ−1(1− δ) ≥
√

2κ⇒ δ ≤ Φ(−
√

2κ)

holds, we obtain

lb(pvw |Mpc ) = g1(x
′)

and

ub(pvw |Mpc ) = max(g1(0), g1(ω))

for the case that δ ≤ Φ(−
√

2κ) holds. Otherwise (equivalently, Φ(−
√

2κ) < δ ≤ 1
2)),

g1(x) is monotonic decreasing with respect to x.
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Second, consider the case 1
2 < δ ≤ Φ(κ). By Equation 2.14, we have Equa-

tion 2.15 and g1(x) is monotonic decreasing in the valid range of x as explained

previously.

Finally, consider the case Φ(κ) < δ < 1. As discussed in the if -condition

of Theorem 3, Equation 2.15 does not always hold in this case. Hence, we need

to find pvw |Mpc by comparing the lower and upper bounds of both g1(x) and g2(x).

As shown before, g1(x) is monotonic decreasing for the case δ > Φ(κ) > Φ(−
√

2κ).

Now consider g2(x). Since we have

δ > Φ(κ)⇒ Φ−1(δ) > κ⇒ Φ−1(1− δ) < −κ

holds, g2(x) is also monotonic decreasing in this case.

In Figure 2.4, we show an example set of derived and implicit constraints after

the compilation in the gaussian model. In figure(a) we have a graph representation

for 6 probabilistic constraints among the occurrences of 5 events and in figure(b) we

obtain a set of necessary derived/implicit constraints among the detection times of

the events being found via the compilation task in Chapter 2.1.3. Notice 3 implicit

constraint are inferred from the example conjunction of 6 probabilistic constraints,

but two of them can be pruned.

Example 4. In Figure 2.4, we illustrate an example set of derived and implicit con-

straints after compilation in the gaussian model with ω = 20, κ = 1.96. Figure 2.4(a)

illustrates the constraint graph representation of a conjunction of 6 probabilistic con-

straints over events a1-a5. An annotated triple (pci, d, δ) on each edge denotes a

probabilistic constraint between the pair of event occurrence times that correspond to

the starting/ending vertex in the constraint graph, e.g., pc1: (a1.ts+80 ≥ a2.ts, 0.6)
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Figure 2.4: An example of compilation

by the edge between a1 and a2. In Figure 2.4(b), derived constraints (by Theorem 1)

and implicit constraints (by Definition 6) are denoted by solid and dotted lines re-

spectively. An annotated pair on each edge denotes the lower and upper bounds of

the probabilistic violation time offset from the start vertex (Equation 2.3). Unlike

those in Figure 2.4(a) that correspond to the occurrence time of events, the vertices

correspond to the detection time of events. The implicit constraint covering the path
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a1, a3, a4, a5 is pruned because it cannot become a shortest path (since 103 > 97.7).

And the implicit constraint covering the path a3, a4, a5 is pruned by Theorem 2.

2.3 Monitoring in Histogram Timestamp Model

In Chapter 2.3, we show how to realize the framework for event streams with his-

togram timestamps [47], namely h-stream.

2.3.1 Histogram Timestamp Model

We use the symbol I to denote a time interval I = [t1, t2] where t1 and t2 are

time points such that t1 < t2. The following auxiliary functions are defined for

time intervals: lb(I) = t1, ub(I) = t2, x ∈ I iff lb(I) ≤ x ≤ ub(I), and I + x =

[lb(I) + x, ub(I) + x] for any x ∈ R. For a event ai in h-stream A, we denote its

histogram timestamp by

ai.ts = Hi : ((Ii1, pi1), (Ii2, pi2), . . . , (Iin, pin))

where (Iik, pik) is called the kth bucket such that P (Xi ∈ Iik) = pik and Xi is r.v.

on ai.ts. Every histogram timestamp Hi has the following properties:

(1)
∑n

k=1 pik = 1,

(2) ∀1 ≤ k < n, ub(Iik) = lb(Iik+1),

(3) ∀1 ≤ k ≤ n, the occurrence time is uniformly distributed over each Iik. Formally,

pdf is described by f(x) = pik

ub(Iik)−lb(Iik) if x ∈ Iik.

We have the following auxiliary functions:

(1) |Hi| = the number of buckets n,

(2) lb(Hi) = lb(Ii1),
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(3) ub(Hi) = ub(Ii|Hi|),

(4) len(Hi) = ub(Hi)− lb(Hi),

(5) Hi + x = ((Iik + x, pik))1≤k≤|Hi| for any x ∈ R. To realize the framework in the

histogram model, we first define the model parameters and then provide the method

for computing ge(.) and pvt(.) functions.

Definition 8 (Histogram timestamp). The following model parameters M =

{τ,H,D} are defined for the histogram model.

(1) τ is the model parameter that denotes the detection latency of events, i.e., for

any event ai, ai.dt = lb(Hi) + len(Hi)τ where Hi = ai.ts.

(2) H = {φ1, φ2, . . . , φn} is the model parameter that denotes the set of template

histograms2. More specifically, we assume that for every event, a stream processor

can determine its own histogram timestamp by shifting its associated template his-

togram that is a priori known. For example, suppose that event ai is detected at time

ti by a sensor node sl that is observed to empirically satisfy a probability distribution

represented by the template histogram φl ∈ H with respect to the detection latency

of its sensing modality. Then, upon the arrival of ai, a stream processor can capture

Hi = φl + (ti − lb(φl)− len(φl)τ) (2.16)

for the timestamp of ai. We may write Hi ≃ φl to denote such a relation of times-

tamp Hi and its template histogram φl.

(3) D is same as that in Definition 7.

2For clarity, the symbol φ is used to denote a template histogram that represents a pdf when the

the associated event is not named.
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Figure 2.5: An example of h-streams

Accordingly, the domain of timing data in h-streams is represented as

T DM = {(φk + t, dtk)|φk ∈ H, dtk ∈ T P, t ∈ R,

dtk = lb(φk) + t + len(φk)τ, t ≥ −lb(φk)}.

The following example illustrates how we can capture the histogram times-

tamp of an event by using the template histogram that models the detection latency

of the event. For clarity, we shall use the symbol φ to denote a template histogram

that represents a pdf when the the associated event is not named. Without loss of

generality, we assume that lb(φi) = 0 for all template histograms φi.

Example 5. Consider a stream A consisting of events from multiple sensor nodes

s1, s2, . . . , sn where a sensor node si is observed to empirically satisfy a probabil-

ity distribution represented by the template histogram φi = ((Ii1, pi1), . . . , (Iim, pim))

with respect to the detection latency of its sensing modality for i = 1, . . . , n. For

example, suppose the detection latency of s1 satisfies the distribution

((0, 10, 0.6), (10, 20, 0.3), (20, 40, 0.1)). Note that here a bucket may be written in a

triple without the inner brackets enclosing its time interval. So the template his-

togram of s1 is defined as φ1 = ((0, 20, 0.1), (20, 30, 0.3), (30, 40, 0.6)). In this case,

for an event aj that is detected at time tdet by s1, the data stream processor can

probabilistically approximate the occurrence time of aj by Hj = φ1 + tdet − ub(φ1).
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Figure 2.5 depicts three timestamps captured from two sensor nodes, i.e., s1 detects

two events a1 and a3 at time 60 and 210, and s2 detects an event a2 at time 110

where φ2 = ((0, 10, 0.15), (10, 20, 0.3), (20, 30, 0.4), (30, 40, 0.15)).

Here let us consider ge(.). Suppose we have histogram timestamps Hi, Hj

and let Xi, Xj be r.v. associated with Hi, Hj respectively. Then, ge(Hi,Hj, d) can

be expressed as
|Hi|
∑

u=1

|Hj |
∑

v=1

P (Xi + d ≥ Xj ,Xi ∈ Iiu,Xj ∈ Ijv) (2.17)

which sums up the probability contributions from all the possible interval pairs. In

order to compute Equation 2.17 efficiently, we use histogram adjustment [47].

Definition 9 (adjusted histogram). Let Ti=lb(Ii1),lb(Ii2),. . .,lb(Iin), ub(Iin) be

the list of the time points in Hi and let Tj = lb(Ij1), lb(Ij2),. . . ,lb(Ijm), ub(Ijm)

where n=|Hi| and m=|Hj|. By merging Ti and Tj in ascending order without rep-

etition of any equal time points, we obtain a list of time points t1 < t2 < . . . <

tl < tl+1 and construct the time intervals I1 = [t1, t2], . . . , Il = [tl, tl+1]. The his-

togram consisting of the buckets (I1, P (Xi ∈ I1)),. . . ,(Il, P (Xi ∈ Il)) will be called

the adjusted histogram of Hi and similarly the histogram consisting of the buckets

(I1, P (Xj ∈ I1)),. . . ,(Il, P (Xj ∈ Il)) will be called the adjusted histogram of Hj.

Given two histogram timestamps Hi and Hj, let H̃i = ((Iu, p̃iu))1≤u≤l and

H̃j = ((Iv, p̃jv))1≤v≤l be the adjusted histograms of Hi + d and Hj respectively,

where |H̃i| = |H̃j | = l. Then, we have [35, 47]

ge(Hi,Hj , d) =

l
∑

u=1

u−1
∑

v=1

p̃iup̃jv +
1

2

l
∑

u=1

p̃iup̃ju. (2.18)

Notice that the complexity of calculating ge(Hi,Hj, d) is O(|Hi|+ |Hj|). The time

required for shifting a histogram timestamp and acquiring the adjusted histograms
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is linear with respect to the number of buckets in the same way as merging two

sorted lists. Algorithm 3 implements Equation 2.18. As can be seen, its complexity

is also linear with respect to the number of buckets.

Algorithm 3 calGE (H̃i, H̃j)

1: cp← 0, prob← 0
2: for u = 1 to |H̃i| do
3: prob← prob + p̃iucp + 1

2 p̃iup̃ju

4: cp← cp + p̃ju

5: end for
6: return prob

2.3.2 pvt in Histogram Timestamp Model

In the following, we show how to compute pvt(.) with M = {τ,H,D}. Let us first

define the following function on a histogram pair:

ht(φi, φj , δ) = t s.t. ge(φi, φj , tj − t) = δ (2.19)

where t ∈ R and tj = lb(φj) + len(φj)τ . It is clear that for any d ∈ R, we have

ht(φi, φj , δ) + d = ht(φi + d, φj , δ). (2.20)

Let Tiu and Tjv be the list of the time points in φi and φj where u=1 . . . n + 1,

v=1 . . . m+1, n=|φi| and m=|φj | as in Definition 9. We use the term configuration to

denote a tuple (y1, y2, . . . , ym+1) where yk = 0 if Tjk < Ti1, yk = l if Til ≤ Tjk < Til+1

(1 ≤ l ≤ n), and yk = n + 1 if Tjk ≥ Tin+1 for k = 1, . . . ,m + 1. A straightforward

approach for computing ht(.) is to enumerate all possible configurations that pertain

to φi and φj+x by increasing x where lb(φi)−ub(φj) ≤ x ≤ ub(φi)−lb(φj) in order to

find the bounding configuration such that ge(φi, φj ,−x) = δ. For each configuration,

43



we compute the lower and upper bounds of ge(φi, φj ,−x). Let δ1 = ge(φi, φj , d) for

some d ∈ R and suppose 0 < δ1 < 1. Then the inequality

ge(φi, φj , d− θ) < δ1 < ge(φi, φj , d + θ) (2.21)

necessarily holds for any θ > 0 according to the formula in Definition 2. Therefore,

the bounds of ge(φi, φj ,−x) are achieved by calculating ge(φi, φj ,−x) with the

minimum and maximum possible values of x in a configuration.

In practice, we can find the configuration bounding δ efficiently by using

binary search, delimiting the range of x into

max(lb(φi)− tj, ti − ub(φj)) ≤ x ≤ min(ub(φi)− tj, ti − lb(φj))

where Xi, Xj are r.v. on φi, φj respectively, and ti, tj are the time points such

that P (Xi ≤ ti) = 1 − δ, P (Xj ≤ tj) = δ respectively. In particular, this method

efficiently prunes unnecessary configurations in case the number of buckets in his-

tograms is large. Once the configuration bounding δ is identified, we can formulate

the quadratic equation corresponding to ge(φi, φj ,−x) = δ in the configuration. Fi-

nally, we obtain ht(φi, φj , δ) = x+ lb(φj)+ len(φj)τ exactly by solving the quadratic

equation for x.

Theorem 5 (Histogram pvt). The probabilistic violation time, pvt(Hi)|Mpc in Def-

inition 4 can be calculated in the histogram model as follows:

max
φk∈H

ht(φl, φk, δ) + d + ti (2.22)

where Hi ≃ φl and ti = lb(Hi)− lb(φl).

Proof. Let t1=ht(φl, φh, δ)+d+ti and th = lb(φh)+len(φh)τ for a template histogram

φh ∈ H. Then, we have t1=ht(Hi + d, φh, δ) (by Equation 2.20) and subsequently

44



ge(Hi + d, φh, th − t1)=δ (by the definition in Equation 2.19). Now, consider a time

point t2 > t1. We have that ge(Hi+d, φh, th−t2) < δ necessarily holds for any t2 > t1

by Equation 2.21. Similarly, for any time point t3 ≤ t1, we have ge(Hi+d, φh, th−t3)

≥ δ. Thus, t1 is the maximum possible time for the detection of event aj in order

to satisfy pc in the case of aj.ts=Hj ≃ φh. So, we have the following inequality

aj.dt ≤ t1 = ht(φl, φh, δ) + d + lb(Hi)− lb(φl)

for satisfying pc. Obviously, pvt(.) must be calculated based on not a specific dis-

tribution but all the possible distributions for the timestamp of aj. By exploiting

the set of template histograms given, Equation 2.22 realizes the formula in Defini-

tion 4.

Notice that given H and a specific value of δ, we can pre-compute ht(φi, φj , δ)

for all pairs of template histograms φi, φj ∈ H so as to find the probabilistic violation

time for a histogram timestamp in constant time upon the arrival of events at

runtime.

Example 6. Consider the satisfaction time ht(H3,H2, 0.8) where H2 and H3 are

the histogram timestamps of a2 and a3 in Example 5. From ge(H3,H2,−90) = 0.925

and prob(H3,H2,−100) = 0.769, we obtain the bounding configuration (0, 1, 1, 2, 3)

for ge(H3,H2,−x) = 0.8 where 90 ≤ x < 100. Let y = lb(H2) + x = 70 + x and

H ′
2 = H2 + x = H2 + y − 70 for notational convenience, and we obtain the adjusted

histograms H̃3 = ((I1, 0), (I2, 0.005y−0.8), (I3 , 0.05), (I4,−0.005y+0.85), (I5 , 0.03y−

4.8), (I6,−0.03y+5.1), (I7, 0.06y−9.6), (I8 ,−0.06y+10.2)) and H̃ ′
2 = ((I1,−0.015y+

2.55), (I2, 0.015y− 2.4), (I3, 0.3), (I4,−0.04y +6.8), (I5, 0.04y +−6.4), (I6,−0.015y +

2.55), (I6, 0.015y−2.4), (I7 , 0)) of H3 and H ′
2 respectively where Ik = [y, 170], [170, y+
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10], [y + 10, y + 20], [y + 20, 190], [190, y + 30], [y + 30, 200], [200, y + 40], [y + 40, 210]

for k = 1, . . . , 8. Then we have

ge(H3,H
′
2, 0) =

8
∑

u=1

u−1
∑

v=1

p̃3up̃2v +
1

2

8
∑

u=1

p̃3up̃2u

= −0.0007625y2 + 0.236y − 17.315 = 0.8

where p̃3u and p̃2v denote the probabilities in H̃3 and H̃ ′
2. By solving the equation,

we have y = 168.59 and subsequently we have ht(H3,H2, 0.8) = x + ub(H2) =

y − lb(H2) + ub(H2) = 168.59 − 70 + 110 = 208.59.

2.3.3 Computing pvw

The following theorem shows how to calculate pvw in the histogram model.

Theorem 6 (Histogram pvw). Consider a probabilistic violation window pvw |Mpc

in Definition 5 in the histogram model. Let

h(H) = pvt(H)|Mpc − lb(H)− len(H)τ

for the histogram H. Then, pvw |Mpc in Definition 5 is given by

[ min
φk∈H

h(φk), max
φk∈H

h(φk)].

Proof. The proof should be obvious and is omitted.

2.4 Monitoring in Uniform Timestamp Model

The interval model in [37, 35] is a single bucket histogram (e.g., Hi : ((Ii1, 1.0)))

where the timing uncertainty is uniformly spread out within an interval. Due to the
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simplified assumption of the interval model, the computation required for checking

the temporal relationship of events can be much less complex than that of the

histogram model. Here we generalize the interval model by following the Ptmon

framework and removing the assumption (made in [37, 35]) such that an event

is detected only at the upper bound of its interval timestamp. We rather exploit

a model specifying the relationship between event occurrences and detections by

model parameters.

2.4.1 Uniform Timestamp Model

We use the symbol U to denote a uniform timestamp (or a single bucket histogram).

We call such an event stream with uniform timestamps u-stream. The auxiliary

functions defined for intervals are used in the same way for uniform timestamps:

lb(Ui) = i1, ub(Ui) = i2, len(Ui) = i2 − i1, Ui + x = [i1 + x, i2 + x] for Ui: [i1, i2]

and x ∈ R.

Definition 10 (Uniform timestamp). The following model parameters M =

{τ, π, ρ,D} are defined for the uniform model.

(1) τ is the detection latency parameter defined similarly as that in Definition 8,

i.e., for any event ai, ai.dt = lb(Ui) + len(Ui)τ where Ui = ai.ts. We assume that

1
2 ≤ τ ≤ 1 holds.

(2) π and ρ are the model parameters that denote the maximum and the minimum

length of uniform timestamps, i.e., ∀Ui, ρ ≤ len(Ui) ≤ π.

(3) D is the delay parameter defined same as that in Definition 7.

Accordingly, the domain of timing data in u-streams is represented as

T DM = {([i1, i2], dtk)|i1, i2, dtk ∈ T P , ρ ≤ i2 − i1 ≤ π, dtk = i1 + (i2 − i1)τ}.
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The ge(.) function for uniform timestamps is established based on the con-

figurations possibly made by two intervals. Note that the notion of configurations is

explained in Chapter 2.3.2. The six different cases in the below lemma correspond

to the configurations (2, 2), (0, 0), (1, 2), (1, 1), (0, 1), and (0, 2) respectively.3

Lemma 1. Given Ui = [i1, i2] and Uj: [j1, j2], we have

ge(Ui, Uj , d) =



































































0 : if i′2 ≤ j1,

1 : if j2 < i′1,

(i′
2
−j1)2

2(i′
2
−i′

1
)(j2−j1)

: if i′1 ≤ j1 < i′2 ∧ i′2 ≤ j2,

(2i′
2
−j1−j2)

2(i′
2
−i′

1
) : if i′1 ≤ j1 ∧ j2 < i′2,

1− (j2−i′
1
)2

2(i′
2
−i′

1
)(j2−j1)

: if j1 < i′1 ∧ i′1 ≤ j2 < i′2,

(i′
2
−2j1+i′

1
)

2(j2−j1)
: otherwise

where i′1 = i1 + d and i′2 = i2 + d.

Proof. Since the proof for non-overlapping intervals is straightforward, here let us

show the proof for the cases when Ui +d and Uj overlap. We can divide the timeline

on Ui + d into three subintervals: Ia where Ui + d definitely precedes Uj, Ib where

Ui + d and Uj intersect, and Ic where Ui + d definitely follows Uj .

Let us use Xi and Xj for r.v. on Ui + d and Uj. Consider the third case

(configuration (1, 2)). We find Ia and Ib but not Ic. Since there is no way to satisfy

Xj < Xi in Ia, we only need to consider the probability in Ib = [j1, i
′
2] such that

P (Xi ≥ Xj |Xi ∈ Ib,Xj ∈ Ib)(Xi ∈ Ib)(Xj ∈ Ib) =
P (Xi ∈ Ib)P (Xj ∈ Ib)

2
.

This is because we have

P (Xi ≥ Xj |Xi ∈ Ib,Xj ∈ Ib) =
1

len(Ib)2

∫ ub(Ib)

lb(Ib)
t− lb(Ib)dt =

(ub(Ib)− lb(Ib))
2

2 · len(Ib)2
=

1

2
.

3While in [37, 35] the configurations are notated by α, β, and γ, we uses the numbers to be
consistent with the histogram model.
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Owing to the uniform distribution on each time interval, the probability for subin-

tervals can be easily calculated by P (Xi ∈ Ib) = len(Ib)
len(Ui)

and P (Xj ∈ Ib) = len(Ib)
len(Uj)

.

Similarly let us consider the fourth case (configuration (1, 1)). In addition to the

probability in the overlapping interval Ib = [j1, j2], we need to add the probability

in the interval Ic = [j2, i
′
2] where Xi ≥ Xj always holds. We obtain that

P (Xi ∈ Ic)P (Xi ≥ Xj|Xi ∈ Ic) =
len(Ic)

len(Ui)
.

Then we sum the contribution from Ib and Ic, that is,
len(Uj)
2len(Ui)

+ len(Ic)
len(Ui)

. The other

cases can be similarly established. In particular, we can derive the formula for the

fifth case (the sixth case) from that of the third case (the fourth case) using the

inverse relation, i.e., P (Xi ≥ Xj) = 1− P (Xj ≥ Xi).

In the following, we show how to compute the uniform pvt(.) with the model

parameter set M = {τ, π, ρ,D} in Definition 10.

2.4.2 Maximum Probability with Different Configuration Cases

To get the uniform pvt(.), we first analyze the property of the ge(.) function in differ-

ent configurations. More specifically, we derive the upper bound of the ge(.) function

over time when Ui in the constraint calculation, e.g., ge(Ui, Uj , d), is resolved but

Uj is not.

Recall that we focus only on the case of 1
2 ≤ τ ≤ 1, as described in Defini-

tion 10. The other cases can be established similarly as the derivations introduced

here. It is obvious that we have Ui +d = [i1 +d, i2 +d] for any Ui: [i1, i2] and d ∈ R,

thus we assume d = 0 for simplicity. And we use a timestamp variable denoted by

t and l,

Ut : [t− τ l, t + (1− τ)l] (2.23)
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where t is the detection time of Ut and l is the length of Ut.

Configuration (1, 2) case. Given Ui: [i1, i2] and Ut (Equation 2.23), for the con-

figuration (1, 2), the ge(.) can be rewritten as the function of the length l of Ut by

using the corresponding third formula in Lemma 1:

sp(1,2)(l)|τUi,t
= ge([i1, i2], [t− τ l, t + (1− τ)l], 0) = −(i2 + lτ − t)2

2l(i1 − i2)
. (2.24)

The condition of the configuration (1, 2) regarding the valid range of l is given by

i1 ≤ t− τ l < l2 ∧ i2 ≤ t + (1− τ)l ⇒ max(
t− i2
τ − 1

,
t− i2

τ
) ≤ l ≤ t− i1

τ
. (2.25)

By calculating the the critical point (minimum point):

l′ =
i2 − t

τ
s.t.

dsp(1,2)(l
′)|τUi,t

dl
= 0,

and comparing it with the valid range of l, we have that

l′ =
i2 − t

τ
≤ max(

t− i2
τ − 1

,
t− i2

τ
) (2.26)

necessarily holds. It is because if t < i2, l′ ≤ t−i2
τ−1 holds (since 1

2 ≤ τ ≤ 1), and

otherwise (t ≥ i2), l′ ≤ t−i2
τ

holds.

Therefore, we have sp(1,2)(l)|τUi,t
increases with respect to l. Furthermore,

from the configuration condition in Equation 2.25, we have

i2 ≤ t + (1− τ)l ⇒ t ≥ i1 + i2
2

(2.27)

necessarily holds.

50



Configuration (1, 1) case. Similarly as Equation 2.24, using the corresponding

fourth formula in the Lemma 1, we get

sp(1,1)(l)|τUi,t
=

2(t− lτ − i2) + l

2(i1 − i2)
. (2.28)

The condition of the configuration (1, 1) regarding the valid range of l is given by

i1 ≤ t− τ l ∧ t + (1− τ)l < i2 ⇒ l ≤ min(
t− i1

τ
,
i2 − t

1− τ
). (2.29)

where i1 ≤ t ≤ i2. By differentiating Equation 2.28, we have

dsp(1,1)(t, l)|τUi,t

dl
=

1− 2τ

2(i1 − i2)
. (2.30)

Therefore, we have sp(1,1)(t)|τUi,l
increases with respect to l for τ > 1

2 while

it is a constant for τ = 1
2 .

Configuration (0, 1) case. Similarly as Equation 2.24, using the corresponding

fifth formula in the Lemma 1, we get

sp(0,1)(l)|τUi,t
= 1 +

(l + t− lτ − i1)
2

2l(i1 − i2)
. (2.31)

The condition of the configuration (0, 1) regarding the valid range of l is given by

t− τ l < i1 ∧ i1 ≤ t + (1− τ)l < i2 ⇒ max(
t− i1

τ
,
i1 − t

1− τ
) ≤ l <

i2 − t

1− τ
. (2.32)

And then we have the critical point (maximum point)

l′ =
t− i1
1− τ

s.t.
dsp(0,1)(l

′)|τUi,t

dl
= 0. (2.33)

Considering the configuration condition in Equation 2.32, we have

t− i1
τ
≤ l′ =

t− i1
1− τ

<
i2 − t

1− τ
⇒ t <

i2 + i1
2
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for τ 6= 1 and i1 ≤ t; likewise we have i2−t
1−τ
≤ l′ ⇒ i2+i1

2 ≤ t.

Therefore, we have sp(0,1)(l)|τUi,t
maximizes with l = l′ = t−i1

1−τ
if i1 ≤ t < i2+i1

2

and τ 6= 1 hold; it increases with along increasing l if i2+i1
2 ≤ t (or τ = 1) holds;

and it decreases if t < i1 (since in this last case, l′ < i1−t
1−τ

holds).

Configuration (0, 2) case. Similarly as Equation 2.24, using the corresponding

sixth formula in the Lemma 1, we get

sp(0,2)(l)|τUi,t
=

i1 + i2 − 2t + 2lτ

2l
. (2.34)

The condition of the configuration (0, 2) regarding the valid range of l is given by

t− τ l < i1 ∧ i2 ≤ t + (1− τ)l ⇒ i1 + t

τ
< l ≤ i2 − t

1− τ
. (2.35)

And then we have

dsp(0,2)(l)|τUi,t

dl
= − i1 + i2 − 2t

2l2
. (2.36)

Therefore we have sp(0,2)(l)|τUi,t
increases for i2+i1

2 < t, decreases for t < i2+i1
2 ,

and becomes a constant for t = i2+i1
2 .

From the above analysis results, we now show the relationship between the

configurations in terms of the upper bound of the ge(.) function.

From configuration (1, 1) to (0, 1). Given θ > 0 and lx = t−i1
τ

(which is the exact

l value between the configuration (1, 1) and (0, 1)), let

g(x) = sp(0,1)(lx + θ)|τUi,t
− sp(1,1)(lx)|τUi,t

. (2.37)

Then for t−i1
τ

+ θ < i2−t
1−τ

(for the configuration (0, 1)), we have

g(x) =
θ(θ(τ − 1)2 + (i1 − t)(2τ − 1))

2τ(i1 − i2)(θ − i1 + t)
> 0 (2.38)
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holds (for small 0 < θ and i1 < t, which are valid in this case). This implies that for

a specific time point t, ge(Ui, Ut, d) increases while the configuration changes from

(1, 1) to (0, 1) along with increasing l.

From configuration (0, 1) to (0, 2). Given θ > 0 and lx = i2−t
1−τ

(which is the exact

l value between the configuration (0, 1) and (0, 2)), let

g(x) = sp(0,2)(lx + θ)|τUi,t
− sp(0,1)(lx)|τUi,t

, (2.39)

and then we have g(x) = θ(i1+i2−2t)(τ−1)2

2(i2−t)(t−i2+θ(τ−1)) . Due to the fact of t < i2 given by

the condition of the configuration (0, 1) (and assuming small θ), we obtain that if

t < i1+i2
2 holds, g(x) < 0; otherwise, 0 ≤ g(x). This implies that for such time point

t < i1+i2
2 (or i1+i2

2 ≤ t), ge(Ui, Ut, d) decreases (or increases) while the configuration

changes from (0, 1) to (0, 2) along with increasing l.

From configuration (1, 1) to (1, 2). Similarly to the above case, let

g(x) = sp(1,2)(lx + θ)|τUi,t
− sp(1,1)(lx)|τUi,t

(2.40)

where lx = i2−t
1−τ

(which is the exact l value between the configuration (1, 1) and

(1, 2)). Then we have g(x) = θ((i2−t)(1−2τ)+d(τ−1)τ2)
2(i1−i2)(θ+i2−t−θτ) . Since t < i2 and τ ≥ 1

2 (and

assuming small θ), we have g(x) > 0 holds. This implies that for a specific time

point t, ge(Ui, Ut, d) increases while the configuration changes from (1, 1) to (1, 2)

along with increasing l.

From configuration (1, 2) to (0, 2). Let

g(x) = sp(0,2)(lx + θ)|τUi,t
− sp(1,2)(lx)|τUi,t

(2.41)
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where lx = t−i1
τ

(which is the exact l value between the configuration (1, 2) and

(0, 2)). Then we have g(x) = − θτ2(i1+i2−2t)
2(i1−t)(i1−t−θτ) . Since i1+i2

2 ≤ t holds by Equa-

tion 2.27 (and assuming small θ), we have 0 ≤ g(x) holds. This implies that for a

specific time point t, if i1+i2
2 < t holds, ge(Ui, Ut, d) increases while the configura-

tion changes from (1, 2) to (0, 2) along with increasing l. Note we have shown that

sp(0,2)(.) becomes a constant in case of t = i1+i2
2 .

The timeline partitions. So far we have shown how to calculate the upper bound

of ge(Ui, Ut, 0) with respect to the length variable l of Ut within each configuration,

and how the upper bound changes over different configurations by increasing l. By

this result, we have the following partitions over time regarding the upper bound.

(1) For t < i1, we have

ge(Ui, Ut, 0) > ge(Ui, U
′
t : [t− τ(l + θ), t2 = t + (1− τ)(l + θ)], 0) (2.42)

holds where 0 < θ if i1 < t2. It is because for any i1 ≤ k < t2, we have

P (X ′
t ≤ k) < P (Xi ≤ k) necessarily holds where X ′

t and Xi are r.v. on U ′
t and

Ut. Thus, the ge(.) decreases with increasing l in this case.

(2) For i1 ≤ t < i1+i2
2 , with increasing l (e.g., from 0), we have the configurations

(1, 1), (0, 1), and (0, 2) subsequently made by Ui and Ut. In this case, the ge(.) in-

creases during the configurations (1, 1) and (0, 1) until the maximum point l′ = x−i1
1−τ

in Equation 2.33 and then decreases along with increasing l during the configura-

tions (0, 1) and (0, 2).

(3) For t = i1+i2
2 , with increasing l, the ge(.) increases and then becomes a constant

when the configuration (0, 2) starts, that is, l = i2−t
1−τ

.

(4) For i1+i2
2 < t < i2, with increasing l, we have the configurations (1, 1), (0, 1) (or
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(1, 2)), and (0, 2) subsequently made by Ui and Ut. In this case, the ge(.) increases

throughout the configurations.

(5) For i2 ≤ t, we have

ge(Ui, Ut, 0) < ge(Ui, U
′
t : [t1 = t− τ(l + θ), t + (1− τ)(l + θ)], 0) (2.43)

where 0 < θ if t2 < i2. It is because for t1 < k < i2, we have P (Xi ≤ k) < P (X ′
t ≤ k)

necessarily holds where Xi and X ′
t are r.v. on Ui and U ′

t. Thus, the ge(.) increases

with increasing l in this case.

2.4.3 pvt in Uniform Timestamp Model

Based on the above time partitions, we derive the piecewise function that returns

the upper bound of ge(Ui, Ut, 0) for a time point t with the model parameter setM.

Recall that the model parameters ρ and π specify the possible length of timestamps.

The upper bound decreases with respect to t as long as Ui and Ut overlap

since for any overlapping pair of Ui and Uj , we have ge(Ui, Uj − θ, 0) > ge(Ui, Uj , 0)

must hold where θ > 0.

Lemma 2. Given Ui: [i1, i2] and Ut: [t − τ l, t + (1 − τ)l], the upper bound of

ge(Ui, Ut, 0) for a time point t regarding ρ ≤ l ≤ π is given by














































































1 : if t < v1 = i1 − (1− τ)ρ,

sp(0,1)(ρ)|τUi,t
: if v1 ≤ t < v2 = i1 + (1− τ)ρ,

sp(0,1)(
t−i1
1−τ

)|τUi,t
: if v2 ≤ t < min( i1+i2

2 , v3 = i1 + (1− τ)π),

sp(0,1)(π)|τUi,t
: if v3 < i1+i2

2 ∧ v3 ≤ t < v4 = i2 − (1− τ)π,

sp(0,2)(π)|τUi,t
: if max( i1+i2

2 , v4) ≤ t < v5 = i1 + τπ,

sp(1,2)(π)|τUi,t
: if v5 ≤ t < v6 = i2 + τπ,

0 : if v6 ≤ t.
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Proof. Due to non-overlapping cases, obviously we have the first and the seventh

formulas. Here we sketch the proof of the other cases by using the timeline partitions

described in Chapter 2.4.2.

For v1 ≤ t < i1: by the partitioned case (1), we have the maximum of

ge(Ui, Ut, 0) when l is minimized (l = ρ).

For i1 ≤ t < i1+i2
2 : by the partition (2), we have the maximum of ge(Ui, Ut, 0)

when l = l′ = t−i1
1−τ

, if

ρ ≤ l′ ≤ π ⇒ v2 = i1 + (1− τ)ρ ≤ t ≤ v3 = i1 + (1− τ)π (2.44)

holds. Thus for v2 ≤ t < min( i1+i2
2 , v3), we have the maximum, sp(0,1)(l

′)|τUi,t
. If

l′ < ρ, we have the maximum when l = ρ, since for l′ < t < i1+i2
2 , sp(0,1)(.) decreases

with respect to l. On the contrary, if π < l′, we have the maximum when l = π.

Combining these two cases v1 ≤ t < i1 and i1 ≤ t < i1+i2
2 above, we have

the third and the fourth formula. Notice that for any v1 < t < i1+i2
2 , there must be

such l value that makes the configuration (0, 1) (since 1
2 ≤ τ ≤ 1 and len(Ui) ≤ π).

For i1+i2
2 ≤ t: by the partitions (3)-(5), we have the maximum of ge(Ui, Ut, 0)

when l = π, as long as such l = π can make the configuration (0, 2). Since v4 =

i2− (1− τ)π ≤ t < v5 = i1 + τπ for the configuration (0, 2), we have the maximum,

sp(0,2)(π)|τUi,t
, which corresponds to the fifth formula, for max( i1+i2

2 , v4) ≤ t < v5.

For v5 ≤ t < v6, we have only the configuration (1, 2) that can be made with

l = π, where ge(.) increases with respect to l, thus obtaining the sixth formula.

By taking the inverse function form regarding a confidence threshold δ from

the above upper bound function, we can establish the pvt(.) function for the uniform

model.
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Theorem 7 (Uniform pvt). The probabilistic violation time, pvt(Ui)|Mpc in Defi-

nition 4 can be calculated in the uniform model as follows.

For 1
2 ≤ τ < 1, pvt(Ui)|Mpc =



















































i1 +
√

2ρ(i1 − i2)(δ − 1) + ρ(τ − 1) + d : if p1 = sp(0,1)(ρ)|τUi,v2
≤ δ < 1,

i1+i2+i1δ−i2δ−2i1τ
2−2τ

+ d : if p2 = sp(0,1)(
t′−i1
1−τ

)|τUi,t′
≤ δ < p1,

i1 +
√

2π(i1 − i2)(δ − 1) + π(τ − 1) + d : if v3 < i1+i2
2 ∧ p′2 = sp(0,1)(π)|τUi,v4

≤ δ < p2,

i1+i2+2π(τ−δ)
2 + d : if p3 = sp(0,2)(π)|τUi,v5

≤ δ < p′,

i2 −
√

2δπ(i2 − i1) + πτ + d : if 0 < δ < p3

where v2 ∼ v5 are given in Lemma 2, t′ = min( i1+i2
2 , v3), and p′ = p′2 if v3 < i1+i2

2 ;

otherwise, p′ = p2. For τ = 1, the first three formulas above are combined into

i1 +
√

2π(i1 − i2)(δ − 1) + π(τ − 1) + d : if p′2 = sp(0,1)(π)|τUi,v4
≤ δ < 1.

Proof. By taking the inverse function of the second formula in Lemma 2, that is,

by rearranging the formula using t′ such that sp(0,1)(ρ)|τUi,t′
= δ, we have the first

formula in this theorem. The valid range of δ is calculated using the range values of

the corresponding second case in the lemma. The other formulas are found in the

same way.

2.5 Realizing the Potential of Monitoring Uncertain Event

Streams

The issue of temporal uncertainty is a common and challenging problem in many

embedded applications. Temporal uncertainty comes from the inherent restrictions

in the underlying sensing layer, such as the temporal/spatial limitations of sam-

pling, inaccurate clocks and unpredictable network latency. Although events occur
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instantaneously (dense time) in the physical world, event occurrence often cannot be

assigned a precise time owing to the above limitations. Not surprisingly, a central-

ized processing architecture for correlating event streams from remote data sources

does not alleviate such the uncertainty in event timestamps.

While the physical system properties depend on event occurrence times, event

processing acts on event detection and notification time values. We have shown

that given a probability model of the temporal distance from event occurrence to

event detection, timing constraints based on event occurrence can be transformed

to those based on event detection. This transformation enables the early detection

of timing constraint violations. Let us illustrate this with an example. Consider a

campus surveillance system that tracks the locations of professors in real time by

taking images periodically of the faculty parking lot. Consider a punctual professor

who usually walks to his office from the parking lot within 3 minutes of arriving

at the parking lot. The professor has a student who will immediately launch a

search if the professor is late in showing up at his office. In this case, the safety

assertion for the professor not to become missing may be represented by a timing

constraint that defines a temporal relationship over a pair of events. We say that

the events at parking lot and at office occur when the professor enters respectively

the parking lot and his office. The safety assertion that the professor is not missing

can be expressed by a deadline timing constraint c that specifies an upper bound

of 3 minutes on the time interval between the at parking lot and at office events.

Suppose that one day the professor’s car is captured by a camera in the parking lot

at time 9:10 and later the professor logs-in the office computer at time 9:14. Here we

introduce some temporal uncertainty by assuming that the parking lot camera takes
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pictures of the parking at one-minute intervals and that the professor logs in on his

computer at most within 2 minutes after he enters his office. Accordingly, we may

represent the timestamps of the corresponding at parking lot and at office events

respectively by the time intervals I1 : [9 : 09, 9 : 10] and I2 : [9 : 12, 9 : 14]. We

may also specify probabilistically the distribution of the actual time of occurrence

of the two events in the respective intervals. Let us use X1 and X2 to denote r.v.

on I1 and I2. If we assume a uniform distribution, we can compute the satisfaction

probability of the timing constraint c, P (X1 + 3 ≥ X2) = 0.25. The detection of

a probable timing constraint violation presupposes a confidence threshold in the

satisfaction probability of the constraint. With respect to a confidence threshold, it

is possible to calculate a violation detection time after which the constraint cannot

be met with a probability no lower than the threshold. We have shown how this

can be done efficiently by pre-computing a function of the maximum satisfaction

probability with respect to time and the uncertainty model of the timestamp. In

the above example, consider a probabilistic constraint pc : (c, 0.75) where 0.75 is the

threshold. In this case, the violation detection time is t = 9 : 13 for the constraint

pc, since P (X1 + 3 ≥ [t − 2, t]) = 0.75 and P (X1 + 3 ≥ [t + θ − 2, t + θ]) < 0.75

necessarily holds for any θ > 0. Hence, the violation of pc can be declared unless pc

is satisfied by time 9:13.

Given that the sensor has detected an event, the probability distribution

characterizes the uncertainty in the exact time of event occurrence as allowed by

the sensor. In general, the mathematical derivation of the violation detection time

formulae is dependent on the probability distribution specific to the sensor; Ptmon

in this chapter provides a customizable solution. In the following, we discuss how
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Figure 2.6: Event occurrence, detection, and arrival times

we can exploit the monitoring technique of Ptmon for real-world applications. In

particular, we discuss complications where the uncertainty related to detecting,

timestamping and transmitting events together renders the realization of general

monitoring functions problematic.

Figure 2.6 depicts the relationship of event occurrence, detection, and ar-

rival times. An event occurring at tocc, is detected/timestamped at tdet, and then

a notification is sent to a monitoring processor that receives it at time tarv. As

we have discussed earlier, imperfect sensing (such as sampling error) and other in-

frastructure limitations (such as clock synchronization) may render the accuracy of

detection less than 100% reliable. Thus, the timestamp of an event is an estimate

of tocc. In practice, a pdf may be acquired by understanding the statistical prop-

erties of the sensing and timestamping operations, the distribution on the interval

tdet − tocc via experiments. Similarly, the event transmission delay tarv − tdet may

not be deterministically given but its distribution may be obtainable empirically. In

addressing the problem of timestamp uncertainty, it is possible to simplify the prob-

lem of event transmission delays by relying on the event buffering method with the

assumption that the upper bound of the delay is known. This approach is justified

when the uncertainty of event transmission delays is relatively negligible, compared

to that of event timestamps.
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Data sources in embedded applications (i.e., sensors) are normally located

in remote field locations but monitoring applications often run on in host server.

Yet many sensor networks cannot provide reliable guarantees on transmission de-

lays, except certain real-time networks such as fieldbus in industrial process control.

Furthermore, event transmission delays may have to include more than the latency

of underlying networks, e.g., polling intervals in case that the monitoring processor

periodically polls data sources to retrieve events of interest. For monitoring timing

constraints that define the temporal relationship of event occurrences, event buffer-

ing is commonly used to ensure that events remotely generated are processed in

their temporal order, and the expiration of a timer catching the violation of timing

constraints is delayed until the monitoring processor has completed the processing

of all the events that are detected up to the timer’s expiration. Whereas event

buffering is necessary for detecting timing constraint violations that are conditioned

on the non-occurrence of certain events, this implementation technique incurs addi-

tional delay in processing events, thus leaving less time to recover from the detected

constraint violations. In our previous example, suppose that it takes no more than

∆ time to deliver the events, e.g., the professor’s login record is periodically updated

to the monitoring host. Then, the violation of pc could not have been ascertained

before time 9 : 13 + ∆. In such situations, a customer might want to have more

fine-grained control on the responsiveness of the event monitor so as to provide flexi-

bility in scheduling reactions to the events. This could be achieved in a probabilistic

framework, similar to what we have done for addressing the timestamp uncertainty.

Rather than conservatively taking the upper bound of the delays, we could calculate

the minimum duration required for ascertaining constraint violations according to
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a user-specific tolerance on false positives in constraint violation detection.

Here we discuss three real-life applications that can benefit from the frame-

work [60]: real-time baggage tracking, Internet applications, and wireless process

control.

Real-time baggage tracking. RFID technology and sensor networks are paving

a way to efficiently, economically track physical objects in various business domains.

The use of RFID technology for baggage tracking systems in airports is one exam-

ple. While the traditional baggage tracking systems in use today are limited in

their tracking range in that they can neither update the location of a passenger’s

bag continually nor access it quickly, RFID-enabled baggage tracking systems make

it possible to easily locate a passenger’s bag, thus providing the better tracking vis-

ibility, and eventually lowering the number of mishandled bags and the operational

cost. Event timing monitors can be used in RFID-enabled baggage tracking systems

as follows. Here the location update operations of a passenger’s bag by RFID tag

readings are the events of interest. Once a passenger’s bag is checked in, the latest

time for it to be on the plane is looked up. Then, for each RFID reader along the

path of the bag, the latest time by which the bag must be spotted passing by the

corresponding RFID reader is calculated. If any of the RFID events that detect

the bag does not occur in time, an alarm will be triggered. In order to realize this

tracking functionality, however, we must carefully address the temporal uncertainty

that comprises the inaccuracy from today’s error-prone RFID technology and the

variable delays caused not only by the transmission of raw RFID readings to the

central control system but by the processing required to transform the raw data into
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meaningful application data through several data cleaning steps.

Internet applications. Net neutrality means no special treatment for any packet.

With many packets competing for routing resources on the Internet at any given

time, the network delay for a stream of data is highly variable and randomly dis-

tributed. It seems hopeless to bring real-time guarantees into the equation. How-

ever, probabilistic event monitoring could help in this direction. Given empirically

studied probabilistic models on network delays, event timing monitors such as Pt-

mon can be applied to Internet-based applications e.g., remote monitoring, online

multimedia downloading, teleconference, etc. For example, we can monitor the syn-

chronization of video and audio streams at the receiving end or monitor different

data packets within the same media stream. In doing so, the distribution function

for network delays can be used to calculate the pattern of out-of-order packets and

derive appropriate monitoring constraints.

Wireless process control. In industrial process control systems, both process

data and control data are generated and acted upon deterministically, usually pe-

riodically as well. The goal of this design, of course, is to minimize or eliminate

unpredictability. Put differently, unlike our interest in uncertainty, if the event

timestamp is not precise or not transmitted deterministically, the system configu-

ration is considered not properly working and so needs to be improved. For this

reason, typically real-time networks such as fieldbus are used. Meanwhile, the bene-

fit of wireless technology brings wireless network into the process control field. While

initially we only see wireless for non-critical part of the plant control, it is inevitable
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Figure 2.7: Wireless mesh network for process control

that process control over wireless, as depicted in Figure 2.7, will be required [55].

The inherent unreliability of wireless gives us new challenges. And the probabilistic

nature of transmission delays between two wireless nodes provides an appropriate

field to apply our study.

None of the current wireless standards or systems fits exactly the process

control requirements. Under the auspices of the ISA (Instrumentation, Systems,

and Automation Society), work is progressing in drafting new wireless standards for

this industry. It is reasonable that synchronization and multi-path will be included

in any new standards. Synchronization enables precise timestamping of sensor data.

To address the problem of wireless over process control, we need multi-path to

guarantee data delivery; but it also leads to variable data transmission delays. Jitter

in data transmission already exists and is manageable in non-wireless process control.

When it becomes significant in wireless process control, however, new techniques for

tackling it must be developed. One benefit of wireless for process control is that

more data can be collected and more aspects of process control become possible.

Correlations of different data streams could be formulated into timing constraints.
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For example, a jump in upstream pressure will be reflected in a jump in downstream

pressure. What we have at the controller are a set of streaming data coming from

the wireless sensors. While the data is timestamped, the controller will receive

them with variable delays. The controller can check the timing constraints using

the probabilistic monitoring technique of Ptmon.

2.6 Summary

In this chapter, we have addressed the issue of temporal uncertainty in monitoring

timing constraints over events. Our approach is innovative in that it incorporates

the uncertainty of the difference between event occurrences and detections and it

provides a general framework for expediting the detection of timing constraint vio-

lations under the given different probabilistic models for the uncertainty.

In order to demonstrate the power of our framework, we have showed how

to derive the monitoring functionalities within the framework for gaussian, uniform,

and histogram distributions. As has been shown in Chapter 2.1, the framework

works as the timestamp-model-independent architectural layer for the monitoring

problem. To incorporate some other distributions (e.g., besides gaussian, histogram,

and uniform) in the framework, therefore, the appropriate implementation of the

functions ge, pvt and pvw is only needed. Note that the framework can be extended

by integrating a control mechanism for the degree of event timing uncertainty so

as to gain the flexibility between resource usages and event accuracy. For example,

given some latency requirement of a monitoring system, sensing and communication

by a set of wireless sensor devices can be enabled or disabled adaptively to trade

off resource consumption for the detection latency. When and how long a sensor or
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communicator node is disabled will obviously impact the temporal uncertainty of

the sensor data stream.
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Chapter 3

PTJOIN: Probabilistic Timing

Join

This chapter addresses the problem of processing event-timing join queries over

event streams where the uncertainty in the values of the timestamps is characteri-

zable by histograms. We describe a stream-partitioning technique for checking the

satisfaction of a probabilistic timing constraint upon event arrivals in a systematic

way in order to delimit the “probing range” in event streams. This technique can be

formalized as a probabilistic timing join Ptjoin operator where the join condition

is specified by a time window and a confidence threshold in our model. We present

efficient Ptjoin algorithms that tightly delimit the probing range and efficiently

invalidate events in event streams.
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3.1 Event Timing Join

In this chapter, we show that the calculation of timing correlation can be cast into

the problem of performing a join operation that creates an output stream, where

each output tuple must satisfy the probability that the events in the join specification

occur together within a specified time interval. We refer to this class of band joins

over streams with temporal uncertainty as Ptjoin.

Example 7. Consider a set of sensor nodes that are spread densely in a surveillance

region where the detection latency of a suspicious activity by an intruder in the

region is probabilistically known according to specific sensor settings (i.e., sensing

modalities, power level, hardware mechanisms) and environmental conditions (i.e.,

variations on terrain and weather) via experiments [3]. To make a more accurate

hypothesis on possible intrusions, events from different modalities and nearby sensor

nodes can be joined based on their temporal proximity, that is, “if the probability that

acoustic and seismic sensor events occur within, say, 2000ms exceeds the confidence

threshold 0.6, then raise alarm for possible intrusion.” To adjust the false alarm

rate, this threshold must be updated efficiently.

The above example specifies a join calculation that is predicated on tempo-

ral proximity. A confidence threshold is embedded in a join condition to denote

the uncertainty of the temporal correlation. A SQL-style query representation for

Example 7 takes the following form:

select * from SEISMIC A, ACOUSTIC B

where WINDOW(A, B) = 2000 with THRESHOLD 0.6

The join condition of Ptjoin above is specified by two parameters, the time window

d = 2000 and the confidence threshold δ = 0.6. In general, we shall denote such a
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join condition by jc: (d, δ); event ai in stream A and event bj in stream B qualify

jc iff P (Xi + d ≥ Xj ∧Xj + d ≥ Xi) ≥ δ holds where Xi and Xj are r.v. associated

with ai.ts and bj.ts respectively. Note that the case of using a uniform distribution

over time intervals has been studied in interval timing join [36]. For providing a

more generalized and flexible expression, we use the histogram timestamp model

introduced in Chapter 2.3.1.

A straightforward method to perform Ptjoin is as follows. Upon a new event

arrival in stream A (or B), first retrieve all events in stream B (or A) and then keep

evaluating the join condition with each of the possible event pairs. The evaluation

of the join condition may require performing the task of histogram adjustment to

check the temporal relationship between two events. Three problems arise with this

approach. First, how can we tightly delimit the set of event pairs being probed

upon an event arrival? Second, how can we efficiently evaluate the join condition

for an event pair? Third, how can we effectively manage stream buffers? Based on

the nested loop join model for sliding time windows [31], we investigate the stream

partitioning technique that tightly identifies the probing range for an arriving event

by parameterizing the uncertain temporal properties of streams and keeping events

in the temporal order. In particular, we show for an event arrival, how to partition

a temporally ordered event stream by finding minimum/maximum time points that

satisfy timing constraints associated to a join condition in a systematic way so

that we can optimize Ptjoin calculation with the necessary probing range. It

is possible to keep such a temporal order in streams without incurring significant

overheads owing to the fact that events normally arrive in ascending order of their

occurrence times [56]. The partitioning allows us to prune unnecessary join tests
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and furthermore derive the tightest sliding time window over a stream, rendering

the events outside the sliding time window obsolete.

As described in Chapter 2.1.1, we consider only streams where the temporal

uncertainty of all the events can be bounded and specified by their model parameters.

It is because without the specification by the model parameters (in Definition 8), we

cannot confine the probing range to within a finite interval. Note that for specifying

the properties of multiple streams being involved in join operations, we especially

notate a model parameter m for stream A by mA , e.g., HA for the template his-

togram set of stream A. In addition to the model parameters previously given in

Definition 8 for the histogram model, we use the following parameter, similarly to

Definition 10 (2) of the uniform model.

Definition 11 (max length of timestamps). πA is a model parameter that de-

notes the maximum length of template histograms that can occur in stream A, i.e.,

∀φi ∈ HA, len(φi) ≤ πA holds.

In the following, we restrict our discussion to the cases where (1) the model

parameters in Definition 8 and 11 are known a priori as part of system specification,

and (2) the time window size d in Ptjoin queries is relatively large such that

d ≥ max(πA, πB) holds.1 In particular, with such d values, the evaluation of the

join condition jc in Ptjoin transforms to that of its associated probabilistic timing

constraint: (ai.ts+d ≥ bj .ts, δ) or (bj .ts+d ≥ ai.ts, δ) for a pair of events ai and bj .

Notice that we can check a probabilistic timing constraint such as (ai.ts+d ≥ bj .ts, δ)

by calculating ge(Hi,Hj, d) as explained in Chapter 2.3.

1Note that π used in Chapter 2.4 has the same meaning of the maximum length for uniform
timestamps, but in this chapter we use this symbol for the histogram model.

70



For notational convenience, we shall assume (1) ai.ts = Hi and bj.ts = Hj

for events ai and bj . Moreover, we shall assume (2) the availability of max-time

sorted streams, for which stream buffers are set up to contain events in ascending

order of their maximum possible occurrence times, that is, ub(Hi) for any event ai,

and (3) τ = 1, noting that ub(Hi) = ai.dt for any event ai, unless stated otherwise.

Lemma 3. Consider a join condition jc: (d ≥ max(πA, πB), δ), and a pair of events

ai in stream A, bj in stream B such that ub(Hj) ≥ ub(Hi). The event pair satisfy

the join condition jc iff ge(Hi,Hj , d) ≥ δ. Likewise, given a pair of events ai and bj

such that ub(Hi) > ub(Hj), it must be the case that they satisfy the join condition

jc iff ge(Hj ,Hi, d) ≥ δ.

Proof. Let Xi and Xj be r.v. on Hi and Hj. Due to the given condition ub(Hj) ≥

ub(Hi) and d ≥ πA ≥ len(Hi), we obtain lb(Hj) + d ≥ ub(Hi), which is equivalent

to P (Xj + d ≥ Xi) = 1. Thus, P (Xi + d ≥ Xj) ≥ δ ensures the satisfaction of jc;

conversely, P (Xi + d ≥ Xj) < δ ensures the violation of jc. We omit the proof for

the other case.

3.1.1 Partitioning Max-time Sorted Streams

Here we describe the partitioning technique to be applied to max-time sorted streams

A and B for performing Ptjoin with the join condition jc: (d, δ). Upon arrival of

event ai in the stream A, we partition the stream B into

• Satisfaction range (SR) which contains all events bj in B for which ub(Hj) ∈ SR

satisfies jc with ai,

• Violation range (VR) which contains all events bj in B for which ub(Hj) ∈ VR

violates jc with ai,
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• Probing range (PR) which contains all events bj in B for which ub(Hj) ∈ PR may

or may not satisfy jc with ai.

With these partitions, we can limit probing events in B to only those in PR. Regard-

less of the value of δ, we can have the partitions constructed by two PRs:

LPR = [lb(Hi)− d, ub(Hi)− d + πB), RPR = (lb(Hi) + d, ub(Hi) + d + πB] (3.1)

Therefore, only events bj such that ub(Hj) ∈ LPR or ub(Hj) ∈ RPR in B will be

checked with ai. Not surprisingly,

SR = [ub(Hi)− d + πB, lb(Hi) + d] (3.2)

is surrounded by two PRs, and VR is necessarily confined by the ranges that are

neither PRs nor SR. Given a specific confidence threshold δ, we can find the tightest

PRs for an event that triggers the probing over a stream of its join partners.

Theorem 8 (stream partitions). Consider jc: (d ≥ max(πA, πB), δ). Upon

arrival of event ai such that Hi ≃ φu in stream A, we have the partitions in stream

B as follows:

LPR = [ min
φv∈HB

ht(φu, φv , 1− δ) + g(−d), max
φv∈HB

ht(φu, φv, 1− δ) + g(−d)),

RPR = ( min
φv∈HB

ht(φu, φv, δ) + g(d), max
φv∈HB

ht(φu, φv , δ) + g(d)]

where g(x) = ub(Hi)− ub(φu) + x. Note that ht(.) function is in Equation 2.19.

Proof. Let us denote two time points of RPR by rpr1 = minφv∈HB
ht(φu, φv, δ) +

g(−d) and rpr2 = maxφv∈HB
ht(φu, φv , δ) + g(−d). Consider an event br ≃ φk

(φk ∈ HB) such that ub(Hr) > rpr2 and ub(Hr) ≥ ub(Hi) hold. And further let

tk = ht(φu, φk, δ)+ub(Hi)−ub(φu)+d. By Theorem 8, then, we conclude that since
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Figure 3.1: An example graph for partitions

ub(Hr) > rpr2 ≥ tk holds, ge(Hi,Hr, d) < δ holds, and thus the event pair ai and br

do not qualify jc. Conversely, consider an event bl ≃ φk such that ub(Hl) ≤ rpr1 and

ub(Hl) ≥ ub(Hi). By Theorem 8, then, we conclude that since ub(Hl) ≤ rpr1 ≤ tk

holds, ge(Hi,Hl, d) ≥ δ holds, and thus the event pair ai and bl qualify jc. As

explained in Lemma 3, ub(Hl) ≥ ub(Hi) guarantees ge(Hl,Hi, d) = 1. We omit

the further proof since we can use the inverse relation for LPR , i.e., ge(Hi,Hj , d) =

1− ge(Hj ,Hi,−d).

Example 8. Figure 3.1 depicts an example graph of partitions over the max-time

sorted stream B for performing Ptjoin with d = 1500 upon arrival of event ai

as formulated in Theorem 8. In this example, we randomly create 500 template

histograms for HA and HA, and get ai’s timestamp by

ai.ts = Hi = φj + tdet − ub(φj)

where tdet is the detection time of the event and φj is a template histogram randomly

chosen from HA. In the graph, X-axis represents the timeline of the max-time sorted
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stream B in milliseconds and Y-axis represents the probability. The figure clearly

shows two PRs and SR when δ = 0.8 and tdet = 5000, highlighting their tightness

with the comparison of those by Equation 3.1 and 3.2. The time points (2), (3), (6)

and (7) represent the partitions by Theorem 8 while the time points (1), (4), (5) and

(8) represent the partitions by Equation 3.1 and 3.2.

Lemma 3 and Theorem 5 provide a join method that evaluates the Ptjoin

condition for an event pair in the probing ranges, using their respective template

histograms. Consider events ai and bj such that Hi ≃ φu and Hj ≃ φv. If ub(Hj) ≥

ub(Hi) holds, we can check if the inequality

ht(φu, φv , δ) + d + ub(Hi)− ub(φu) ≥ ub(Hj) (3.3)

for evaluating the probabilistic timing constraint (Hi + d ≥ Hj , δ); otherwise, we

can check if the inequality

ht(φu, φv, 1 − δ) − d + ub(Hi)− ub(φu) ≤ ub(Hj) (3.4)

holds for evaluating the probabilistic timing constraint (Hj +d ≥ Hi, δ). Notice that

such ht(.) for specific δ and 1− δ values can be pre-computed for a set of template

histograms at query installation time, and thus evaluating the join condition for an

event pair in PRs can be done in constant time.

3.1.2 Managing Stream Buffers

Whereas most conventional sliding window joins include an explicit clause for the

time window in their join specification and rely on event buffering for dealing with

any possibly delayed event arrivals, we need to derive the sliding time window from

the Ptjoin condition and the stream parameters. Since Theorem 8 restricts the
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candidate join partners for an arriving event within a combined time window of SR

and PR, it is possible to find the maximum time point for removing obsolete events

that will not become a join partner of any future event. Clearly, such maximum

time point confines the sliding time window over a stream.

Theorem 9 (obsolete event condition). Consider jc: (d ≥ max(πA, πB), δ).

When the join operation triggered by event ai in stream A is processed, any event bj

in a stream B such that ub(Hj) < ub(Hi)−DA−d+tmin must be obsolete where tmin

= minφu∈HA,φv∈HB
ht(φu, φv, 1− δ)− ub(φu). Note that DA is the model parameter

for the transmission delay of an event (in Definition 8).

Proof. According to Definition 8, when processing event ai in A, we may have the

maximum possibly delayed event aj in A such that ub(Hj) = ub(Hi)−DA. Assuming

such an event aj ≃ φk, consider time tl = minφv∈HB
ht(φk, φv, 1 − δ) + max(Hi)−

ub(φk) − d as similarly shown in Theorem 8. Any event whose max time is earlier

than tl cannot be a join partner of aj due to the property of PRs. The minimum

possible tl by all possible template histograms φu ∈ HA guarantees that any possible

pair of aj in A and bl in B such that ub(Hl) < tl must violate the join condition.

A stream buffer can be implemented as a circular buffer such that front and

rear pointers are maintained to locate the valid sliding time window over a max-time

sorted stream. A stream buffer grows as a new event is placed at the rear position,

but it shrinks as obsolete events are removed by advancing the front pointer. Based

on Theorem 9, the sliding time window over a stream for Ptjoin can be tightly

constructed whenever a new arriving event is processed and inserted into a stream

buffer by setting the front pointer to just after the latest obsolete event. Notice that
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the time offset to the latest obsolete events is a constant that can be calculated at

query installation time regarding all possible template histogram pairs. It should be

noted that the model parameter for denoting the maximum possible network delays,

i.e., DA is needed to ensure that the invalidated events cannot be joined even if some

event triggering the join operation may arrive late within the parameter value.

3.1.3 Handling Unknown Templates

Thus far, we have shown that if template histograms are known, PR can be com-

puted by identifying a pair of template histograms that have the minimum and the

maximum satisfaction time for each template histogram at query installation time.

Here we consider the removal of the previous assumption that a set of template

histograms, e.g., HA for a stream A are known a priori. We consider the particular

case where the probability distribution on the detection latency of events is dynami-

cally determined depending on various environmental settings as in Example 7. For

this case, we assume the stream parameters in Definition 11 are given without the

specification of individual template histograms.

In the absence of template histograms, upon arrival of event ai in a stream

A, we have the partitions for a stream B as follows:

LPR = [tδ − d, tδ − d + πB), RPR = (t1−δ + d, t1−δ + d + πB ] (3.5)

where tδ is a time point such that P (Xi ≤ tδ) = δ and t1−δ is a time point such that

P (Xi ≤ t1−δ) = 1− δ. Here, we can find the time offset for keeping the sliding time

window: when the join operation triggered by ai in a stream A is processed, we can

conclude that any event bj in a stream B such that ub(Hj) < ub(Hi)−DA− d−πA

must be obsolete, thereby obtaining the time offset, DA + d + πA.
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Figure 3.2: Updating the bounds of ge(Hi,Hj, 0)

For evaluating the join condition of a event pair in PRs, we need to evaluate its

associated timing constraint at runtime. Given ge(Hi,Hj, d) ≥ δ, obviously we can

determine its satisfaction or violation by considering the adjusted histograms H̃ ′
i and

H̃j of H ′
i = Hi+d and Hj and then evaluating calGe(H̃ ′

i, H̃j) (in Algorithm 3). With

a specific confidence threshold δ, however, it is only necessary to know whether the

satisfaction probability exceeds it or not, so we can efficiently check the constraint

during the task of histogram adjustment by updating the bounds of its satisfaction

probability and comparing them with the threshold for early termination. For sim-

plicity, we omit d in the following illustration since Hi + d is a shifted histogram of
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Hi by d,

Let sp = ge(Hi,Hj , 0), and Xi, Xj be r.v. for Hi and Hj respectively. The

probability that one histogram definitely precedes or succeeds the other can be used

to approximate the bounds of sp before performing histogram adjustment. For

example, given the histogram pair in Figure 3.2(a), we establish the initial bounds

from the non-overlapping buckets,

P (Xi ≥ tr) + P (Xj ≤ tl)− P (Xi ≥ tr)P (Xj ≤ tl) < sp < 1 (3.6)

where tr = ub(Iiu) such that ub(Hj) ∈ Iiu and tl = lb(Ijv) such that lb(Hi) ∈ Ijv. If

these bounds are not tight enough, we can start histogram adjustment only with the

overlapping buckets (gray buckets in Figure 3.2(a)). For each shared subinterval Is

(dark buckets in Figure 3.2(b)) that is identified during histogram adjustment, we

update the bounds of sp by adding the gain probability of Is to the current lower

bound and subtracting the loss probability of Is from the current upper bound. The

gain probability is calculated by

P (Xi ∈ Is)P (tl ≤ Xj ≤ lb(Is)) +
P (Xi ∈ Is)P (Xj ∈ Is)

2
(3.7)

and the loss probability is calculated by

P (Xi ∈ Is)P (Xj ≥ ub(Is)) +
P (Xi ∈ Is)P (Xj ∈ Is)

2
. (3.8)

3.2 Evaluation

To evaluate the effectiveness of our approach, we have implemented an event stream

monitor as our testbed to conduct performance experiments. As illustrated in Fig-

ure 3.3, the monitor includes three packages written in JDK 1.5: stream receiver,
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Figure 3.3: Event monitoring architecture for Ptjoin

stream buffer and event correlator. Through the receiver, an event is sent to the

correlator, processed according to the stream operator plugged-in, and stored in the

stream buffers for further processing by future events. Because of the lack of publicly

available benchmark for uncertain event streams, we implemented an event genera-

tor that can produce event streams with randomly created histograms that satisfy

given stream parameters. Each event contains stream id, sensor id, histogram, and

optional data attributes. All the experiments were run on a PC with a Pentium4

2.4GHz processor and 512M main memory against a data file which has 20k events,

with an exponential distribution on their inter-occurrence times. Stream buffers

were set up to keep the sorted-index over max time (ub(H)) of histograms.

Algorithm 4 encodes the framework for computing Ptjoin. Upon arrival of

event si, the join operation takes 5 steps: calculating the time windows for two PRs,

SR (line 2), evaluating the join condition with the events in PRs (line 5), outstreaming
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Algorithm 4 handleEvent(source event si)

1: source stream S, target stream T = getStreams(si)
2: intervals LPR, RPR, SR = getPartitions(T , d, δ, si)
3: outputStream(si, all events in SR of T )
4: for all target event tj in LPR, RPR of T do
5: p = compute the probability of |Hi −Hj| ≤ d
6: if (p ≥ δ) then
7: outputStream(si, tj)
8: end if
9: end for

10: invalidateEvents(T , d, δ, si)
11: addToBuffer (S, si)

joined events (line 3, 7), invalidating obsolete events (line 10), and inserting the new

event to the corresponding stream (line 11). Such an arriving event si is referred

to as a source event and each of events tj retrieved as a potential join partner is

referred to as a target event; likewise, we denote si’s stream and tj’s stream as

source and target streams respectively. Based on this framework, we compare the

following algorithms.

Baseline Algorithm (Base) Upon a source event si, Base probes each of the

events in the target stream (i.e., stream B) that can join, that is, all tj in B

such that ub(Ht) ∈ [lb(Hi)−d, ub(Hi)+d+πB ] (please refer to the time points

(1) and (8) in Figure 3.1). The probability in line 5 of Algorithm 4 is calculated

by histogram adjustment in Chapter 2.3. Base is used for verification and

performance comparison purposes.

PTJ Algorithms (PTJ1, PTJ2) These Ptjoin algorithms implement the tech-

niques in Chapter 3.1. In PTJ1, the partitions and the sliding time windows

are constructed in accordance with the known template histograms whereas
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the technique for checking a timing constraint at runtime for unknown tem-

plate histograms in Chapter 3.1.3 is mainly tested in PTJ2.

The performance metric we are interested in is the required time for Ptjoin

operations per event arrival, termed sid (stream-in delay):

sid =

∑

ctim(si)− atim(si)

N

where ctim(si) is the time when an event si is inserted into the stream buffer af-

ter completing the join operations by si, atim(si) is the time when an event si is

received, and N is the total number of processed events. Since the delay duration

may not be stabilized until stream buffers are sufficiently filled, only the perfor-

mance data after stabilization was considered. In this chapter, the time unit of the

time window d and sid is in milliseconds and λ denotes the event occurrence rate,

the average number of events per second. Table 3.1 illustrates the stream parameter

settings that were used to create event streams with different characteristics. The

stream parameters (defined in Chapter 3.1) are set identically for two streams, so

each stream name is omitted here. In the table, avg|H| denotes the average number

of buckets in histograms and |H| denotes the number of template histograms in a

stream. Three different test classes (small, med, large) were designed. Although

these settings were chosen in lieu of unavailable benchmarks, the following results

in terms of sid of the PTJ algorithms compared to that of the baseline algorithm

provide an assessment of our approach.

Here, let us consider the performance of Ptjoin, given a set of template

histograms as a stream parameter. The event generator was programmed to create

a set of template histograms and then event streams were created from the set of
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small med large

avg|H| 5 10 20

π 500 1000 1500
D 1000 1500 2000
|H| 100 500 1000

Table 3.1: Stream parameter settings

template histograms according to the parameter settings in Table 3.1. Figure 3.4

shows the number of probings and joined tuples in Base and PTJ1 with various

confidence thresholds, δ. In this test, class=med, d=2000, and λ=100 are given,

and X-axis represents δ. In figure(a), Y-axis represents the number of joined tuples

(#join). In figure(b), Y-axis represents the number of probings by Base (#prb B),

the number of probings by PTJ1 (#prb P), the number of joined tuples in PRs by

PTJ1 (#jPR P), and the number of joined tuples in SR by PTJ1 (#jSR P). As

expected, with larger δ, the number of joined tuples decreases. Note that in PTJ1,

the number of probings slightly increases but the number of joined tuples in SR

decreases as δ increases. This result corresponds to the graph in Figure 3.1; with

larger δ, SR and RPR shrink, but LPR is extended instead. Likewise, Figure 3.5 shows

the number of probings and joined tuples with various time windows, d. In this test,

class=med, δ=0.8, and λ=100 are given and X-axis represents d. In figure(a), Y-axis

represents the number of joined tuples (#join). In figure(b), Y-axis represents the

number of probings by Base (#prb B), the number of probings by PTJ1 (#prb P),

the number of joined tuples in PRs by PTJ1 (#jPR P), and the number of joined

tuples in SR by PTJ1 (#jSR P).

The number of joined tuples increases along with larger d; interestingly, in

PTJ1, the number of joined tuples from SR increases but that from PRs does not. It

is because the size of PRs is independent of d.
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Figure 3.4: The number of joined tuples and probings with various δ

Figure 3.6-3.7, under various thresholds and time windows, clearly show the

performance advantage of our partitioning scheme, that is, pre-calculating the satis-

faction time of template histogram pairs provides the offset time for constructing PRs

as well as for checking the join condition of an event pair. In Figure 3.6, class=med,

d=2000, and λ=100 are given; X-axis represents δ and Y-axis represents sid. Sim-

ilarly in Figure 3.7, class=med, δ=0.8, and λ=100 are given; X-axis represents d

and Y-axis represents sid. Particularly, sid of Base increases but that of PTJ1 are

stabilized as d increases. This highlights the benefit of the construction of SR, that

is, a larger d setting poses not larger PRs but a larger SR.

Figure 3.8-3.9 show the performance effect of various event occurrence rates
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Figure 3.5: The number of joined tuples and probings with various d (window size)

in streams. In Figure 3.8, class=med, d=1500 in (a), 3500 in (b), and δ=0.2,0.4,0.6,0.8

are given; X-axis represents 1000/λ and Y-axis represents sid of Base. Similarly in

Figure 3.9, class=med, d=1500 in (a), 3500 in (b), and δ=0.2,0.4,0.6,0.8 are given;

X-axis represents 1000/λ and Y-axis represents sid of PTJ1. Of course, the the

higher rates require more computation to perform the join operations for an event,

so sid is expected to increase as λ gets higher. Most importantly, the effect is rela-

tively less significant to PTJ1 because of its pre-calculation of satisfaction times.

Now let us consider the performance of Ptjoin when template histograms

are not available. In doing so, we compare Base and PTJ2 against randomly gen-

erated event streams without template histograms. Figure 3.10-3.11 illustrate the
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Figure 3.7: Performance with various d (window size)

performance comparison of difference classes with various δ and λ. Clearly, PTJ2

outperforms Base in all the test cases. In Figure 3.10, d=1500 and λ=100 are given;

X-axis represents the class and δ, and Y-axis represents sid. Similarly in Figure 3.11,

d=1500 and δ=0.8 are given; X-axis represents the class and 1000/λ, and Y-axis

represents sid.

It should be noted that PTJ2 constructs the partitions less tightly due to the

absence of template histograms. However, PTJ2 can end the computation for a pair

of histogram timestamps before adjusting all of their buckets so as to reduce the
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Figure 3.8: Base with various λ (event rate)

probing cost. Since more buckets in histogram timestamps incur more computation

in checking timing constraints at runtime, sid of Base degrades with the large class.

It is observable that such degradation is quite insignificant for PTJ2.

3.3 Summary

In this chapter, we have addressed the issue of temporal uncertainty in processing

a continuous join query over event streams. We assume the uncertainty model such

that exact time of event occurrences may be known only probabilistically. With
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Figure 3.9: PTJ1 with various λ (event rate)

this model, we have developed a partitioning scheme for checking the satisfaction

of a timing constraint by exploiting the probabilistic properties and the temporal

ordering of event arrivals in a data stream. By using this partitioning scheme, we

have showed how to implement a timing join operator efficiently and we backed

up our theoretical results with simulation data. Because of its consistency with

the intuitive stream-in, stream-out semantics, our prototype implementation can be

readily integrated with conventional stream-based services.
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Chapter 4

SPMON: Similarity-based

Probabilistic Monitoring

Data uncertainty is a common problem for the real-time monitoring of data streams.

In this chapter, we address the issue of efficiently monitoring the satisfaction/violation

of user-defined value-based constraints over data streams where the data uncertainty

can be probabilistically characterized. We propose a monitoring architecture Spmon

that can incorporate probabilistic models of uncertainty in constraint monitoring.

We adapt the concept of data similarity in real-time databases to the processing of

uncertain data streams. In doing so, we generalize the data similarity by a new con-

cept psr (probabilistic similarity region) that allows us to define similarity relations

for probabilistic data with respect to the set of constraints being monitored. This

enables the construction of lightweight filters for saving bandwidth. We also show

how to efficiently update the filter conditions at run-time.
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4.1 Probabilistic Monitoring and Filtering

With the adoption of wireless technology in process control applications, the mini-

mization of communication between field devices and host systems is an important

issue because of the bandwidth and power limitations in the wireless devices. A

well-known strategy is for the resource-limited field devices to report sensor data to

the host system only if the data indicates critical state changes of the industrial pro-

cess under control that the host system must know about [7]. This type of strategy

has also been studied to guarantee QoS (quality of service) in the control-theoretic

setting [40, 41]. A simple example of this strategy is for a pressure sensor to report

its data to the host system if the pressure deviates from some range, say, [500, 1000]

psi. This simple rule is straightforward to implement if there is no uncertainty in

the sensor data. However, this is no longer the case if the sensor measurements are

known to have significant errors due to temporal and spatial uncertainties or other

physical limitations, as is the case of many wireless sensor monitoring systems.

For example, suppose a pressure sensor obtains a measurement of 990 psi but

the measurement can be off by 20 psi. Then the actual pressure can be as low as 970

psi and as high as 1010 psi. In this case it is easy to see that there is a 0.25 probability

that the actual pressure has exceeded 1000 psi, assuming that the error probability

is uniformly distributed over the [970, 1010] interval of possible pressure values. The

decision for the sensor to signal the host system or not can now depend on whether

the 0.25 probability is deemed acceptable for the application. For example, given a

user-specified threshold δ in probability, the monitoring condition can be specified

as: “whether or not the probability that the pressure is in between 500 and 1000 psi

is no smaller than δ.” Such probability threshold requirement is common for query
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specification in the uncertain database literature [8, 10, 15].

In general, the processing of sensor data to determine whether or not the host

system needs to be signalled can be rather complex if a constraint specifying the

critical state change involves more than a single data stream, e.g., a join relation

involving pressure data from different locations in a pipe. This problem can be

alleviated by an architecture that combines “edge filters” and a “stream processor”

such that each data source (or a sensor node) can set up an edge filter to minimize the

transmission of data that does not cause some query result to change, and the stream

processor can recalibrate the edge filters. Here, we use the term filtering to denote

the suppression of unnecessary data transmission and redundant computation in the

context of monitoring continuous queries in stream data management. This differs

from the filtering in classical signal processing for noise reduction, which is not our

interest. This architecture of using edge filters has been studied in various areas

such as distributed web caches (e.g., TRAPP system [51]), moving object databases

(e.g., safe region based spatial query processing [52, 27]), and stream databases (e.g.,

adaptive filters [50, 9]). In [50], Olston et. al. investigated the filter adaptation for

monitoring continuous aggregation queries over distributed data sources where each

source tracks its exact numerical value and maintains an interval containing the

exact value as the filter condition. Employing edge filters is also consistent with

emerging industrial standards such as the WirelessHart standard for the process

control industry [26].

In this chapter, we address the problem of data uncertainty in monitoring

constraint-based queries in the stream database context and provide an efficient

solution for maintaining edge filters. While aiming at reducing the communication
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load in a monitoring system like the related work above e.g., [50, 9], our problem is

distinct in two aspects that we (1) assume inherent uncertainty in underlying data

and (2) consider user-defined constraints with probability thresholds as continuous

query specification. Because of these two aspects, the condition of edge filters is

formulated based on the constraint specifications and dynamically set by the value

changes, and furthermore is made consistent with the uncertainty model. Therefore,

our problem is different from monitoring dynamic objects with static precision re-

quirements being individually imposed on the objects. Relating to the uncertainty,

we assume that data values at each data source are taken in discrete timesteps and

each data value is only given by a pdf.

The efficiency in our method makes explicit use of the concept of data space

similarity from our earlier work [34, 7]. Figure 4.1 illustrates the structure of Spmon.

The data sources (ds in the figure) rely on their edge filters (EFil) to determine if

new data values need to be forwarded to the stream processor which in turn updates

the filtering criteria of the edge filters and returns the evaluation results of monitored

constraints. Central to the operation of the edge filter is the concept of psr.

4.1.1 Uncertain Data Stream Model

The source of data is a set of real-valued objects O={oi}i=1,2,...,|O|. In generating

data values for the data sources, each object embodies a stochastic process that is

indexed by time. Throughout this chapter, we make the following assumptions.

(1) The value of an object is a function of time. The value can only be estimated

at every timestep by a pdf. A pdf is specified by its parameters as dictated by the

distribution type. For example, a gaussian pdf is defined by its (mean, standard
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deviation) pair. We shall use the term p-data to denote the set of parameters that

characterize a pdf, and the term p-data space to denote the Cartesian space whose

coordinates are the parameters of the pdf.

(2) Each object generates a sequence of p-data as measured by the data sources

at each timestep. We use this stream structure independently of models for p-data

acquisition, which should be application-specific. The discussion about stochastic

modeling techniques for dynamic objects can be found in [15, 49, 30].

(3) The data sources are stateless. The p-data obtained by a sensor is dependent

solely on the true value of the object at the time of measurement and the device

characteristics of the sensor.

4.1.2 Value-based Constraints with Thresholds

Throughout this chapter, we consider value-based constraints of the following two

forms:

cR : ṙ ≤ oi ≤ r̄, cJ : ṙ ≤ oi − oj ≤ r̄ (4.1)

where [ṙ, r̄] is an interval such that ṙ, r̄ ∈ R and ṙ < r̄. We refer to cR and cJ as

range constraint and join constraint respectively. Notice here oi and oj refer to the

true values of the objects that can only measured statistically by their p-data.

In Chapter 2, we have investigated the timing constraint monitoring over

uncertain event timestamps using a generalized probabilistic model-based approach.

Our work here is complementary to that in Chapter 2 in that we focus on the

monitoring of value-based constraints on uncertain data attributes of events.

Given p-data u of oi and v of oj in timestep t, the satisfaction probability of
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cR and cJ are defined respectively as:

prob(cR)|u = P (ṙ ≤ Xi ≤ r̄),

prob(cJ )|u,v = P (ṙ ≤ Xi −Xj ≤ r̄)

where Xi and Xj denote respectively the r.v. associated with oi and oj in timestep

t. Notice that Xi and Xj are represented by their p-data.

We now define the probabilistic constraints for continuous query specification

as follows. A probabilistic constraint pc is a pair: (c, δ) where c is a constraint and

0 < δ < 1 is a confidence threshold in probability. Corresponding to the range

and join constraints, the probabilistic range and the probabilistic join constraint are

denoted by the pairs:

pcR : (cR, δ) and pcJ : (cJ , δ) (4.2)

A probabilistic range constraint is satisfied (we write: pcR|u = satisfaction) if its

satisfaction probability is not smaller than the given confidence threshold, and it is

violated (we write: pcR|u = violation) otherwise. Likewise, pcJ |u,v = satisfaction if

prob(cJ )|u,v ≥ δ. As described, we use c and pc for value-based constraints through-

out Chapter 4. There should be no confusion with those for timing constraints in

Chapter 2.

Example 9. Consider a set of probabilistic constraints: pc1:(0 ≤ o1 ≤ 60, 0.2),

pc2:(−20 ≤ o1 ≤ 75, 0.6), pc3:(−40 ≤ o1 − o2 ≤ 20, 0.4). And suppose p-data u and

v are generated for o1 and o2 respectively in timestep t1, and given by gaussian

distribution, e.g., u ∼ N(58, 102) and v ∼ N(79, 22). Then we have prob(0 ≤

o1 ≤ 60)|u = 0.58, prob(−20 ≤ o2 ≤ 75)|v = 0.02, prob(−40 ≤ o1 − o2 ≤ 20)|u,v = 0.97
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Figure 4.1: Spmon structure

(according to the formulae in Chapter 4.2.2). Thus in this case pc1 and pc3 are

evaluated to be satisfaction in timestep t1, but pc2 to be violation.

4.1.3 Similarity-based Uncertain Data Filtering

Given the object set O and the probabilistic constraint set C over O, we regard the

monitoring process as the updates of the evaluation result (satisfaction or violation)

of each ck ∈ C over p-data for all oi ∈ O, which are repeatedly executed in a series of

timesteps. In the following, we formulate this monitoring process over uncertain data

streams as the edge filtering problem with the goal of the suppression of unnecessary

data transmission.

We say that two p-data of an object are similar with respect to a probabilistic

constraint pc if the evaluation of pc yields the same result with either p-data. In the
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context of data stream processing, a p-data that is similar to the one in the previous

measurement need not be transmitted to the stream processor. We now define psr

(probabilistic similarity region) as follows:

Definition 12 (probabilistic similarity region). Consider objects oi, oj and the

probabilistic constraints pcR, pcJ in Equation 4.2. Given p-data u of oi and v of oj,

we define psr of oi with respect to pcR by

psr (oi)|pcR
u = rei s.t. u ∈ rei ∧ ∀u′ ∈ rei, pcR|u = pcR|u′

We define the psr of oi and oj with respect to pcJ by

psr (oi)|pcJ
u,v = rei, psr (oj)|pcJ

u,v = rej s.t.

u ∈ rei ∧ v ∈ rej ∧ ∀u′ ∈ rei∀v′ ∈ rej, pcJ |u,v = pcJ |u′,v′

where rei and rej are regions in the p-data space of the corresponding objects. We

define the overall psr of oi by

psr (oi)|u =
⋂

pc∈C

psr (oi)|pc
u∗

(4.3)

where C is the constraint set and u∗ is the p-data (i.e., a single p-data for range

constraints or a pair of p-data for join constraints) of objects specified in pc. Note

that if pc does not involve oi, we assume the psr (oi)|pc
u∗

is the domain of the p-data

space.

Suppose we have object oi, and its corresponding data source dsi and data

stream si. As defined above, psr (oi)|u denotes the region within which any sub-

sequently obtained p-data u′ of oi can be considered unnecessary with respect to

monitoring all the constraints (because of Equation 4.3). Put differently, if u is the
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last update in si, then we can suppress the new updates in si by filtering out all the

subsequent p-data u′ of oi as long as u′ ∈ psr (oi)|u holds.

As shown in Figure 4.1, the monitoring process in Spmon using psr -based

filters works in the following 3 phases per timestep. “(k) action” means that the

action occurs at the kth phase of the psr -based filtering procedure explained here.

Suppose u is the last update in si; the filter region of oi is set as psr (oi)|u.

• In the first phase, suppose dsi acquires new p-data u′ of oi. If u′ does not

pass the filter (i.e., u′ ∈ psr (oi)|u), then u′ should be dropped. Otherwise

(u′ /∈ psr (oi)|u, so the filter is invalidated), u′ is put in si to be processed by

the stream processor. We assume that all data sources complete the p-data

acquisition, checking p-data against the filter condition (filtering), and update

to the stream in the first phase.

• In the second phase, a stream processor, on receiving u′ of oi that passes

the corresponding filter, retrieves all the associated constraints in the con-

straint table and re-evaluates the constraints. The constraint table provides

the indexing structure of the associated constraints per object. To re-evaluate

a probabilistic join constraint that involves the objects oi and, say oj (e.g.,

when the constraint (10 ≤ oi − oj ≤ 20, 0.8) is being monitored), it might

be necessary to probe (retrieve) the new p-data of oj if it was filtered out

in the previous phase. Once probed, the satisfaction probability of the join

constraint can be computed using p-data for oi and oj to be compared with

the threshold.

• In the third phase, the stream processor reports to the host system the results
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of the constraint evaluation, and finally it re-calculates the filter region of

oi (i.e., psr (oi)|u′) and oj, and sends the re-calculated filter regions to the

respective data sources.

These phases are iterated for the next timestep.

We use a simple predicate form for representing psr to minimize the cost

of processing continuous data with psr -based filters. In our notation, we adopt

the following coordinate system for defining rectangular regions (in pdf parameter

space) on an 〈x, y〉-plane where x is the horizontal axis and y is the vertical axis. A

rectangle having the lower-left corner point (ẋ, ẏ) and the upper-right corner point

(x̄, ȳ) is given by [ẋ, ẏ, x̄, ȳ].

Example 10. Continuing from Example 9, suppose we have psr-based filters on

the data sources o1 and o2 for monitoring the constraints pc1, pc2, and pc3. From

the given p-data u and v in timestep t1, we obtain psr(o1)|pc1

u = [−5.3, 6.4, 65.3, 112.7],

psr(o2)|pc2

v = [74.9, 0.4,∞,∞], psr(o1)|pc3

u,v = [48.1, 3.3, 78.9, 36.2], psr(o2)|pc3

u,v = [58, 0, 88.9, 28.2].

Then we have psr (o1)|u = [48.1, 6.4, 65.3, 36.2], psr (o2)|v = [74.9, 0.4, 88.9, 28.2] by Equa-

tion 4.3. Note that these two rectangles correspond to those in Figure 1.4(b) where

x-axis and y-axis represent mean and standard deviation respectively. Now consider

new p-data for o1 and o2 acquired in the next timestep t2 (as illustrated in Fig-

ure 1.4(a)). If such p-data are each located in the filter region, that is psr(o1)|u and

psr (o2)|v above, then they can be dropped from the corresponding streams, e.g., the

pair of u′ ∼ N(62, 72) and v′ ∼ N(83, 42) in t2 can be suppressed. The calculation

for this rectangular psr will be explained in Chapter 4.3.

In the followings, we shall show how to calculate psr for uncertain data

streams that are characterized by uniform or gaussian distribution. The gaussian
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distribution is common in modeling statistical properties for tracking and monitoring

physical objects [14, 24]. The uniform distribution is often used for query processing

on uncertain data because of its simplicity for probability computation, analysis and

index construction [10].

4.2 psr Formation with Static Variances

4.2.1 psr for Uniform data

We denote p-data characterized by the uniform distribution by Ui: (mi, wi), noting

that P (X = x) = 1
wi

if x ∈ [mi − wi

2 ,mi + wi

2 ] and P (X = x) = 0 otherwise, where

mi, wi ∈ R, wi > 0, and X is the r.v. characterized by Ui. We shall call Ui uniform

data. Since we focus on value-based constraints in this chapter, there should be no

confusion with uniform timestamps with the same symbol in Chapter 2.4. Regarding

a set of uniform data Ui that satisfy a probabilistic range constraint pcR: (ṙ ≤ oi ≤

r̄, δ) (Equation 4.2), we obtain the following inequality: prob(ṙ ≤ oi ≤ r̄)|Ui
=

max(min(r̄,mi + wi

2 )−max(ṙ,mi − wi

2 ), 0)

wi
≥ δ (4.4)

From this inequality, it is possible to derive the satisfaction and violation areas in a

2-dimensional parameter space, so-called 〈m,w〉-plane1.

Figure 4.2(a) shows an example graph of the satisfaction probability with

various uniform data. In this figure, X-axis, Y-axis, and Z-axis represent −1 ≤

mi ≤ 2, 0 ≤ wi ≤ 3, and prob(0 ≤ oi ≤ 1)|(mi ,wi) respectively. Figure 4.2(b)

depicts its contour graph. In this figure, X-axis and Y-axis represent −4.5 ≤ mi ≤ 5

and 0 ≤ wi ≤ 10.5 respectively. Each isosceles trapezoid (contour line) represents

1The plane of uniform data parameters, middle m and width w.
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Figure 4.2: Constrained graph for uniform data

prob(0 ≤ oi ≤ 1)|(mi,wi) = δ where δ = 0.1, 0.2, . . . , 0.9 (from the most outer curve),

thus showing the satisfaction and violation areas for a specific value of δ.

For satisfying pcR, obviously wi ≤ r̄−ṙ
δ

must hold. And observe that given

the range interval [ṙ, r̄], moving an interval from [r̄−wi, r̄] (or [ṙ, ṙ + wi]) to the left

(or right) over the range interval cannot increase their overlapping area. Therefore

to satisfy pcR, we have

(δ − 1

2
)wi + ṙ ≤ mi ≤ (

1

2
− δ)wi + r̄ ∧wi ≤

r̄ − ṙ

δ
(4.5)
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regarding Ui: (mi, wi).

Note that throughout Chapter 4.2, the variance of each object oi is assumed

to be time-invariant. For example, in the uniform data model, for all possible

uniform data of oi during the monitoring period, wi is a constant and thus a single

data item for mi is transmitted, whenever necessary. Accordingly, the filter condition

(psr) is represented as an interval regarding mi.

Interval psr for Range Constraints

Consider pcR and Ui:(mi, wi) of oi. Corresponding to a specific constant wi ≤ r̄−ṙ
δ

and a value of δ, we have the partitioned satisfaction and violation ranges regarding

mi (e.g., from Figure 4.2(b)). These partitioned ranges are directly used for psr

formation. Since wi is constant, the filter condition can be represented as an interval

regarding mi. If pcR|Ui
= satisfaction, the psr of oi is described by a confined interval,

that is the satisfaction range. On the contrary, if pcR|ui
= violation and wi ≤ r̄−ṙ

δ
,

the psr is described by a non-closed interval which corresponds to a partial violation

range, either of the right- or left-side of a contour line. Thus, we have

psr(oi)|pcR

Ui
=







































(xu,∞] if mi > xu ∧ wi ≤ r̄−ṙ
δ

[xl, xu] if xl ≤ mi ≤ xu ∧ wi ≤ r̄−ṙ
δ

[-∞, xl) if mi < xl ∧ wi ≤ r̄−ṙ
δ

[-∞,∞] otherwise

(4.6)

where xl = (δ − 1
2)wi + ṙ and xu = (1

2 − δ)wi + r̄.
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psr for Join Constraints

We now consider a probabilistic join constraint pcJ (Equation 4.2) and Ui:(mi, wi)

of oi, Uj:(mj , wj) of oj . We have prob(cJ )|Ui,Uj
= ov

wiwj
where ov is the overlapping

area by the rectangle rcij: [mi − wi

2 ,mj − wj

2 ,mi + wi

2 ,mj +
wj

2 ] and the constraint

cJ : ṙ ≤ oi − oj ≤ r̄ on the 〈oi, oj〉-plane.

To find the psr of oi and oj , we take two steps; we first derive the partitioned

satisfaction and violation ranges regarding mi −mj from pcJ by transforming pcJ

to the constraint on mi−mj, and then get the appropriate range predicate for each

mi and mj depending on the partitioned ranges and the given uniform data. To see

this, let x be a variable for mi, and then let rcmv(x) [x− wi

2 , mj − wj

2 , x+ wi

2 , mj +
wj

2 ]

and ov(x) each be a function corresponding to the rectangle rcij and the overlapping

area ov above. Notice that ov(x) is necessarily non-decreasing for any x ≤ mj + ṙ+r̄
2

and non-increasing for any x ≥ mj + ṙ+r̄
2 . Using this monotonicity property, we

can calculate the lower bound (sl) and the upper bound (su) of x to satisfy pcJ for

some specific mj, e.g., for the simplest derivation, let mj= 0. With each of the four

cases in Figure 4.3(a)-(d), observe that the lower bound sl must be found from the

range where ov(x) monotonically increases, if it exits. In the figure, the dotted lines
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denote ṙ ≤ oi− oj ≤ r̄ and the rectangles denote rcmv(x) in different cases when the

overlapping area (in gray) is maximized. Let l1=
wi+wj

2 .

(a) wi + wj ≤ r̄− ṙ: for ṙ− l1 ≤ x < ṙ + l1, ov(x) increases along with increasing x

and for ṙ + l1 ≤ x < r̄ − l1, ov(x) = wiwj.

(b) wj − wi ≥ r̄ − ṙ: let l2 =
wi−wj

2 . For ṙ − l1 ≤ x < r̄ + l2, ov(x) increases along

with increasing x and for r̄ + l2 ≤ x < ṙ− l2, ov(x) = wi(r̄− ṙ). If r̄− ṙ < wiδ,

pcJ is necessarily violated, and so sl and sh cannot exist.

(c) wi − wj ≥ r̄ − ṙ: similar as the above except that l2 =
wj−wi

2 and ov(x) =

wj(r̄ − ṙ).

(d) Otherwise: ov(x) increases for ṙ−l1 ≤ x < ṙ+r̄
2 and decreases for ṙ+r̄

2 ≤ x < r̄+l1

along with increasing x.

To find sl exactly, consider the possible relationships involving the rectangle

rcmv(x) and the constraint cJ . Let (pk,i, pk,j)k=0,...,3 be the list of corner points of

rcmv(x). We use the term configuration to denote a quadruple (q0, . . . , q3) where qk

= 0 if pk,i− ṙ ≤ pk,j, qk = 1 if pk,i− r̄ ≤ pk,j < pk,i− ṙ, and qk = 2 if pk,j < pk,i− r̄.

By increasing x and enumerating all possible configurations in the appropriate range

(e.g., ṙ − l1 ≤ x < ṙ + l1 in the case (a)), we can find the bounding configuration

such that ov(x) = wiwjδ. Since we only consider the range where ov increases

for sl, the bounds of ov(x) in each configuration are achieved with the minimum

and maximum values of x in the configuration. Once the bounding configuration is

found, we can formulate a quadratic equation corresponding to ov(x) = wiwjδ in

the configuration. Having calculated sl, we then use the point symmetric property

of overlapping areas about the midpoint ( ṙ+r̄
2 , 0) to obtain the upper bound su =
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ṙ + r̄ − sl. Based on the satisfaction range (i.e., sl ≤ mi −mj ≤ su) derived in the

first step above, we now consider the partitioned area on 〈mi,mj〉-plane. Let m1

and m2 be the given specific value of mi and mj respectively.

We now consider the partitioned area on 〈mi,mj〉-plane. Let m1 and m2 be

the given specific value of mi and mj respectively. First, consider the violation case

such that (a) m2 > m1 − sl. By constructing a non-closed rectangle that is tangent

to the line mj = mi − sl and contains the point (m1,m2) on 〈mi,mj〉-plane, we

can derive psr regarding mi and mj . Each side of the rectangle corresponds to psr.

Although there might exist an infinite number of possible psr formations in this

case, we can choose a formation that stands a smaller chance of having its filters

invalidated by p-data in the relatively near future. To do so, we take the tangent

point (x, x− sl) such that

γmi,mj
(x−m1) = m2 − x + sl (4.7)

where γmi,mj
> 0 is a weight parameter. Here γmi,mj

specifies the partitioning

weight with respect to the p-data parameters related in the satisfaction probability

calculation, in this case mi and mj. We omit the subscripts and use γ loosely

without confusion. Note that in general γ can be specifically set if the change

pattern of objects, e.g., the rate of max (or mean) change per timestep or the rate

of filter invalidations, is modeled, and otherwise simply set γ=1. We will discuss our

adaptive approach to γ settings in the experiments (e.g., Figure 4.11). We call this

psr formation policy, weighted middle partition (see Figure 4.4(a)). In figure(a), by

Equation 4.7, we get x =
sl+γmi+mj

γ+1 and y =
γmi+mj−γsl

γ+1 . In the same sense, we

have psr formations for the other cases (Figure 4.4(b)-(c)): (b) m2 < m1 − su and

(c) sl ≤ m1 −m2 ≤ su. Note that γ=1 makes the lengths of the filter bounds for
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Figure 4.4: Weighted middle partition

mi and mj equal.

Notice that the case (c) is for satisfaction and a closed rectangle being tangent

to both lines mj = mi − sl and mj = mi − su needs to be chosen.

Finally, given specific Ui of oi and Uj of oj, we have psr(oi)|pcJ

Ui
, psr(oj)|pcJ

Uj
=























[-∞, g(sl)), (g(−γsl),∞] if mj > mi − sl

(g(su),∞], [-∞, g(−γsu)) if mj < mi − su

[g(sl), g(su)], [g(−γsu), g(−γsl)] otherwise

(4.8)

where g(x) =
x+γmi+mj

γ+1 in case that sl and sh exist.

4.2.2 psr for Gaussian data

We denote p-data that is characterized by the gaussian distribution by Gi: (µi, σi),

noting that X ∼ N(µi, σ
2
i ) where X is the r.v. characterized by Gi. Such Gis will

be called gaussian data. We represent the standard normal distribution function

and its inverse function by

Φ(x) = P (z ≤ x) and Φ−1(Φ(x)) = x where z ∼ N(0, 1).
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For simplicity in explanation, we will use, besides pcR and pcJ , the following con-

straint with a unit-length range [0, 1], the so-called unit-length constraint.

cU : 0 ≤ oi ≤ 1, pcU : (cU , δ) (4.9)

Note that psr for the unit-length constraint can be adjusted to that for any con-

straints with arbitrary ranges.

Given a set of gaussian data satisfying pcU , we obtain a non-linear curve on

the 2-dimensional mean and standard deviation parameter space, i.e., 〈µ, σ〉-plane,

by using the following inequality.

prob(cU )|Gi
= Φ(

1− µi

σi
)− Φ(

0− µi

σi
) ≥ δ (4.10)

Although it might appear simple to locate individual points on the constraint

curve, there is no analytical solution, i.e., we do not have a closed form solution to

obtain an x that satisfies prob(cU )|(µi,x) = δ for specific values of µi and δ except

for µi=
1
2 . Figure 4.5(a) shows an example graph of the satisfaction probability

with various gaussian data. In this figure, X-axis represents −2.5 ≤ µi ≤ 3, Y-axis

represents 0 ≤ σi ≤ 2.5, and Z-axis represents prob(cU )|(µi,σi) where cU is defined

in Equation 4.9. Figure 4.5(b) depicts its contour lines, which can be numerically

found. In this figure, X-axis represents −2.5 ≤ µi ≤ 3.5, Y-axis represents 0 ≤ σi ≤

2.5, and the curves represent prob(cU )|(µi,σi) = δ where δ = 0.1, 0.2, . . . , 0.9 (from

the most outer curve). Each contour line corresponds to the constrained curve by

Equation 4.10 and thus describes the satisfaction and violation areas for pcU with

a specific value of δ, similarly as shown in Figure 4.2(b).

Lemma 4. Given a range constraint cR: ṙ ≤ oi ≤ r̄ and gaussian data (µi, σi) of
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Figure 4.5: Constrained graph for gaussian data

oi, we have

prob(cR)|(µi,σi) = prob(0 ≤ oi ≤ 1)|(µu ,σu)

where µu = µi−ṙ
r̄−ṙ

and σu = σi

r̄−ṙ
.

Proof. prob(cR)|(µi,σi) = Φ( r̄−µi

σi
) − Φ( ṙ−µi

σi
) = Φ(1−µu

σu
) − Φ(−µu

σu
) = prob(0 ≤ oi ≤

1)|(µu ,σu).

Lemma 4 allows us to transform a constrained curve of the unit-length con-

straint to that of any arbitrary range constraint with the same value of δ. Further-
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more, we can exploit the symmetry of constrained curves. Note that all the curves

in Figure 4.5(b) are symmetric about ṙ+r̄
2 = 1

2 , to be consistent with the following

lemma.

Lemma 5. Given a range constraint cR: ṙ ≤ oi ≤ r̄ and gaussian data (µi, σi) of

oi, we have

prob(cR)|(µi,σi) = prob(cR)|(ṙ+r̄−µi,σi).

Proof. prob(cR)|(ṙ+r̄−µi,σi) = Φ(µi−ṙ
σi

) − Φ(µi−r̄
σi

) = 1 − Φ( ṙ−µi

σi
) − 1 + Φ( r̄−µi

σi
) =

prob(cR)|(µi,σi).

Interval psr for Range Constraints

Similarly as in the case of uniform data, psr for gaussian data with static variances

is given by an interval regarding µ. However, such an interval must be found numer-

ically, unlike uniform data. For efficiently updating psr -based filters at run-time, we

can pre-calculate a table, named G-table, that contains the approximate points of

the constrained curve (e.g., derived by Equation 4.10) for various values of δ of pcU .

This requires using a numerical method. In particular, to prune unnecessary sam-

pling points in our numerical calculation, we use a rectangle tightly enclosing the

constrained curve. Such rectangle is called a minimum violation rectangle (e.g., the

solid line rectangles in Figure 4.6). The implementation of our numerical method

will be described in Chapter 4.2.3. In the following, suppose we have the minimum

violation rectangle for pcU , denoted by

rcv : [µ̇v, σ̇v, µ̄v, σ̄v] (4.11)

and the following auxiliary function that provides the interface to the G-table.
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Definition 13. For the unit-length constraint pcU :(cU , δ), we define the constrained

curve function:

G(x)|δ = µi s.t. prob(cU )|(µi,x) = δ ∧ µi ≥
1

2
(4.12)

for x ≥ 0. Note that given µi = G(σi)|δ, we have prob(cU )|(1−µi,σi) = δ by Lemma 5.

It is obvious that given a specific value of σi ≤ σ̄v, (the derivation of σ̄v is

in Equation 4.17 below), we have the partitioned satisfaction and violation ranges

regarding µi. These ranges immediately specify psr, and thus

psr(oi)|pcu

Gi
=



































(x,∞] if µi > x ∧ σi ≤ σ̄v

[-∞, 1− x) if µi < 1− x ∧ σi ≤ σ̄v

[1− x, x] if 1− x ≤ µi ≤ x ∧ σi ≤ σ̄v

[-∞,∞] otherwise

(4.13)

where x = G(σi)|δ .

Generalization for arbitrary ranges. We have shown psr formation for the unit-

length constraint pcU above. For an arbitrary range [r̄, ṙ], the psr with respect to

pcU can be adjusted by Lemma 4. For example, from (i) calculated by Equation 4.13,

we obtain (ii) below where l = r̄ − ṙ.

(i) psr(oi)|pcU

(
µi−ṙ

l
,

σi
l

)
= [µ̇, µ̄], (ii) psr(oi)

pcR

(µi,σi)
= [lµ̇ + ṙ, lµ̄ + ṙ] (4.14)

psr for Join Constraints

Based on the linear property of the difference of independent gaussian r.v., that is,

given Gi:(µi, σi) and Gj :(µj, σj),

prob(cJ)|Gi,Gj
= Φ(

r̄ − µi + µj
√

σ2
i + σ2

j

)− Φ(
ṙ − µi + µj
√

σ2
i + σ2

j

),
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it is possible to find the partitioned ranges regarding µi − µj by using gaussian

data Gk: (µi − µj ,
√

σ2
i + σ2

j ) and Equation 4.13-4.14. This allows us to find the

satisfaction range of µi − µj , denoted as sl ≤ µi − µj ≤ su. Assume a weight

parameter γ and let g(x) =
x+γµi+µj

γ+1 . By the policy of weighted middle partition,

then, the respective psr of oi and oj are given same as Equation 4.8 except for here

using µi, µj instead of mi, mj.

4.2.3 Pre-calculated Table for Constrained Curves

Here we discuss how to construct the G-table and implement G(.) function in Defini-

tion 13. Note that this procedure is required only for the unit-length constraint and

can be done off-line. As mentioned before, we first derive the minimum violation

rectangle rcv (Equation 4.11) so as to efficiently restrict the range to be handled by

our numerical method. We adapt the calculation method in [18].

First, consider σ̄v and σ̇v in rcv. Let us denote the satisfaction probability

function of µ by

Fµ(x) = prob(cU )|(x,σi) in Equation 4.10. (4.15)

Then, using the derivative of the above function

dFµ(x)

dx
=

1

σi

√
2π

(− exp(−(−1 + x)2

2σ2
i

) + exp(− x2

2σ2
i

)) (4.16)

and the critical point x′ = 1
2 such that

dFµ(x′)
dx

= 0, we observe that Fµ(x =

1
2) is the maximum (as shown by the contour lines in Figure 4.5(b)) and thus

prob(cU )|( 1

2
,σ̄v) = δ. Due to the fact that prob(cU )|( 1

2
,σ̄v) = Φ( 1

2σ̄v
) − Φ( −1

2σ̄v
) =

Φ( 1
2σ̄v

) − 1 + Φ( 1
2σ̄v

) holds, we have Φ( 1
2σ̄v

) = δ+1
2 . Since Φ(.) is a monotonically
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increasing function, we have

1

2σ̄v
= Φ−1(

δ + 1

2
) =⇒ σ̄v = (2Φ−1(

δ + 1

2
))−1. (4.17)

Moreover, obviously we have

σ̇v = 0 (4.18)

because prob(cU )|( 1

2
,0) ≥ δ always holds.

Second, consider µ̄v and µ̇v in rcv. In the case of 0.5 ≤ δ < 1, since

prob(cU )|(1,0) = 1 holds and prob(cU )|(µi,σi) < 0.5 holds for any µi /∈ [0, 1] and

σi ≥ 0, we have

µ̄v = 1, and accordingly µ̇v = 0 by Lemma 5. (4.19)

Now, consider the other case: 0 < δ < 0.5. Similar to what has been done previously

for finding σ̄v but using x = σi instead here, let us define a function

Fσ(x) = prob(cU )|(µi,x). (4.20)

By solving dFσ(x′)
dx

= 0, we get x′ such that Fσ(x′) is the maximum. Such x′ is

denoted by a function of y = µi,

Fσ
µ (y) =

√

(2y − 1)
/

ln

[

y2

(y − 1)2

]

. (4.21)

Then we may write

µ̄v = y s.t. δ = prob(cU )|(y,Fσ
µ (y)), and µ̇v = 1− µ̄v. (4.22)

It should be noted that due to the recursive definition in the above expression,

the exact value of µ̄v cannot be directly derived but can be numerically estimated.

Finally Equation 4.17-4.22 establish the minimum violation rectangle rcv.
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G-table construction. Since
dFµ(x)

dx
= 0 (Equation 4.16) holds for x = 1

2 and

dFµ(x)
dx

< 0 holds for x > 1
2 , it is possible to numerically find the estimate of µi

such that δ = prob(cU )|(µi,σi) by increasing the sample points sk ∈ [12 , µ̄v] for the

given specific values of δ and σi < σ̄v. It is important to note that due to limited

sampling steps of sk, we rather take a range estimate of µi for the satisfaction and

violation areas; for each pair (δ, σi), the range estimate [µs
i , µ

v
i ] is found and kept in

G-table where the exact estimate of µi should be in [µs
i , µ

v
i ]. Furthermore, using the

derivative of the function in Equation 4.20:

dFσ(x)

dx
=

1

x2
√

2π
((µi − 1) exp(−(−1 + µi)

2

2x2
)− µi exp(− µ2

i

2x2
)),

we obtain that dFσ(x)
dx

< 0 holds for 0 < µi < 1. Therefore, in the case 0.5 ≤ δ < 1

(so, µ̄v = 1), we can restrict the necessary sample range sk along with decreasing

σi values. More specifically, given a range estimate [µs
i , µ

v
i ] of µi found for some

σi, the sample range for σ′
i < σi is reduced to 1

2 < µs
i ≤ sk ≤ µ̄v = 1. In case of

0 < δ < 0.5, we consider two different cases: (i) σi > Fσ
µ (µ̄v) (where dFσ(x)

dx
< 0)

and (ii) otherwise (where dFσ(x)
dx

≥ 0). Then, it is possible to reduce the necessary

sample range by increasing the lower bound (using µs
i similarly as above) for the

case (i) and by decreasing the upper bound for the case (ii) along with decreasing

σi values.

Since range estimates [µs
i , µ

v
i ] are tabulated, the actual G(.) function needs to

return either µs
i or µv

i depending on the constraint result by the given gaussian data.

For example, for the first two (violation) cases in Equation 4.13, we take G(σi)|δ =

µv
i ; for the third (satisfaction) case, G(σi)|δ = µs

i . Since taking such proper bound

from a range estimate is obvious, we omit this description.
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4.3 psr Formation with Dynamic Variances

Thus far, we have focused on psr formation with static variances. The static variance

assumption is normally suitable for modeling the tracking of object values that

are not highly dynamic i.e., they do not change drastically in a short time. In

reality, however, there are situations where the uncertainty degree of an object

fluctuates for subsequent timesteps and so it should be modeled as a variable. In

this chapter, we consider the gaussian data streams and focus on the rectangular

psr formation, incorporating the continuous updates of both µ and σ parameters to

the psr formation and filter construction.

In addition to the minimum violation rectangle rcv (Equation 4.11), we no-

tate σµ̄ such that the point (µ̄v, σµ̄) is located on rcv (see Figure 4.6(b); (µ̄v , σµ̄) is

called max-µ point). And let us denote psr (e.g., psr (oi)|pcU

Gi
) by a rectangle rcpsr on

〈µ, σ〉-plane. We will then show how to determine rcpsr depending on the location

of the given gaussian data. Note that in case µi < 1
2 , we can calculate psr with

the gaussian data (1 − µi, σi), psr(oi)|pcU

(1−µi,σi)
= [µ̇, σ̇, µ̄, σ̄], using the formulae for

the case of µi ≥ 1
2 , and then convert it to rcpsr:[1 − µ̄, σ̇, 1 − µ̇, σ̄] according to the

symmetric property of Lemma 5. Thus, we only consider µi ≥ 1
2 in the following

derivation.

4.3.1 Rectangular psr Formation

Here suppose pcU |Gi
= violation. First, consider the case of 0.5 ≤ δ < 1. As shown

in Figure 4.6(a), the constrained curve (i.e., G(.)) is monotonically decreasing with

respect to σi. In the figure, X-axis and Y-axis represent µi and σi; The solid line

rectangle denotes the minimum violation rectangle. Thus, in this case, we prefer
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Figure 4.6: psr for pcU

rcpsr the lower-left corner (x, y) of which is tangent to the constrained curve, so rcpsr

is in the form [x, y,∞,∞]. As describe before, such (x, y) is determined based on

the weighted middle partition; if (x, y) cannot exist by the relation of rcv and the

given gaussian data, we take either the upper-side or the right-side of rcv instead.
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Then, given specific Gi such that pcU |Gi
= violation, we have (x, y) =























(-∞, σ̄v) if γ(µi − 1
2 ) + σ̄v ≤ σi

(µ̄v, 0) if γ(µi − µ̄v) ≥ σi

(G(y)|δ , y = γ(G(y)|δ − µi) + σi) otherwise

(4.23)

where γ is a weight parameter for modeling the change pattern of oi (e.g., the change

ratio between gaussian parameters). Note that y otherwise in the case above is not

directly calculated but a binary search on G-table can rapidly locate it thanks to

the aforementioned monotonicity property. And µ̄v = 1 necessarily holds (Equa-

tion 4.19). The gray rectangle in Figure 4.6(a) depicts the third case psr in above

Equation 4.23 for the given specific gaussian data (µ1, σ1).

Second, consider the other case 0 < δ < 0.5. Different from the previous

case, G(.) is convex around the max-µ point (µ̄v, σµ̄) as shown in Figure 4.6(b).

We have the similar result to the previous case if σi ≥ γ(µ̄v − µi) + σµ̄ holds.

Otherwise, we find the rectangle rcpsr whose the upper-left corner (x, y) is tangent

to the constrained curve, which is

[x = G(y)|δ , 0,∞, y = γ(µi − G(y)|δ) + σi]. (4.24)

Now suppose pcU |Gi
= satisfaction. In this case, psr is in the closed rectangle

inside the constrained curve. If 0.5 ≤ δ < 1 holds, obviously rcpsr is given by

[1− G(y)|δ , 0,G(y)|δ , y = γ(G(y)|δ − µi) + σi].

For x ≥ 1 and 0 < δ < 0.5, let

g1(x) = σ s.t. G(σ)|δ = x ∧ σ > σµ̄, g2(x) = σ s.t. G(σ)|δ = x ∧ σ ≤ σµ̄.
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If 0 < δ < 0.5 holds, rcpsr can be given by







































[1− x1, 0, x1, y1] if γ(µi − 1) + g1(1) ≤ σi

[1− x1, g2(x1), x1, y1] if σµ̄ ≤ σi < γ(µi − 1) + g1(1)

[1− x2, y2, x2, g1(x2)] if γ(1 − µi) ≤ σi < σµ̄

[0, 0, 1, g1(1)] otherwise

(4.25)

where x1 = G(y1)|δ, y1 = γ(G(y1)|δ−µi)+σi, x2 = G(y2)|δ, and y2 = γ(µi−G(y2)|δ)+

σi.

Generalization for arbitrary ranges. Equation 4.14 is extended for rectangular

psr, psr(oi)
pcR

(µi,σi)
as in (ii) below.

(i) psr (oi)|pcU

(
µi−ṙ

l
,
σi
l

)
= [µ̇, σ̇, µ̄, σ̄], (ii) [lµ̇ + ṙ, lσ̇, lµ̄ + ṙ, lσ̄] (4.26)

Example 11. Suppose we have pc:(−10 ≤ oi ≤ 10, 0.2) and G1:(30, 10), G2:(5, 25)

of oi, and assume the weight parameter γ=1
2 . As shown in Figure 4.7 and Equa-

tion 4.26, we first calculate psr(oi)|(cU ,0.2)
G′

1
:(2,0.5)

and psr(oi)|(cU ,0.2)
G′

2
:(0.75,1.25)

for G1 and

G2 respectively (as in (i), G′
1=(30+10

20 , 10
20 ) and G′

2=(5+10
20 , 25

20 ), and then convert

them to psr (oi)|pc
G1

=[21.3, 0,∞, 14.2] and psr (oi)|pc
G2

=[−20.1, 12.42, 20.10, 32.69]. In

the figure, X-axis and Y-axis represent µi and σi. The gray rectangles denote

psr (oi)|(cU ,0.2)
(2,0.5) =[1.56, 0,∞, 0.74] and psr(oi)|(cU ,0.2)

(0.75,1.25)=[−0.5, 0.62, 1.5, 1.63].

4.3.2 psr for Join Constraints

By the property of gaussian data explained in Chapter 4.2.2, given Gi of oi and

Gj of oj , it is possible to calculate the intermediate psr form regarding µi − µj
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and
√

σ2
i + σ2

j , from which the respective psr of oi and oj can be derived. Suppose

we obtain such intermediate psr as a rectangle [µ̇p, σ̇p, µ̄p, σ̄p] by the formulae in

Chapter 4.3.1. Since we have presented our method to derive the respective psr

part for µi and µj in Chapter 4.2.2, here we explain its complementary part. From

the condition σ̇p ≤
√

σ2
i + σ2

j ≤ σ̄p given by the aforementioned intermediate psr,

we derive the individual range predicates on each σi and σj. Note that combining

the range predicate on σi and that on µi completes the psr of oi. In the following,

assume a weight parameter γ for modeling the difference of the change patterns of

σi and σj , supposing given specific σ1 of oi and σ2 of oj . For notational simplicity,

let

g(x) =
γ2σ1 − γσ2 +

√

x2 − (σ2 + (x− σ1)γ)(σ2 − (σ1 + x)γ)

1 + γ2
.

First, if σ̇p > 0 and σ̄p =∞, we have

σi ≥ x and σj ≥
√

σ̇p
2 − x2
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where

x =























0 if γσ1 + σ̇p ≤ σ2

g(σ̇p) if γ(σ1 − σ̇p) < σ2 < γσ1 + σ̇p

σ̇p otherwise.

Note that Figure 4.8(a)-(b) show the different psr formations according to the first

two cases in the above equation. Each gray rectangle with solid lines denotes the

range predicates (or psr part) on σi and σj depending on the given specific σ pair

(σ1, σ2). Also note that as shown in figure(b), x = g(σ̇p) is the tangent point on the

σi-axis, which is found by solving

γ(x− σ1) + σ2 =
√

σ̇2
p − x2.

Second, if σ̇p = 0 and σ̄p 6=∞, as in Figure 4.8(c) we have

σi ≤ g(σ̄p) and σj ≤
√

σ̄2
p − (g(σ̄p))2.

Third, if σ̇p > 0 and σ̄p 6= ∞, from the above two cases, we find a rectangle being

enclosed by two quadrants as in the examples in Figure 4.8(d).

We have

x ≤ σi ≤ y,
√

σ̇p
2 − x2 ≤ σj ≤

√

σ̄p
2 − y2

where x and y are respectively given by























0, g(σ̄p) if γσ1 + σ̇p ≤ σ2

g2(σ̇p), g(σ̄p) if γ(σ1 − σ̇p) < σ2 < γσ1 + σ̇p

σ̇p, g(σ̄p) otherwise.

Otherwise, the range of σi and σj is the same as each domain.
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Parameter Description

nt number of timesteps (= 50K)
no number of tracked objects
co number of constraints per object
η max change (of a p-data parameter) per timestep

Table 4.1: Experiment parameters

4.4 Evaluation

To evaluate the effectiveness of our approach, we implemented the Spmon simulator

and performed several experiments using the parameters in Table 4.1.

For uncertain data streams, we used a random walk model to produce contin-

uous streams of p-data, uniform or gaussian data, where the possible value difference

of subsequent p-data parameters can be specified. In all cases, we used stream data

sets of 50K timesteps.

The experiments in Figure 4.9-4.11 take a join constraint and gaussian data
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Figure 4.9: Stream monitoring example

streams with static variances. For example, Figure 4.9(a)-(b) show part of gaussian

data streams of o1, o2 where their variance is constant, that is σ1=σ2=4, and the

corresponding satisfaction probability of a join constraint c1:(−50 ≤ o1 − o2 ≤ 50).

In the figure, X-axis represents timesteps from 13K to 14.5K; Y-axis represents (a)

the changes of µ1 (for o1 with static σ1=4) and µ2 by the random walk model

where η=3 (Equation 4.27), (b) satisfaction probability of c1, and (c) the stream

suppression by psr -based filters where each vertical line corresponds to a message.

Each stream was generated by a random walk model, i.e.,

µt+1
i = µt

i + U(-η, η) (4.27)

where µt
i denotes µi in timestep t, η ∈ R

+ denotes the maximum of a random walk,

and U(-η, η) denotes uniform distribution on the interval [-η, η]. Given the threshold

δ=0.8, figure(c) demonstrates the benefit of Spmon (by Chapter 4.2.2 where we

set γ=1) such that update messages during most timesteps were suppressed while

monitoring the probabilistic constraint pc1:(c1, 0.8).

As a performance metric, we compare the number of messages by Spmon to
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that by a traditional centralized monitor where p-data are transmitted to a stream

processor in every timestep. We compute the message transmission rate (msg) by

msg =
nm

nt× no

where nm is the number of messages. For messages in Spmon,

nm = nivd + 2nprb + nudt (4.28)

where nivd denotes the number of psr -based filters that are invalidated by p-data;

nprb denotes the number of probes initiated by a stream processor to retrieve the

p-data of the other object in the join when the filter of one object is invalidated; and

nudt denotes the number of psr -based filter updates. Recall that the re-evaluation of

a join constraint upon invalidation by the p-data of an object oi passing through its

filter may require probing to the other object in the join in which oi appears. Owing

to these probes (more specifically, probing request and reply messages) and filter

update messages, in general, query-aware filtering methods are not always of benefit

to message reduction. We will show the effect of the overhead in Figure 4.12, in some

cases with relatively large η and co. It is also important to note that one cannot

simply use a variant of centralize monitor that uses “constant” filter ranges for our

problem, since even a minimum value change of a p-data parameter in the domain

of real numbers may require the revalidation of its associated constraints; in fact,

this is also a reason why monitoring specific continuous queries (e.g., probabilistic

constraints in this chapter, spatial queries [52]) is different from tracking time-

varying data [40, 41] which is independent of query types, although both often aim

at the same goal of low communication overhead.

Single join constraint. Figure 4.10 shows msg of monitoring a single join con-
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Figure 4.10: msg with various settings

straint. Figure(a) shows the number of constraint result updates depending on the

join constraint range size. In figures(b)-(d), Y-axis represents msgand X-axis rep-

resents (b) join constraint range size rs, (c) threshold δ, and (d) max change per

timestep η. Figures(b)-(d) show msg of monitoring (−rs
2 ≤ o1 − o2 ≤ rs

2 , δ) where

(b) δ=0.8, η=3, (c) rs=100, η=3, (d) rs=100, δ=0.8. We set γ=1 for all the cases.

As expected and shown in figures(a)-(b), msg is heavily dependent on the degree of

fluctuation in the results of constraint evaluation over time; more dynamicity in the

tracked objects (i.e., larger η) is likely to change the constraint results rapidly and

accordingly break psr -based filters more, thus resulting in larger msg as shown in

the figure(d).

As explained, psr consists of simple predicates on p-data parameters and our

psr formation formulae contain weight parameters γ. Figure 4.11 demonstrates the

impact of this γ setting against streams with different properties. In the figure, Y-
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Figure 4.11: Adaptive weight

axis represents msg of monitoring (−50 ≤ o1−o2 ≤ 50, 0.8) and X-axis represents (a)

γ, (b) max change rate η2

η1
. For the different stream properties, we created streams

by increasing the max change of µ1 per timestep (denoted by η1) and setting η2=3

constantly, e.g., in figure(a), x0.13 denotes the stream being generated with η2

η1
=

0.13. In figure(a), we observe that setting γ close to η2

η1
yields low msg. The reason is

that such γ enables the weighted range partitions in psr formation to be consistent

with the skewness of random walks for each p-data parameter. However, such ηs

for real uncertain streams may not be a priori known. Thus, we tested a simple

heuristics named adaptive weight : for each p-data parameter, the number of time its

predicate as part of the psr -based filter is broken in a sliding window (e.g., during the

20 recent timesteps) is used instead of ηs. In figure(b), we observe the effectiveness

of our adaptive method, that is, its msg (denoted by adp wgt) is fairly competitive

in comparison with the best case when η2

η1
is explicitly used (denoted by chg rate).

Moreover, adaptive methods normally can remain promising under the condition of

time-varying stream properties.

Multiple constraints. Thus far, we have studied the performance issue with a
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single constraint using psr. Two major observations were that (1) msg is mainly

influenced by the dynamicity of p-data and (2) our adaptive weight policy works

quite well, not needing a priori knowledge of stream properties. Here we discuss the

case of multiple constraints with dynamic variances (for gaussian data streams in

Chapter 4.3). We created different sets of objects and constraints randomly using

given values for the parameters no, co, the range size of each constraint rs ∈ [50, 120],

and the threshold δ ∈ (0, 1). Given co=k, we created ⌈k2⌉ range constraints and ⌊k2⌋

join constraints for each object. We also created different sets of data streams using

given η of µ and σ for each object. Figure 4.12 shows that msg is also influenced by

co while it is not directly influenced by the size of object or constraint set as long

as co is same. This is because psr of an object is achieved by the intersection of psr

with respect to all the constraints being imposed on the object. In other word, a

filter region is likely to shrink more along with larger co, implying that the benefit

of Spmon could increase with small co and thus Spmon must be used conservatively

otherwise; e.g., it seems advantageous to use Spmon for the cases where co≤ 4 and

η < 3. In the figure, Y-axis represents msg and msg n denotes the different streams

of which η of µ and σ are given n and n
2 respectively. X-axis represents (a) no and

(b) co. We set (a) co=2 and (b) no=10.

Finally we note that adaptiveness of Spmon such as combining the psr -based

filter and non-filtering of centralized monitor for different stream and constraint

properties is an interesting issue but is not included here due to the space limit.
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4.5 Summary

As usage of sensor-based real-time monitoring systems grows, probabilistic data

processing based on statistical modeling techniques has gained much attention in

both the stream database and real-time database literature [10, 15, 30]. In this

chapter, we have presented Spmon, a monitoring architecture that incorporates

data value uncertainty in monitoring constraint-based queries. In particular, we

have generalized the notion of data similarity to cover data objects whose values

can only be determined probabilistically. To the best of our knowledge, Spmon

is the first to attempt monitoring and filtering of uncertain data streams in pdf

parameter spaces. As shown, the filter conditions based on the new psr concept can

be systematically derived for well-known distributions.

Although we believe Spmon is general enough to incorporate different data

models, it should be noted that the derivation for psr formation can be challenging

depending on distributions. However, our work for uniform and gaussian models

could be a reference for further development, particularly for other distributions

with one or two pdf parameters, that is, those specifying location and variance

properties in the pdf definition.
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Chapter 5

Conclusion and Future Work

5.1 Ongoing and Future Work

There are several directions to extend the work in this dissertation. Some of them

are described here.

5.1.1 Efficient Monitoring based on Analysis for System Safety Ver-

ification

Model-based development has been recognized as a practical method for efficiently

developing correct and robust control-oriented real-time embedded systems. In

general model-based development has focused on verification and testing for func-

tional or timing aspects. However, embedded software also involves para-functional

resource-related aspects. Such para-functional resource-related aspects of embedded

software are termed resource (bound) properties. These properties enforce resource

limits on CPU time, memory, battery power, network bandwidth, etc. Unlike func-

tional properties, yet the verification and testing for resource properties has not
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been completely addressed in executable model-based development. Specifically

resource-related language constructs are not incorporated in the action semantics

of executable models since early design is intended to be platform independent.

Accordingly resource properties have not been entirely linked with functional veri-

fication from the beginning of the development cycle. This limitation often renders

the process of resource safety verification (the verification of resource bound prop-

erties) non-systemic or ad hoc at best leading to excessive cost for monitoring and

analysis. Furthermore, resource safety verification is usually deferred to testing

during/after the implementation phase. Resource safety violations detected dur-

ing implementation testing commonly require redesign and reimplementation of the

system.

Recently we proposed the software engineering discipline incorporating re-

source safety verification into a design and development methodology for embedded

systems in [64, 62, 59]. This work focuses on how to integrate the verification of

para-functional resource properties into the software development cycle of executable

model-based approaches. The proposed methodology integrates:

• xUML (eXecutable Unified Modeling Language [42]) modeling and simulation-

based model testing processes supported by the commercial software modeling

and simulation environment Objectbench [54]

• Automatic code generation from xUML models by CodeGenesis code genera-

tor [53]

• Formal functional verification by model checking for xUML models [63]

• Resource bound checking based on static analysis and dynamic monitoring [48,
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Figure 5.1: Development Cycle (proposed in [64])

1]

ObjectCheck [63] is used to validate the xUML model with respect to selected func-

tional properties while the resource verifier for embedded systems, named ResCheck [64],

deals with resource properties to provide the comprehensive autonomous support

for resource safety verification.

The development cycle of Figure 5.1 includes the following steps:

Architecture and property specification The system is mapped to an archi-

tecture where the software is partitioned into core functionalities and none-

core functionalities. The goal is to design a core segment of software which

is sufficiently compact so as to be amenable to formal analysis both by func-

tional verifiers and run-time monitoring methods. Our model-based approach

concentrates on the development of the core segment.
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xUML model The executable model in xUML for the core segment is manually

developed by using Objectbench. Objectbench is a software development tool

that supports a UML-like OOA method [42] and generates executable and com-

pilable specifications for analysis models. The model is executed and tested

under the control of the discrete event simulator in Objectbench.

Verified functional model The model is formally verified with respect to the

selected functional properties by the xUML model checking tool ObjectCheck.

The xUML specification of the model is automatically translated to the S/R

model specification to be verified by COSPAN model checker [25]. The details

of xUML model checking can be found in [63].

Resource-annotated model The model is further specified by manually adding

resource-related specification into the functional specifications. At present our

approach (implemented and tested in [64]) requires the developers to write the

partial implementation code of resource-related operations and insert it to the

executable state actions of the state model in xUML. Note that the language

constructs for resource specification in xUML models can be developed to

provide the appropriate abstraction of resource specification. The model is

then analyzed by ResCheck. As a result, violations of resource properties can

be detected at this design phase and the model revised accordingly. Run-time

monitoring code for resource safety verification is automatically inserted in the

action specifications in the model for those resource properties that cannot

be statically verified. By using a low overhead run-time monitoring scheme,

ResCheck supports efficient dynamic evaluation of resource consumption upper

bounds. The detailed procedure for static resource analysis and monitoring in
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ResCheck can be found in [64].

Executable program The model is automatically translated into executable pro-

gram code via CodeGenesis code generator [4] for a particular target platform.

Based on the resource-annotated model specification derived from the static

resource analysis in the previous step, the generated program contains the

minimum necessary monitoring code. Then the program is run and tested

on the target platform. Run-time violations of resource properties can be de-

tected and reported. Resource safety violation rates above critical thresholds

may require redesign.

Core control system The model satisfying all the functional and resource prop-

erties is ready to be extended with the further design and implementation for

non-core functionalities. It is important to note that the development cycle in

Figure 5.1 can be iterated until the software implementation for core segment

is verified by model checking (the task spanning box 2 to 3 in Figure 5.1) and

testing with run-time monitoring (the task spanning from the box 4, 5 to 6)

In the development methodology above, verification for functional or resource

properties is done by combining model checking, resource analysis and run-time

monitoring. As mentioned, using xUML model checking for functional properties

has been well studied by in [63], which is briefly introduced in the following. In

ObjectCheck, designers of the system use the Property Specification Interface and

xUML Visual Modeler to specify the properties of the system and xUML model. An

xUML-to-S/R translator converts them to S/R query and S/R model respectively.

The COSPAN model checker accepts these inputs and checks whether the query
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is valid in the model. In case that the verification fails, COSPAN model checker

generates an error track and then Error Report Generator produces an error report

in xUML from the error track. To help the debugging process, Error Visualizer

creates a test case from the error report and reproduces the error by running the

xUML model with the test case.

The complementary problem, efficient run-time monitoring has been intro-

duced in [64] where resource properties are treated as the primary concern on verifi-

cation. Notice that due to their inherently dynamic nature, resource properties are

not usually addressed in the static-verification-only context. It is also important to

note that resource properties can be translated in the form of continuous constraint

queries in Chapter 4.

The work in [64] primarily aims at incorporating the verification process

for resource-related properties into the early development cycle, thereby lowering

development cost and enhancing the quality of resource critical embedded software.

Resource safety verification requires additional resource-related specification in the

model as input to further analysis at the design phase. It is worthwhile to note,

however, the developer’s labor can be reduced by exploiting the executable semantics

of xUML and the autonomous tool support for resource analysis and monitoring code

insertion. The executable semantics of xUML enables the model specification to be

tested in the simulation environment and to be automatically translated into an

executable program [42, 63], and furthermore it allows resource-related operations

to be specified as part of state actions in the state model.

The approach in [64] employs a hybrid framework where static analysis and

monitoring techniques cooperatively work to provide resource safety verification. In
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the framework, the run-time monitoring makes explicit use of static analysis results

to cope with the possible performance overhead of traditional run-time monitor-

ing mechanism. To do so, the static analysis in the framework first translates a

given executable model containing resource-related code into a tree-based resource

evaluation structure.

The resource evaluation structure may involve statically-unbounded variables

e.g., loop bounds that can only be dynamically determined. This often renders

the verification inherently incomplete at analysis time and necessitates run-time

monitoring support. For monitoring efficiency, the static resource analysis simplifies

run-time operations by having in-lined monitoring code.

The run-time monitoring relies on static analysis and thus monitors discrete

updates of a small set of specific variables in the program execution, instead of di-

rectly tracking and managing dynamic resource usage information. Since in practice

testing alone cannot completely guarantee system correctness, it is natural that a

product system employs run-time monitoring support at the execution environment

as part of exception handling. This would in turn incur inordinate performance

overhead to the execution environment unless the monitoring algorithm is carefully

designed. The hybrid framework specifically, lightweight monitoring based on static

analysis results, addresses this problem of run-time overhead. More importantly, it

can cover a wide variety of property types in software safety requirements.

This hybrid framework is consistent in the recent work [1]. Ajay et al. [1] first

classifies the extant work on program resource verification into static, dynamic, and

hybrid approaches. The dynamic approaches have an advantage in that they can

be implemented easily; however, they introduce extra run-time overhead for moni-
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toring. On the other hand, static approaches do not impose the run-time overhead.

But they depend on program analysis requiring complex implementations and some-

times they cannot be done completely [1]. Furthermore if resource bounds depend

on dynamic data which are known only during run-time, then pure static analysis

may fail to check the resource bounds. Dynamic approaches include [32, 4, 12].

Most of the research taking the dynamic approach supports Java and converts the

byte code of the source program to a functionally equivalent code appended with

run-time monitoring for resources. Since most languages lack fine-grained resource

control mechanism, many dynamic approaches provide resource management inter-

face so that users can design various policies. Crary and Weirich’s work [6] is a

purely static approach. It uses virtual clocks to augment a program and certifies

that the program does not exceed its resource boundary by showing that the virtual

clocks cannot expire.

The critical functionalities identified in a system design can be verified by

model checking and/or completely tested in the development cycle above, and then

the corresponding software component can be treated as core segment. The hybrid,

lightweight monitoring technique is also naturally consistent with desirable exten-

sion to the implementation and integration of non-core segment where the static

verification may be inherently limited. The monitoring technique for providing the

safe interplay between core and non-core segments of a control-oriented embedded

system is one of our future directions. Out-stream of unreliable components and

dynamic environmental information can be relatively unreliable to some extent, thus

necessitating probabilistic approach for handling those information streams.
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5.1.2 Monitoring and Filtering Framework

As for dealing with the uncertainty of data values and monitoring data constraints,

we have considered a specific case when uncertain data values in streams are char-

acterized by gaussian or uniform distribution. For extensibility, it is desirable to

have a set of model-independent function specifications for the monitoring and fil-

tering of uncertain data streams as an underlying layer in the monitoring system,

similarly to what we have done in Ptmon for monitoring timing constraints. Given

specifications, it is possible to show how to efficiently realize them within different

data models, e.g., with arbitrary histogram distributions.

In practice, we can often predict the near-term data values of dynamic ob-

jects, by understanding their update pattern [21, 28]. For example, the future loca-

tion of a moving object can be predicted by combining the current position and the

speed of the object in the future speculation, and some environmental attribute in

process controls may show a certain type of correlation with other related attributes.

Owing to distributed data sources in typical sensor-based applications, data streams

are likely to contain delayed information, but in general, data streams need to be

processed in real-time. Thus it is worthwhile to provide a systematic method for

integrating some promising predictive data models to the real-time monitoring ar-

chitecture, thus enabling end-users to control the quality and the responsiveness

of a monitoring task. Our monitoring framework can be extended to incorporate

predictive data stream models for this purpose.
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5.1.3 Extended Stream Timing Joins

A composite event resulting from the timing correlation of imprecise instantaneous

events incurs uncertainty on an activity that spans a time period. If event times-

tamp values are given as time points, in general, such a period is denoted as two

time points, the starting time and the terminating time of the activity. To handle

uncertainty, however, it is natural to consider the uncertain timestamp model where

two pdf s are associated with their respective time intervals for starting and termi-

nating times. In correlating period events, an intersection operator is fundamental.

For example, suppose we have a monitoring query based on the intersection for a

surveillance system, that is “if the probability that acoustic signals and seismic sig-

nals from near locations instantly intersect at least 0.2 sec exceeds the confidence

threshold 0.9, then raise alarm for possible intrusion.” The monitoring condition

can be written as

P (min(X̄a, X̄s)− 0.2 ≥ max(Ẋa, Ẋs)) ≥ 0.9

where X̄a and X̄s (Ẋa and Ẋs) are r.v. on the terminating (starting) times of the

acoustic signal event and the seismic signal event. A unified stream join method for

handling both uncertain instant events and periodic events would be rather desirable

as an extension of Ptjoin.

5.2 Conclusion

In recent years, it has been often argued by the real-time community that program-

ming models for embedded real-time applications are more naturally expressible

in terms of data and event streams as first class objects and operators on these
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objects [38]. In this dissertation, we have undertaken the research to study the

monitoring of real-time event and data streams under uncertainty in either event

timing or data values. Uncertainty has been regarded as a very common problem

upon the rapid emergence of various sensor-based real-time monitoring applications

for which the disparity between values in these application databases and the actual

target attributes in the physical world cannot be easily avoided [8].

Our broad framework is to think of these applications as a special type of data

management systems where a query engine is used to answer questions about the cor-

relation of events. In general, events have attributes including timestamp, location,

data fields. The query form in the monitoring framework is based on a propositional

version of the real time logic so as to represent the relation of events as monitoring

queries. Our work focuses on the definition of operators on the event attributes and

their efficient implementation by exploiting the attribute-specific properties such as

the monotonicity of timestamps while allowing the uncertainty in temporal and data

values.

In this dissertation, we have first addressed the problem of event-based mon-

itoring with uncertainty. The proposed timing monitoring framework Ptmon incor-

porates the uncertainty of the difference between event occurrences and detections

in the monitoring of timing constraints over events. The framework provides a

generalized and modular scheme for expediting the detection of timing constraint

violations, and can be specifically realized along with different uncertainty models.

We have also showed how this framework can be used for a timing join operator

Ptjoin in the context of stream data management. Ptjoin can be seen as the

implementation of a time-window-based stream join but with the assumption of
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probabilistic timestamp models.

We have then presented a new monitoring approach to cope with uncertainty

for data values on underlying data streams. By exploring the notion of similarity

in the real-time database literature, we have focused on the stream monitoring and

filtering technique Spmon that suppresses the degree of update redundancy on data

streams. Notice that the value uncertainty in Spmon is orthogonal to the timing

uncertainty in Ptmon for processing events and continuous queries in stream data

management. And accordingly the integrated approach for both uncertainties would

be required in case complex event queries exist.
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Index

O (uncertain object set), 92

[ṙ, r̄] (range interval), 93

δ (threshold), 21

η (max change per timestep), 119

γ (weight parameter), 104

κ (relation of ts and dt), 30

λ (event occurrence rate), 81

D (transmission delay), 30, 47, 75

H (template histogram set), 40, 75

M (model parameter set), 20

T D (timing data domain), 20

T P (time point set), 19

ω (uncertainty degree), 30

φ (template histogram), 40

π (maximum length), 47, 70, 81

ρ (minimum length), 47

τ (detection latency), 40, 47

cJ (join constraint), 93

cR (range constraint), 93

cU (unit-length constraint), 106

cc (derived constraint), 23

dt (detection time), 19

ge (timing relation function), 20, 42, 48

gt (gaussian satisfaction time), 32

ht (histogram satisfaction time), 43, 72

jc (join condition), 69, 72

lb (lower bound), 39, 47

pcJ (probabilistic join constraint), 94

pcR (probabilistic range constraint), 94

sp (satisfaction probability), 56

td (timing data), 19

ts (occurrence timestamp), 19

ub (upper bound), 39, 40, 47

p-data (pdf parameters), 93

pdf (probability distribution function), 19

psr (probabilistic similarity region), 9,

96, 101, 105, 109, 115, 116

psr -based filter, 9

pvt (probabilistic violation time), 5, 22,

25, 31, 34, 43, 44
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pvw (probabilistic violation window), 25,

35, 46

r.v. (random variable), 20

sid (stream-in delay), 81

co (number of constraints per object),

119

msg (message transmission rate), 121

no (number of objects), 119

nt (number of timesteps), 119

adjusted histogram, 42

configuration, 43, 50

data similarity, 9, 92

derived constraint, 5, 23

detection semantics, 4

edge filter, 91

filtering, 91

gaussian timestamp, 29, 30

histogram timestamp, 39, 40

implicit constraint, 5, 25

occurrence semantics, 4

probabilistic timestamp, 19

satisfaction probability, 20

timing constraint, 2, 20

uniform timestamp, 47

value-based constraint, 2, 93

xUML, 127
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